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Backcountry skiing is like cloud networking… 
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Bridging the equipment and the smart 
building

Mountain / 
Building

Skis/ Networking 
HW

Safety / 
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IoT
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Predictive Maintenance

Intelligent Spaces

Occupant 
comfort

Energy 
Management
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Intelligent Spaces
Smart Building
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Thomas Kiessling, CTO of Siemens Smart Infrastructure (SI)

“As of 2023, less than 10% of 
commercial buildings are 
considered ‘smart’ ”
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What is a smart building? 
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Let’s ask ChatGPT?

BRKMER-1691 9



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicBRKMER-1691 10



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Convergence – IT, OT & IoT

2001 to 2006 2009 onwards 2022-2026

Transform
Communications

Transform 
Remote working

Transform Hybrid work 
& Operational Efficiency

Data

Voice

Video

+
Data

Voice

+
Data

Sensor

Power

+

Voice

Video

The network is the convergence point for Employee Experience, OT Integration and Sustainability enablement

Why should we care?

Key Trends
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Our customers 
are asking 
how do I…

Use my Data to help 

reduce costs and drive 
greater efficiencies 

Build Resiliency
to adjust and deal with changes without 

business interruption 
.

Cut IT support time to 
get staff back to work 
faster

Scale a small IT 

department

Keep people, data, 

property and buildings 

Safe and Secure

Connect everything to 

better collaborate across multiple sites

Automate
to save time  

Deliver Better 
Experiences

to improve patient and staff outcomes 

Reduce
Complexity 
and modernize my security infrastructure
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To do this, you need:

Ways to automate action to 
remediate issues and improve operations

The ability to capture and analyze
energy and environmental data

Complete visibility into the 
digital and physical world
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The cloud builds simple 
and scalable intelligent 
spaces.



Why should we care?

Key Trends

Buildings are no longer purpose-built structures;
they are programmable applications that need 

to adapt on the fly 

Programmability requires interconnectivity 

between discrete systems

Technology is now the fourth
utility, creating the foundation

for smart, sustainable buildings

Smart Buildings
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Improved and increased 
data capabilities, insights 
and analytics.

Why do buildings care about data maturity?

Data Maturity helps 
generate sophisticated 
performance insights and 
enable dynamic decision-
making.
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Let’s gather data to build 
an intelligent space.



Wired and wireless
Third-party sensors

Cisco 
access points

Cisco cameras

Cisco technology empowers the smart building 

Cisco 
Collaboration

Cisco switches Cisco 
sensors
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The Cloud Platform is our Foundation

Wireless Switching Security and 
SD-WAN

Mobile Device 
Management

SensorsSmart 
Cameras

Cellular 
Gateways

Built-in solutions

MERAKI DASHBOARD

ACCESS WAN

API

Tailored solutions

CUSTOM BUILT APPS

developer.cisco.com/meraki

TECH PARTNER APPS

apps.meraki.io

IOT

BRKMER-1691 19
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Using infrastructure insights for better outcomes

Pinpoint network issues

Performance analytics

Config change assurance
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WAN 
Performance

Application 
Performance

RSSI

SNR

Data Rate

Channel 
utilization

Latency

DHCP

DNS

Auth.

Industry’s largest 
data set

Meraki 
Platform

Environmental 
Data 
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Built with Security in Mind : Meraki Platform

Highly Availible Redundant 
Architecture

ISO 27001 Certified Data 
Centers (Non-US)

99.99% Reliability SLA 

SSAE18 Type II Audited 
Data Centers (US)
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Meraki Trust
• Data centers, security processes, and 

certifications

• How we safeguard your data

• Best practices for securing your 
organization’s network

• How Cisco Meraki networks continue to 
operate when disconnected from the cloud

• PCI compliance information, tools, and best 
practices

• Cisco Meraki’s Service Level Agreement

• Our data privacy practices and 
subprocessors

• Privacy sensitive feature information

BRKMER-1691 22
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Video at Rest

Management Data

Video During Transport

Encryption by Default:
• MV cameras are only accessible through Dashboard or 

Meraki Vision Portal, both via HTTPS

• Cameras automatically obtain, provision and renew a 
publicly-signed SSL certificate

• Certificate encrypts footage in transit from camera to the 
user

Built with Security in Mind : MV

BRKMER-1691 23



THREAT TYPES SOLUTIONS

Man-in-the Middle Attacks ✓ We rejected standard BLE encryption - does not meet our security standard

✓ Implemented our own encryption using Cisco Trusted Anchor Module (TAm)

✓ Elliptic-curve Diffie Hellman (ECDH) key exchange required with Dashboard to ensure 

secure, encrypted communication

Malicious Over-the-Air 
Firmware Attack

✓ Cisco Software Identity Management System (SWIMS) restricts on-board firmware to 

signed images

Malicious Hardwire 
Firmware Attack

✓ JTAG ports removed from PCB during mass production
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Built with Security in Mind : MV
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How did we turn this room into a smarter room?
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Demo



Occupant Comfort & 
Well-Being 
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A two-year study monitored CO2 
levels in classrooms and student 
test scores

The results were clear: the higher the CO2 
levels, the lower the scores on standardized 
tests
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Re-introducing the MT15
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MT15 – Advanced indoor air quality sensor
Newest sensor in the lineup 

• Measures 6 environmental metrics

• Adds carbon dioxide monitoring

• Customizable visual LED indicator

• Anti-tamper installation 

• Helps detect vape fumes*

• Perfect for schools, colleges, and general workplaces

* MT15 requires connection to power

BRKMER-1691 30



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Case study: UK Schools

• Goal: Capture indoor air quality (including CO2), temperature, and 
noise levels to help improve the teaching environments

• Scope: Implemented MT sensors (MT14s and MT15s) across a 
selection of schools – 500 installed with 1,500 more within 6 months

• Initial Results:

• Found cleaning companies were using too strong compounds

• Changed curriculum timetables to protect students around noisy spaces

• Vape detections were noticed in many surprising areas

• Students helped teachers and staff to interrogate the data

UK Government funding 20,000 schools 

BRKMER-1691 31



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Air Quality directly reported in the Meraki 
Dashboard
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Or Within Cisco Spaces… 
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Visualize further with Cisco Spaces
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Let’s Integrate your building! 
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Case Study: Cisco Paris 
Office
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Case Study: Cisco Paris Office

Cisco Spaces

Smart buildings cloud platform that ingests & 
consolidates the “data exhaust” from these various 

sensors

Cisco Navigator
Temperature, Humidity, 
VOC (volatile organic 

compounds)

Cisco Wi-Fi Access 
Points

People count, people’s 
physical location to track 
their journey through the 

office

Cisco Wi-Fi 
Access Points

VOC (Volatile Organic 
Compounds, 

temperature, and 
humidity

Meraki Cameras
Floor occupancy

(macro floor plate loading)

Meraki sensors
Temperature and 
humidity (MT10)

Cisco Room 
Devices

People count, 
Ambient Noise

Building Management 
Integration

Schneider BMS system 
receiving data from Cisco 
Spaces to make smarter 

decisions. 
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Schneider

D

D

D

D

D

D

D

D

D

D

Automation
Server

Enterprise
Server

RPC
Controller

Devices
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Building Management Integration

Reactive Proactive
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Cisco IT network Public cloud

Room Hub 
instance

In progress

Spaces

Webex

Meraki

Spaces 

Connector

Catalyst 
Center

Office 365

Cisco and Schneider

D

D

D

D

D

D

D

D

D

D

Automation
Server

Enterprise
Server

RPC
Controller

Devices
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Cisco Spaces config in Schneider
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Smart spaces need contextual data 

We need a smarter way to build safe 
enviornments… 
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Cloud-managed physical security designed to 
give you more

Secure

Scalable

Smart
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Streamlined Architecture 

Eliminates the NVR, VMS, and extra 
analytics

View locally or remotely Video is analyzed on-camera
in real time

EVERYTHING IN THE BOX ACCESS ANYWHERE SMART PROCESSING
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Line Crossing

Analyze footfall patterns to 
increase conversion

Monitor in-store busy hours 
to optimize staffing
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Area Occupancy

Track queues to improve customer 
experience

Measure area traffic to 
optimize engagement

BRKMER-1691 47
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Advanced People Counting with MV93
High-accuracy business intelligence for retail and enterprise

=> Dedicated head 

detection app

=> High frame rate 

inference

=>Training data from 

2500+ MV networks

=> Latest neural network 

framework

Purpose built app Edge AI/ML
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See through the noise

Add insight with 

object detection, 

audio analytics, and 

sensor data to 

increase situation 

awareness
Audio detection

Detect fire alarms, sirens, and 
ambient audio level measured in 
decibels.
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EV Parking Space
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Network as a Sensor: MQTT

SubscribersBrokerPublishers

/merakimr/#

#

/mv/cam23/light
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Network as a Sensor: MQTT
/merakimr {

"mrMac": ”5C:AL:EA:Bl:E0:00",

"clientType": "associated",

"clientMac": ”BA:5E:BA:11:00:00",

"timestamp": "2021-10-19 20:06:35.696",

"networkId": "N_628252148018987654",

"rssi": "-51",

"radio": "wifi"

}

/merakimr {

"bleType": "unknown",

"mrMac": ”0D:DB:A1:10:00:00",

"clientMac": ”DE:AD:BE:EF:CA:FE",

"timestamp": "2021-10-19 20:06:36.244",

"networkId": "N_628252148018987654",

"rawPayload": "1bff750042040180666407f652410000",

"rssi": "-90",

"radio": "ble"

}
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Demo



Predictive Maintenance
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Insights into your physical enviornment.  

Network closet/server room

• Improve HVAC efficiency 
• Reduce carbon footprint
• Prevent network 

downtime
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Case study: WPP

• WPP’s goal: Create a sustainable future

• Implemented MT sensors in their global data centers

• Reduced HVAC costs and their carbon footprint

• One integrated network and IoT vendor experience 

The leading creative transformation company with 109,000 global employees 
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Chris Hyder

Enterprise Architect, WPP

“We expect to see annual energy 
and CO2 savings between 15% and 
50% per year (per campus).”
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Case Study: Data Center

• A Cisco lab looking for a granular view of the 
temperature, air quality and noise levels of 
their labs to identify and remediate issues 
quickly.

• A deployment of ~1000 MT sensors (and 
growing!) across 316 racks

• By deploying MT sensors, it allowed the lab to 
optimize their HVAC system.

• The clear outcome for the lab team so far is 
the immediate understanding of where they 
can reduce their power consumption
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MT RTP Deployment
Before Optimization

Cold Air
(warmest point)

Cold Air
(coolest point)

Hot Air
(warmest point)
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MT RTP Deployment
After Optimization

Cold Air
(warmest point)

Cold Air
(coolest point)

Hot Air
(warmest point)

22oc

22oc

22oc

22oc

22oc

22oc

22oc

22oc

23oc

21oc

22oc

20oc

22oc

22oc
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Alerting
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You just that one time…
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Insights into your physical environment.

Cold storage

• Reduce inventory loss
• Ensure compliance
• Identify equipment 

failure
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MT11 Versus traditional solution
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MT11: Probe Sensor

• Anomalies detections
• Wrong settings
• Defrost cycles
• Blocked Airflows
• Energy consumption 
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Case study: Restaurant/Deli chain ( 600 stores)

• Goal: automating temperature monitoring for fridge/freezer

• Scope: Implementing MT11 with either bare metal or glycol probes

• Results:

• Saving of 50 hours per quarter ( based on 10 fridges/freezers every 4 hours)

• Increased productivity by digitalizing the process

• Pro-active maintenance by detecting anomalies early

• Leveraging existing Meraki infrastructure 

Regulation requires temperature monitoring every 4 to 8 hours per day
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Energy 
Management
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Did you know….
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This equates to….

85Kw/h * 0.39 = 33.15£/month 397£/year
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Leverage physical and network-level data to get 
insights and build automations

How are my spaces used?

What is the occupancy?

How many clients connect to the WiFi?

What are the lighting and sound 

levels?

When and where are doors opened?

Has a button been pressed?

…

API

Apps

Time-based

Time- and event-based
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Converged Energy Management for IT/OT 
powered by Cisco Meraki

Cisco UPOE+ up to 

90W per port

(low voltage DC)

Screens 

and digital 

signage

Network 

powered light 

arrays

Wall 

switch

Sensor

(light, motion, 

CO2/CO, etc.)

IP PhonesUSB-C 
dongles

Monitor, control, schedule in Dashboard

Export data and control via central cloud 

API

Up to 2400W per 

MT40 controller

Large screens & 

digital signage Desk setups Large OT devices

M

Wi-Fi

End-to-end solution managed by central IT provides lowered costs, intelligent control, new experiences 

UPOE+ Switches Orderability: 

Feb 13th, 2024

IT Stack

More info on UPOE+ models in Cisco Showcase booths “Explore Cisco Networking Cloud” and “New Path to Secure Networking

Laptop trolleys

NEW
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We estimate that powering off 2,000 

PoE devices (10W) for 12 hours a 

day saves up to approx.*: 

435,000 kWh energy

€ 87,000 cost 

109 metric tonnes CO2e emissions**

over 5 years.

Discover

Report

Act

*Based on internal analysis. Actual estimate that varies depending on the location where the 

devices are operated. Assumed energy price: 20c/kWh

**based on EU-27 2022 average emission factor: 

https://www.eea.europa.eu/en/analysis/indicators/greenhouse-gas-emission-intensity-of-1
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Mute Notifications for scheduled Meraki WiFi
downtime

+

Meraki MS/CS Software

Meraki MR/CW (Meraki mode)
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Meraki MTs make HVAC more efficient.

When the ultimate load is 
uncertain, data center cooling 
systems are often oversized and 
operate at inefficient part loads.

With today’s best practices, 
up to 50% HVAC energy savings are 
possible 

Meraki MT10
Temp/Humidity 

Sensor

Meraki gateways expedite deployment time

Bluetooth® Low Energy
MR / MV 

(Gateway)

Meraki MT Sensors Energy Savings Chart
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Power consumption 

BRKMER-1691 75



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Scheduling
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Demo



Delivering Smart Private 5G

and meraki to the smartest venue in Europe 

Visit the Demo in The Hub to see more



The cloud builds simple 
and scalable intelligent 
spaces.
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Thank you for joining us on this journey up to the 
clouds…



Would you like to provide feedback or 

request more information? 

Do you have a project you’d like to 

collaborate on?

We’d love to hear from you and how we 

can support!
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Cisco Meraki
Learning Map

Expand your horizons and see what Cisco’s 
cloud management platform can do for your 
business. The Meraki Learning map 
includes content that spans many topics 
ranging from programmability to 
cybersecurity. 

Remember,  there are also Lab and DevNet
Sessions, Capture the Flag activities, and 
Meraki demos throughout the World of 
Solutions show floor.
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Engage with us:
Become a Cisco Meraki Insider

Join
the community

Complete
challenges

Receive
rewards



Thank youThank you




