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Habit ...

. any regularly repeated behavic
that requires little or no thought a
Is learned rather than innate.
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Habit #1 - Understanding and embracing
Device Controllability

Habit #2 - Find issues before your users
with telemetry

Habit #3 - Leverage Compliance and
Configuration management

Habit #4 - Keep your infrastructure code
up to date with software image management

Habit #5 - Explore Proactive insights with
Al/ML

Habit #6 - Secure Devices and
Users (AAA & ISE)

Habit #7/ - Up your automation game with
APls and other integrations

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Habit #1 -
Understanding (and
embracing) device
controllability
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Device Controllability

Monitoring Settings

reallylongName2.adamlab.cisco.com

Management IP 10.10.10.146

DevicoType  Cisco Catalyst 8800-CL Wireless Controller for Cloud ° D":“’g‘;;‘":’é:::"a'l'r;:; ;;'I:g.; "n ﬂc::davlce SUCCESS @
Dewoafiole AOCESS * Deployment of Wireless AP Join Certificate setting initiated
® Deployment of syslog setting - SUCCESS @
« Deployment of syslog setting initiated Deployment of PKCS12 certificate SUCCESS @
« COMPLETED: Configuring new Syslog Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed b « Started process: Pkcs12 Internal Certificate Configure
CrEEEEL « Reachable DNAC IP:10.10.10.144
* PKI C pushed
s S e e « PKCS12 Certificate was pushed successfully
« Deployment of snmp setting initiated
« COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed
successfully. ° Deployment of 10S WLC NA Certificate configuration SUCCESS @
« Setting does not apply to device, so no operation was performed
° Deployment of dns setting SUCCESS @
« DNS Configurations pushed successfully o Deployment of 10S Telemetry Subscriptions configuration SUCCESS @
« Process success on all devices. « Configuring Assurance Telemetry Receiver Information
* Ct i Telemetry ipti
° * C Telemetry iption Receiver on the device with Receiver as 10.10.10.144
Deployment of netflow setting SUCCESS ipti i
- goserua . C Success
+ Deployment of netflow setting initiated e bt A
« COMPLETED: Configuring new Netflow Collector Server Configuration Settings IP: [10.10.10.144] and Port: [6007] on the device: B e s“bsc"""°:5d°°"“9“'3"°" S
10.10.10.146 completed successfully. * L . R L
« App Based Telemetry Subscriptions Configuration Success
o Application telemetry SUCCE
« Configuration of application telemetry is only i upon i ication telemetry action, so no operation ° of AP SUCCESS @
was performed * AP pushed
« Deployment of AP Impersonation setting initiated
° Install of Swim Certificate SUCCESS @
* SWIM Certificate was pushed successfully Depl nt of Terminal Width SUCCESS @
o e
* Setting does not apply to device, so no operation was performed
o Deployment of WSA certificate SUCCESS @
« ICAP port and WSA C« pushed
« WSA Certificate was pushed successfully © Deployment of IPDT SUCCESS @
« Cannot push IPDT Configuration on the device with IpAddress: 10.10.10.146 for Product Family: wireless controller (Not
Applicable)

asco Loye/
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Brownfield device on-boarding and config
automation process into Catalyst Center

: Assigned to
e Dlscred SRR Added to Inventory | gite

Unassigned Devices

Padbes  Dud

Enabled for Application Provisioned

TTTTTT - B 920 TonavcH a-
k ° A ‘
WSeors  Site i Abens a
bossce ¥ BRANCH-AAA L
e | -
v K00 W TRNG
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Adding a switch to Catalyst Center - Assign to
ite

= Cisco DNA Center Provision / Network Devices / Inventory Preview New Page Q ® o
Inventory Plug and Play Inventory Insights . . . %
Assign Device to Site
Q E [i}\ Two (2) Warning Alerts on this page. Expand to see detail.
nd Hierarchy —
ind Hierarchy TBRANCH-C9200-1
GLOBAL/CANADA/ONTARIO/TORONTO/BRA | The following settings will be deployed during
v & Global ARA assignment to site.
I © Unassigned Devices (8) DEVICES (8) I TBRANCH-C9200-1
. Focus: Inventory Syslog Server Cisco DNA Center
> & APJC
¥ B Netflow Collector Cisco DNA Center
S Filter @ Add Device Tag Device Actions v () Ta
> ¢k Canada IP Device Tracking Yes
> &b RBC-Canada-Ontario S Device Name « IP Address Devic| Cisco DNA Center,
SNMP Trap Receiver 10.10.10.10
& US 0O AP70F3.5A7E.0870 10.85.61.2 Wirel|
Cisco TrustSec (CTS) No
Credentials
D prime-access-01.cisco.com @ 10.195.180.210  Swit: Syslog Level 6 - Information Messages
Controller Certificates Yes
prime-access-02.cisco.com @ 2 ;i i Wit
02 10.195.180.211 S
O prime-access-03.cisco.com (®  10.195.180.212  Swit
D prime-access-04.cisco.com 10.195.180.213  Swit
C] prime-core-01.cisco.com 10.195.180.209  Switd
TBRANCH-C9200-1 @ 10.85.54.23 Swit
O TRS-E2.cisco.com @ 10.85.51.69 Swits N o
Device Controllability is Enabled. Learn e Back
° More | Disable 2ance | G
' Qhaw 50 V  antriae

cisco 'p/./

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Adding a switch to Catalyst Center - Assign to
Site

Inventory Plug and Play Inventory Insights Assign Device to Site e

Two (2) Warning Alerts on this page. Expand to see detail.
Q Find Hierarchy a (2) g pag ]

O Now (O Later | © Generate configuration preview
Creates preview which can be later used to deploy on selected devices

Global

X Task Name*

O Unassigned Devices (7) JEVICES (4
Focus: Inventory

> & APJC p
9 3
- & kiitaviss: T Activities / Work Items Q ® /A

Coanfinuratinn nreview: Accian 1 Navicals) ta €

v & Canada

> & Alberta =] Device.Name « SITE ASSIGNMENT 5
Configuration preview: Assign/Unassign 1 Device(s) to/from Site
Q) Search by description Dec 23, 2022 11:46 AM | Status: @ Succes Last updated: 11:47:08 AM £ Refresh

F‘ SITE ASSIGNMENT ~N s * .

= Q search Configuration Preview
& lila Show in tree viex
> , ; . Device IP : 10.85.54.24 C B  show in tree viey
Configuration preview: Assig N .

DEVICES 1SysloglistConfigs

logging host 10.85.54.177 transport udp port 514
logging source-interface vland19
logging trap 6

1
Dec 23,2022 11:40 AM St ;
4
5 ldone
6
7
8
3

I TBRANCH-C9200L-2
SITE ASSIGNMENT

& lita

Configuration preview: Assig|

1SysloglistConfigs
tdone
snmp-server enable traps
snmp-server host 10.85.54.177 traps version 2c ****+** udp-port 162
10 snmp-server source-interface traps Vland19
Dec 23, 2022 11:38 AM St 11 !NetflowConfigs
12 flow exporter 10.85.54.177
13 destination 10.85.54.177

G SITE ASSIGNMENT 14 transport udp 6007
15 exit

& lila 16 !done
17 !NetflowConfigs

Configuration preview: Assig 18 !done
19 no crypto pki trustpoint DNAC-CA

Dec 23, 2022 11:46 AM St 20 crypto key *¥**** rsa DNAC-CA
21~ <mdt-config-data xmlns= "http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cig" >
22+ <mdt-subscription nc:operation= "remove" >
23~ <subscription-id>
24 <![CDATA[553]]>
25 </subscription-id>
26 </mdt-subscription>
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Devi ntrollabili Telemetry Configuration:
.e Ce CO t O ab ty SYSLOG Server
Site-level customization SNMP Trap Server

SNMP Polling
NetFlow

= Cisco DNA Center ]

Wired Client Data Collection
Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust .

Wireless Telemetry
Q ada x Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings w

are assigned to a s

> O provisior

- Cisco DN ollector. It polls ne rk devices to gather telemetry data. View d
& Global : . H 1 1
~- ST Cisco Catalyst Center is configured
v ¢& Canada

& Ontario v SNMP Traps S Slo Server SN M P ra

’ as ] |
v ¢ Toronto Choose DNA Center to be your SNMP trap server, and/or add any external SNMP trap
ers. Th ation servers for SNMP traps and messages from network devices

@ BRANCH-AAA

Server and Netflow collector
server by default

Use Cisco DNA Center as SNMP trap server

Add an external SNMP trap server
IP Address )
10.10.10.10

<

Syslogs

Choose Cisco DNA Cen
Devices will be pr

syslog server, and/or add any ¢

g severity level 6 (information r

assigned to a site and/c

Use Cisco DNA Center as syslog server

(O Add an external syslog server

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Device Controllability

Site-level customization

Cisco DNA Center

Network Device Credentials

Q asa X

v & Global
v @ Canada
v & Ontario
v & Toronto

B4 BRANCH-AAA

Cisco

IP Address Pools

Design / Network Settings

SP Profiles Wireless Telemetry Security and Trust

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the

metrics gathered and the frequency with which they are collected

Choose Cisco DNA Center to be your NetFlow collector server, and/or add any external NetFlow
collector server. This is the destination server for NetFlow export from network devices. Cisco
DNA Center will only push the first NetFlow collector server for Wireless Controller as it has a
restriction on the number of flow exporters.

© Use Cisco DNA Center as NetFlow collector server I

INTERFACES FOR APPLICATION TELEMETRY

To enable telemetry on a device , select the device from the Provision table and choose
“Actions->Enable Application Telemetry* By default, All access interfaces on a switch OR all
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag
specific interfaces to be designated as LAN interface, by putting the keyword “lan” in the
interface description

Once specific interfaces are tagged those interfaces will be monitored.

) Add Cisco Telemetry Broker (CTB)
Cisco DNA Ce

should be configured as a de:

nation in CT8 to r Netfiow records

.&‘/

Cisco DNA Cente

Network Device Credentials

Q asa X

v ¢ Global

v & Ontario
v & Toronto

8 BRANCH-AAA

BRKOPS-2416

IP Address Pools

ork Settings

SP Profiles Wireless Telemetry Security and Trust

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

are assigned 1o a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. V
metrics gathered and the frequency with which they are collected

v Wired Endpoint Data Collection I

The primary function of this feature is to track the presence, location, and movement of wired
endpoints in the network. Traffic received from endpoints is used to extract and store their
identity information (MAC address and IP address). Other features, such as IEEE 802.1X, web
authentication, Cisco Security Groups (formerly TrustSec), SD-Access, and Assurance,
depend on this identity information to operate properly

Wired Endpoint Data Collection enables Device Tracking policies on devices assigned to the
Access role in Inventory.

© Enable Cisco DNA Center Wired Endpoint Data Collection At This Site

(O Disable Cisco DNA Center Wired Endpoint Data Collection At This Site C

I v Wireless Controller, Access Point and Wireless Clients Health I

Enables Streaming Telemetry on your wireless controllers in order to determine the health of your
wireless controller, access points and wireless clients

@ Enable Wireless Telemetry

details on the

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Device Controllability allows devices to interact with Catalyst Center
efficiently

- Recommended to keep Device Controllability enabled and send configs
to Catalyst Center

. Monitoring Settings Telemetr
- Controllability is safe and y p— J g ! - |

easy to troubleshoot | o

. Cisco Catalyst Center now = 1
provides comprehensive  “ o NT
visibility and P -
customizations into B B

Device Controllability
configurations S et o g o G e i |

cisco M-/ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Habit #2 - Find
ISsues before
your users with
telemetry
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Benefits of Telemetry data captured via

Catalyst Center

PKI, IPDT, SNMP

credentials,

SNMP traps,

Netconf-yang, Syslog,
streaming SNMP Traps,
telemetry, Streaming
Syslog ) Telemetry

Network Network and Client Health
Application Health

Network Services (AAA, DHCP,
DNS)

View and Manage Issues

Visibility into Wi-Fi 6/6E Readiness
Monitor Power over Ethernet

EoX Insights

Inventory Insights

Network Trends and Insights

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Inventory Device View

Run Commfhds

) TRN6-SDA-CAMPUS-E1 .cirrus.cloud

© Reachabio | @Manage P Address: 10.85.62.106 ol; Cisco Catalyst 9300 Switch | Device Role: ACCESS time: 28 doys 3 hrs 27 mins | Site: Global/CanadajOntario/Toronto/ TRNG/TRNG-28-SELab

Intertaces
Hardware & Software

Configuration

SFP Modules

User Defined Flelds

L L L L
fe— s cous
i) TRN6-SDA-CAMPUS-E1 cirrus.cloud Run Command:
© roocr ou A 108562106 | Device Model: Cisco Catalyst 9300 Switch | Devico Rolo: ACGESS ve: 28 days 3 brs 27 mins (Global/Canada/OnianofToronto/ TRNGITRNG 26~ SELl
Interfaces
Ace v e sele ! N changes he o

A_VN (1021}

ec:10:86:55:72:90

FusOuplex

Enabled

60.0 Wans

14 Viats

GigabitEthernatd

Campus_Fadric_AP

ROUTER, TB_BRIDGE

\-CAMPUS-E1 cirrus.cloud Run Commands

Access 28 days 3 hes 27 mins

10.85.62.106

Detailed port information: port
status, PoE, VLAN’s, Last

Input/Output

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




Inventory Device - Port
onfiguration

ces [ C9K-STACK

@ C9K-STACK % Run Commands 4 View 360

All De

@ Reachable | @Managed | IP Address: 10.85.54.54 | Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS Uptir

Edit Access VLAN

Only Access VLANS of type Ethernet can be

DETAILS
assigned to the ports
Interfaces >
default (1)
Hardware & Software
) Q
Configuration
default (1)
Power
VLAN0419 (419)
Fans
VLANO0420 (420)
SFP Modules

User Defined Fields Piatform: C9300-24P  Address: 70:18:a7:6e:ff:00  Serial Number: FCW2245CH6P  Role: ACTIVE  Stac

Config Drift Cancel
AAAAAA AAEEEE

S PPV EN SEEEERER |

SECURITY

Advisories Platform: C9300-24P  Address: 70:18:a7:33:82:00  Serial Number: FOC2245Z0C2  Role: STANDBY S

AAAAAA AAAAAR | Change port VLAN
e PUBEEN BEW

] a
Access VLAN default (1) eSC rI tl O n
Voice VLAN -
@ Error Disabled @ Admin Disabled @ Not Connected PoE Enabled
PoE Disabled

Cisco &. BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Inventory Device - Port
Actions

All Devices /[ C9K-STACK

(&) C9K-STACK

@ Reachable ©@Managed
DETAILS

Interfaces

Hardware & Software
Configuration

Power

Fans

SFP Modules

User Defined Fields
Config Drift

REP Rings

Stack

SECURITY

Advisories

3 Run Commands

IP Address: 10.85.54.54

Piatform: C9300-24P

Platform: C9300-24P

GigabitEthernet2/0/1

Access VLAN default (1)
Voice VLAN -
PoE Disabled

Cisco

or Disabled

7 View 360

Address: 70:18:a7:6e:f:00

Address: 70:18:a7:33:82:00

@ Admin Disabled

Device Model: Cisco Catalyst 9300 Switch

Device Role: ACCESS

Serial Number: FCW2245CH6P

Serial Number: FOC2245Z0C2

PoE Enabled

Role: ACTIVE

Role: STANDBY

Uptir

Stac

S

/ C9K-STACK

C9K-STACK

All Device

@ Reachable OManaged
DETAILS
Interfaces >

Hardware & Software
Configuration

Power

Fans

SFP Modules

User Defined Fields
Config Drift

REP Rings

Stack

SECURITY

Advisories

Quickly and easily shut down a

4 Run Commands

IP Address: 10.85.54.54

Device Model

Z View 360

All Ports > GigabitEthernet2/0/1

GigabitEthernet2/0/1

Type

Access VLAN 72

Voice VLAN 72

MAC Address

Link

PoE

Max Allocated Power
Power Drawn

PORT DESCRIPTION  Z

No port description added

Cisco Catalyst 9300 Switch

Tag | Port Actions A

Physifc  Port Shut

def
1Ay Clear Mac Address

70:

:a/:33:82:01
FullDuplex

Disabled

port or Clear Mac Table

BRKOPS-2416

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Inventory Device - Stack

C9K-STACK

() COK-STACK

Run Commands

OManaged

10.85.54.54 Device M Cisco Catalyst 9300 Switch Device Role: ACCESS ptime: 12 days 22 hrs 50 mins Site: Global/Can

DETAILS

nterfaces
SlbemetPorts

Hardware & Software

Configuration

Power

Platform: C

Fans
SFP Modules

User Defined Fields

S - - - - -

REP Rings

Stack

SECURITY Al . C9K-STACK

Advisories - . - - - . - - . - . I (&) C9K-STACK Run Commands
COMPL - - ' ' ' - - - - . - l @ Reachable OManaged P Address: 10.85.54.54

Summary

L ! ’ bl o i el bl DETAILS
Interfaces Stack #
Ethernet Ports

1
Hardware & Software

2
Configuration
Power -
Fans

SFP Modules
User Defined Fields
Config Drift

REP Rings

Cisco

.&‘/

TBRANCH

Role ~

Active

Standby

Stack View -
Active/Standby, Stack
Number and Stack View

odel: Cisco Catalyst 9300 Switch

evi

ACCESS Uptime: 12 days 22 hrs 50 mins Site: Global/Canada/Ontario/Toronto/ TBRANCH

MAC Address State Priority Switch Port -> Neighbor Port

11 > 20
Ready 15
acy 2 12> 20
21 ->INn
70:18:a7 0 Ready 1
0:18:27:33:82:00 a St

Show Record




. Cisco DNA Center
Inventory Insights

@g Design

[T] Policy

& Provision LAN Automation

Inventory

Plug and Play

Find configuration

& Assurance Inventory Insights

Inventory Insights

Zero-Trust Overview

inconsistencies and
misconfigurations

59 Workflows

% Tools Virtual Networks
= Cisco DNA Center Provision / P vork Devices / Inventory Insights Q ( 2
Q) Search Hierarchy i i
— meoncel  SP€€d/Duplex settings mismatch (2)
arch F
I Global SPesc/Ripiex Speed/Duplex Mismatch (2) As of: Mar 7, 2023 3:40 PM
— settings 2
J Unassigned Devices mismatch
Devices Interface Speed Duplex
APJC
VLAN 9 Device A Device B ~ Interface A Interface B Link Speed A Speed B Duplex A Duplex B
Mismatch
o TRNG-TBRANCH- TRN6_TBRANCH_WLC o
B US 2 Rec DIST.cisco.com 2 = GigabitEthernet1/0/24 GigabitEthernet0/0/1 1 Gbps 1 Gbps FullDuplex AutoNegotiate
23 (10.85.54.20) up o
(10.85.54.17)
TRN6-
DNA-DC-3850-TCP . . o .. .
{10:6554:130) Campus_Fabric_WLC GigabitEthernet1/0/13 GigabitEthernet0/0/5 " 1 Gbps 1 Gbps FullDuplex AutoNegotiate
S (10.85.54.168) s

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Wi-Fi 6/6E Readiness Dashboard

= Cisco DNA Center Assurance | Dashboards / Wi-Fi 6 Key Use Cases:
* Understanding Wi-Fi 6 and Wi-

@ slobal : (% 24 Hours ~ 7 Filter () <

Fi 6E readiness of clients &
network infrastructure.

22.22% of clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready.
66.67% of clients in the network are Wi-Fi 6 capable. 100% of your AP Infrastructure is Wi-Fi & ready.

Client Distribution by Gapability © Network Readiness © AP Distribution by Protocol O
LATEST  TREND Staws: WiFi 6E Status: WIFIGE LATEST  TREND
50% of Wi-Fi GEclients are associsted to 3 Wi-Fi 6E netwark Yaur network is 50% Wi-Fi 6E enabled

15.38% of APs are Wi-Fi 6E eapable

N
"
« Sliant Sapabiity —,
Natwork
o Wi 6E

® Wi-FiGE aPs

o WiFiE
o WiFiBaPs
® Mac ® Wi-Fi 6E
9 Cliants 13 APs ® Wi-Fig
Wi-Fi BE Ststus 13 APs
Wi-Fi GE Clients Status
& Enabied
® WiFiBE Assacized
Disabled

Wi-Fi § Agsaciated

c 1 sco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Wi-Fi 6/6E Readiness Dashboard

Key Use Cases:
* Understanding Wi-Fi 6 and Wi-
Fi 6E readiness of clients &

= Gisco DNA Center Assurance [ Dashboards / Wi-Fi 8

2 Glabal } (%) 24 Hours ~ 7 Filter (0) ~

22.22% of clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready.

66.67% of clients in the network are Wi-Fi 6 capable. 100% of your AP Infrastructure is Wi-Fi & ready. netWO rk i nfra Stru Ctu re .

Visualizing the benefits of an
e e existing Wi-Fi 6 and Wi-Fi 6E

“aur netwaork is 50% Wi-Fi 6Eenabled

ol o L .. Network.

I ® Wi-FiGE aPs
® WiFi

Client Distribution by Gapability @ Network Readiness ©

® Wi-FiG AP
Mac
aclants
Wi-Fi 6E Cliants Status

o Wi-Fi 6E Assaciated Wireless Airtime Efficiency BETA

Wireless Latency by Client Count BETA
Wi-Fi § Azsociated

LATEST  TREND View : Voi LATEST TREND View :
30
o 2
8 €
2 E
3 3
e 3
@ 20 <
£ S
P

2 3
& < = 2o — == e =
b7
. 01 1t 31 to a1 50+
E
< Active Clients Count (#) per Radio

@ Wi-Fi 6E Traffic @ Wi-Fi 6 Traffic ® Non Wi-Fi 6 Traffi @ Wi-Fi 6E Traffic @ Wi-Fi 6 Traffi ® Non Wi-Fi 6 Traffic

cisco Li//p/_/
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Wi-Fi 6/6E Readiness Dashboard O For your
M — (eference

Wi-Fi 6 clients
associated with

Wi-Fi 6 network

Client Distribution by Capgpility

LATEST  TREND

I 84% of Wi-Fi 6 clients are associated to a Wi-Fi 6 network

65 Clients

cisco Li//p/_/

Client Capability
® Wi-Fi 6
11ac

11abg

Wi-Fi 6 Clients Status
® Wi-Fi 6 Associated

Non Wi-Fi 6 Associated

Percentage of
AP’s Wi-Fi 6

Percentage of Wi-Fi version

distribution

AP’s Wi-Fi 6
capable

enabled

AP Distribution by Protocol

Wi-Fi 6 Network Readine

LATEST  TREND

Your network is 60.53% Wi-Fi 6 enabled 5 e
60.53% of APs are Wi-Fi 6 fapable

Network
® Wi-Fi 6 APs

® Non Wi-Fi 6 APs

Wi-Fi 6 Status

® Enabled

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Power over Ethernet Analytics

= Cisco DNA € Assurance - Dashboards - PoE Q2 @ ¢

PoE Telemetry is available on Cisco Catalyst 9200, 9200/L, 9300, 9300/L, 9400, and 3850 platforms with minimum I0S-XE 16.12.3s and 17.3 software versions. To enable PoE subscription on these platforms, make sure

that the Netconf port is enabled when you discover these devices.

PoE Operational State Distribution PoE Powered Device Distribution PoE Insights

LATEST  TREND LATEST  TREND Allocate wer v Perpetual P

s are not enabled for Perpetual PoF

Power Allocation Load Distribution PoE Power Allocation

LATEST  TREND

Key Use Cases:
« Full Visibility on PoE

infrastructure
Dedicated PoE Issue Types

c1sco 'p/_/
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Power over Ethernet Analytics

PoE endpoint

How many free
60W PoE ports

= Cisco DNA Center

distribution based on
their power allocation

do | have right

PoE Port Availability C now? PoE AP Power Mode Distribution NEW

PoE Operational State Distribution PoE Powered De

LATEST  TREND LATEST  TREND Allocated Power v/ LATEST ~ TREND LATEST  TREND

How are my 45 34
PoE endpoints ol Fovmd Do |
; I

functioning?

PoE Operational State PoE Endpoint Classification PoE Port Availabilit AP Power Mode
Power Allocation Load Distribution Power Usage O NEW PoE Insights Are my AP’S
R ure e el e fully or partially

powered?

Which switches

have capacity

to add 10 new |
IP Cameras?

Are all my critical PoE
endpoints protected

16.7kW

Total Power Budget

when the switch
reboots?

Pawer Allocation Load (% ® System Power Al

POE Budget Monitoring POE Insights

What is the real time

power consumption

w / of my access network
c 1 S CO &. BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24




Realtime Power Consumption Reporting

2.58kW

Total Power Consumption

Realtime PoE Realtime Sys

consumption

Power

consumption

Supported for
Catalyst 9300

and 9400
switches starting
IOS XE 17.8

Switch Table (1)

ach Type 1P Address Location

9300-2#sh power module
Automatic Module Shutdown : Enabled
Power Budget Mode = SP-PS

shutdown Power Out of 1In
Mod Model No Priority State Budget Instantaneous Peak Reset Reset

Power Usage

Historical Trend View Consumption

LATEST TREND

Instantaneous System
Power + PoE Consumption

Tatal Power Allocatian

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Power over Ethernet Analytics

AP Power Save Mode Distribution & AP Savings on Power Consumed

AP Power Savings

Power Consumed

)

Power

(9 24 hours: Nov 28, 2023 3:03 PM - Nov 29, 2023 3:03 PM

. er Save + Normal Mode: 8.13Wh

e

i Global

[ Power Consumed: 2528.15Wh | 2562.67Wh ]

24

[N}
w

AP Count

p
® Power Save + Normal Moc

Identifier =
Assurance_9130_3
SJC14-TME-AP11
SJC14-TME-AP9

Traffic_Assurance_01

cisco W‘/

Device Type

Cisco Catalyst 9130AXI Unified Access Point

Cisco Catalyst 9120AXI Unified Access Point

Cisco Catalyst 9120AXI Unified Access Point

Cisco Catalyst 9120AXI Unified Access Point

Switch Name

B18-live-C9200.wireless-tme.com

B18-live-C9200.wireless-tme.com

B18-live-C9200.wireless-tme.com

B18-live-C9200.wireless-tme.com

BRKOPS-2416

Switch Port

GigabitEthernet1/0/3

GigabitEthernet1/0/11

GigabitEthernet1/0/12

GigabitEthernet1/0/13

éta\ Power Consumed

250.18Wh
205.32Wh

209.32Wh

\203,49Wh

Total Power Savingh

10.47Wh

1.30Wh

8.92Wh /

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Stack PoE Insights in Device 360

> Device 360

v Detail Information

Device Info Interfaces Fabric Site Virtual Network StackWise (4)) n Power Supply Ove ra I I POWe r B u d g et

POWER SUMMARY hs of Jul 22, 2021 11:40 AM . h - t k
Total Power Budget 6342.0W SWItC eS I n a S a C
Allocated Power 1205.2W

SRl O\vcrall Power Budget of 4 Switches in a Stack
- Power Budget for each

Mocus Power Dstas 4 switch
@ Power Budget of a Single Switch in a Stack v

Chassis/Module ID = Total Power Budget Allocated Power Remaining Power

rch Table

PoE interfaces for each
[ m 1800.0W 415.7W 1384.3W 23.1% 60.0W 48 24 24 ]Ju 22,2021 11:40 AM SWitCh With detailed POE info

Pawer Allocation Load Max Power Per Port Total Ports Used Ports Free Ports

Last Seen

172 720.0W 138.6W 581.4W 19.3% 30.0W 24 8 16 Jul22, 2021 11:40 AM
173 2382.0W 281.3W 2100.7W 11.8% 90.0W 48 26 22 422,202 11:40 A
174 1440.0W 369.6W 1070.4W 25.7% 60.0W 24 8 16 Jul22,2021 11:40 AM
4 Records Show Records: 10 [1]
POE CONFIG “ Fast PoE UPOE+ Perpetual PoE Policing Four Pair ADMIN STATUS m Static  Auto
Device Info Interfaces PoE Power Supply
roe oper sTarus sicuat par) (I On off Off: PD Faulty Off: Power Denied  Off: Error Disabled
st Seen Power Stack (2)
Interface Name = Admin Status Time IEEE PD Class (Signal/Spare) | | Powered Device Type |  Powered Device Model  Allacated Q
GigabitEthernet1/0/1 Static Apr 26, 12:00 PM | IEEE4/NONE IEEE PD IEEE PD 16.0W
Power StackName ~  StackMods  Stack Tonology  Tatal Powsr  Reserved Powsr  Allacated Power  Swiich Avallabla Powsr  Power Consumed by System  Power Gonsumad by Pot
GigabitEthernet1/0/2 Auta Apr 2B, 12:00 PM IEEE4/NONE IEEE PD IEEE PD 59.0W Powerstack-1 SP-PS Standalons 1100W ow LIEW 685W 120W 12w
GigabitEthernet1/0/3 Auto Apr 26, 12:00 PM \  IEEE4/NONE IEEE PD IEEE PD 59.0W Powerstack-2 SP-PS Standalone 1500W ow 284w 216W 30w aaw

cisco Li//p/_/
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POE Analyt|CS [ ] For your
Under the Hood

M — (cference

telemetry ietf subscription 502
encoding encode-tdl
! filter tdl-uri

telemetry ietf subscription 500 /services;serviceName=ios oper/poe stack
encoding encode-tdl receiver-type protocol
filter tdl-uri source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC ASSURANCE RECEIVER
telemetry ietf subscription 503

encoding encode-tdl

filter tdl-uri
/services;serviceName=ios oper/poe switch
receiver-type protocol

/services;serviceName=ios oper/poe port detail
receiver-type protocol

source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC ASSURANCE RECEIVER
telemetry ietf subscription 501

e§codlng enco@e—tdl source-address 10.85.54.24

fllt?r tdl—ur} . stream native
/serv1ces;serv1ceName=losioper/poeimodule update-policy periodic 60000
receiver-type protocol receiver name DNAC ASSURANCE RECEIVER

source-address 10.85.54.24
stream native
update-policy periodic 60000

receiver name DNAC_ASSURANCE RECEIVER Subscriptions automatically configured as

part of “Device Controllability”

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Network Services Analytics

« Help improve user

= Cisco DNA ite Assurance - Dashboards - Health
1

Onboarding
experience

Network Devices Wired Clients

- Identify sites with e 88 Y —

potential 110010 :
AAA/DHCP issues e

c 1 sco M-/ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Network Services Analytics

DHCP SUMMARY DHCP TRANSACTIONS

6 210ms -1 53 +sass% 47 +s 6

Servers  Average Latency Total Successful Failed

Top Sites by Highest Latency

San Francisco/SFO10/FIr-SFO10-1 (9ms)

San Jose/SJCO1/Fir-SJC1-1 (8ms)

Avg Latency (ms)

San Jose/SJC22/FIr-SJC22-1 (7ms)

DHCP Server Transactions

Failures Successes

#' H

2 el ot et b i e o
O 1 L e Y R S S TR

Top Sites by Transaction Failures

San Jose/SJCO1/FIr-SJC1-1 (9)

San Francisco/SFO10/FIr-SFO10-1 (8)

San Jose/SJC22/Fir-SJC22-1 (6)

DHCP Server Latency

Request-Ack

RN A AR

Time

- Dashlets’ details for highest latency

and highest number of transaction
failures

BRKOPS-2416
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Tracked by Network Services Analytic @ For your

reference

- AAA Servers e « DHCP Servers

- AAA Server Latency « DHCP Server Latency

- AAA Server Transactions « DHCP Server Transactions

« AAA Transaction Failures % « DHCP Transaction Failures %

- Top Sites by Transaction - Top Sites by Transaction
Failures Failures

- Top Sites by Highest Latency - Top Sites by Highest Latency
- AAA Servers by WLC

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Network Services Analytics

- Mapping of WLCs to corresponding AAA/DHCP servers

AAA Servers By WLC (8)

AAA Server IP WLC Name

).202 WLC-9800

SWLC-FABRIC-01

SJC06-vWLC-9800

Campus_WLC3

Campus_WLC4

DHCP Servers By WLC (6)
Q  Search Table

DHCP Server IP WLC Name

WLC-9800

192.168.

SWLC-FABRIC-01

SJC06-vWLC-9800

Campus_WLC3
116.140.161.52

Campus_WLC4

118.130.12.121 SJCO06-WLC-ISSU

cisco W‘/

WLC Location

Transactions ~

Global/North America/USA/California/San Jose/SJCO1 238
Global/North America/USA/California/San Jose/SJCO1 13
Global/North America/USA/California/San Jose/SJC06 9
Global/North America/USA/California/San Jose/SJC0S 6
Global/North America/USA/Washington/Seattle/SE1 8

WLC Location

Global/North America/USA/California/San Jose/SJCO1

Global/North America/USA/California/San Jose/SJCO1

Global/North America/USA/California/San Jose/SJC06

Global/North America/USA/California/San Jose/SJC05

Global/North America/USA/Washington/Seattle/SE1

Global/North America/USA/California/San Jose/SJC06

Failures

28

Avg Latency (ms)

150

Transactions ~

14

MAC Auth Latency (ms)

Failures

BRKOPS-2416

EAP Latency (ms)

150

Avg Latency (ms)

45

36

28

43

54

MAC Auth

Discover-Offer Latency (ms)

45

36

28

43

54

MAC Auth Failures EAP Failu
0 28

0 4

0 2

0 2

0 4

Request-Ack Latency (ms)
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Network Services Analytics

Supported for wireless only

= Cisco DNA Center Assurance - Dashboards - Health

|OS - XE 1 7 - 6 " 1 Ve rSIO n O r Overall Network Client Application Network Services « SD-Access
h i g h e r AAA SUMMARY AAA TRANSACTIONS

54  31ms 270 162 108
Servers  Average Latency Total  Suscesstul  Failed

Not supported for AireOs
CO ntrol Ie rS Top Sites by Highest Latency Top Sites by Transac tion Failures AAA Server Latency

Local DHCP on 9800 not
supported

All transaction and server
information is provided by
the WLC directly

WLC TDL subscriptions: R E—
o AAA -> 4321
e DHCP -> 4322

cisco M-/ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Network Services Analytics - DNS

View success and failed transactions in timeline

Insights into DNS performance

View Top DNS failure reasons

Find servers with highest DNS latency

Find server with most failure transactions

/ Health

Overall Network Client Network Services Applications SD-Access Al Analytics v

1. San Jose (100%) San Jose (98%)

Network Services (.

=) AAA (1 SERVER) [ DNS (1 SERVER) £ DHCP (1 SERVER)
Success ful Failed Success ful Failed Success ful Failed
== =~
100% (407) 0% () 99.96% (2832) 0.04% (1) 100% (s11) 0% (0

Cisco M-/ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Network Services DNS

Count of DNS servers
and average latency
(in ms) of your
network.

12 64ms
Average Laten

>

Servers Total

Successful  Failed

202k 48.9k 153k

DNS Summary information

# of servers, average latency
, total transactions

For your
reference

| "ij
N\

Timeline displays failed and
succeeded transactions

Top DNS server

o insight information available at thi

transaction failure types,
servers, and sites

There is
Top Transaction Failures

Average DNS latency for

each DNS server.

cisco L{Vp/_/

BRKOPS-2416

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

The chart displays the average DNS
server transactions status for each DNS
server reported by wireless controllers.
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Network Services - DNS Dashboard Ukl

Find DNS servers by device

Displays total transactions, failures and average
latency per server

DNS Servers By Device (4) M Export {6}
Q Search Table Y
DNS Server IP Device Name Device Location Device Family Transactions ~ Failures Avg Latency (ms)
10.85.48.6 CI9K-STACK Global/Canada/Ontario/Toronto/TBRANCH Switches and Hubs 14310 14310 0
10.85.48.5 COK-STACK Global/Canada/Ontario/Toronto/TBRANCH Switches and Hubs 14298 14298 0
64.102.6.247 TBRANCH-C9200L-2 Global/Canada/Ontario/Toronto/TBRANCH Switches and Hubs 139 7 11
64.102.6.247 C9K-STACK Global/Canada/Ontario/Toronto/TBRANCH Switches and Hubs 1 0 244

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Network Services Analytics - DNS

Supported in switches, routers
and eWLC'’s.

No support on AireOS WLC

M|n|mum VerS|On IOS—XE 1 7 'I O FocUS: \.mventory v

Filter ‘ @ Add Device Tag Actions ~ (D) Take a Tour
Enabled Vla Appllcatlon Tele I etry Device Family is wireless controller X
Inventory >
(—] Device Name ~ ly Reachability () EoX Status (1)
Software Image >
O C9800-CL-2024.cisco.local Provision 5 itroller @ Reachable Scan Failed
TN e ; Telemetry > .
e Enable Application Telemetry glied
Device Replacement >
Disable Application Telemetr
O WLC-9800-1.cisco.local PP ¥ ailed
Others >
Update Telemetry Settings
D WLC-9800-2.cisco.loca Compliance > ailed

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Network Services - DNS Dashboard (G- St

flow record dnacrecord dns
match ipv4 version

match ipv4 protocol

match connection client ipv4 address 09300_24P
match connection server ipv4 address
match flow observation point IOS-XE: 17.11.01
match application dns gtype

match application dns rcode

collect datalink mac source address input .
collect timestamp absolute first Cisco DNA Center
collect timestamp absolute last Version 2.3.5.3-70194
collect connection client counter packets long
collect connection client counter bytes network long
collect connection server counter packets long
collect connection server counter bytes network lor
collect application dns requests

collect application dns delay response sum
|

interface GigabitEthernetl1/0/8

description Description pushed by DNAC Template -- lan
switchport access vlan 420

switchport mode access

device-tracking attach-policy IPDT POLICY

ip flow monitor dnacmonitor input

ip flow monitor dnacmonitor dns input

ip flow monitor dnacmonitor output

ip flow monitor dnacmonitor dns output
service-policy input DNA-MARKING IN
service-policy output DNA-dscp#APIC QOS Q OUT
ip nbar protocol-discovery

<snip>

!

flow monitor dnacmonitor dns
exporter dnacexporter

cache timeout inactive 10
cache timeout active 60
record dnacrecord dns

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Worst Applications by Health

Application Visibility

* Metrics on application usage

webex 2 /10

and health

ntp 4 /10

outlook-web-service 5 /10

 |dentify issues with applications

/ Details

v Exporters

v @ WAN_EDGE1 App Health: 2 Traffic Class: transactional-data Go to D

Usage: 8.9GB Avg Throughput: 886.2Kbps I Packet Loss: @ 4 % |Jmc—r ®1ps Latency

°Arns °3ms °8ms

Client Router Server App

Show: All Interfaces b

Usage

c 1 sco M-/ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Application Visibility vs Application Experience

How Much = quantitative (usage) How Good = qualitative (health)
« Supported on C9K switches « Supported on routers I0OS-XE

 17.3.1 supported with ETA « 9800 WLC- local
« AireOS WLC « 9800 WLC - flex (*), fabric(*)

Health Business Relevance Usage Average Throughput Packet Loss (%) Network Latency ~ Jitter

Top Applications by Throughput Record: Business Relev. /ant

LATEST TREND

412.9Mbps

1.6Kbps

(*) New with Catalyst Center 2.3.5 and I0S-XE
17.10.17 or later with C91xx AP’s

cisco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Application
Integration

Health Dashboard: ThousandEyes

Overall Network Client Applications Network Services v SD-Access
SUMMA RY ETFLOW Thousand Eyes Tests
8 24.8 mB 2.4 Kops 1 1 4 3 0
Business Relevant Data Usage Avg Throughput Exporters Agents Tests Alerts VI eW a e nt teSt
Applications 56% Passed 2 Active , ,
Business Relevant Application Health Application Usage
LATEST TREND

-~

17

TOTAL APPLICATIONS

the Catalyst

Center
Application
dashboard

cisco Li//p/_/
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Application Health Dashboard: ThousandEyes
Integration

Overall Network Client Applications Network Services v SD-Access
SUMMARY NETFLOW ThousandEyes Tests
8 24.8 mB 2.4 Kops 1 1 4 3
Business Relevant Data Usage Avg Throughput Exporters Agents Tests Alerts
Applications | 56% Passed 2 Active
Business Relevant Application Health Application Usage
LATEST TREND LATEST TREND

\ f N

17 - 75.4 GB -

TOTAL APPLICATIONS o TOTAY USAGE

Thousandeyesc> Eftterprise Agent Tests (4)

Q  Search Tabe

. _ SR o5t Tvo oo R atost Fotch Sompting Ting  PRCKet Los3 (%) Jitter (ms) Latency (ms) Resp:
i Tven Toraet Pevicoame - Latest Fateh Sampiag T Avg / Latest avg / Latest Avg [ Latest

1 Web - HTTP Server https://www.slack-redir.net 5 months ago 0/

ThousandEyes , S ———

Web - HTTP Server https://www.webex.com

CISCO W_/ BRKOPS-2416
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Habit #3 - Leverage
Compliance and
Configuration
management

cisco L{{/&/



Cisco Catalyst Center Compliance Landscape

= Cisco DNA Center Q ® @ o

CIK-STACK

(3) C9K-STACK Run Comm4

End of Sale & |dentify whether the Violation of intent
End of Life alerts |8 startup and running @  provisioned to a
configurations of a device through

device are in sync. Catalyst Center

@ Reachable OManaged

Difference in network

settings compared to
“Network Settings” in
Design

User Defined Fields @ Network Settings g EoX - End of Life ) © Startup vs Running Configuration © Network Profiles

Config Drift

REP Rings 2 i ‘u Oo 36 days 7 :8 2 L
Violation of
application — P o
visibility intent romistosnorn Sy i N [l Bt BN I, Check whether the
provisioned to a 0 0 devices are running

device through

without critical security
CBAR and NBAR

vulnerabilities.

See if the tagged golden image is

cIsco M_/ running on the device.
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Compliance: Network Profiles - Switches

= Cisco DNA Center

C9K-BRANCH-STACK

(&) CO9K-BRANCH-STACK Run Co

@ Reachable (/] Managed IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Role: ACCESS Uptime: 122 days 23 hrs 9 mins Site: Global/Canada/Ontario/Toronto/TBRANCH
DETAILS
Interfaces v Compliance Summary

Ethernet Ports
N No events detected to trigger compliance

N /LANs
Hardware & Software @ Startup vs Running Configuration ® ® © Software Image ®
Configuration 3:01:30 PM n-Compiiant sin d, 2022 22 M
Power

1 CL 7 Running Version: 17.8.1

Fans i
SFP Modules
User Defined Fields e

Config Drift

Stack

SECURITY

Advisories

cisco 'p/_/
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Compliance: Network Profiles - Switches

Config pushed by Catalyst Center via templates:
interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl/0/8

description Description pushed by DNAC Template -- lan

Out of band changes:

COK-BRANCH-STACK#CONE € & Cok-BRANCH-STACK - fur commune

Enter configuratiOn COMIT  @rcuwe | @wvamsges | o acess 10855456 | Devce Mocel GiscoCatalst 5300 Switch | Roles ACCESS
CY9K-BRANCH-STACK (config)

C9K-BRANCH-STACK (config- e .

Ethernet Ports CLI Template (1)

Last updated: 2:25 PM

Jptime: 23 days 22 hrs 30 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

The highlighted
text in red are the
missing CLIs.

Native VLANs S
CLI Deviations 2 Realize Template: PDESCRIPTION

Hardware & Software

. 2 description Description pushed by DNAC Temp
Configuration Q  Search Table Y ot
P 3 3
B . a 4 interface GigabitEthernet1/0/8

‘emplate
Fans 5 description Description pushed by DNAC Temp
la
SFP Modules ©  PDESCRIPTION 6
7

User Defined Fields Show Records: 10 1-1 8 7 alias exec showntp show nto status
Config Drift o

Stack

c 1 sco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Config Drift

Ethernet Ports
VLANs
Hardware & Software
Configuration
Power
Fans
SFP Modules

User Defined Fields

I I Config Drift

REP Rings

Stack

SECURITY

Advisories

COMPLIANCE

Summary

ciIsco '&./

et o e e e

Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Archive) will include labelled configs and config drift versions.

Total c

onfig drifts being saved: 15 Total labelled configs: 1

v Change History (Running Config)

Config Drift Date Range Sep 30, 2022 Oct 15, 2022

Start Date End Date

@
3
&
S700
B0
Ss
=500 -1
400 -
11:39 114 1:41
I o 1:39 c 10 114 11:41
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config
Config Drift Version
CCA_C9K-TBRANCH-Std-Config V B Remove Label

Running Config (461 Lines)

17
18
19

20
21
22
23

switch 1 provision c93e@-24p
switch 2 provision c930@-24p
ip routing

ip name-server 64.102.6.247 173.37.137.85
ip domain lookup source-interface Loopback®
login on-success log
vtp mode transparent

7

B
_—— oo
® Out-of-band Config Drift
Config version with changes made
i bl e s outside of Cisco DNA Center since it's
Config Drift Days previous version
ST FE Lines Added 322
Giit 14 19143 Oct 14 11:44 dct 14 11:45 Oct 14 1 Lines Removed 0
Lines Modified: 0
Triggered By: Config Change
Config Drift Version Event
October 14, 2022 11:48 AM Terminal Name vty2
Login IP 10.24.150.225
. . " Username lila
Running Config (784 Lines) Config Method P
17 switch 1 provision c93e@-24p October 14, 2022 11:48 AM
18 switch 2 provision c93ee-24p
19 ip routing
20 ip nbar http-services
21 ip name-server 64.102.6.247 173.37.137.85
22 ip domain lookup source-interface Loopbacke
23 login on-success log
24 vtp mode transparent
25 avc sd-service
26 segment AppRecognition
27 controller
28 address 10.85.54.177
29 destination-ports sensor-exporter 21738
T
BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Compliance: Network Profiles - Wireless

= Cisco DNA Center Q@ o b

[ / STLO1-C9800-CL.dlab.local

@ STLO1-C9800-CL.dlab.local Run Commands 7 View

Last updated: 11:16 AM Refresh

@ Reachable (/] Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

DETAILS
Interfaces L% Compliance Summary
Ethernet Ports No events detected to trigger compliance check Run Compliance Check
Virtual Ports
Hardware & Software @ Startup vs Running Configuration (0) @ Network Profiles ® @ Application Visibility (0]
7 % Compliance r 1:16:36 AM lon-Compliant since Feb 9 a e Apr 2nd, 2022, 11:16:54 AM
User Defined Fields Complian run or 16:36 AN Non-Compliant since F e Apr 2nd, 202 ,j 4 ,
Compliance mpliance last run on: Apr 2nd, 2022, 11:16:54 AM
Lines adde
Config Drift 1 hl’ Lines remo 2 1
nce out of sync  Lines modified: 0 3 O
Wireless Info R -
Changes Changes
Mobility
SECURITY @ Software Image @ @ Critical Security Advisories ®
Compliant since Feb 3rd, 2022, 05:10:45 PM mpliant since Feb 8th
Advisories ompliance fast run on: Apr 2nd, 2022, 11 mpliance last run on: Apr 2nd, 2 36 AM

17.07.01 g Vers & 5
COMPLIANCE v v Running Version: 17.7.1 O

Golden Image Vi

I Summary

Cisco &./ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Compliance: Network Profiles - Wireless

= Cisco DNA Center Qoo b

L / STLO1-C9800-CL.dlab.local

@ STLO1-C9800-CL.dlab.local Run Commands [ View 360 Last updated: 11:16 AM Refresh
@ Reachable ® Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v mpl / Network Profiles

Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

iati As of: Apr 2, 2022 11:18 AM S i

CLI Deviations Rl L Realize Template: Enabling S|

Hardware & Software
. 1 1 ap dotll 24ghz SI
User Defined Fields Q  Search Table v 2 ap dotll 5ghz SI
Config Drift
Template
Wireless Info
Mobility (o] Enabling S|
1 Records s -1

SECURTY ecord Show Records 1 (1]
Advisories

COMPLIANCE

I Summary

cisco 'p//
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Compliance: Network Profiles - Wireless

= Cisco DNA Center QO o b

Il / STLO1-C9800-CL.dlab.local

@ STLOT-C9800-CL.dlab.local b RupGommarnds FView 360 Last updated: 11:16 AM Refresh
@ Reachable [V] Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS

Interfaces v |/ Network Profiles

Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q  Search Table Y
Hardware & Software

User Defined Fields

Model Name = Attribute Status (| Intended Value () Actual Value (
Config Drift
Wireless Info
Mobility Wilan/BestCorpWi_Global_NF_e5f0c407 FT Adaptive Changed Adaptive Disabled
SECURITY
Showing 1 of 1
Advisories

COMPLIANCE

Summary

cisco 'p//
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Compliance: Network Profiles -

Wireless

= Cisco DNA Center Q@ o o
[ / STLO1-C9800-CL.dlab.local
@ STLO1-C9800-CL.dlab.local Run Commands 7 View Last updated: 11:16 AM Refresh
@ Reachable @ Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v i / Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q Search Table

Hardware & Software

User Defined Fields

Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

Cisco

Model Name =

Policy_Profile/BestCorpWi_Global_NF_e5f0c407

.&‘/

Attribute Status (

IPv4 DHCP Required Changed

Showing 1 of 1

BRKOPS-2416

Intended Value (1) Actual Value (
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Network Setting Compliance

C9K-STACK#show run | i name-server
ip name-server 64.102.6.247 173.37.137.85
sovemes 'C9K-STACK#conf t

@ C9K-STACK @R

"" Enter configuration commands, one per line. End with CNTL/Z.

@ Reachable ©Managed IP Adc ; :
C9K-STACK(config)#no ip name-server 64.102.6.247 173.37.137.85

:;NS Genera 1(2)

SFP Modul 3 Tabis v

Model Name = Attribute Status (1) Intended Value (1) Actual Value (
SECURITY . -

DNS NR Settings nameServers Changed 64.102.6.247
Advisories

DNS NR Settings nameServers Changed 173.37.137.85

Qummary

ccccc
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Fix Config Compliance Issues

® © ® & Mail- Lila Rousseaux (Irousse: X | I\ Cisco DNA Center X X Cisco DNA Center x  +
C A NotSecure | https://10.85.54.180) isi ices/i vl 2a8469c-a262-4c9c-af33-a73e524d97e

= Cisco DNA Center

All Devices |/ C9K-STACK

C9K-STACK

PORT_SECURITY

@ Reachable | ©Managed

DETAILS

Interfaces >
Hardware & Software
Configuration

Power

Fans

SFP Modules

User Defined Fields

Config Drift

REP Rings

Stack

SECURITY

Advisories

COMPLIANCE

Summary

&3 Run Commands [ View 360

IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS | Uptime: 61

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is appli¢

Compliance Summary

Next Compliance check is scheduled on Jan 17, 2023 02:50 PM Run Compliance Check

A EoX - End of Life ®

Compliance last run on: Jan 17th, 2023, 02:55:23 PM

& Network Settings @ Q!

Non-Compliant since Jan 17th, 2023, 02:55:23 PM Com

Compliance last run on: Jan 17th, 2023, 02:55:23 PM
Module : & Compliant

Software : @ Compliant 5 J
General: 2
Hardware : @ Compliant
Open Violations
& Network Profiles ® @ Application Visibility ® Q!
Non-Compliant since Oct 14th, 2022, 01:23:01 PM Compliant since Jan 17th, 2023, 02:56:06 PM Com
Compliance last run on: Jan 17th, 2023, 02:55:24 PM Compliance last run on: Jan 17th, 2023, 02:56:06 PM Com

1 CLI Template: 1 0

Open Violations Open Violations

L in ) o

cisco Loye/

Fix Configuration Compliance Issues

3 compliance issues are listed to be fixed. Review and schedule the fix.

Note: Routing, HA Remediation, Software Image, Securities Advisories and Workflow related compliance issues
will not be addressed in this fix. You can address these separately by following the actions in their respective sections.

v Summary of Issues to be Fixed ©

Following are the different violations selected to be fixed. Click on the issues identified to view details in the

respective compliance sections.

Compliance Type « Issues Identified (D

Network Profiles )

Network Settings 2

v Schedule the Fix

When would you like to apply the fix?

© Now
QO Later

(O Generate Preview
Creates preview which can be later used to deploy on selected devices. View status in Work Items

Task Name*
C9K-STACK - Compliance Fix

Cancel

BRKOPS-2416

Apply
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Network Compliance Event Notification

When a config change
happens to a device, there
will be a respective config
drift in Cisco Catalyst Center

Summary

Review your notification and make any changes. If you are satisfied, select " Finish" to complete this workflow

v Name and Description  Edit
Name Config Drift Campus

With Catalyst Center 2.3.7,
config drift will send an event EEEEEEEEIEEE

Sites (1) Global/Canada/QOntario/Toronto/TRNG

th rough not|f|Cat|On Channels Events (1) Device config collection event

v Email Settings  Edit

CO nfi g U ra b | e pe r S ite From DNAC-Toronto-lab@cisco.com

To (1) Iroussea@cisco.com

Supported Channels: Email,
REST, PAGERDUTY and
Webex
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Network Compliance Event Notification > For your

reference

Sample email notification Sample Webhook notification
" i p = DNAC-Toronto-lab@cisco.com G
:_::“::' - —— ¢ To: Lila Rousseaux (Iroussea)
“version": "1.0.8",

"instancel "@57aBe23-Bela-467e-8285-d5alff43528",
NETWORK-DEVICES CONFIG COLLECT "eventId” NETWORK-DEVICES-CONFIG-COLLECT",
“name": “"Device config collection event",
ot “description”: “Shows a config drift event across the selected list of devices.”,
%:zsse::)ws«n—anhxvmudm "izzzgéry F;T.vf(::':n:.l Dear Cisco DNA Center Customer,
CONFIG_CHANGE_EVENT "domain": "Know Your Network",
b “subDomain®: “Devices", You are receiving this message due to the email notification
"severity": 5, preference(s) set by your Cisco DNA Center Administrator.
"source": XTERNAL" ,
“timestamp": 1677144361144, Here are the details about the event:
"details": {
"IP Address": "10.106.190.100",
“Category": "IN BAND"

“Client IP Address": "Not Applicable”. ‘
"DEVICEUUID": "107440ec-330f-4255-

NETWORK-DEVICES-CONFIG-COLLECT
"Connection Mode": “"Not Applicabli

; R Event Type  NETWORK
“Triggered By": "Initial Archive", . )
*pevice User Nane': "ot applicas’ [REREE Geneﬁ' ntTime  24-January-2024 16:01:04
}, for testing
“ciscoDnaEventLink": “https://&lt;Dr . P Add 10.85.54.54
tails?deviceld=gdeviceIds", m People (2) Content  Meetings oo NBAND
"note": 0 get more details, use Al
“context": null, t IP Add 10.85.54.180
"userId": null, . s UID  82a8469c-a262-4c9c-af33-a7f3e524d97e
"i18n": null, Cisco DNA Center Notification tion Mode vyl
“eventHierarchy": null, i 8y Cordich S
"message": null, ggered onfig Change Even
"messageParams": null, Source DNA 10.104.241138 netadmin
"parentInstanceld": null, Center IP:
"network": null, )
"dnacIP": "10.104,241,138" Severity: 5
}
Category: INFO
Timestamp: 2023-01-18 13:50:44
Issue Name: Device config collection event

Issue Description: Shows a config drift event across
the selected list of devices.

Cisco DNA Center Issue Details

c1sco 'p/_/
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Device Configuration I\/Ianagement

Catalyst Center stores device
configurations in its DB

Device configurations are available via
the Ul

@ TBRANCH-CO200L-7.clsc0.00m 5 uncommands s For security reasons, sensitive data is
B N | P DR OV S SRR (SIS masked

;| Bk CLI output can be exported from this

| ‘ same window, but it will be done using
the masked config as well. What this
means is that we don’t expose sensitive
data via the Ul or Ul export.

Hardware & Software

Configuration

But it also means that we can’t directly
used this device config to restore a
device.
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Device Configuration Management

APl’s to retrieve device configuration

S ——— 03_0ct_2020_20_33.12_.._RUNNINGCONFIG(1).cfg  Today at 5:53 AM

° _20_33_12_
03_0¢1_2020_20_33.12_684_RUNNINGCONFIG(1).cfg

[}

| Last configuration change at 13:51:05 UTC Sat Oct 3 2020 by cisco

version 15.2

e pad
Service timestasps debu ug datetine me
service tinestasps log datetine msec Show-tinezone year

Goot stact-matker
boot systen switch all flash:cat3k caa-universalk9,sPA,03.06,04.€,152-2, €4, bin

| boot-end-ra

'v f definition mgmt-vrf

| iddress i
-add

| address-taminy 1ove

| exit-address-Famiy

no logging console
enable password 7 151102170725

usernane cisco ?rw\lege 15 password 7 094F471A1A0A
0 aaa new-

switch 1 pr ool ion ws-€3850-48u

!

i
ip routing

1P M ses 100300100, 100

Date Created

Today at 9:53 AM

1
ce override

Ip derice rackiny prm delay 60"

{ q05 aveue:softmax-nultiplie

access- e de

crypte pki trustpoint TP-self-signed-4149928277
nrollment selfsigned S ot

cisco L{Vp/_/

The API’s available in Catalyst Center
allows you to retrieve raw startup,
running configs and VLAN DB.

API details:

POST /network-device-
archive/cleartext

A zip file is generated which
contains raw running-config,
startup-config and VLAN DB
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Device Configuration Management

Configuration Archive

= Cisco DNA C

System / Settings Q ® ¢

=Q Search Settings Settings / Device Settings

Configuration Archive SFTP server can be
Cisco DNA Center internal server will periodically back up your device's running CO nfl g U red to expo rt raW

configuration. You can select the day and time for the backup and select the total number

Cisco Accounts v

PnP Connect

Clsca.coim Brodentiale of config drifts being backed up (note: total config drifts being saved included all the CO nfl gS to a n exte rn al
labelled configs for the device). To archive all the device's running configurations, you can
Smart Account configure an external server.

repository

Smart Licensing

SSM Connection Mode Internal External
i i v . .
Device Settings External Repository As of: Feb 10, 2022 2:03 PM
Device Controllability
Network Resync Interval Q  Search Table V
SNMP i :
Host Protocol User Name Backup Format Backup Cycle Connectivity Action
ICMP Ping
a0e DletiButionSarve (2 Dpaily "
Imago Listribution:Setvers 10.85.54.179 SFTP netadmin RAW Time  01:04 PM @ Connected w 2

Device EULA Acceptance
PnP Device Authorization
Device Prompts

Configuration Archive

c1sco 'p/_/
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Device Configuration Management

Configuration Archive

Favourites

Dropbox

Pictu

Box Sync

Documents

CUrsos

cur

QA-MFFTING

[ BN
Favourites

33 Dropbox
G} lila

A Applications
a) Pictures

5 Box Sync

Cisco

s-presen

.&/

Downloads = < - -
Name
! Export_Configs-10_Feb_2022_18_04_00_353-0WF.zip ® ®
@ Archive Utility

oWF.zip".

Password:

Please enter the password for
“Export_Configs-10_Feb_2022_18_04_00_353-

1 |

Cancel

v

< 10.85.54.54-C9OK-...

Back/Forward

Name

New Folder

_ InventoryReportAllDataFeb022022at0437pm_1643837894841.csv

=

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg
10_Feb_2022_18_04_00_353_STARTUPCONFIG.cfg
10_Feb_2022_18_04_00_353_vlan.dat.bat

=0A
=V

View

Action

Favourites

32 Dropbox
B} lila

A Applications
Gal Pictures

B3 Box Sync

[ Documents

Date Modified

B3 cursos-presen...

B3 cursos-presen...

a5
i S

v

Group

<> Export_Configs-10... =)
Back/Forward New Folder
Name

Vv VvV V VYV VLV VYV

BRI R D

10.85.51.69-TRS-E2.cisco.com
10.85.54.17-TRN6-TBRANCH-DIST.cisco.com
10.85.54.20-TRN6_TBRANCH_WLC
10.85.54.23-TBRANCH-C9200-1.lila.com
10.85.54.24-TBRANCH-C9200L-2.cisco.com
10.85.54.25-TBRANCH-C9200L-3.cisco.com
10.85.54.51-TRN6-TBRANCH-FUSION
10.85.54.53-TRN6-TBRANCH-C3650-S1.cisco.com
10.85.54.54-C9K-BRANCH-STACK

10.85.54.99-wlc01

10 8K K4 102-wle0?

» Q

Search

~  Date Modified

Today at 6:04 PM
Today at 6:04 PM
Today at 6:04 PM

Date Created

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

BRKOPS-2416

S

TCP

Fabric_WLC
1PUS-FUSION.cirrus.cloud
APUS-B1.cirrus.cloud

=¢ Qv
View Action
Date Modified

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

]
soe V'
Group

Date Created

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

59



Device Configuration Management

Configuration Archive

XK | 10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

!
! Last configuration change at 21:55:47 UTC Mon Feb 7 2022 by netadmin
E NVRAM config last updated at 21:55:49 UTC Mon Feb 7 2022 by netadmin

version 17.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

! call-home is enabled by Smart-Licensing.
service call-home

?1atform punt-keepalive disable-kernel-core

hostname CIK-BRANCH-STACK
]

!

yﬁd#hﬂwnmmwﬁ

éddress-fami1y ipv4
exit-address-family
|

address-family ipv6
exit-address-family

|
$nab1e secret 9 $9$s13/q
no aaa new-model

switch 1 provision ¢9300-24p
?witch 2 provision c9300-24p

p routing

S S

ip nbar attribute-map BR2
attribute business-relevance default
ip nbar attribute—maq TC3
.attE1bute traffic-class multimedia-streaming

cisco L{{@/

BRKOPS-2416
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Habit #4 - Keep your
iInfrastructure code up
to date with software
Image management

cisco L{V&/






What you need to know about SWIM

Intent Based Trustworthiness
Network Upgrades Integration
- - Assures that device
Golden-image driven to _
automate process and @ Images are not
drive consistency compromised in any way.
Common Workflow Upgrade Checks
Upgrade base image, Pre/Post check ensures
f patches, ROMMON in updates do not have
one single flow. ISSU adverse effects on

supported network
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Software Upgrade Recommendations

- To reduce the network downtime, it’s recommended to perform
distribution and activation job separately

- Maintenance window is required for activation
- Wireless

. Start with ISSU, AP Pre-Image Download, Staggered Upgrade
- Use Rolling AP upgrades where ISSU not available

- Consider external file servers for remote sites

- Install Mode is recommended mode
- “Bundle”/”Install” mode conversion is not supported

CISCO M‘/ BRKOPS-2416

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Control over SWIM- ISSU

Image Update

Devices (2) Focus: Soft

|SS U S u p po rts both R 0 Analyze Selection 2 Distribute 3  Activate 4 Schedule and Clean Up 5 summary
Wired & Wireless | Selected  © Add Device|  Analyze Selection

Before you proceed for the Update, analyze your selection

. =] Device Name ~
d eVI CeS Devices to Update: 1 Device Family: 1 Sites 1

[~] pnp-9800 3y

ISSU support for C9800 :

WLC9800.adamiab.

1 Selected Update ISSU ~
CO ntr0| |e r Sta rtl n g 1 7 . 3 . [ ] Device = Enable ISSU Update 7 To Image @ Comment
<
' 2 J universalk9.17.09.02.5 Szaoo-m-universa\kg TEOR0R © ISSU Validation Successful
. pop-280016:7040 I’:S'S Update Readiness Report
Helps reduce downtime
for wireless
Image Update
Infrastructure
o snayzo Solection 2 Diswbue 3 Actvste 4 Schedieand ClanUp 5 Summery

Analyze Selsction

Belore you proceed for the Update, analyze your selection.

ISSU requires controllers ottt 1| w1 | e
in HA SSO or N+1

B ere-em00(10.00.10.148)
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Ready to go ISSU

Provision / Inventory Q@ a

Image Update >

@ Analyze Selection @ Distribute @ Activate @ Schedule and Clean Up e Summary

Summary

Review your entry and make changes if you wish to do

Devices to Update: 1 Device Family: 1 Sites: 1
Device From Image To Image Update Support
CO800-CL - 1kG.17.09.02.5P C9800-CL-universalk9.17.09.03.SP
pnp-9800 (10.10.10.146) o universalks. 17. : A.bin © ISSU Validation Successful

cisco 'p/./
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Control SWIM- AP Pre-Image Download/Rolling
AP Upgrade

ISSU together with AP

= Cisco DNA Center Provision / Inventory / Image Update Status Q@ @5
Pre-Image Download
. d 9800_SWIM (172.100.1.54) Image Update <
a n d ROl | | n g AP U pg ra d e Date: Sep 27, 2022 4:20 PM Duration: 27 minutes 7 seconds Status: @ Successfully Activated C9800-CL-universalk9.16.12.05.SPA.bin
SUMMARY Devices Updates
helps reduce network
0 Selected Upcoming 7| Operations Checks
- > Image Versions (7) ~
d OWﬂU m e O Device Name Dey, > @ Image Checksum Verification On Device
40 seconds
o cuiey un

> @ Unpack Images
New-Cat9300-St @& De 2 minutes 30 seconds

Controllers needs to be 0 e © P

168.120.20) Un

~ @ AP Pre-Image Download

8 minutes 6 seconds

provisioned for Rolling
Ap U pg ra d e O 210010 e Task Name AP Pre-Image Download

Task Status Success (
- AP Image Predownload Status : Total number of APs = 1, initiated = 0, downloading = 0,
New-Cat9300-St & predownloading = 0, completed predownloading = 1, not supported = 0, failed to predownload = 0.)

9800_SWIM (17 @ wir

Swi

ack-Switch (192
O { and

AP Pre-image V
download by default g mesmo o wl g amaron

available starting ( :
version 2.3.3.X

v
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Activation for normal wireless vs ISSU wireless

Provision / Inventory / Image Update Status

pnp-9800 (10.10.10.146) Image Update

Date: May 30, 2023 12:50 PM  Duration: 26 minutes 37 seconds

Operations  Checks

> @ Distribution

~ @ Activation

NETGONF Activa 3-CL-unlvarsalkd,

@ of imaga : G

> @ Pre Activation Opration
2 seconas

> 9

Image Activation
B minutes 24 saconas

> @ Install Commit

17 seco

> @ Remove Inactive Images

6 seconds

> @@ Collect Running Image Detalls
5 seconds

> @ Verify Image Activation

1 second

> @ Post Activation Operation

39,02 SPA bin on device : 10,1

Status: @ Suce

ully Activated C9800-CL-universalk.17.09.02.5PA.bin

17 minutes 15 seconds

8 minutes 22 seconds

146 completed suacesstully,

Normal Activation

Cisco

.&‘/

Provision / Inventory / Image Update Status

pnp-9800 (10.10.10.146) Image Update

Date: May 30, 2023

09 PM  Duration: 56 minutes 54 seconds ated C9800-CL-univel

Operations Checks

@ Distribution

v @ Activation

ctivation of i ©9800

L-universalks.

Pre Activation Operation

A Staggered AP Upgrade

) @ Image Activation 8 minuten

30 minutes 19 seconds

@ Staggered AP Upgrade

Task Name

Staggered AP Upgrade

Task Status

Success (

Staggered AP Upgrade Status : Complsted, Total number of APs = 1, Upgraded = 1, In Progress = 0, Remaining = 0, APS

> @ Install Commit

3 minutes 6 seconds

not handled by Rolling AP Upgrads = 0)

> @ Remove Inactive Images

> @ Collect Running Image Details

» @ Verify Image Activation
1 second

> @ Post Activation Operation

ISSU Activation

BRKOPS-2416

a1k9.17.09.03.5PA bin

17 minutes 3 seconds

39 minutes 51 seconds
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For your

Staggered Upgrade M) crerence

pnp-9800#show ap upgrade

Status: In progress

From version: 17.9.2.52

To version: 17.9.3.50

Started at: 05/30/2023 04:56:51 UTC

Configured percentage: 15

Percentage complete: 0

Expected time of completion: 05/30/2023 05:04:51 UTC

Client steering: Enabled
Accounting percentage: 90%
Iteration expiry time: 9 minutes

Progress Report

Iterations

;;;;;;1;;7 Start time End time AP count
0 05/30/2023 04:56:51 UTC  05/30/2023 04:56:51 vIC o
Upgraded

Number of APs: 0
AP Name Radio MAC Iteration Status Site

In Progress

Number of APs: 1

AP Name Radio MAC
thirdwheel 9100 f4bd.%9e9£.3f00
Remaining

Number of APs: 0
AP Name Radio MAC

AP Name Radio MAC Status Reason for not handling by Rolling AP Upgrade
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Software Maintenance Update (SMU) support

< Image Repository

::/ Cisco Catalyst 9300 Switch

Add On List (1)

SUMMARY

Images (35)
> Roles & Tags BASE IMAGE INFORMATION

Q
> Major Versions Cisco Catalyst 9300 Switch
cat9k_iosxe.17.09.04.SPA.bin
> Golden Images - '
> Recommendation
SMU (0) PSIRT SMU (1) Sub-package (0) ROMmon (0) APSP (0) APDP (0)
Image Name Version Devices ~ Image Status  { I
cat9k_iosxe.17.09.04.CSCwh87343.SPA.smu.bin [
cat9k_iosxe.17.09.04.SPA bin 17.09.04.0.5180 o %
S ) Verified Add On (1) ADD ON ATTRIBUTES

Cisco I0S-XE Patch package

Need to mark as golden (along with main image) - -

bulk-patch

Downloadable direct from CCO o oAt

Verified
—

VVI reIeSS APSP a nd APDP a re also Su pported (9300 EVVC _ den Imag T;::::\RT SMU can't be golden tagged because base image is not tagged with

S DA M Od e) Please tag at least one rale/tag for the correspanding image

‘e !
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Habit #5 - Explore
Proactive insights with
Al/ML

cisco Li/&/



Cisco Al Network Analytics Architecture

Anomalies and Insights Time Series Models

Graphical Models

leep Learning

NLP/NLG

Anonymized
Data

Batch Pipelines

Cisco Al Cloud
Cisco Catalyst Center Appliance I
Protocals & APIs {(SNMP. JSON._NetFlow. pxGrid. CLL
e
Office Site Network Services DC PrlvaCy

Network Infrastructure

c 1 s co L‘V&~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al Driven Baseline Issues
“

Use case:

What are the expected KPI performance across AP’s and P—— T

SS'D S How can | effeCtlyely identify, isolate and mitigate Excessive failures to connect - At least 12% increase in failures on SSID-RUpA in Global/SITE-6Zc_/BLD-
deviations from the baseline performance. 5deA.

Open v
Time: October 17, 2019 5:00 pm - 10:00 pm

Key Benefits: Location. SITE-10PQ/BLD-G6Z6/FLR-5deA

() Is this Issue helpful? i/ &7

1 Impacted Sites ] 747 Impacted Clients

View Dynamic baselines and deviations for 12 o problem Detalls
(onboarding + throughput) KPI's

Impact
High Percentage of Onboarding Failures: A large percentage of clients are failing to join the network. This is higher than the normal

Root Cause Analysis failure fractions for the netwark. The green baseline shows the normal bounds of client connection failure fractions given the current

ACce|erated trOUb|eShOOtIng W|th end-2-end state of the network. The occurence of higher than normal failure fractions is highlighted in red.
Suggested Actions
. workflow complete with impact and potential root @ st
cause details _ o _
Active feedback loop (thumps up/down) to integrate P
SME expertise to further refine baselines over period .
of time H
R®O

0
1100 1200 1300 1400 1500 1600 1700 1800 1900 2000 21:00 2200 2300 Oct18 0100 0200 0300 0400
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Al Analytics - AP Family & Endpoint Comparison

= Cisco DNA Center Assurance - Trends And Insights - Network Comparison Qo g
ﬁ Comepare APs v by Radio Throughput ~
. i ]
Use case: R
. . RADIO THROUGHPUT GROUPS OVER THE WEEK P - o w O
View and evaluate AP and client performance across
o 5 - lnthe e AP2800 ‘@ ‘@ e X 1]
different sites through dynamic performance clusters ket 0 oy eatis oo -ve —ees
identified based on selected KPI : N B
Lower Throughput { 0-E90Kbps ) Medium ) Higher >10-20Mbps )
® 18% (90 APsin 3 Bulltings ®30% (o - - -
Key Benefits: g = Cisco DNA Center Assurance - Trends And Insights - Netwark Comparison Qe
¢ Comepare Endpoints v by Onboarding Time v
' Endpeint Family 1 n
uiidings | oN% Endpaint Family 2
Compare AP performance across traffic classes. B
g ONBOARDING TIME GROUPS OVER THE WEEK 2, 02501 0 Ose
i e s +@e s@e 88e see  s88  se8  +e8
in family Apple Pho T ) <00 0 [ 1X) "9 cee .00
. o . than in Family Apple Tablet Mar 1 Mar 2 Mar 3 Mar5 Mar 6 Mar 7
Flexibility to compare both on-boarding and throughput Mari
KPI's
Slower Onboarding ( 31-120s ) Medium Onboarding ( 6-30s ) Faster Onboarding ( 0-5s )
© 18% (2620 orbosedngs | ©30% {4285 onbosrdings | @52% (7.307 onsourdings )

View and compare dynamic performance clusters for a
selected KPI and AP families.

Apple Phone

View and compare onboarding KPIs for specific device
types for days of a week..

Apple Tablet

2398 (400

.
.

»
o
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Al Endpoint Analytics on Cisco Catalyst Center

Rapidly reducing the unknowns by aggregating data from different sources

_____
o~ S

ML Analytics
\

Endpoint
Profilin !
9 ] \\\ IJ

Data N
7/
P d
CMDB
Connector

Easy Onboarding

: DPI-based i  Network
: Fingerprint/  : Telemetry Tools
~, Behavior Probes CMDB: Configuration Management Database
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%eg)sl)sification based on Deep Packet Inspection

-

~

: (D
9
®©
8
‘D
D
©
S
s
inspection
ML analytics >
Cisco® Catalyst® 9000
Series Switch - powered by
Probes NBAR
N N S N Y DHCP N e e Tl e T T T i P T T T T T T T T T T T T T P T T T T T T T T W 2
CMDB Class-ID:
connector Globex Ultima MSFT
CT scanner (Windows 7) _ _ _ _
\ Options to support non-Cisco devices available.
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For your

Reducing Unknowns with Machine -
Learning

Device data
‘ ‘ 1 ‘
ML groups Creates Admin labels Al learns

g endpoints rules endpoints from new
DPI o IPhones
2 labels
v These are ﬂ
. . Bosch ﬂ
A Cluster 2 Coffee 1 1) New labels
Machines
ML analytics m - O gg?fcehe
% Cluster 1 Machine
Endpoint § (|
Analytics ¢ Thigglgre - New labels
Watches. [ | i -/ore
CMDB > ~ Watch
connector Attribute A )

W / ah - done in cloud
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Trust Scores and Remediation

Cisco DNA Center

Overview  Endpoint Inventory  Profiling Rules

Total Endpoints

@ Unknown 0 (0%)
@ Partially Profiled 2 (40%)
® Fully Profiled 3 (60%)

tially Profiled Lab

Hierarchy

Trust Score PREVIEW

3
Endpoints

® Low(1-3)

Medium (4-6)

® High (7-10)

licy / Al Endpoint

Analytics

Configuration

Al Proposals
ast Proposed; Jun 13, 2022 07:14 AM

ble to
that could

Using cro

put together some rule propos:
mprove your profile

0 New rule(s) for profiling
endpoints that may be similar

0  Modification proposal(s) for
previously accepted rule(s)

0 Profiling Rule(s) is/are no longer
needed

Adaptive Network Control - ANC

Remediate the host via |dentity Services
Engine - ISE

.&‘/

Cisco

Policy / Al Endpoint Analytics

asture

BRKOPS-2416

Details Trust Score Attributes

Trust Score Total: 5

Endpoint Authentication and Compliance

> Authentication Method

> Posture

Endpoint Anomaly Detection

» Al Spoofing Detection

Changed Profile Labels

Concurrent MAC Address

NAT Mode Detection

Talos IP Reputation

Unauthorized Ports

@ Dotected

Credential Vulnerability

© 2024 Cisco and/or its affiliates.

Mot Detected

Not Detected

Nat Detectad

Nat Detected

Nat Detected

Globally Disabled

Last Scored:Jun 12, 2022 11:56 PM

Reset Trust

Apply ANC Policy
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Why radio resource management

qubu\

® aribalay

81

# Willy
@ San Jose

W 822

W B23

W SJC04

10min worth of data
No "busy hour(s)"

No building
segmentation

No visibility

Lots of tuning knobs
No simulation mode **

CISCO M_/ BRKOPS-2416

Floor Selector

KPIs
Heatmap Metrics
None [EESTE SNR

Heatmap Type

Point Cloud JIEIS

Heatmap Opacity

50,00
Tolemetry
IR sersor-as AP
Telemetry Opa

0.00
FSPL
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Dashboard

Cisco

Assurance / Al Network Analytics / Enhanced RRM Q@ @ .
(O 24 Hours v Band 5GHz 2.4GHz Al RF Profile: baseAIRF Next RRM Run():12m 33 s Jun 11, 2022 3:07 AM - Jun 12, 2022 3:07 AN

(i) Enhanced RRM supports 2.4 GHz and 5 GHz bands for Al RF Profiles. & GHz support is coming soon.

SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY
3 0 51 /100 0% 1 Low N/A
Total AP Count  Total Clients RRM Performance () APs with High CCI ) RRM Changes AP Density  Connectivity

Qur Al Insights Engine is getting familiar with your PER5's wireless environment.
Please stay tuned, it will recommend tailor made wireless configs and thresholds once it gets to know your environment!

Insights

~ RF Performance

RRM Changes O RRM Performance (O Co-Channel Interference (0

LATEST TREND LATEST TREND LATEST TREND

Total APz Optimizad Total Access Points Total Access Points

.&/
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2.3.7.4 supports "brownfield” 9800 deployments

il Catalyst Center

Configure Al-Enhanced RRM

Select Deployment Type

Select how you would like to deploy Al-Enhanced RRM

Enable Without Device Provisioning

This flow enables Al-Enhanced RRM without provisioning your
wireless controllers or access points from Catalyst Center. You may
provision using your choice of tool or WLC WebUI or CLI.

If you do not want Catalyst Center to manage the configuration of
your devices, choose this option.

cisco Li//p/_/

Enable With Device Provisioning O

This flow enables Al-Enhanced RRM and requires your wireless
controllers and access points to be provisioned by Catalyst Center.

If you would like Catalyst Center to have full control over the
manageability of your devices, choose this option.

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Habit #6 - Secure
Devices and
Users (AAA & ISE)




ldentity Services Engine

o)

= Cisco DNA Center System / Settings Q ® ®

=Q Search Settings Settings / External Services
Authentication and Policy Servers
Cisco Accounts .2

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.

PnP Connect

Cisco.com Credentials

Smart Account @® Add T Export As of: Apr 23, 2023 4:08 PM
Smart Licensing
IP Address Protocol Type Status Actions
SSM Connection Mode
Device Settings v 10.10.10.130 RADIUS AAA ACTIVE
Image Distribution Servers
10.66.104.67 RADIUS ISE ACTIVE
Device Controllability
Network Resync Interval
10.10.10.120 RADIUS AAA ACTIVE

SNMP

Only one ISE integration can be done per Catalyst Center.

Other AAA servers can be added, but as an AAA server only (even if they are ISE servers)
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Difference between ISE and AAA integration

Catalyst Center discovers the PSN nodes
AAA config pushed to devices during site
assignment ;

PnP will add network device as a NAD to ISE Cisco
PxGrid: Catalyst

Provides Username for wired devices Center

AAA config pushed to devices

Device attributes for Al endpoint analytics
Micro-segmentation for SDA

c 1 sco M- BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Pre-requisites for ISE integration

ISE AP| needs to be enabled - ERS read write
No proxy server between ISE and Catalyst Center

PxGrid needs to be enabled on ISE

FQDN is required for the integration, not just an IP address (certificate)

If using Enterprise issued Certificate, need VIP + real IP for Catalyst Center Cluster

CLI credentials on ISE no longer used for integration. API only

IP reachability required
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Site Settings for AAA

= Cisco DNA Center

Network Device Credentials

() Find Hierarchy

I « & Global
o AUS

~

~

i brownfield
> dbC
> @ CLMEL
@ DC - syd
iE deak
> b EK
> i flex_area
> @ HongKong
iE nirvana
> NZ
> d PIM
@ spécial
> b stores
i test

> @ thirdwheel

Cisco

Search Help

.&‘/

IP Address Pools

SP Profiles

Wireless

Design / Network Settings

Telemetry

Security and Trust

Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers" link. Once devices are discovered, Cisco DNA Center will

deploy using these settings.

AAA Server ©

@ Network (@ Client/Endpoint

NETWORK
Servers Protocal
OISE () AAA O RADIUS () TACACS
Network IP Address (Primary)
10.66.104.67 V1001001027
Change Shared Secret
CLIENT/ENDPOINT

M servers Protocal
O ISE O AAA © RADIUS TAC
Client/Endpoint IP Address (Primary)
10.66.104.67 ¥ 10.10.10.127
Change Shared Secret

BRKOPS-2416

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

86



Sample Config

authentication convert-to new-style

ip radius source-interface GigabitEthernetl/0/23

aaa new-model

aaa session-id common

aaa group server radius dnac-client-radius-group

server name dnac-radius_10.10.10.127

ip radius source-interface GigabitEthernetl/0/23

exit

aaa group server radius dnac-network-radius-group

server name dnac-radius_10.10.10.127

ip radius source-interface GigabitEthernetl/0/23

exit

aaa accounting identity default start-stop group dnac-client-radius-group
aaa accounting update newinfo periodic 2880
aaa accounting exec default start-stop group dnac-network-radius-group
aaa authorization exec default local
aaa authorization network default group dnac-client-radius-group
aaa authorization network dnac-cts-list group dnac-client-radius-group
aaa authorization exec VTY author group dnac-network-radius-group local if-
authenticated
aaa authentication login default local
aaa authentication dotlx default group dnac-client-radius-group
aaa authentication login dnac-cts-1list group dnac-client-radius-group local
aaa authentication login VTY authen group dnac-network-radius-group local
dotlx system-auth-control

cisco L{{(o/‘/

authentication radius server dnac-radius_10.10.10.127
address ipv4 10.10.10.127 auth-port 1812 acct-port 1813
pac key **xxxx%

retransmit 3

timeout 4

automate-tester username dummy ignore-acct-port probe-on
exit

radius-server vsa send authentication

radius-server vsa send accounting

radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

radius-server attribute 31 send nas-port-detail mac-only
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 25 access-request include
radius-server attribute 8 include-in-access-req
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple

cts authorization list dnac-cts-list

line vty 0 15

login authentication VTY authen

authorization exec VTY author
aaa server radius dynamic-author

client 10.10.10.127 server-key **#**x*%*

client 10.66.104.67 server-key ****#**

exit
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Device AAA and Site AAA interaction

Device has AAA configured Site has AAA defined Provisioning Workflow Success

Note: If just client/device AAA, then all will work.
Network AAA is the issue — due to lockout concerns (NAD entry in ISE)
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Habit #/7 - Up your
automation game with
APls and other
INntegrations

cisco L{V&/
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Why API?

Vi |

AUTOMATI INTEGRATIO INNOVATIO
ON N N

cisco L{V&/
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SDK

>>> from dnacentersdk import DNACenterAPI

>>> api = DNACenterAPI()

< c @ dnacentersdk.readthedocs.io/en/latest/

# dnacentersdk

Installation

Introduction

Quickstart

Contributor Covenant Code of Conduct

Contributing

, mongoDB.

MongoDB Atlas is the cloud DBaaS built
by the engineers behind MongoDB. Try

cisco L{{{o//

Docs » dnacentersdk © Edit on GitHub

dnacentersdk

Simple, lightweight, scalable Python APl wrapper for the DNA Center APls

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA
Center APIs (for API versions: 1.2.10, 1.3.0). The package represents all of the Cisco DNA Center
API interactions via native Python tools. Making working with the Cisco DNA Center APIs in
Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the API semantics, and you can
focus on writing your code.

With dnacentersdk, you can easily:
« Interact with the DNA Center APIs in an interactive Python session
« Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project without

having to write the boilerplate code for working with the DNA Center APls

To dive in and see how dnacentersdk makes your life better, check out the Quickstart!
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Go/Ansible/Terraform

B cisco-en-programmability / dnacenter-go-sdk  pubic

<> Code (© Issues [ Pullrequests 1 ® Actions [ Projects [ wiki @ Security |« Insights

¥ main ~ P 8branches © 28tags

@ tmunozmiranda Update README.md

github

3 examples version

O .- |

v 05a926c 17 daysago {179 commits

N scripts w and scripts & Community Authors> cisco> dnac
B sok d "RequestConfiguratior
[ .gitignore DK commit il =
cisco % dnac
[3 CHANGELOG.md Changed "RequestConfiguratiol ikl Madules for Cisca DNA Canter
O UCENSE Included LICENSE, more details tc
O Makefle Add Makefile B0 | resane | | coment
[ README.md Update README.md
@ info
[ go.mod Update module v
D gosum Undate dependencies Installation $ ansible-galaxy collection install cisco.dnac —
NOTE: Installing collections wi |ble-galay is only suppor ..’ Terraform ‘ Registry &  Search Provi
& Dewnload tarba
Install Version 6.4.0 released 2 manths ago (atest) -
https . //g |th u b Com/CISCO e n » Tags cisco [ anac] cious] cotlection] networiang | sin | Providers  cisco-en-programmability ~ dnacenter = Version 0.30-beta ~ Latest Version
Ansible Collection - cisco.dnac dnacenter

programmability/dnacenter-
go-sdk

Ansible Modules for DNA Center

The dnacenter-ansible project provides an Ansibe collection for managing and automating yc
consists of a set of modules and roles for performing tasks related to DNA Center.

sted and supparts Cisco DNA Center 2233, dnacenter

ot compatibie with versions of Ansible befare v2.8

This collection has

Note: This colect

1y cisco-en-programmaility

https://galaxy.ansible.com/cisc oy S ... R ———

Other versians of this collection have support for previous Cisca DNA Center versions. The re

o/dnac

https://registry.terraform.io/providers/cisco-

en-programmability/dnacenter/latest

cisco Li//p/_/
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Native Webex Issue Integration

& v¢ dnac_webex 2
DNAC-BOT

Messages People (2) Content Meetings + Apps

dnac_test_bot 29/4/2022, 5:22 pm

Cisco DNA Center Notification

Source DNA 10.66.104.121

Center IP:

Severity: 2

Category: ERROR

Timestamp: 2022-04-29 07:22:17
Issue Name: AP disconnected from WLC

Issue Description: The AP is CAPWAP disconnected
from WLC and is no longer joined to
it. The WLC has missed the AP's
CAPWAP heartbeat message. At the
time, AP was connected to switch -
port

Cisco DNA Center Issue Details

CISCO Lt/&_/ BRKOPS-2416
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One more thing (bonus).... Cloud support model

False

trad-4331-adamlab-cisco-com 10.10.5.2 False False
False

wlc980@-adamlab-cisco-com 192.168.200.201 10S True False False None
False

Untouched inventory from service co4z-4wrd-w455.

>>> dnac=service.inventory["10-66-104-121"]

>>> dnac.interactive()

22:13:27.178Z INFO | internal | starting interactive session (will be closed when detached)

22:13:27.778Z INFO | internal | Session log initialized [filepath="/Users/aradfordl/.radkit/session_logs/client/2
0230803-081327-10-66-104-121.10g"']

T EGEET 10-66-104-121 [

Type: MM to detach.
a8l for other shortcuts.

When using nested SSH sessions, add an extra

M per level of nesting.

Last login: Wed Aug 2 ©08:11:05 UTC 2023 from 10.81.7.132 on pts/1

Design / Image Repository / Image Family

About

Welcome to the Maglev Appliance Cisco DNA Sense

API Reference

System information as of Wed Aug 2 22:13:29 UTC 2023 ller for Cloud

Developer Resources

Contact Support

Remote Support Authorization D

Cisco Lz/&_/ BRKOPS-2416
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Take aways

Device Controllability to maximize value

Telemetry for network/application/user insights
Software Image management to keep code up to date
Compliance and Configuration management for NetOps
Al/ML for AlOps

ISE and AAA for network and device security

APl for automation/integration/innovation
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Continue
your education

cisco Lz{/p//

ST
CISCO

cisco.com/go/catalyst-center

B YouTube

www.voutube.com/@CiscoCatalystCenter

L . i
c||5c|o Cisco Community

cs.co/dnac-resources
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http://www.youtube.com/@CiscoCatalystCenter
http://cs.co/dnac-resources
https://cisco.com/go/catalyst-center

Cisco Live EMEA Catalyst Center Learning Map

Monday 5t

Tuesday 6t

Wednesday 7t

Thursday 8t

TECOPS-2001
The Ultimate Guide to
Install, Onboard, Operate
your Campus Network
with Catalyst Center

TECOPS-2002
How to leverage Catalyst

Center to build a Zero
Trust Campus Network

TECOPS-2158
Catalyst Center Out-of-
the-Box and Custom
Integrations

TECOPS-2823

How to leverage Catalyst
Center to its greatest
potential

LTREWN-2511

Automating wireless
deployments at scale
using Catalyst Center

BRKOPS-2032
3 Catalyst Center and
ITSM Workflows: CMDB,
Incident Management
and SWIM

BRKOPS-2416

7 Habits for success with
Cisco Catalyst Center

BRKOPS-1183

Introduction to
Infrastructure as Code for
Catalyst Center with
Terraform

LTRSEC-2005

Building Cisco SD-
Access with Cisco
Catalyst Center & ISE

BRKOPS-2540

Best Practice for Prime to
Catalyst Center Migration

BRKOPS-2683

Let Catalyst Center be your
guide to a Zero-Trust
Workplace

BRKOPS-2375
Everything that you need to
be aware of Licensing for
Catalyst Center

LTROPS-2977
Cross-Domain Automation
with Catalyst Center and ACI
using CI/CD Pipelines

Catalyst
/

BRKCOC-2465
Inside Cisco IT -

automating the network
with Catalyst Center

BRKOPS-1110
Unleash Your Network
Potential: Catalyst
Center's MIB2/SNMP
Empowerment for 3rd
Party Devices

BRKOPS-2357

Taking Infrastructure as
Code for Catalyst Center
with GitLab CI/CD to the
Next Level

Center

S-2416

BRKOPS-2077

Tips and Tricks for Prim
Infrastructure to Catalyst
Center Migration

BRKEWN-2667

Catalyst Wireless
Supercharged by
Catalyst Center

BRKOPS-2038

The Flow of Things:
Navigating and Properly
Enabling NetFlow-based
Solutions through
Catalyst Center

BRKOPS-2402

Automate the
Deployment of a Wireles:
Network with the Help o
Catalyst Center

BRKOPS-2471
Custom Workflows for
the Cisco DNA Center
Integration with
ServiceNow

Friday 9t

BRKOPS-2521

Revolutionize Your
Network Management with
Cisco Catalyst Center:
Physical or Virtual on AWS
or VMware ESXi

Capture
The Flag

Catalyst >
Center 2.3.7
Catalyst >
Center 2.3.5

Prime >
Migration
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Thank you

cisco L{{/&/






