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Habit …

… any regularly repeated behaviour 
that requires little or no thought and 
is learned rather than innate.
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Agenda
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Habit #1 - Understanding and embracing 
Device Controllability

Habit #2 - Find issues before your users 
with telemetry

Habit #3 - Leverage Compliance and 
Configuration management

Habit #4 - Keep your infrastructure code 
up to date with software image management

Habit #5 - Explore Proactive insights with 
AI/ML

Habit #6 - Secure Devices and 
Users (AAA & ISE)

Habit #7 - Up your automation game with 
APIs and other integrations



Habit #1 –
Understanding (and 
embracing) device 
controllability
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Device Controllability 

TrustTelemetryMonitoring Settings
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Brownfield device on-boarding and config 
automation process into Catalyst Center

Discovered Added to Inventory
Assigned to 

Site

Enabled for Application 
Telemetry

Provisioned

Bulk of Device 
Controllability 
happens here
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Adding a switch to Catalyst Center – Assign to 
Site
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Adding a switch to Catalyst Center – Assign to 
Site
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Device Controllability
Site-level customization

10BRKOPS-2416

Telemetry Configuration:
• SYSLOG Server
• SNMP Trap Server
• SNMP Polling
• NetFlow
• Wired Client Data Collection
• Wireless Telemetry

Cisco Catalyst Center is configured 

as Syslog server, SNMP Trap 
Server and Netflow collector 
server by default
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Device Controllability
Site-level customization

11BRKOPS-2416
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• Device Controllability allows devices to interact with Catalyst Center 
efficiently

• Recommended to keep Device Controllability enabled and send configs 
to Catalyst Center

TrustTelemetryMonitoring Settings
• Controllability is safe and 

easy to troubleshoot

• Cisco Catalyst Center now 
provides comprehensive 
visibility and 
customizations into 
Device Controllability 
configurations
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Habit #2 – Find 
issues before
your users with 
telemetry
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Benefits of Telemetry data captured via 
Catalyst Center

Syslog, 
SNMP Traps,
Streaming 
Telemetry

PKI, IPDT, SNMP 
credentials, 
SNMP traps, 
Netconf-yang,
streaming 
telemetry, 
Syslog (*)

• Network Network and Client Health

• Application Health

• Network Services (AAA, DHCP, 
DNS)

• View and Manage Issues 

• Visibility into Wi-Fi 6/6E Readiness 

• Monitor Power over Ethernet

• EoX Insights

• Inventory Insights

• Network Trends and Insights

BRKOPS-2416 14
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Inventory Device View

15BRKOPS-2416

1

3

Detailed port information: port 

status, PoE, VLAN’s, Last 
Input/Output

2
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Inventory Device - Port 
Configuration

1

Change port VLAN and 

description

2

BRKOPS-2416 16



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Inventory Device - Port 
Actions

1

2

Quickly and easily shut down a 
port or Clear Mac Table
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Inventory Device - Stack

BRKOPS-2416

1

2

Stack View -

Active/Standby, Stack
Number and Stack View
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Inventory Insights

BRKOPS-2416

1

2

Find configuration 
inconsistencies and 

misconfigurations
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Wi-Fi 6/6E Readiness Dashboard
Key Use Cases:
• Understanding Wi-Fi 6 and Wi-

Fi 6E readiness of clients & 
network infrastructure.

BRKOPS-2416 20



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Wi-Fi 6/6E Readiness Dashboard
Key Use Cases:
• Understanding Wi-Fi 6 and Wi-

Fi 6E readiness of clients & 
network infrastructure.

• Visualizing the benefits of an 
existing Wi-Fi 6 and Wi-Fi 6E 
Network.
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Wi-Fi 6/6E Readiness Dashboard

Percentage of 
AP’s Wi-Fi 6 

capable

Wi-Fi 6 clients 
associated with 
Wi-Fi 6 network

Percentage of 
AP’s Wi-Fi 6 

enabled
Wi-Fi version 
distribution

For your 
reference
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Power over Ethernet Analytics

Key Use Cases:
• Full Visibility on PoE 

infrastructure
• Dedicated PoE Issue Types
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Power over Ethernet Analytics

BRKOPS-2416

PoE Operational State

PoE Budget Monitoring PoE Insights

PoE Port Availability

NEW

AP Power Mode

Power Usage

PoE Endpoint Classification

NEW

PoE endpoint 
distribution based on 
their power allocation

How many free 
60W PoE ports 
do I have right 
now?

How are my 
PoE endpoints 
functioning? 

Which switches 
have capacity 
to add 10 new 
IP Cameras?

What is the real time 
power consumption 
of my access network

Are all my critical PoE 
endpoints protected 
when the switch 
reboots?

Are my AP’s 
fully or partially 
powered?



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Realtime Power Consumption Reporting
9300-2#sh power module 
Automatic Module Shutdown : Enabled
Power Budget Mode = SP-PS

shutdown  Power                                  Out of  In
Mod  Model No              Priority  State     Budget  Instantaneous  Peak  Reset   Reset
--- -------------------- -------- -------- ------ ------------- ---- ------ -----
1    C9300-24UX            4         accepted  505     139            139   505     50   
--- -------------------- -------- -------- ------ ------------- ---- ------ -----

Supported for 
Catalyst 9300 
and 9400 
switches starting 
IOS XE 17.8

BRKOPS-2416

Realtime PoE 
consumption

Realtime Sys  
Power 

consumption

Historical Trend View

25

Instantaneous System 

Power + PoE Consumption
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Power over Ethernet Analytics
AP Power Save Mode Distribution & AP Savings on Power Consumed
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Overall Power Budget 
switches in a stack

Power Budget for each 
switch

PoE interfaces for each 
switch with detailed PoE info 

POE Oper Status PD Class Device Type

Overall Power Budget of 4 Switches in a Stack

Power Budget of a Single Switch in a Stack

Stack PoE Insights in Device 360

27BRKOPS-2416
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PoE Analytics
Under the Hood

28BRKOPS-2416

!

telemetry ietf subscription 500

encoding encode-tdl

filter tdl-uri

/services;serviceName=ios_oper/poe_port_detail

receiver-type protocol

source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 501

encoding encode-tdl

filter tdl-uri

/services;serviceName=ios_oper/poe_module

receiver-type protocol

source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 502

encoding encode-tdl

filter tdl-uri

/services;serviceName=ios_oper/poe_stack

receiver-type protocol

source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 503

encoding encode-tdl

filter tdl-uri

/services;serviceName=ios_oper/poe_switch

receiver-type protocol

source-address 10.85.54.24

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

Subscriptions automatically configured as 
part of “Device Controllability”

For your 
reference
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Network Services Analytics

• Help improve user  
Onboarding 
experience 

• Identify sites with 
potential 
AAA/DHCP issues
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Network Services Analytics

• Dashlets’ details for highest latency 
and highest number of transaction 
failures
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Tracked by Network Services Analytics

BRKOPS-2416

• AAA Servers

• AAA Server Latency

• AAA Server Transactions

• AAA Transaction Failures %

• Top Sites by Transaction 
Failures

• Top Sites by Highest Latency

• AAA Servers by WLC

• DHCP Servers

• DHCP Server Latency

• DHCP Server Transactions

• DHCP Transaction Failures %

• Top Sites by Transaction 
Failures

• Top Sites by Highest Latency

AAA DHCP

For your 
reference
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Network Services Analytics
• Mapping of WLCs to corresponding AAA/DHCP servers
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Network Services Analytics

BRKOPS-2416

• Supported for wireless only

• IOS-XE 17.6.1 version or 
higher 

• Not supported for AireOs
controllers

• Local DHCP on 9800 not 
supported

• All transaction and server 

information is provided by 
the WLC directly

• WLC TDL subscriptions:

• AAA -> 4321

• DHCP -> 4322
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Network Services Analytics - DNS

BRKOPS-2416

• View success and failed transactions in timeline

• Insights into DNS performance 

• View Top DNS failure reasons

• Find servers with highest DNS latency

• Find server with most failure transactions
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Network Services DNS

Count of DNS servers 
and average latency 

(in ms) of your 
network.

DNS Summary information
# of servers, average latency 

, total transactions

Top DNS server 
transaction failure types, 

servers, and sites

Average DNS latency for 
each DNS server. 

The chart displays the average DNS 
server transactions status for each DNS 
server reported by wireless controllers. 

Timeline displays failed and 
succeeded transactions

For your 
reference
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Network Services – DNS Dashboard

Find DNS servers by device 

Displays total transactions, failures and average 
latency per server

BRKOPS-2416 36

For your 
reference
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Network Services Analytics - DNS

BRKOPS-2416

• Supported in switches, routers 
and eWLC’s.

• No support on AireOS WLC

• Minimum version IOS-XE 17.10

• Enabled via Application Telemetry
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Network Services – DNS Dashboard
flow record dnacrecord_dns

match ipv4 version

match ipv4 protocol

match connection client ipv4 address

match connection server ipv4 address

match flow observation point

match application dns qtype

match application dns rcode

collect datalink mac source address input

collect timestamp absolute first

collect timestamp absolute last

collect connection client counter packets long

collect connection client counter bytes network long

collect connection server counter packets long

collect connection server counter bytes network long

collect application dns requests

collect application dns delay response sum

!

<snip>

!

flow monitor dnacmonitor_dns

exporter dnacexporter

cache timeout inactive 10

cache timeout active 60

record dnacrecord_dns

!

interface GigabitEthernet1/0/8

description Description pushed by DNAC Template -- lan

switchport access vlan 420

switchport mode access

device-tracking attach-policy IPDT_POLICY

ip flow monitor dnacmonitor input

ip flow monitor dnacmonitor_dns input

ip flow monitor dnacmonitor output

ip flow monitor dnacmonitor_dns output

service-policy input DNA-MARKING_IN

service-policy output DNA-dscp#APIC_QOS_Q_OUT

ip nbar protocol-discovery

For your 
reference

C9300-24P

IOS-XE: 17.11.01
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Application Visibility
1

2

• Metrics on application usage 
and health

• Identify issues with applications

BRKOPS-2416 39
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Application Visibility vs Application Experience

How Much = quantitative (usage)
• Supported on C9K switches

• 17.3.1 supported with ETA
• AireOS WLC

How Good = qualitative (health)
• Supported on routers IOS-XE
• 9800 WLC– local
• 9800 WLC - flex (*), fabric(*)

(*) New with Catalyst Center 2.3.5 and IOS-XE 
17.10.1 or later with C91xx AP’s
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Application Health Dashboard: ThousandEyes 
Integration

BRKOPS-2416

View agent, test, 
and alert data on 
the Catalyst 
Center 
Application 
dashboard
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Application Health Dashboard: ThousandEyes 
Integration

BRKOPS-2416

Cross-link to test in 
ThousandEyes 
dashboard.



Habit #3 - Leverage
Compliance and 
Configuration 
management
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Cisco Catalyst Center Compliance Landscape

Identify whether the 
startup and running 
configurations of a 
device are in sync. 

See if the tagged golden image is 
running on the device. 

Violation of 
application 

visibility intent 
provisioned to  a 
device through 

CBAR and NBAR

Check whether the 
devices are running 

without critical security 
vulnerabilities.

End of Sale & 
End of Life alerts

Difference in network 
settings compared to 
“Network Settings” in 

Design

Violation of intent 
provisioned to a 
device through 
Catalyst Center
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Compliance: Network Profiles - Switches

BRKOPS-2416
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Compliance: Network Profiles - Switches

BRKOPS-2416

Config pushed by Catalyst Center via templates:
interface GigabitEthernet1/0/7

description Description pushed by DNAC Template -- lan

!

interface GigabitEthernet1/0/8

description Description pushed by DNAC Template -- lan

Out of band changes:
C9K-BRANCH-STACK#conf t

Enter configuration commands, one per line. End with CNTL/Z.

C9K-BRANCH-STACK(config)#int gig 1/0/8

C9K-BRANCH-STACK(config-if)#no description
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Config Drift

BRKOPS-2416
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Compliance: Network Profiles - Wireless
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Compliance: Network Profiles - Wireless
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Compliance: Network Profiles - Wireless
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Compliance: Network Profiles - Wireless
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Network Setting Compliance

BRKOPS-2416
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Fix Config Compliance Issues

BRKOPS-2416
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Network Compliance Event Notification

BRKOPS-2416

• When a config change 
happens to a device, there 
will be a respective config 
drift in Cisco Catalyst Center

• With Catalyst Center 2.3.7, 
config drift will send an event 
through notification channels

• Configurable per site

• Supported Channels: Email, 
REST, PAGERDUTY and 
Webex
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Network Compliance Event Notification

BRKOPS-2416

For your 
reference
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Device Configuration Management

BRKOPS-2416

• Catalyst Center stores device 
configurations in its DB

• Device configurations are available via 
the UI

• For security reasons, sensitive data is 
masked

• CLI output can be exported from this 
same window, but it will be done using 
the masked config as well. What this 
means is that we don’t expose sensitive 
data via the UI or UI export. 

• But it also means that we can’t directly 
used this device config to restore a 
device.
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Device Configuration Management
API’s to retrieve device configuration

• The API’s available in Catalyst Center 
allows you to retrieve raw startup, 
running configs and VLAN DB. 

• API details:

• POST /network-device-
archive/cleartext

• A zip file is generated which 
contains raw running-config, 
startup-config and VLAN DB
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Device Configuration Management
Configuration Archive

SFTP server can be 
configured to export raw 
configs to an external 
repository
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Device Configuration Management
Configuration Archive
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Device Configuration Management
Configuration Archive

BRKOPS-2416 60



Habit #4 - Keep your 
infrastructure code up 
to date with software 
image management



SWIM Demo
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What you need to know about SWIM

63BRKOPS-2416

Intent Based 
Network Upgrades

Trustworthiness 
Integration

Common Workflow Upgrade Checks

Golden-image driven to 
automate process and 
drive consistency

Assures that device 
images are not 
compromised in any way.

Upgrade base image, 
patches, ROMMON in 
one single flow. ISSU 
supported

Pre/Post check ensures 
updates do not have 
adverse effects on 
network
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Software Upgrade Recommendations

• To reduce the network downtime, it’s recommended to perform 
distribution and activation job separately

• Maintenance window is required for activation

• Wireless

• Start with ISSU, AP Pre-Image Download, Staggered Upgrade

• Use Rolling AP upgrades where ISSU not available

• Consider external file servers for remote sites

• Install Mode is recommended mode

• “Bundle”/”Install” mode conversion is not supported
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ISSU supports both 
Wired & Wireless 
devices

ISSU support for C9800 
controller starting 17.3

Helps reduce downtime 
for wireless 
Infrastructure

ISSU requires controllers 
in HA SSO or N+1

Control over SWIM- ISSU
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Ready to go ISSU

BRKOPS-2416
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ISSU together with AP 
Pre-Image Download 
and Rolling AP Upgrade 
helps reduce network 
downtime

Controllers needs to be 
provisioned for Rolling 
Ap Upgrade

AP Pre-image 
download by default 
available starting 
version 2.3.3.x

67

Control SWIM- AP Pre-Image Download/Rolling 
AP Upgrade

BRKOPS-2416
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Activation for normal wireless vs ISSU wireless

68BRKOPS-2416

Normal Activation
ISSU Activation
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Staggered Upgrade

BRKOPS-2416

pnp-9800#show ap upgrade

Status: In progress

From version: 17.9.2.52

To version: 17.9.3.50

Started at: 05/30/2023 04:56:51 UTC

Configured percentage: 15

Percentage complete: 0

Expected time of completion: 05/30/2023 05:04:51 UTC

Client steering: Enabled

Accounting percentage: 90%

Iteration expiry time: 9 minutes

Progress Report

---------------

Iterations

----------

Iteration Start time End time AP count

------------------------------------------------------------------------------------------------

0 05/30/2023 04:56:51 UTC 05/30/2023 04:56:51 UTC 0

Upgraded

--------

Number of APs: 0

AP Name Radio MAC Iteration Status Site

----------------------------------------------------------------------------------------------------

In Progress

-----------

Number of APs: 1

AP Name Radio MAC

-------------------------------------------------

thirdwheel_9100 f4bd.9e9f.3f00 

Remaining

---------

Number of APs: 0

AP Name Radio MAC

-------------------------------------------------

APs not handled by Rolling AP Upgrade

-------------------------------------

AP Name Radio MAC Status Reason for not handling by Rolling AP Upgrade

----------------------------------------------------------------------------------------------------------------------

For your 
reference
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Software Maintenance Update (SMU) support

BRKOPS-2416

Need to mark as golden (along with main image)

Downloadable direct from CCO

Wireless APSP and APDP are also supported (9300 EWC –
SDA Mode)

AP service pack and device pack manual download from 
CCO/upload



Habit #5 - Explore 
Proactive insights with 
AI/ML
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Anomalies and Insights

Anonymized  

Data

WSA

Strong Anonymization

Cloud Agent

Network Infrastructure

Cisco AI Cloud

Cisco Catalyst Center Appliance

Cisco AI Network Analytics Architecture

Cisco Catalyst 

Center

Automation

Assurance

Privacy
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AI Driven Baseline Issues

View Dynamic baselines and deviations for 12 
(onboarding + throughput) KPI’s 

Key Benefits: 

Accelerated troubleshooting with end-2-end 
workflow complete with impact and potential root 
cause details

Active feedback loop (thumps up/down) to integrate 
SME expertise to further refine baselines over period 
of time

Use case: 
What are the expected KPI performance across AP’s and 
SSID’s? How can I effectively identify, isolate and mitigate 
deviations from the baseline performance.
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AI Analytics – AP Family & Endpoint Comparison

Compare AP performance across traffic classes. 

Key Benefits: 

Flexibility to compare both on-boarding and throughput 
KPI’s

Use case: 

View and evaluate AP and client performance across 
different sites through dynamic performance clusters 
identified based on selected KPI

View and compare dynamic performance clusters for a 
selected KPI and AP families. 

View and compare onboarding KPIs for specific device 
types for days of a week..
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ML Analytics

Endpoint
Profiling

Data
Aggregation

Network 
Telemetry 

Probes

Easy Onboarding 
Tools

DPI-based 
Fingerprint/

Behavior

CMDB 
Connector

AI Endpoint Analytics on Cisco Catalyst Center
Rapidly reducing the unknowns by aggregating data from different sources 

??

CMDB: Configuration Management Database

BRKOPS-2416 75



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Classification based on Deep Packet Inspection 
(DPI)

DHCP
Class-ID:

MSFT

Probes

Globex Ultima
CT scanner (Windows 7)

L7

L6

DICOM: 
GE CT540 

Deep packet 
inspection

Cisco® Catalyst® 9000 
Series Switch - powered by 
NBAR

Endpoint type:
CT scanner

Operating system: 
MS Windows 7

Manufacturer: 
Globex Corp.

Model: 
Ultima

M
u
lt
if
a
c
to

r 
c
la

s
si

fi
c
a
ti
o
n

EA
ML analytics

DPI

CMDB
connector

Options to support non-Cisco devices available.
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Creates
rules

ML analytics

DPI

CMDB
connector

ML groups 
endpoints

K
n
o
w

n
IPhones

Device data 
lake

Unknown A
tt

ri
b
u
te

 B

Attribute A

Cluster 2

Cluster 1

= done in cloud

Admin labels 
endpoints

These are 
Bosch 
Coffee 

Machines

These are 
Apple 

Watches.  

AI learns 
from new 

labels

New labels

New labels

Bosch 
Coffee 
Machine

=

Apple 
Watch

=

Reducing Unknowns with Machine 
Learning

Endpoint 
Analytics

For your 
reference
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Trust Scores and Remediation

Adaptive Network Control - ANC

Remediate the host via Identity Services 
Engine - ISE
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Why radio resource management

• 10min worth of data
• No "busy hour(s)"
• No building 

segmentation
• No visibility
• Lots of tuning knobs
• No simulation mode **
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Dashboard

BRKOPS-2416 80
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2.3.7.4 supports "brownfield" 9800 deployments

BRKOPS-2416



Habit #6 - Secure
Devices and 
Users (AAA & ISE)
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Identity Services Engine

Only one ISE integration can be done per Catalyst Center.

Other AAA servers can be added, but as an AAA server only (even if they are ISE servers) 
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Difference between ISE and AAA integration

AAA

Cisco 
Catalyst 
Center

AAA

ISE

• Catalyst Center discovers  the PSN nodes
• AAA config pushed to devices during site 

assignment
• PnP will add network device as a NAD to ISE
• PxGrid:

• Provides Username for wired devices
• Device attributes for AI endpoint analytics
• Micro-segmentation for SDA

AAA config pushed to devices
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Pre-requisites for ISE integration

ISE API needs to be enabled – ERS read write

No proxy server between ISE and Catalyst Center

PxGrid needs to be enabled  on ISE

FQDN is required for the integration, not just an IP address (certificate)

If using Enterprise issued Certificate, need VIP + real IP for Catalyst Center Cluster

CLI credentials on ISE no longer used for integration.  API only

IP reachability required
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Site Settings for AAA
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Sample Config

BRKOPS-2416

authentication convert-to new-style

ip radius source-interface GigabitEthernet1/0/23

aaa new-model

aaa session-id common

aaa group server radius dnac-client-radius-group

server name dnac-radius_10.10.10.127

ip radius source-interface GigabitEthernet1/0/23

exit

aaa group server radius dnac-network-radius-group

server name dnac-radius_10.10.10.127

ip radius source-interface GigabitEthernet1/0/23

exit

aaa accounting identity default start-stop group dnac-client-radius-group

aaa accounting update newinfo periodic 2880

aaa accounting exec default start-stop group dnac-network-radius-group

aaa authorization exec default local

aaa authorization network default group dnac-client-radius-group

aaa authorization network dnac-cts-list group dnac-client-radius-group

aaa authorization exec VTY_author group dnac-network-radius-group local if-

authenticated

aaa authentication login default local

aaa authentication dot1x default group dnac-client-radius-group

aaa authentication login dnac-cts-list group dnac-client-radius-group local

aaa authentication login VTY_authen group dnac-network-radius-group local

dot1x system-auth-control

authentication radius server dnac-radius_10.10.10.127

address ipv4 10.10.10.127 auth-port 1812 acct-port 1813

pac key ******

retransmit 3

timeout 4

automate-tester username dummy ignore-acct-port probe-on

exit

radius-server vsa send authentication

radius-server vsa send accounting

radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

radius-server attribute 31 send nas-port-detail mac-only

radius-server attribute 31 mac format ietf upper-case

radius-server attribute 25 access-request include

radius-server attribute 8 include-in-access-req

radius-server attribute 6 on-for-login-auth

radius-server attribute 6 support-multiple

cts authorization list dnac-cts-list

line vty 0 15

login authentication VTY_authen

authorization exec VTY_author

aaa server radius dynamic-author

client 10.10.10.127 server-key ******

client 10.66.104.67 server-key ******

exit
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Device AAA and Site AAA interaction
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Device has AAA configured Site has AAA defined Provisioning Workflow Success

Note:  If just client/device AAA, then all will work. 

Network AAA is the issue – due to lockout concerns (NAD entry in ISE)



Habit #7 - Up your 
automation game with 
APIs and other 
integrations
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GUI

API    
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Why API?

AUTOMATI

ON

INTEGRATIO

N

INNOVATIO

N
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SDK
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>>> from dnacentersdk import DNACenterAPI

>>> api = DNACenterAPI()
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Go/Ansible/Terraform
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https://registry.terraform.io/providers/cisco-
en-programmability/dnacenter/latest

https://galaxy.ansible.com/cisc
o/dnac

https://github.com/cisco-en-
programmability/dnacenter-
go-sdk
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Native Webex Issue Integration
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One more thing (bonus)….  Cloud support model
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Take aways

Device Controllability to maximize value

Telemetry for network/application/user insights 

Software Image management to keep code up to date

Compliance and Configuration management for NetOps

AI/ML for AIOps

ISE and AAA for network and device security

API for automation/integration/innovation
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Continue 
your education
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www.youtube.com/@CiscoCatalystCenter

cs.co/dnac-resources

cisco.com/go/catalyst-center

http://www.youtube.com/@CiscoCatalystCenter
http://cs.co/dnac-resources
https://cisco.com/go/catalyst-center
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