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Cisco Catalyst Center Platform

BRKOPS-2471 6

Cisco Physical and Virtual Infrastructure

Cisco Catalyst     Center Platform

REST APIs EventsReports

Infrastructure-as-Code

Infrastructure provisioning, workflow 
automation and network management

Integrations

Cisco Spaces

Custom Integrations

Network Insights

Managed
Services

Education HospitalityHealthcare ManufacturingRetailWorkplaces

DevOps Tools

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-744290.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742185.html?oid=htgen018267
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-742380.html?oid=htgen018266
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742737.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742095.html?oid=htgen018268
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/dna-spaces-mfg-st.html?oid=Wprswt028206
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Catalyst Center Platform

Northbound REST APIsEvent Notifications

IT Ecosystem Integrations Developer Resources

• Assurance Issues
• AI/ML Insights
• System Health 
• Integration Connectivity
• License Management

• Webhooks
• PagerDuty
• Webex
• Syslog
• SNMP

• Network Inventory
• Network Topology
• Network Design
• Provisioning
• SWIM, PnP
• Path Trace

• Assurance
• SDA
• Templates
• RMA
• Config Archive
• Sensors

• Sample Code, Videos
• Python SDK, Ansible, Terraform
• Cisco DevNet

• Sandboxes, Learning Labs
• Developer Guides
• Community

• IT Service Management
• IP Address Management
• Reporting
• Wireless Planning
• Alerting 
• Network Insights 

BRKOPS-2471 7



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Catalyst Center Platform – Overview

8BRKOPS-2471



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Catalyst Center Platform – Developer Toolkit

Try
Call an API 

without writing 
any code 

9BRKOPS-2471

Review API docs, configure integration 
workflows and subscribe to events
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Try an API Call
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Code Preview

BRKOPS-2471 11

Code Preview
Generate code in 
few programming 

languages
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Platform Runtime Dashboard

BRKOPS-2471

API calls received ITSM Events workflows

CMDB sync status
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Cisco Catalyst Center and DevOps Journey

Ad-hoc Scripting

Engineers run scripts 
and tools using Cisco 
Catalyst Center APIs 

and device APIs

Re-usable 
Frameworks

Centrally managed 
repos and templates 
to accelerate service 

delivery, and workflow 
automations

Service 
Orchestration

Intent-based 
networks, automation 
in one place, across 

multiple domains, out-
of-box integrations

Business Process

Business-level intent, 
executive dashboards, 

fully customizable 
integrations with ITSM, 
asset management and 
business applications

Business
Apps

Value

S
c
a
le

BRKOPS-2471 13



Agenda

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

• Cisco Catalyst Center Platform

• ITSM (ServiceNow) Integration 
Overview

• CMDB Sync to Staging Table

• Events Notifications to Generic 
REST API Endpoint

• Network Troubleshooting 
Custom Workflow

• Summary

BRKOPS-2471 14



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

ServiceNow IT Service Management (ITSM) 

IT Service Management includes 
processes and technology used to 
plan, deliver and support IT Services

BRKOPS-2471 15



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

ServiceNow ITSM Capabilities
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Why Cisco Catalyst Center and ServiceNow?

Cisco Catalyst Center 
ServiceNow Integration:

• Increased IT efficiency by 
streamlining processes

• Automated ServiceNow CMDB 
population with rich asset data 

• Enhanced incident management 
with enriched issue data

• Simplified change management 
with closed loop functionality

• Endpoint attribute 
synchronization for client 
profiling

+

BRKOPS-2471 17
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Multi Cisco Catalyst Center 
clusters integrated with one 

ServiceNow Instance 
supported

ITSM Integration Architecture
Without Cisco DNA App

18BRKOPS-2471

Platform
and

Bundles

REST
APIs

Staging and 
Event tables, 
Generic REST 
API endpoints

Notes:
No support for closed-loop workflows.
Code development on ServiceNow required.
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Integration Compatibility
Without the Cisco DNA App

19BRKOPS-2471

Versions:
Cisco Catalyst Center, 2.3.7.4

ServiceNow

Ref: Cisco Catalyst Center ITSM Integration Guide
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Multi Cisco Catalyst Center 
clusters integrated with one 

ServiceNow Instance 
supported

ITSM Integration Architecture
With the Cisco DNA App

20BRKOPS-2471

Platform
and

Bundles

REST
APIs

Cisco
DNA
App

REST
APIs

REST
APIs

Notes: 
Management, Instrumentation, and Discovery 
(MID) Server is a Java application running on 
Windows and Linux, managed from the 
ServiceNow Instance
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Integration Compatibility
With the Cisco DNA App

21BRKOPS-2471

Ref: Cisco Catalyst Center 
ITSM Integration Guide

Versions:
Catalyst Center 2.3.7.4

ServiceNow Store
Cisco DNA App 2.2.0
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Cisco DNA App – ServiceNow Store
https://store.servicenow.com

22BRKOPS-2471

Cisco DNA App installation 
and configuration guides
ServiceNow MID Server 

installation and configuration 
guide

Note: Cisco DNA App and MID server 
installations require ServiceNow Admin role

Search Cisco DNA
Cisco DNA App 2.2.0

ServiceNow Compatibility

https://store.servicenow.com/
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Cisco DNA App Installation and Configuration

The installation of the 
Cisco DNA App requires a 
ServiceNow admin account

BRKOPS-2471 23
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ServiceNow MID Server Installation

Notes:
Installation instructions include all details for your host VM operating system
Not required to have a dedicated MID server for the ITSM integration

Supported on all major server 
operating systems, and Docker

BRKOPS-2471 24
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ServiceNow MID Server Management

BRKOPS-2471 25

Servers Menu:
• Hostname, status and validation, 

version, config details
• Server management – delete, 

rekey, update, restart, logs
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MID Server IP Ranges

Verify if your MID server will “route” traffic to 
the Cisco Catalyst Center subnet

BRKOPS-2471 26
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MID Server Logs

BRKOPS-2471 27
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Cisco DNA Controller Properties

Configure the Catalyst Center cluster, 
username and passwords

Select the MID Server to be used

BRKOPS-2471 28
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Cisco Catalyst Center Preferences

BRKOPS-2471 29

Allow to create incidents for networks 
devices not in the ServiceNow CI table

Enable debugging when troubleshooting: 
API calls, transform sets, business rules
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2 3

4

1

ITSM Destination Settings

1. Cisco Catalyst Center 
Settings → Destinations

2. Select ITSM, add new
3. Instance Name, 

Description
4. Hostname, username 

and password
5. Verify Connectivity

BRKOPS-2471 30

Notes:
The user account used by Cisco Catalyst 
Center to connect to ServiceNow requires 
specific roles.
Please find all details in the “Scope Certified 
Application Installation and Configuration 
Guide” included with the Cisco DNA App 
documentation on ServiceNow

5
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Integration Settings

31BRKOPS-2471

Cisco Catalyst Center →
System → Settings →
Integration Settings

Verify or configure the 
callback IP address
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Use Cases

CMDB Sync

Incident 
Management

Change 
Management

ITSM use cases supported

• CMDB sync
• Incident management
• SWIM, Group Based Policy, Fabric 

configuration, Configuration
Visibility and Control

• Endpoint attribute retrieval
• Incident enrichment

BRKOPS-2471 32

Cisco
DNA
App

required
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Configuration Management Database Sync
To Staging Table

Integration Flow
Scheduled

Bundled Enabled 
and Configured

Create Staging Table 
and REST API Endpoint

Inventory sent to 
Staging Table

Notes: 
The Cisco Catalyst Center inventory sent to a 
staging table.
ServiceNow code development is required to 
handle the inventory details.
MID Server not required

Cisco
DNA
App

Not required

BRKOPS-2471 34
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1

ServiceNow Create New Staging Table

1. Apply filter Tables
2. Select System Definition/Tables
3. Create new table

2

3

BRKOPS-2471 35

Notes: 
ServiceNow staging tables are used to 
import and store data.
A transform map will process the data 
and update the target table. 
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1

ServiceNow Create Table and REST API Endpoint

1. Create a new Label. The table name will be 
created for you, customize if needed

2. Create a new Column label, Type, Max length
example: inventory_details, string, 100,000

1. Submit

2

3
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ServiceNow New REST API Endpoint

Verify the operations allowed for the 
new REST API endpoint

Explore the new REST API endpoint

BRKOPS-2471 37

Note: 
The API allows the data to be 
sent to the staging table
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ServiceNow New REST API Endpoint - continued
REST API Explorer

Identify the new REST API endpoint
Test the new REST API endpoint

Note: Save the new REST API endpoint:

url = 'https://ven03092.service-now.com/api/now/table/u_staging_table_api'

BRKOPS-2471 38
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Create a New ServiceNow Destination

2

3

1. Catalyst Center Menu
2. System
3. Settings

BRKOPS-2471 39

1
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Create a New ServiceNow Destination - continued

1

1. Destinations

BRKOPS-2471 40



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Create a New ServiceNow Destination - continued

1

1. ITSM
2. Add
3. Instance name, description, 

hostname, username, 
password

4. Check Connectivity
5. Add

2

4

3

5
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CMDB Sync Bundle Configuration

2

3

1. Catalyst Center Menu
2. Platform
3. Manage

BRKOPS-2471 42

1
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CMDB Sync Bundle Configuration - continued

2

Enable and Configure bundle

BRKOPS-2471 43
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1

CMDB Sync Bundle Configuration - continued

ServiceNow Access Settings
1. Select existing instance or 

create new one
2. Next

2
Note:
CMDB Sync requires configuration of:
ServiceNow access settings
ServiceNow inventory settings

BRKOPS-2471 44
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1

CMDB Sync Bundle Configuration - continued

CMDB Inventory Settings
1. Select existing instance or 

create new one
2. Next

2

BRKOPS-2471 45
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1

CMDB Sync Bundle Configuration – continued

Cisco DNA App
1. Select “No”
2. Next

2
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1

CMDB Sync Bundle Configuration – continued

2

1. Select Destination:
Post device inventory details to a staging table
2. Next

BRKOPS-2471 47
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1

CMDB Sync Bundle Configuration – continued

2

1. Configure the destination with the new 
Staging Table REST API endpoint

2. Save

Note: Use the new Staging Table REST API endpoint 
– /api/now/table/u_staging_table_api
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1

CMDB Sync Bundle Configuration – continued

1. Select all (or a subset) of inventory data fields
2. Next

2
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1

CMDB Sync Bundle Configuration – continued

2

1. Select the ServiceNow source identifier
2. Configure number of inventory items per 

iteration (recommendation – 100) 
3. Next

3

BRKOPS-2471 50

Note:
This configuration step requires the integration 
ServiceNow user account to have this role: 

personalize_choices
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CMDB Sync Bundle Configuration – continued

1. Review settings 
and configure 1

BRKOPS-2471 51
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CMDB Sync Schedule Configuration

Configure new schedule:
Cisco Catalyst Center Platform → Developer Toolkit → Integration Flows
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CMDB Sync Schedule Configuration - continued

1. Schedule options:
• Run Now
• Run Later
• Recurring

2. Schedule

1

2
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CMDB Sync Schedule Configuration - Recurring

Note: Minimum recurring schedule 24 hours

1

2

1. Configure Schedule:
• Repeat – Weekly or Daily
• Set schedule start date and time
• Optional, select schedule end

2. Schedule

BRKOPS-2471 54
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Verify CMDB Inventory in the Staging Table

1. Search and Select the 
Staging table

2. Select the table entry

BRKOPS-2471 55

Notes: 
ServiceNow code development is required to 
process the received inventory details

1

2
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Verify CMDB Inventory in the Staging Table

Inventory Details

Device Detail

BRKOPS-2471 56

Notes: 
ServiceNow code development is required 
to process the received inventory details



Demo
CMDB Sync to 
Staging Table
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Network Issue Monitor and Enrichment
To Generic REST API Endpoint

Events Subscription 
to ITSM

Event Notification 
Received in 

Staging Table

Notes: 
The event notification will be received in a 
staging table.
ServiceNow code development is required to 
handle these event notifications.
MID server not required

Bundled Enabled 
and Configured

Create Table and 
REST API Endpoint

Assurance Issue 
Triggered

BRKOPS-2471 60

Cisco
DNA
App

Not required
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1

ServiceNow Create New Table

1. Apply filter Tables
2. Select System Definition/Tables
3. Create new table

2

3
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1

ServiceNow Create Table and REST API Endpoint

1. Create a new Label. The table name will be 
created for you, customize if needed

2. Create a new Column label
example: event_details, type string, max length

1. Submit

2

3
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ServiceNow New REST API Endpoint

Verify the operations allowed for the 
new REST API endpoint

Explore the new REST API endpoint

BRKOPS-2471 63
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ServiceNow New REST API Endpoint - continued
REST API Explorer

Identify the new REST API endpoint
Test the new REST API endpoint

Note: Save the new REST API endpoint:

url = 'https://ven03092.service-now.com/api/now/table/u_events_rest_api'
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Network Issue Monitor and Enrichment Configuration

Enable and Configure bundle
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Network Issue Monitor and Enrichment Configuration

1

Destination settings
1. Select or create the instance
2. Next

BRKOPS-2471 66

2



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Network Issue Monitor and Enrichment Configuration

1

Destination Settings
1. Select ServiceNow
2. Select the destination option to send 

the events to: Generic REST 
Endpoint in ServiceNow

2
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Network Issue Monitor and Enrichment Configuration

2

1. Configure the destination with the new 
REST API endpoint

2. Save

Note:
Use the created ServiceNow REST API endpoint –
/api/now/table/u_events_rest_api

1
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Network Issue Monitor and Enrichment Configuration

1

ServiceNow Access Settings
1. Select or create the instance
2. Next

BRKOPS-2471 69

2
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Network Issue Monitor and Enrichment Configuration

1

1. Review configuration
2. Configure

BRKOPS-2471 70

2
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Trigger a Cisco Catalyst Center Assurance Issue

BRKOPS-2471 71
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Verify Received Events in the New Table

BRKOPS-2471 72

1. Search for Events
2. Events REST API table
3. Received Event

1

2

2

3
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Verify Received Events in the New Table

Event 
Notification 

details

BRKOPS-2471 73

Includes:
Issue details

Suggested Actions
Topology



Demo
Events to Generic 
REST API Endpoint
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Network Troubleshooting Custom Workflow

Events Subscription 
to ITSM

Note: The network 
troubleshooting custom 
workflow running on 
ServiceNow, will use Cisco 
Catalyst Center REST APIs 
to send CLI commands to 
network devices, collect the 
output and update the 
incident.

Bundled Enabled 
and Configured

Create New App, 
Business Rule

Event Notification 
Received

Assurance Issue 
Triggered

Network 
Troubleshooting

Cisco
DNA
App

required

BRKOPS-2471 77

REST
APIs
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Multi Cisco Catalyst Center 
clusters supported 

Network Troubleshooting Custom Workflow
Requires the Cisco DNA App

Platform
and

Bundles

REST
APIs

Cisco
DNA
App

REST
APIs

Note:
The Network Troubleshooting custom 
workflow will call the Cisco Catalyst Center 
REST APIs using the Cisco DNA App 
configured MID server and username.

Network 
Troubleshooting

REST
APIs

BRKOPS-2471 78

Cisco
DNA
App

required
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1

ServiceNow Create New App

2

1. ServiceNow Studio
2. Launch Studio

BRKOPS-2471 79

Create Custom Workflow
1. Create new app
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1

ServiceNow Create New App - continued

1. Create New Application
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1

ServiceNow Create New App - continued

1. App name and 
description

2. Scoped or Global
3. Optional - update 

a logo image
4. Create

2

3

4
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1

ServiceNow Create New App - continued

1. Select a role or create a 
new role

2. Continue 2
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1

ServiceNow Create New App - continued

1. Select Classic and/or Mobile
2. Continue

2
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1

ServiceNow Create New App - continued

1. Select the tables required 
by this App

2. Done with tables

2

Notes: 
The Cisco DNA controller properties table 
provides details about the configured Cisco 
Catalyst Centers integrated with ServiceNow
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1

ServiceNow Create New App - end

1. StartNote: 
No user interface or forms will be created for our simple App
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1

ServiceNow Create New App - Verify

1. Apply filter My Company 
Applications

2. Find the new App

2
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1

ServiceNow Create New Business Rule

1. Apply filter Business Rules
2. Select System Definition/Business 

Rules
3. Verify the App scope is the new App
4. Create new business rule

3

2

4

Note: “A business rule is a server-side script 
that runs when a record is displayed, inserted, 
deleted, or when a table is queried. Use business 
rules to automatically change values in form fields 
when the specified conditions are met”

BRKOPS-2471 87

Create Custom Workflow
1. Create new app
2. Write business rule
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1

ServiceNow Create New Business Rule – continued

1. New business rule, name
2. Select the table required - Incident Table
3. Verify the App scope is the new App
4. Select Advanced

2

3

Note:
Most of the selected values are predefined 
options, from pull-down menus

BRKOPS-2471 88

4
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1

ServiceNow Create New Business Rule – continued

1. Select when the business rule will 
execute – before, after, async

2. What changes will trigger - insert and 
update to records

3. Additional filters – execute only when 
changes to Additional comments field

4. Select Advanced

3

2

4
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Notes: 
This Business Rule will 
execute every time:
• an incident is created or 

updated, AND
• additional comments field 

is changed
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2

ServiceNow Create New Business Rule – end

1

1. Placeholder for custom 
workflow code

2. Submit

Notes: ”Code developed in JavaScript to extend 
application functionality to:
• Interact with database tables: query, update, 

create, delete
• Validate data
• Write to log files
• Interact with 3rd party web services”

The custom workflow will call the Catalyst Center 
REST APIs
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Network Troubleshooting – Code Development

App documentation

Note: Source-code co-development with 
Stephan Zapodeanu, MS Student, Purdue University

BRKOPS-2471 91

Create New Custom 
Workflow

1. Create new app
2. Write business rule
3. Code development –

actions executed 
when business rule 
executes
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Network Troubleshooting – App Workflow

BRKOPS-2471 92

Command output

Command sent

Device and CLI Command

• Select the last additional comment from 
incident (the current table)

• Verify the pre-defined format for device 
and command

• Retrieve from incident the IP address for 
the Cisco Catalyst Center reporting the 
issue

• Using the IP address, retrieve the Cisco 
Catalyst Center username and MID server 
from the configuration of the Cisco DNA 
app

• GET the Cisco Catalyst Center Auth token
• API call to retrieve the device UUID by 

hostname. 
• Command Runner API, method POST, 

send the CLI command to device
• Update incident with status
• Retrieve the file content using the GET file 

API, parse the content
• Update the current record with the CLI 

command output or error message, if any
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Network Troubleshooting – Code Development – cont.

Using the IP address, retrieve 
the Cisco Catalyst Center 
username and MID server 
from the configuration of the 
Cisco DNA app

Select the last additional 
comment from incident (the 
current table)
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Retrieve from the current incident 
the IP address for the Cisco 
Catalyst Center reporting the issue
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Network Troubleshooting – Code Development – cont.

Verify the pre-defined format 
for device and command

GET the Cisco Catalyst Center 
Auth token
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Network Troubleshooting – API call details
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API call to retrieve the device 
UUID by hostname:
.setEndpoint – API resource
.setHttpMethod – API method
.setRequestHeaders – content 
type and auth token
.setMIDServer – the MID server 
reaching out Cisco Catalyst 
Center

Call the API and parse the 
response 

Log the API status code and 
device Id

Note: You will need to provide a MID server for the API call
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Network Troubleshooting – Code Development – cont.

Command Runner API, 
method POST, send the CLI 
command to devices

Command Runner API 
payload – requires the CLI 
command and device UUID
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Network Troubleshooting – Code Development – cont.

Wait for 3 seconds and check task 
status. Retrieve the file Id with the 
output.

Update incident with status

Note:
Incident updated only if API calls to obtain the Cisco 
Catalyst Center token and the device UUID are successful
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Network Troubleshooting – Code Development – cont.

Retrieve the file content using 
the GET file API, parse the 
content and log info

Notes:
The App logs are very useful for troubleshooting, 
or history of the business rule’s executions.
All the Cisco DNA Custom Workflow App logs 
include an easy to identify comment – example: 
“DNA Custom Workflow -- ”
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Network Troubleshooting – Code Development – cont.

Update the current record 
with error message, if any

Update the current record 
with the CLI command output
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Network Troubleshooting App Workflow

New Cisco Catalyst Center issue
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Network Troubleshooting App Workflow – cont.

ServiceNow Incident details
1. If needed, update:

• incident urgency
• assign to team and engineer
• state

2. Find more details about the incident in 
the Cisco DNA tab2
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Network Troubleshooting App Workflow – cont.

1

2 ServiceNow Incident details
1. Catalyst Center creating the 

incident
2. Details for the device reporting 

the issue
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Network Troubleshooting App Command/Output 

Additional Comments:
1. CLI command to device, 

using the predefined 
format

2. Update – send command

2

1

3. Command output

3

2 2. Command sent

1
1. Device and CLI Command

Note: The network troubleshooting workflow does not 
require VPN access, or SSH to network devices.
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Network Troubleshooting App Command/Output – cont.

Command sent

1. Command output
2. Timestamps – average of 10 seconds 

between command sent and response

2

1

2
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Network Troubleshooting App Command/Output – cont.

Command sent

Interface was disabled via NETCONF by user “demotme”, 
at the time the ServiceNow incident was created
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Application Logs – Network Troubleshooting

21
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1. Search for Applications Logs. 
2. Filter the logs created today, by 

application Cisco DNA Custom 
Workflows



Demo
Network 
Troubleshooting 
App
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Cisco DNA Custom Workflows Open-Source Code

The open-source code is for demos and 
proof-of-concepts only.

https://github.com/zapodeanu/dna_custom_workflows
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https://github.com/zapodeanu/dna_custom_workflows


Agenda
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• Cisco Catalyst Center Platform

• ITSM (ServiceNow) Integration 
Overview

• CMDB Sync to Staging Table

• Events Notifications to Generic 
REST API Endpoint

• Network Troubleshooting 
Custom Workflow

• Summary
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ITSM Integration Benefits

• Real-time incident and change 
control integration

• Enable innovation and business 
agility

• Ready to use, fully customizable

• Cost reduction and increased 
efficiencies
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Cisco EN Programmability GitHub Org
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https://github.com/cisco-en-programmability

• DevOps Catalyst Center use cases
• Python SDK
• Ansible modules
• Go SDK and Terraform provider
• Splunk Integration Apps
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance Use Case
• Custom Integration App
• Webhook Receiver
• Other sample code

https://github.com/cisco-en-programmability
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Continue 
your education

TECOPS-2158
Cisco Catalyst Center Out-of-the-Box and Custom 
Integrations
Lab 8 - G106, 02/05/24, 08:45 AM

DEVNET-2958
Version Control Tools Integrations – Cisco Catalyst 
Center Infrastructure-as-Code Use Cases
DevNet Classroom 1, 02/05/24, 01:30 PM

BRKOPS-2032
3 Cisco Catalyst Center and ITSM Workflows: CMDB, 
Incident Management and SWIM
Session Room A10, 02/06/24, 11:30 AM

DEVNET-2157
Cisco Catalyst Center-as-Code Network Compliance 
Use Cases
DevNet Classroom 1, 02/06/24, 01:30 PM

BRKOPS-2471
Custom Workflows for the Cisco Catalyst Center 
Integration with ServiceNow
Session Room A14, 02/08/24, 05:00 PM
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