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Cisco Catalyst Center ITSM Integration Sessions
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Workflows for the

Cisco Catalyst Center Integration with
ServiceNow
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Cisco Catalyst Center and ITSM
Workflows: CMDB, Incident
Management and Software Image
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- Cisco Catalyst Center Platform

- ITSM (ServiceNow) Integration
Overview

- CMDB Sync to Staging Table

« Events Notifications to Generic
REST API Endpoint

- Network Troubleshooting
Custom Workflow

- Summary
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Cisco Catalyst Center Platform
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Cisco Catalyst Center Platform

Healthcare Education Hospitality Workplaces Retail Manufacturing
6O 66 © & O ©
-
L , J
Network Insights Infrastructure-as-Code Integrations
splunk'> Managed Infrastructure provisioning, workflow ThousandEyes(@ .Cisco ISE
Services automation and network management partofGice
. servicenovw PagerDuty
DevOps Tools cisco Cisco Spaces
GitHub webex €I BLUECAT ™
' thon’ RedHat vehd L Infoblox ==’
e Py Ansible Terraform GitLab 1 \ - Custom Integrations)

Cisco Catalyst Center Platform J

Cisco Physical and Virtual Infrastructure
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-742380.html?oid=htgen018266
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/dna-spaces-mfg-st.html?oid=Wprswt028206

Catalyst Center Platform

( e ~N
Event Notifications Northbound REST APIs
* Assurance Issues «  Webhooks * Network Inventory *  Assurance
«  AI/ML Insights «  PagerDuty *  Network Topology *  SDA
+  System Health «  Webex *  Network Design « Templates
* Integration Connectivity «  Syslog *  Provisioning . RI\/IA_ _
+ License Management ¢« SNMP «  SWIM, PnP *  Config Archive
« Path Trace + Sensors
\ y
(" .
IT Ecosystem Integrations Developer Resources
+ IT Service Management « Sample Code, Videos
« IP Address Management « Python SDK, Ansible, Terraform
*  Reporting + Cisco DevNet
+  Wireless Planning « Sandboxes, Learning Labs
* Alerting * Developer Guides
*  Network Insights +  Community
- J
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CISCO

Catalyst Center Platform - Overview

= el Catalyst Center

Platform / Overview

Welcome to the Catalyst Center Platform. Programmatically access your network through Intent APls, integrate with your preferred IT
systems to create end-to-end solutions and add support for multi-vendor devices.

- Y N
Bundles Developer Toolkit
Bundles are easy to use feature sets for consuming Intent APls, Discover APIs to manage your network, configure integration flows
integrations, events and notifications. View all the available bundles, and access network data to analyze, export and visualize complex
enable relevant bundles and customize the configuration preferences reports
to consume events as per your application(s) or IT system(s) needs
\ <\ <
{ 3 _
Runtime Dashboard Configurations
Get insights into API usage, view events published to IT systems such View and set global or bundle specific settings to manage your
as number of API calls, response time(s), events published, bundles integration configurations and modify event specific settings.
activated etc.
= I\ J

Notifications

=Q Find

BUNDLE UPDATE

Catalyst Center Automation events for ITSM (ServiceNow) successfully
configured.

Jan 17 2024, 04:13 pm

View Details Dismiss

BUNDLE UPDATE

Basic ITSM (ServiceNow) CMDB synchronization successfully
configured.

Jan 17 2024, 04:10 pm

View Details Dismiss

BUNDLE UPDATE

The Basic ITSM (ServiceNow) CMDB synchronization bundle is enabled
and ready for configuration.

Jan 17 2024, 04:09 pm

‘é%f/
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Catalyst Center Platform - Developer Toolkit

APlIs

alial
[4E14-3

Integration Flows

Catalyst Center

Event Notifications

)
(), Search

Event Management

Integrations

Know Your Network

Appli

cations

Clients

Compliance

Devices

EoX

Issues

Security Advisories

Sensors

Sites

Topology

Users

Operational Tasks

Policy

GET

POST

"

GE

GET

GET

POST

Platform / Developer Toolkit

Get All User-Defined-Fields

Create User-Defined-Field

Get Module Info by Id

Get Device list

Get the Details of Physical
Compenents of the Given Device.

Clear Mac-Address table

Review API docs, configure integration
workflows and subscribe to events

Gets existing global User Defined Fields. If no
input is given, it fetches ALL the Global UDFs.
Filter/search is supported by UDF Id(s) or UDF
name(s) or both

Creates a new global User Defined Field,
which can be assigned to devices

Returns Module info by 'module id"

Returns list of network devices based on filter
criteria such as management IP address, mac
address, hostname, etc. You can use the .* in
any value to conduct.

Return all types of equipment details like
PowerSupply, Fan, Chassis, Backplane,
Module, PROCESSOR, Other and SFP for the
Given device.

Clear mac-address on an individual port. In
request body, operation needs to be specified
as 'ClearMacAddress. In the future more
possible operations will be

/network-device/user-defined-
field

/network-device/user-defined-
field

/network-device/module/S{i

Call an API

/network-device

/network-device/${deviceUuid}

/equipment T

-
finterface/${interfaceUuid} Try
/operation

without writing
any code

Cisco

.&‘/

BRKOPS-2471
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Try an API Call

PAl

Try 'Get Device list'

Method:

RAMETERS

QUERY PARAMETERS

(O select All
hostname
LO-CN
O
— managementlpAddress
A
U macAddress
o locationName
O

serialNumber

Rese

Public URL :https://10.93.141.45/dna/intent/api/v1/network-device

"response": [

Status Code: 200

"type": "Cisco Catalyst 9300 Switch",
"lastUpdateTime": 0 3 63,

"macAddress” 30:8b:b2:ba:c2:80",
"deviceSupportlLeve upported",
"softwareType": "I0S-XE",

"softwareVersio 17.9.4a",

"serialNumber": "FJC2325TOPH",
"collectionInterval”: "Global Default",
"dnsResolvedManagementAddress": "10.93.141.20",
"inventoryStatusDetail": status><general code=
"managementState”: "Managed",
"pendingSyncRequestsCoun o",
"reasonsForDeviceResync": "Periodic",
"reasonsForPendingSyncRequests"

"upTime": "84 days, 2:19:13.13",

"bootDateTime": "2023-10-25 22:09:10",
"lastUpdated": "2024-01-18 00:28:10",
"reachabilityStatus": "Reachable",

"series": "Cisco Catalyst 9300 Series Switches”,
"snmpContact
"snmpLocation":
"roleSource

MANUAL",
"apManagerInterfacelp
"co C on g gHs

SUCCESS

/></status>

Cisco

.&‘/
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Code Preview

Get Device Count

GET https://10.93.141.45/dna/intent/api/v1/network-device/count

Returns the count of network devices based on the filter criteria by management IP address, mac address, hostname and location name

Cisco DevNet API Guide

Code Preview
Generate code in
few programming

languages

Parameters Features Responses Code Preview

Language Python ~

Q

token-value’
ation/json’

Node - Unirest

Node - Request nnection("10.93.141.45")

- intent/api/vl/network-device/count?hostname=<hostname>&managementIpAddress=<managementIpAddress>&macAddress=<macAddress
onName>")

Ruby

Javascript

jQuery

Close

c 1 S co &. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Platform Runtime Dashboard

= dul- Catalyst Center

Platform / Runtime Dashboard

APl Summary © Event Summary ©
Call Status
API calls received 131 Q ITSM Events workflows v
Events
Total API's published Domain =~ Event Name Count
7
Connectivity Interface Connecting Network Devices is Down 34
DNA Event
Severity Count
1 50 Connectivity Switch Unreachable 10
2 24
Completed Call Performance 3 1 Connectivity Router unreachable 16
APl Name = Version Average Low High 4 0
5 46 Know Your Network Device config collection event 46
Add border device ... V1 3.399s 3.399s 3.399s
Execute Suggested... V1 85.055 0.014s 449.803s Know Your Network Network Device Interface Connectivity - EIGRP 1
Adiarancy Failura
Get CMDB Sync St. V1 0.239s 0.239s  0.239s
12 Record(s) Show Records: 10 v 1-10 o 2 >
Get Issue Enrichme... V1 0.332s 0.035s 5.023s
View All
. WA J
4 N
CMDB Synchronization Summary ©
Q v
Devices from Inventory Devices sent to ServiceNow Devices synchronized = Failures Unknown Sync. Error(s) G) Synchronization Attempt
14 14 14 0 0 20 hours ago
L 14 14 14 0 0 2 days ago )
c 1 S co &. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Cisco Catalyst Center and DevOps Journey

(7 )

Business-level intent,
executive dashboards,

Serwce_ fully customizable
Orchestration integrations with ITSM,
Intent-based asset management and
Re-usable networks, automation business applications
Frameworks in one place, across |
Centrally managed multiple domains, out-

repos and templates of-box integrations

o to accelerate service
Ad-hoc Scripting delivery, and workflow
automations

DO

Business
Apps

Engineers run scripts
and tools using Cisco
Catalyst Center APIs
and device APIs

00~ ®

cisco M- BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



- ITSM (ServiceNow) Integration
Overview

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



ServiceNow IT Service Management (ITSM)

servicen W. Solutions Products Platform Customers Events About

What is ITSM?

ITSM (IT Service Management) includes the processes and technology used to plan, deliver, and support IT services.

Get ITSM

IT Service Management includes

processes and technology used to
plan, deliver and support IT Services

The definition of ITSM

IT Service Management (ITSM for short) focuses on customer needs and IT services for customers rather

than on IT systems. ITSM stresses continual improvement.

The main idea behind ITSM is the delivery of IT as a service. This goes beyond traditional IT support. Instead,
ITSM is more inclusive. It describes the processes and tools IT teams use to manage IT services, end to end,

and covers all information technologies within an organization.

cisco M- BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



ServiceNow ITSM Capabilities

Capabilities that scale with your
business

ITSM groups key applications into packages that can grow with you as your needs

change. View Packages Get Solution Brief —
e ™ e ™ '
ITSM/ITSM PRO ITSM/ITSM PRO ITSM/ITSM PRO ITSM/ITSM PRO
Incident Management Problem Management Change Management Configuration Management
Database (CMDB)
Restore services faster with Identify the root cause of issues and Accelerate change at DevOps
intelligent routing and built-in proactively prevent future speed by automating approvals Track the dependencies and
collaboration. disruptions. while maintaining control. relationships of supported IT
- Y Y services to maintain continuity.
-
\. J \ J \

CISCO M‘/ BRKOPS-2471
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Why Cisco Catalyst Center and ServiceNow?

cisco L{{{o//

+ Servicenuvw

BRKOPS-2471

Cisco Catalyst Center
ServiceNow Integration:

Increased IT efficiency by
streamlining processes
Automated ServiceNow CMDB
population with rich asset data
Enhanced incident management
with enriched issue data
Simplified change management
with closed loop functionality
Endpoint attribute
synchronization for client
profiling

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



ITSM Integration Architecture

Without Cisco DNA App

REST

& ' APls
Platform
and

Bundles

Notes:
No support for closed-loop workflows.
Code development on ServiceNow required.

cisco L{{@/

servicenuvw

O = oo [ s 0
) P u

Staging and
Event tables,
Generic REST
API| endpoints

Multi Cisco Catalyst Center
clusters integrated with one

ServiceNow Instance
supported

BRKOPS-2471
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Integration Compatibility
Without the Cisco DNA App

Versions:

Cisco Catalyst Center, 2.3.7.4

Table 2. Catalyst Center-to-ServiceNow Integration Without the Catalyst Center App Procedure

Step Description
Step 1 Install or upgrade to thi latest Catalyst Center release.
For information about installing Catalyst Center, see the Cisco Catalyst Center Installation Guide.
Step 2 Install or upgrade to a compatible version of ServiceNow mentioned on the ServiceNow Store website.
Click the following link to access the ServiceNow Store website:
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae961 97bJ
Refer to your ServiceNow documentation for its installation and prarade nracadirac
Version History x
Note This procedure must be performed by a ServiceNow adn
220 Vancouver, Utah, Minor Release Oct 09,2023 A
Tokyo
Patch release with the fix for the issue with an "empty” Cl being craeted in cdb_ci
table during CMBD synchronization
View Details
{ 211 Utah, Tokyo Minor Release Jan 11,2023 ‘
[ 2.01 Utah, Tokyo Patch Release Jan 31,2022 ~ ‘
Ref: Cisco Catalyst Center ITSM Integration Guide ‘ B Moo Roecse _Fab08,2071 v |

cisco L{{@/

BRKOPS-2471
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ITSM Integration Architecture
With the Cisco DNA App

servicenovw

8-
7.

Platform
and
Bundles

Notes:

Management, Instrumentation, and Discovery
(MID) Server is a Java application running on
Windows and Linux, managed from the
ServiceNow Instance

Multi Cisco Catalyst Center
clusters integrated with one
ServiceNow Instance

supported

c 1 SCO M-/ BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Integration Compatibility p—
With the Cisco DNA App Catalyst Conter 2.3.7.4

Table 3. Catalyst Center-to-ServiceNow Integration with Catalyst Center App Procedure
Step Description

Step 1 Install or upgrade to thé latest Catalyst Center release.

For information about installing Catalyst Center, see the Cisco Catalyst Center Installation Guide.

Step 2 Install or upgrade to a compatible version of ServiceNow mentioned on the ServiceNow Store website.
Click the following link to access the ServiceNow Store website:

[ https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b52ae96197b )
/2.2.0

Refer to your ServiceNow documentation for its installation and upgrade procedures.

Note This procedure must be performed by a ServiceNow administrator.

Step 3 Click the following link to access the ServiceNow Store website where the Catalyst Center app is located:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbféba00f27978b5ae96197b
/2.2.0

Download and install the(CataIyst Center app (version 2.2.0))into ServiceNow by following the documentation
available at the website.

Note This procedure is to be performed by a ServiceNow administrator. The Catalyst Center app versions 2.1.1
and 2.0.1 are compatible with the Tokyo and Utah releases of ServiceNow. If you want to use the

Vancouver release of ServiceNow, you must first upgrade the Catalyst Center a Ref CiSCO Catalyst Center
2.2.0. X . .
ITSM Integration Guide

cisco M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21




Cisco DNA App - ServiceNow Store

https://store.servicenow.com

Events  About Store

Cisco DNA

? servicenaw
<. Store
Apps and Solutions  ServiceNow Products Innovation Lab  Generative Al
Back to Search Results
7, Cisco DNA
I | | | Innovate ITSM with Cisco DNA Center™ events and remediation insights
e Cisco Systems Inc
‘Compatibility: Vancouver, Utah, Tokyo | Other App Versions
Pricing
Free Version History

X

Get

Click to complete purchase and make this application
available for installation on your instancels).

=a Contact Seller

Type
Integration
Ty i 1R "
nlelioiai 220 Vancouver, Utah, Minor Release Oct 09,2023 A v f Version
Tokyo 220
Other App Versions
£= Product Details bid
Patch release with the fix for the issue with an "empty” Cl being craeted in cmdb_ci Licensing
table during CMBD synchronization View Licensing Requirements
Summary View Details Compatibility
Cisco DNA Center™ is @ comph V“”:c’”"g'
the dashboard for control and Utal
Cisco DNA Center™ Is also ope| 211 Utah, Tokyo Minor Release Jan,2023 Tokyo
and systems to exchange daty
Using the open platform copal < | Terms and Conditions
1)
pioneer IT Service Manageme ‘ 201 Utah, Tokyo Patch Release Jan 31,2022 v ‘ A View Terms and Conditions
’ 2.0.0 Tokyo Major Release Feb 08, 2021 w }

cisco L{{@/

Search Cisco DNA

ServiceNow Compatibility

Cisco DNA App installation
and configuration guides

ServiceNow MID Server
installation and configuration
guide

Note: Cisco DNA App and MID server
installations require ServiceNow Admin role

BRKOPS-2471

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22


https://store.servicenow.com/

Cisco DNA App Installation and Configuration

Login
Login with your ServiceNow ID

Login via single sign-on (SSO)
1

low ID credentials

Cancel

The installation of the
Cisco DNA App requires a
ServiceNow admin account

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



ServiceNow MID Server Installation

ServiCenNnOWw service Management H]j Default [Global ~ Global M @ Gabi Zapodeanu ~ (o} I’
MID Server ® Download MID Server

Select and download the MID Server for the appropriate operating system. If the download does not begin immediately, try the download at a later time as the system may be busy. Refer to
the installation instructions for more details.
Note: Please refer release notes for MID Server Host OS compatibility matrix for current and upcoming releases.

= * o
MID Server

Windows Downloads

For Windows docker recipe, please follow the steps in Build MID Server Docker Image for Windows .

Installation Instructions

Downloads

Windows (MSI) Windows Docker Recipe
Dashboard
64 bit B M 64 bit

Servers

Supported on all major server

operating systems, and Docker

Server Issues

Linux Downloads

Upgrade History For Linux docker recipe, please follow the steps in Build MID Server Docker Image for Linux .
Clusters Linux (RPM) Linux (DEB) Linux Docker Recipe
Properties 64 bit B ™ 64 bit n | 64 bit B ®
Script Includes 64 bit signatures ;M 64 bit signatures B ™
Notes: r

Installation instructions include all details for your host VM operating system
Not required to have a dedicated MID server for the [TSM integration

c 1 sco W./ BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ServiceNow MID Server Management

Servicenow senie Management

MID Server

= *

MID Server

Installation Instructions

Downloads

Dashboard

Servers

Server Issues

Upgrade History

Clusters

Properties

Script Includes

Script Files

IP Ranges

Applications

Mid Selector Override

Capabilities

@

Cisco

O]

.&‘/

= B8 MID Server Dashboard ¥

MID Server Status

Default [Global ~

Name

Host name Status Validated

midserver2 gabi-lm up Yes

ServiCeNOW service Management

MID Server

® B

553
MID Server
Installation Instructions
Downloads v
Dashboard
v

Servers

Server Issues

Upgrade History

Clusters

Properties

Script Includes

Script Files

1P Ranges

Applications

Version

tokyo-07-08-2022__patchlb-
11-03-2022_11-...

MII)S?ruersm Search Name

oAl
1
Q, = Name 4 = Host name
Search Search
(i)  midserverz gabi-lm

| v Actions on selected rows...

Rekey
Invalidate

Delete
Delete with preview..
Create Application File
Pause MID

Restart MID

Assign Tag:
New tag
Governance, Risk, and Compliance
Customer Service Management
Now Intelligence
Customer Service
Risk

Darfnrmanra hnalutice and Banaring

Logged in user

midserver-en2

v

Search

= Status

Search

up

= Validated

Search

Max memory used %

Mean CPU used %

= Version
Search
Tokyo-

07-08-2022_patch1b-

1103 9077 11

Gabi Zapodeanu ~

Pending jobs

Default [Global +

= Last refreshed

Search

2023-01-05 14:09:01

o BBy
®

t

Processing jobs

= Started

Search

2022-12-03
00:23:22

Servers Menu:
Hostname, status and validation,

-—
==
=

= Stopped

Search

2022-12-03
00:23:02

version, config details
Server management - delete,
rekey, update, restart, logs

0
@ i - 0 BB

outer

Search

10.93.141.33

tolofl

= Logged in user

Search

midserver-en2

1 tolofl

BRKOPS-2471
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MID Server IP Ranges

ServiCenaw senice Management @ Gabi Zapodeanu ~ O\ C’(’@

= MID Server -—
MID server { = & = oo Update  Delete

Profile 1D

= *

MID Server Update Delete

Related Links
Installation Instructions

Rekey

Invalidate

Grab MID logs, files and thread dump the Cisco Catalyst Center subnet

Get resource state

Verify if your MID server will “route” traffic to

Downloads

Dashboard MID statistics
Pause MID

Servers Restart MID
Upgrade MID

Server Issues

T R MID Server Issues ~ Configuration Parameters (7)  Supported Applications (1)  IP Ranges (1) = Capabilities (1)  Included in Clusters  Extension Contexts  Logs (136)  Threads (90)
pgrade History

Properties  MID Resources  Statistics (3 hours) (18)  Agentlogs AgentFiles Properties  MID Server Host Services

IP Ranges m m Search IPrange ¥ | Search 1 tolofl El

? MID server = midserver2

Clusters

Properties

Script Includes

@ O\ = IP range = Range = Type
Script Files
O w 10,93.140.0/23 Include
IP Ranges
Actions on selected rows... v 1 tolofl

Applications

c1sco 'p/_/

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



MID Server Logs

M- .. |
CRODIYRS @ cavizapodeanu -~ O, E’@

SErvicenow sewicew t : — —
NI | Servicenaw: seiceMansgement

MID server ® I

= MID Server File =
MID server { | = agentolog @ = ocoo Update  Delete 4
.
E * servicenc * Manage Attachments (1): | payload.txt [rename] [download]
y AR MID Server
File Name agent0.log
Installation Instructions
= Installation Instructions StartDate  2023-01-05 12:02:43
Downloads
MID Server Downloads End Date

Dashboard

Installation Instrud ~ Dashboard Content | 2023-01-1211:21:18 INFO (ECCSender.1) [ECCSenderCache:345] Sending ecc_queue.3b73e0a6dbl0e550dcbad63d13961934.xml
Servers 2023-01-12 11:21:18 INFO (ECCSender.1) [ECCSenderCache:345) Sending ecc_queue 3373e0a6db10e550dcbad63d13961934.xml
Downloads Servers 2023-01-12 11:21:18 INFO (EC fer.1) [l he:345) Sending ecc_queue.3f73e0a6db10e550dcbad63d13961934.xml
2023-01-12 11:21:43 INFO (LogStatusMonitor.60) [LogStatusMenitor:49] 2023-01-12T19:21:43.376Z, stats threads: 94, memory max: 910.0mb,
T — Server lssues allocated: 348.0mb, used: 85.0mb, standard.queued: 0 probes, standard.processing: 0 probes, expedited.queued: 0 probes, expedited.processing: 0
probes, interactive.queued: 0 probes, interactive.processing: 0 probes
2023-01-12 11:22:43 INFO (LogStatusMonitor.60) [LogStatusMonitor:49] 2023-01-12T19:22:43.358Z, stats threads: 92, memory max: 910.0mb,
allocated: 314.0mb, used: 85.0mb, standard.queued: 0 probes, standard.processing: 0 probes, eProbexpedited.queued: 0 probes,
expedited.processing: 0 probes, interactive.queued: 0 probes, interactive.processing: 0 probes
2023-01-12 11:23:21 INFO (Worker-Expedited:MIDWorker-aTf3adeelb9065509dd1c8866edbcbef) [AWorker:128] Worker starting: RESTProbe source:
Properties ) https://10.93.141.45/api/system/v1/auth/token
Upgrade History | Properties 2023-01-12 11:23:21 INFO (Worker-Expedited:MIDWorker-aTf3adee1b9065509dd1c8866e4bcbef) [ECCSender:206] Enqueuing: fhome/gabi
Script Includes 'Sy idserver?/agent/work itors/ECCSender/outnut 1/ece auele a7fladee1ba085509dd]1 cRARGeshchaf xm)
Clusters ScriptIncludes 2023-01-12 11:23:21 INFO (Worker-Expedited:MIDWorker-a7f3ad4ee1b9065509dd1c8866e4bcbef) [AWorker:136] Worker completed: RESTProbe
Script Files source: https://10.93.141.45/api/system/v1/auth/token time: 0:00:00.051
Properties Script Files 2023-01-12 11:23:22 INFO (ECCSender.1) [ECCSenderGache:345) Sending ecc_queue.a7f3adee1b9065509dd1c8866e4bebef.xml
IP Ranges 2023-01-12 11:23:23 INFO (Worker-Expedited:MIDWorker-8404a4ee1b9065509dd 1c8866e4bcbf1) [AWorker:128] Worker starting: RESTProbe source:
Script Includes IP Ranges https://10.93.141.45/dna/intent/api/v1/update-itsm-details

Server Issues

Upgrade History

Servers Upgrade History
Clusters

Server Issues Clusters

Applications TS T T I S TP OO et TriTCeSTTeET =
Script Files Applications /ServiceNow/midserver2/agent/work/monitors/ECCSender/output_l/ecc_queue.8404adeelbd065509dd1c8866e4bebfl.xml
2023-01-12 11:23:23 INFO (Worker-Expedited:MIDWorker-8404a4ee1b9065509dd1c8866e4bcbfl) [AWorker:136] Worker completed: RESTProbe
IP Ranges , n
@ agent0.log /home/gabi/ServiceNow/midserver2/agent/L... 2022-12-26 18:14:09 2023-01-0512:01:43 <Omitted 9,554,836 of 10,000,109 charact...
Applications
@ agent0.log /home/gabi/ServiceNow/midserver2/agent/L... 2022-12-17 00:48:43 2022-12-26 18:13:43 <Omitted 9,554,172 of 10,000,327 charact...

c1sco 'p/_/
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Cisco DNA Controller Properties

SerVicenOW Service Management D Default [Cisco [~ @ @ Gabi Zapodeanu ~ O\ ’@ @

Cisco DNA ® = CiscoDNAcontrnllerpropertiesm Search |P address of DNA Engine controller v 1 to2of2

= * ® B F oA

E@’ O\ = IP address of DNA Engine controller = MID Server used to connect to DNAC = Updated = User Name of DNA Engine Controller = Password of the DNA Engine controller
Cisco DNA Center
Search Search Search Search Search
Cisco DNA controller properties
2022-09-12
@ 10.93.141.45 midserver2 13:58:39 demotme Frmmmmmses
Issue Categories o
2021-06-10
10.93.141.35 midserver2 demotme Fanmnsnsns
Preferences @ L= 08:48:47
Troubleshooting Log Actions on selected rows.. v 1 to2of2
Wireless Lan Controllers Gj
Support
— Cisco DNA controller properties -
& =

< = Newrecord

System Web Services

%k IP address of DNA Engine
controller

¥ Inbound

Password of the DNA Engine

Cisco DNA Inventory Details
controller

User Name of DNA Engine

Configure the Catalyst Center cluster,
MID Server used to connect to midserver2
username and passwords
Suben Select the MID Server to be used

Cisco &. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Cisco Catalyst Center Preferences

SErviCeNOW. service Management

cisco dna Cisco DNA

®

= ©]

*

Abort ticket creation for DNAC Events whose related Cl is not presentin CMDB (3)

false
Cisco DNA Center

Cisco DNA controller propertles Write extended debug logging information to gs.info() log ()

[JYes|No
Issue Categories

Save
Preferences

Troubleshooting Log

Wireless Lan Controllers

Support

System Web Services 70
Allow to create incidents for networks )

devices not in the ServiceNow CI table o

Enable debugging when troubleshooting: R

API calls, transform sets, business rules b

Default [Cisco [~

ed o0 Todiy >

ated ¥

20ma22
Lasas]

2221223
o

145851
2321223

1e5851

Lasas]

= Level

Search

Information

Information

Informatian

Information

Information

Information

Cisco DNA

cisco_dna
= Message
Search
Capturing entity i ko send to DNA. Entty d = INCO011463

sendincidentDetails Resgonse:{
“exscutionid” : 11z34301b 4e4-4152-8550 adeceaze 383,

@ Gabi Zapodeanu ~

Default [Ciscn v

ion statis 02940015 4o6.

- EX © -

-

I o000 105

Zapodeany

“message” : “The request has been accepted for execution”
}

send ta DNA. Entity Sy

5400 DNA

sendincidentbetails Hitp response code 202

Capturing Desc

) canmecting the follawing two network devices is dowrs:

cisco L{Vp/_/
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ITSM Destination Settings

Add Instance “

Cisco Catalyst Center
Settings = Destinations rommRTIoN
Select ITSM, add new c
Instance Name, Descrption
DeSCH pt|on Vendor instance 03092
Hostname, username
and paSSWOI'd SERVICENOW ACCESS SETTINGS

. P Host Name *
Venfy Con neCt|V|ty https://ven03092.service-now.com

User Name *
AppAdmin-en2

Password *

Notes:
The user account used by Cisco Catalyst
Center to connect to ServiceNow requires
specific roles.

Please find all details in the “Scope Certified
Application Installation and Configuration
Guide” included with the Cisco DNA App

.......... show (1)

Check connectivity

@ Connection Established C

Gancel “

documentation on ServiceNow

cisco M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Integration Settings

uheil Catalyst Center System / Settings

Settings / System Configuration

Q) Search
Ehes S e Integration Settings

Webex Integration
Callback URL Host Name or IP Address

ThousandEyes Integration

Callback URL Host Name or IP Address

System Configuration
10.93.141.45

Debugging Logs This Host Name or IP Address will be used in the Integration Callback URLs

Visibility and Control of Configur... Clear

Geo Map Settings
Proxy

High Availability

Cisco Catalyst Center 2>
System > Settings »>

Multiple Cisco Catalyst Center S...

[ Integration Settings ]

Integration Settings
Verify or configure the
callback IP address

System Health
Login Message

Authentication AP| Encryption

Terms and Conditions v
Product Telemetry
Trust & Privacy v

Account Lockout

c 1 sco M- BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Use Cases

= Updated

Search

2022-06-04
19:13:51

= Cisco DNA Created In:idenr

Search

true

Change

Management
= State = Planned start date
Search Search
Canceled 2022-05-05 23:45:00
Canceled 2022-05-06 08:35:00
Canceled 2022-05-06 08:33:00
Closed 2021-10-05 17:30:00
Review 2021-10-05 17:00:00

Incident
= wcidents [ seorcn  wumber v | search Management
[ ? All
b= Q, =Number ¥ = Opened = short description = Priority = State = Cisco DNA Center IP Address
= | Configuration Htems Search Search Search Search Search Search
= Al Interface GigabitEthernet0/0
T (Interface description: --)
e o} = Name = Class = IP Address connecting the following two
® Jr— 2022-06-03 network devices is down: Local 09314145
Search Search
ITSM use cases supported
(i)  NrcRo IPRouter  10.93.141.25
() Lo<cN IPSwitch  1093.141.20 CMDB ync earch
(i)  PDX-STACK IPSwitch  10.93.141.21 @ W |nC|dent management ) )
SWIM, Group Based Policy, Fabric =1ype
@ ok IPRouter 308314122 configuration, Configuration semch
()  NYC-ACCESS IPSwitch  10.93.141.26 V|S|b|||t_y clyle _Contr0| ) quest Standard
Endpoint attribute retrieval
Wireless Lan 0 a :
eation |
®© cmea Controller 209314138 © w Incident enrichment SHOMITES  standard
® PDX-M IP Switch 10.93.141.17 v g ‘quest Creation Image
® CHG0030012 Activation Standard
) Wireless 2022-06-03 ) )
()  AP3sooi Access poing 109314170 gyt Cisco DNA 10.93.141.4 ® " i:::\r:la zopﬁrade Request CreationImage
® HG0030010 iz::\l:laznp:rade Request Creation Image Standard
asco Lee/
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- CMDB Sync to Staging Table
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Configuration Management Database Sync
To Staging Table

Cisco
Integration Flow DNA
Scheduled N App

Inventory sent to Not required
Staging Table
servicenvw
Bundled Enabled
and Configured

Notes:

The Cisco Catalyst Center inventory sent to a
staging table.

ServiceNow code development is required to

Create Staging Table ; :
and REST API Endpoint legdée the /nv?ntory. dedta//s.
servicenww erver not require

c 1 SCO M-/ BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



ServiceNow Create New Staging Table

SerVicenﬁw Service Management

Tables

=
System Definit
Tables
Tables & Columns
Decision Tables
'V Remote Tables
Tables

Definitions

System Diagnostics

VW Session Debug

Debug SQL (Large Tables)

System Import Sets
WV Import Set Tables

Cleanup

®

c1sco 'p/_/

Tables

© €l © el © §EN © [EN © (€} ©

D

earch Updated v

All > Update name is not empty

= Label

Search

Events REST AP|

Model State Transition

Model State Transition Condition

Model State

Additional MetricBase Trigger Filtering

MetricBase Model Trigger Level

Retention Policy Schedule

MetricBase Status

MetricBase Trigger Log

MetricBase Band Trigger Level

MetricBase Trigger Log

MetricBase Trigger Log

= Name

Search

u_events_rest_api

sttrm_state_transition

sttrm_transition_condition

sttrm_state

sys_metric_trigger_moderator

sys_metric_trigger_level_model

sys_metric_schedule

v_clotho_series

sys_metric_trigger_log0006

sys_metric_trigger_level_band

sys_metric_trigger_log0007

svs_metric_trigger 10e0004

(Bl oefault [Global v

1. Apply filter
2. Select

3. Create new table

Application File

Application File true

Application File true

Application File false

MetricBase Trigger Level false

Application File false
Notes:

1

to 100 0f 4,840 B PP

2023-01-14 00:24:35

2023-01-14 00:24:35

2023-01-14 00:24:34

2022-12-28 12:11:30

2022-12-28 12:11:30

2022-12-28 12:11:30

ServiceNow staging tables are used to

import and store data.

A transform map will process the data {

and update the target table.

Log Entrv false

2022-12-28 12:11:28

BRKOPS-2471
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ServiceNow Create Table and REST APl Endpoint

.
ServiCenNOW . service Management [D Default [Global v @ Gabi Zapodeanu ~ (o} ’@ @
Tables < = Lael\::\:erecnrd I E ooo Cancel

E: ‘ i >k Label  Staging Table API Application  Global @
%k Name u_staging_table_api

Create module

System Definition

Tables Extends table

Tables & Columns . Create a new Label. The table name will be
created for you, customize if needed

Create a new Column label, Type, Max length
example:

Submit

Decision Tables

¥ Remote Tables

Columns  Controls  Application Access

LELES

Definitions Search

= Table Columns Column label ¥ | Search

System Diagnostics

(=] ? Dictionary Entries
& Q

N

W Session Debug = Column label 4 = Type = Reference = Max length = Default value = Display

Debug SQL (Large Tables) X inventory_details l string | 100000 false

System Import Sets T
insert a new row...
¥ Import Set Tables O

Cleanup m Cancel

cisco M- BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



ServiceNow New REST API Endpoint

ServiCeNOW. service Management [ﬂj @ Gabi Zapodeanu ~ O\ ’@ @

= Table —
K = Staging Table API & T+ oo Update Delete  DeleteAll Records ¢,
= Related Links
Design Form
Layout Form 1 1
System Definftion o Verify the operations allowed for the
Show Form new REST API endpoint
Tables Show List
Show Schema Map
Tables & Columns Add to Service Catalog .
P —— Explore the new REST API endpoint
Decision Tables Explore REST API
W Remote Tables Access Controls (4)  Labels (1)  Database Indexes (1)  Table Subscription Configuration (1)
Tables = AccessControls Search Name ¥  Search 1 todof4 =]
Definitions
? Access Controls
System Diagnostics 558 Q, = Name 4 = Operation = Type = Active = Updated by = Updated
W Session Debug @ u_staging table_api create record true gzapodea2 2023-04-24 15:24:33
Debug SQL (Large Tables) (i)  u_staging table api delete record true gzapodea2 2023-04-24 15:24:33
System Import Sets @ u_staging_table api read record true gzapodea? 2023-04-24 15:24:33
W Import Set Tables
@ u_staging_table_api write record true Note_
Clsaruip The AP/ allows the data to be
Actions on selected rows ~

® sent to the staging table

cisco M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ServiceNow New REST API Endpoint - continued
REST API Explorer

Note: Save the new REST APl endpoint:
url = 'https.//ven03092.service-now.com/api/now/table/u_staging_table_api'

REST API Explorer

Namespace now Table API =
Allows you to perform create, read, update and delete (CRUD) operations on existing tables

AP| Name Table API

API Version latest Create a record

Retrieve records from a
table (GET)

P Create a record (POST)
Retrieve a record (GET)

POST https://ven@3@92.service—now.com/api/now/table/{tableName}

Prepare request

Identify the new REST API endpoint

Modify a record (PUT)

Test the new REST API endpoint

Path parameters

Delete a record (DELETE)

Update a record (PATCH)

sk tableName Staging Table API (u_staging_table_api) v
Export OpenAPI Specification -
(YAML) Request Body
o Query parameters —
Export OpenAPI Specification Builder Raw
(JSON)
Inventory_details v {'device’: 'PDX-M', 'location": 'floor-2} + | x

Name

sysparm_display_value {"u_inventory_details":"{'device': 'PDX-M', 'location’: 'floor-2'}"}

sysparm_exclude_reference_link

sysparm_fields

sysparm_input_display_value

cisco L{{(o/‘/
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Create a New ServiceNow Destination

w Q a ©) O ‘ Q admin v

e Catalyst Center

[ Explore
Design System 360
Policy Settings
Provision Data Platform .
| Issues Trends and Insights
Assurar Users & Roles ours Last 30 Days
Backup & Restore
Workflows ; 2 O O
Software Management
Tools P1 p2
? AP Performance Trend Deviations
Disaster Recovery —
Platform View Details w Details
1. Catalyst Center Menu
) Activities 2 SyStem
Hanortes 3. Settings
System
Devices Application QoS Policies
Explore 2024 7:24 PM As of Jan 23, 2024 7:32 PM
Unclaimed: 0 Successful Deploys: 0
4 Unprovisioned: 1 O Errored Deploys: 0
Unreachable: 3 Stale Policies: 0
Find New Devices Add New Policy
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Create a New ServiceNow Destination - continued

‘teih Catalyst Center

(), Search

Integrity Verification
SD-Access Compatibility Matrix
vManage

IP Address Manager

Cloud Access Login

Cisco Al Analytics

Stealthwatch

Talos IP Reputation

Authentication and Policy Servers

I Destinations

Cisco Spaces/CMX Servers

Machine Reasoning Engine

Cloud Authentication

Cisco Catalyst - Cloud

Webex Integration

ThousandEyes Integration
System Configuration

Debugging Logs

W

System / Settings

External Services

Umbrella

Register Umbrella with your Cisco DNA Center

Integrity Verification

Set Integrity verification to monitor the devices for unexpected or invalid
changes that could indicate a risk that the devices were compromised

vManage

Connect Cisco DNA Center to the vManage server.

Cloud Access Login

Configure automatic login for Platform Suite users from Cisco DNA cloud to this
Cisco Catalyst Center.

Stealthwatch

Register the Stealthwatch Management Conscle with your Cisco DNA Center.

Destinations

Configure various types of destinations to deliver event notifications.

Destination

SD-Access Compatibility Matrix

Cisco DNA Center periodically compares operational SD-Access Fabric Nodes
hardware and software attributes against the information published in the Cisco
SD-Access Compatibility Matrix.

IP Address Manager

Connect Cisco DNA Center to an IP Address Manager.

Cisco Al Analytics

Set up the Cisco artificial intelligence (Al) and Machine Learning configuration

Talos IP Reputation

Enabling Cisco Talos IP Reputation connects Catalyst Center to Talos, detecting
when endpoints attempt to access IPs with an untrusted reputation. Talos
Intelligence Group manages the world’s most comprehensive real-time threat
detection network.

Cisco Spaces/CMX Servers

Connect Cisco DNA Center to a Cisco Spaces/CMX server

cisco L{{@/
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Create a New ServiceNow Destination - continued

alvlis
cisco

Catalyst Center

() Search

Authentication and Policy Servers

Integrity Verification

SD-Access Compatibility Matrix

vManage

IP Address Manager

Cloud Access Login

Cisco Al Analytics

Stealthwatch

Talos IP Reputation

Destinations

Cisco Spaces/CMX Servers

Machine Reasoning Engine

Cloud Authentication

Cisco Catalyst - Cloud

Webex Integration

ThousandEyes Integration
System Configuration

Debugging Logs

cmcx»Z;d%k/

Settings / External Services

Destinations

Configure various types of destinations to deliver event notifications from Catalyst Center

Platform

Webhook Email Syslog SNMP

Configure the ServiceNow settings to automatically create incidents/problems/RFC's from

Catalyst Center

Name =

ITSM

Add

Instance name, description,
hostname, username,

password
Check Connectivity
Add

System [/ Settings

w

ITSM

Description

pr Instance 03092

Add Instance .

INFORMATION
Instance Name *

ST_ven03092

Description
Staging Table instance 03092

SERVICENOW ACCESS SETTINGS
Host Name *

https://ven03092.service-now.com

3

User Name *

AppAdmin-en2

Password *
.......... sHow (D)
Check connectivity
ii ® Connection Established
Canc&l “

BRKOPS-2471
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CMDB Sync Bundle Configuration

el Catalyst Center

Design
Policy

Provision

Workflows
: Tools
Platform
V) Activities
Reports
System

[l Explore

cisco L{Ko//

Overview

~

Manage

Developer Toolkit

| Issues
Runtime Dashboard Buis
P1 P2
View Details
Devices
2024 7:43 PM

Unclaimed: 0
4 Unprovisioned: 1
Unreachable: 0

Find New Devices

iﬁx’ Q a @ Q Q admin Vv

[ Explore
Trends and Insights
Last 30 Days

AP Performance Trend Deviations

1. Catalyst Center Menu
2. Platform

3. Manage

Application QoS Policies

As of Jan 23, 2024 7:43 PM

Successful Deploys: 0
O Errored Deploys: 0
Stale Policies: 0

Add New Policy

BRKOPS-2471
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CMDB Sync Bundle Configuration - continued

il Catalyst Center

Platform / Manage Q admin v

Bundles Configurations
Bundles
Filter =
Bundle ~ Status Description
Al Endpoint Analytics
API bundle to access various services provided by Al Endpoint Analytics application. Al Endpoint Enabie
Analytics package must be installed on Catalyst Center, before this bundle can be used.
Basic ITSM (ServiceNow) CMDB
synchronization You can schedule a synchronization or trigger an update between Catalyst Center's device inventory
s and your ITSM(ServiceNow) configuration management database(CMDB). These activities integrate B
. Catalyst Center's processes into the IT System Management processes of incident, change or L
= problem management. Note: If your network...
Catalyst Center Automation events for
ITSM (ServiceNow) This bundle can be used to: 1. Monitor and publish events that rg
C compliance, security or any other operational triggers, to an IT§ H
AcTIVE i v oreey g Bges; o Enable and Configure bundle
1.11.7 | Catalyst Center 1.2.5 + and publish events that involve changes to the configuration of
operational triggers, to an...
Version Dated Nov 20, 2023

Cisco
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CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

+ Schedule to Publish Inventory Details - ServiceNow Connector - Recurring daily in intervals of 24 hours

Vs

ServiceNow Access Settings

This is used to specify the connection settings to a ServiceNow instance

© Select an existing instance (O Create a new instance

Select Instance *

ven_03092_instance A
ven03092
ven_03092_instance 1. Select existing instance or
( I— J 6 create new one
L 2. Next

Note:
CMDB Sync requires configuration of: ] 0
ServiceNow access settings “
ServiceNow inventory settings

cisco L{V&/
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CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

+ Schedule to Publish Inventory Details - ServiceNow Connector - Recurring daily in intervals of 24 hours

CMDB Inventory Settings

This is used to specify the CMDB Configuration details for ServiceNow, which includes the list of device attributes(mandatory/optional)
that needs to be synced, type of destination within ServiceNow to receive the CMDB details, connection settings to the ServiceNow

instance, transformation mapping between Cisco DNA Center device families and ServiceNow CI classes, maximum number of devices
that can be synced in a single API call and the discovery source details.

(O Select an existing instance ) Create a new instance

Instance Name *

ST_ven03092

Select existing instance or

.- create new one
Description
2. Next

€] Exit

cisco L{V&/
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CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Cisco ServiceNow Application

Do you have Cisco ServiceNow Application installed? @

(O Yes @ No

Cisco DNA App

1. Select “No”
2. Next

c 1 S co M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle
gure y %

Select Destination

Destination Type * ~

Synchronize device inventory direc...

( Post device inventory details to a s.. J 0

1. Select Destination:

2. Next

c 1 S co W. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Destination

Destination Type *

Post device inventory details to a st...

Destination Uri *

/api/now/table/u_staging_table_api 0
Enter a Custom Endpoint

)

1. Configure the destination with the new

Staging Table REST API endpoint
2. Save

Note: Use the new Staging Table REST APl endpoint
- /api/now/table/u_staging_table_api

€] Exit

cisco L{V&/
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CMDB Sync Bundle Configuration - continued

cisco L{V&/

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Inventory Dat

Name

Host Name

MAC Address

Device Id

IP Address

Serial Number

Upgrade Failure Reason

CurrentSMU Upgrade Date

CurrentSMU

Prior Upgrade Date

Code Upgrade Date

2. Next

Description

Hostname of the device

MAC Address of the Device

Id of the Device

Management IP Address of the device
Serial Number of the device

Upgrade Failure Reason

CurrentSMU Upgrade Date
CurrentSMU

Prior Upgrade Date

Code Upgrade Date

1. Select all (or a subset) of inven

Is Attribute / Is Reference

© Attribute () Reference
© Attribute () Reference
O Attribute () Reference
© Attribute () Reference
© Attribute () Reference
© Attribute () Reference
© Attribute () Reference
© Attribute () Reference
© Attribute () Reference

© Attribute () Reference

BRKOPS-2471
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CMDB Sync Bundle Configuration - continued

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Set Source ldentifier and Operational Limit

Source ldentifier(Exact Match) *

Cisco DNA 10.93.141.45 v

Inventory Items Per Iteration *
100

Select the ServiceNow source identifier
Configure number of inventory items per
iteration (recommendation - 100)

Next

Note:
This configuration step requires the integration
ServiceNow user account to have this role:
personalize_choices

cisco M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



CMDB Sync Bundle Configuration - continued

cisco L{V&/

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle %

Summary

Review your configuration and make any changes.

- Destination and Instance

Destination: Staging Table Domain: https://ven03092.service-now.com Uri: /api/now/table/u_staging_table_api Username:
AppAdmin-en2 Password: **exskxs

* Inventory Data Fields  Edit

Send To Destination: Host Name (A), MAC Address (A), Device Id (A), IP Address (A), Serial Number (A), Upgrade Failure Reason (A),
CurrentSMU Upgrade Date (A), CurrentSMU (A), Prior Upgrade Date (A), Code Upgrade Date (A), Building (RF), Location (RF), Time
Since Code Upgrade (A), Ports (A), Number Of Users (A), Role (A), Fabric Role (A), Uptime (A), Reachability status (A), Part Number
(RF), Type (A), Software Version (A)

Limit and source Edit

Source Identifier: Cisco DNA 10.93.141.45 Inventory Items Per Iteration: 100

Review settings

and configure é

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco

CMDB Sync

il Catalyst Center

APls Integration Flows Event Notifications

Integration Flows

v Integrations Integrations

ITSM Integration

Platform / Developer Toolkit

Schedule Configuration

;)\ admin v

Q_Find

View details of integration flow components that enable integration between Catalyst Center and other third party systems of various Domains like ITSM, IPAM etc. Integrations
are based on two types of triggers - REST Based (Can be invoked as a Rest Call) or Schedule Based (Runs on a schedule, performs a task and pushes the information to a REST
end point or other vendor specific destinations). Scheduler based flows can be edited here to modify the schedule.

ITSM Integration

Name =

Description

Trigger

Schedule to Publish Inventory
Details - ServiceNow
Connector

This scheduler discovers the devices in the network in a
scheduled frequency and extracts the required device information
to be able to sync the Inventory...

Schedule Based
Scheduled
Reoccurring on
Daily every 24 hours

Scheduler for ServiceNow
Asset Sync

This APl runs on a defined schedule to fetch the Cl details of
Clients in the network from the ITSM platform

Configure new schedule:

Schedule Based
Scheduled
inactive

Cisco Catalyst Center Platform - Developer Toolkit = Integration Flows

.&‘/

BRKOPS-2471
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CMDB Sync Schedule Configuration - continued

Schedule to Publish Inventory Details - ServiceNow Connector

Description

This scheduler discovers the devices in the network in a scheduled frequency and extracts the required device information to be able to sync the Inventory with an ITSM
system.

Tags

ServiceNow

How to use this flow

The integration flows can be scheduled to run periodically at a specified date/time. Configure scheduling the integration flow with the form provided.

* Schedule window cannot be lower than 24 hours

Schedule options:

© Run Now * Run Now
© Run Later « Run Later
(O Recurring

* Recurring
2. Schedule

cisco W. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



CMDB Sync Schedule Configuration - Recurring

Schedule to Publish Inventory Details - ServiceNow Connector

E Schedule window cannot be lower than 24 hours J .
1. Configure Schedule:
O Run Now * Repeat - Weekly or Daily
© Run Later + Set schedule start date and time
© Recurring « Optional, select schedule end
r 2. Schedule
Repeats
Daily v
@ Set Schedule Start e
Jan 23, 2024 [
9:00 PM v
Select Time Zone
\ (GMT-08:00) America/Los_Angeles N y

(U] Set Schedule End

T,

—

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Note: Minimum recurring schedule 24 hours
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Verifty CMDB Inventory in the Staging Table

SerVicen W Service Management

¥ staging = StagingTahleAPlsm Search Updated

1

— Z
= 7 All
— — O, = inventory_details = Updated ¥ = Updated by = Created by
Staging Table API
Search Search Search Search
Staging Table APIs
® {"items":[{"className";"""values":{"nam... 2024-01-23 20:07:38 AppAdmin-en2 AppAdmin-en2
@ {"items":[{"className":"""values":{"nam... 2023-10-02 14:16:00 AppAdmin-en2 AppAdmin-en2
@ {"items":[{"className":"""values":{"nam... 2023-06-23 09:57:24 AppAdmin-en2 AppAdmin-en2
() {titems"{{’className":"""values"{"nam.. 2023-06-02 11:12:54 AppAdmin-en2 AppAdmin-en2
(@  {Uitems"[{"className";"""values"{"nam 2023-05-19 18:44:18 AppAdmin-en2 AppAdmin-en2
® {"items":[{"className";"""values":{"nam... 2023-04-24 19:26:20 AppAdmin-en2 AppAdmin-en2
(D {device's PDX-M! 'location"; floor2'} 2023-04-24 19:11:32 geapodea2 gzapodea2
Actions on selected rows... A 1

Notes:

process the received inventory details

Search and Select the

Staging table
2. Select the table e

ServiceNow code development is required to

Default (Global + Global 8 @ covizapodears - Q @ &

toTof 7

| @

to7of 7

cisco W‘/
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Verifty CMDB Inventory in the Staging Table

¢ = Staging Table API
= Created 2024-01-23 20:07:38

Device Detail

""x_caci_cisco_dna_u_building":"PDX","u_building":"PDX","x_caci_cisco_dna_u_city":"";
loor-2","x_caci_cisco_dna_u_code_upgrade_date":"2023-08-18 23:57:00""u_code_upgrade_dat
"","u_prior_upgrade_date":
na_u_currentsmu_upgrade_date™:"""u_currentsmu_upgrade_date":"","x_caci_cisco_dna_u_upgrade_faj
["className" alues":{"name":"LO-BN","serial_number":"FOC2426U0VX","firmware_version":"17.6.3"
Switch","model_number":"C9300-24U","ip_address":"10.93.141.28""x_caci_cisco_dna_u_device_status"
i_cisco_dna_u_uptime":"327 8:36:10""u_uptime":"327

_caci c‘\sw dna u_role": DISTRIBUTION"“U roLe":"DISTRIBUTION“,"x_caci_cisco_dna_u_fab

inventory_details

23:57:00""x_caci_cisco_dna_u_prior_upgrade_date": ""x_caci_cisco_dna_u,

I
Floor-3""x_caci_cisco_dna_u_area™"OR""u_area":"OR""x_caci_cisco_dna_u_address":"5400 Meadows f|
States","u_address":"5400 Meadows Rd, Lake Oswego, Oregon 97035, United

States","x_caci_cisco_dna_u_building":"LO","u_building":"LO","x_caci_cisco_dna_u_city":"","u_city"
or-3""x_caci_cisco_dna_u_code_upgrade_date":"2022-07-19 06:15:38""u_code_upgrade_date":"2022-0’
06:15:38""x_caci_cisco_dna_u_prior_upgrade_date":"2021-10-06 01:00:06","u_prior_upgrade_date":"20;
01:00:06""x_caci_cisco_dna_u_currentsmu":" - d
_caci_cisco_dna_u_upgrade_failure_reason":"", "L "className™:"""values|
CN""serial_number":"FJC2325TOPH", firmware_version":"17.9.4a","device_type":"Cisco Catalyst 9300
Switch","model_number":"C9300-24UX","ip_address":"10.93.141.20","x_caci_cisco_dna_u_device_status|
ci_cisco_dna_u_uptime™:"90 5:36:21""u_uptime"

cisco_ dna u_time_since_ mde upgrade‘ "554 00:00:00","u_time_since_code_upgrade":’ “55400 :00:00

_caci_cisco_dna_u_fabi

b:b2:ba:c2:80""x_caci_cisco_dna_u_number_of_users

Update Delete

Inventory Details

Notes:
ServiceNow code development is required
to process the received inventory details

c1sco 'p/_/
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Demo
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UL IO

HeEe AR

® Camtasia2023 File Edit Modify Text View Export Window Help

-
J

2o Q%!

EJ Home - Cisco Catalyst Center X | €3 Syatem Administra

O & ==t 10.93.141.45,
= il Catalyst Cen

Welcome to Catalyst Center!

Assurance Summary

Health O

Healthy as of Feb 1, 2024 1:39 PM

93/ T % /I OO/

Network Devices Wireless Clients Wired Clients

View Details

Network Snapshot

Sites

As of Feb 1, 2024 1:39 PM
DNS Servers : 1
NTP Servers : 1

Add Sites

Critical Issues

Last 24 Hours

O

P1

Network Devices

As of Feb 1, 2024 1:39 PM

14

@ P> 01 B @7a7s307 & o)

P2

View Details

Unclaimed: 0
Unprovisioned: 1
Unreachable: 0

Find New Devices

Trends and Insights

0

AP Performance
Advisories

Last 30 Days

Application QoS Policies

As of Feb 1, 2024 1:40 PM

0

®@ © Q B B+ ThuFeb1 1:40PM

120% W

@ O Q  admin v

[ Explore

0

Trend Deviations

View Details

Successful Deploys: 0
Errored Deploys: 0
Stale Policies: 0

Add New Policy



Events Notifications to Generic
REST API Endpoint
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Network Issue Monitor and Enrichment
To Generic REST API Endpoint

Cisco

Events Subscription DNA
to ITSM N App
Assurance Issue Not required
Triggered \

Bundled Enabled

and Configured | Event Notification
Received in
Staging Table

servicenovow

Notes:
Rcérg?t;PTlaEblz and The event notification will be received in a
o]zl staging table.

servicenow ging

ServiceNow code development is required to
handle these event notifications.
MID server not required

c 1 SCO M-/ BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



ServiceNow Create New Table

serVicenOW Service Management

Tables =

Tables

Tables & Columns

Decision Tables

W Remote Tables
Tables

Definitions

System Diagnostics ”~

W Session Debug
Debug SQL (Large Tables)
System Import Sets
¥ Import Set Tables

Cleanup

®

© © ©@ © © © © © © © © ©

All > Update name is not empty

= Label &

Search

.NET Application

A10 Load Balancer

Access Control

Access Roles

Accessory

=
o]
m

ACL Endpoin

Action

Action Assignment

Action Binding

Action Category

arch

@ i~ 4 B ©

¥  Search

= Name

Search

emdb_ci_appl_dot_net

emdb_ci_lb_al0

sys_security_acl

sys_security_acl_role

emdb_ci_acc

emdb_ci_lb_ace

emdb_ci_endpoint_acl

sn_ex_sp_action

ecc_action

sys_declarative_action_assignment

sys_ux_page_action_binding

sys_hub_category

1 tol00of4,837 B PP
= Extends table = Extensible = Updated
Search Search Search

Application false 2021-06-09 21:22:50
Load Balancer false 2021-06-09 21:22:40
Application File false 2021-06-09 21:13:25
Application File false 2021-06-09 21:13:25
Configuration Item false 2021-06-09 21:22:53

1. Apply filter
2. Select

3. Create new table

Application File false 2021-06-09 21:51:51
Application File false 2021-06-09 21:36:23
Application File false 2021-06-09 21:46:36

Cisco

.&‘/

BRKOPS-2471
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ServiceNow Create Table and REST APl Endpoint

.
ServiCenNOW service Management D Default [Global Global @ Gabi Zapodeanu ~
{|= Lae?nﬁecord y ':—__- ooo Cancel

O sk Label  EventsRESTAPI Application  Global ®
% Name

u_events_rest_api
System Definition Create module |+

o @@ »

=

Extends table
Tables

Create a new Label. The table name will be
created for you, customize if needed

. Create a new Column label

Decision Tables — example

Columns  Controls Application Access

W Remote Tables 5 Submlt

Tables & Columns

Table Rotations

Tables — Search

= Table Columns Default value ¥ Search

Definitions ] ? Dictionary Entries

System Diagnostics @ O\ = Column label = Type = Reference = Max length = Default value 4 = Display

¥ Stats X | event_details I string | 100000 false

Table I0Stats Insert a new row... O

W Session Debug

Debug SQL (Large Tables)

cisco M- BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



ServiceNow New REST API Endpoint

serVicenﬂw Service Management 0 @ Gabi Zapodeanu ~ O\ [’@ @
< = Eg,lﬁs REST API [Tables view] ’ :—__- ooo  Update Delete Delete All Records J,
Layout Form
Layout List
Show Form . 0
ShowList Verify the operations allowed for the

Show Schema Map ew REST API endeint

Add to Service Catalog
Run Point Scan

Explore REST API e
Tables & Columns Explore the new REST API endpoint
Decision Tables Access Controls (4) = Labels(1) Database Indexes (1)  Table Subscription Configuration (1)
W Remote Tables = Access Controls Search Name ¥  Search 1 to4of4d =]
Tables ? Access Controls
Definitions @ O\ = Name 4 = Operation = Type = Active = Updated by = Updated
’ ) (i) u_events rest_ create record true gzapodea2 2023-01-18 21:37:42
System Diagnostics
W Session Debug (i)  u_events rest api delete record true gzapodea2 2023-01-18 21:37:42
Debug SQL (Large Tables) (i)  u_events rest api read record true gzapodea2 2023-01-18 21:37:42
System Import Sets u_events_rest_api write record true odea2 2023-01-18 21:37:42
Y p pi gzap
W Import Set Tables M 0 40fa

Actions on selected rows... v

Cleanup

@ @

c 1 s co &_ BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ServiceNow New REST API Endpoint - continued
REST API Explorer

REST API Explorer 5 l
Note: Save the new REST APl endpoint:
Namespace  now . Table Url = 'https://ven03092.service -now.com/api/now/table/u_events_rest_api'
APl Name Tebla API . Allows you to perform create, read, update and delete (CRUD) operations on existing tables
APl Version latest v

Create a record

Retrigve records from & POST https://ven@3@92.service-now.com/api/now/table/{tableName}
table (GET)

[ p Create arecord (POST) ]

Retrieve a record (GET) Prepare request Identify the new REST API endpoint
Madify a record (PUT) g
Path parameters Test the new REST API endpoint
Delete a record (DELETE)
Update a record (PATCH) Name Value
>k tableName Events REST API (u_events_rest_api) v ]
Export OpenAPI Specification - —
(YAML) Y N
Query parameters hN /
Export OpenAPI Specification
Event Rule Order (em_event_rule_order)
(JSON)
Name Event Rule Simple Field Exclusion List Description
(em_event_rule_black_list) ‘ :
sysparm_display_value Return field display values (true), actual values (false), or both (all)
Event Rule XML (em_rule_xml) (default: false)

sysparm_exclude._reference_link Event Staging Map (em_map_event_to_staging) True to exclude Table AP links for reference fields (default: false)
Event Type (em_event_type)

sysparm_fields [.WMMS_ A comma-separated list of fields to return in the response

Events REST API (u_events_rest_api) -]

sysparm_input_display_value Set field values using their display value (true) or actual value (false)

(default: false)

cisco Li%o/‘/
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Network Issue Monitor and Enrichment Configuration

ahilh  Catalyst Center

Platform / Manage

Bundles Configurations

Bundles

% Filter

Bundle ~ Status Description
Endpoint Attribute Retrieval with ITSM
(ServiceNow) You can schedule a synchronization or trigger an update between the Endpoint Inventory and your
. N ITSM rviceNow) configuration management database (CMDB). Endpoint attribute information from
Cisco Systems, Inc. ACTIVE X (Se )e gu . geme! t_ a ( ) dp R at . t Configure
v1.6.2 | Catalyst G IR ServiceNow can be used to help profile endpoints on your network. ServiceNow appears in the
6. Catalyst Ce 0 i
endpoint profiling workspace as an...
Version Dated Nov 20, 2023
3 )
Network Issue Monitor and
Enrichment for ITSM You can use this bundle to moniter your network for assurance and maintenance issues, and then
e ~ publish the event details about these issues to an ITSM(ServiceNow) system. This bundle also .
C Systems, Inc. ACTIVE X ) ) Configure
X ) = . contains APls that extract rich network context data. This bundle also enables closed loop
vl .10 | Catalyst Center 1.2.5 + N K R
integration. Please note that, for the ServiceNow...
Version Dated Nov 20, 2023
\
Rogue and aWIPS
Cisco Systems, Inc. Use Rogue Management and the Cisco Adaptive Wireless Intrusion Prevention System (awIPS) to Enabl
nable

v1.2.1 | Catalyst Ce 1.2.0 + detect wired and wireless threats, including rogue access points.
Version Dated Nov 20, 2023

Cisco

.&‘/
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Network Issue Monitor and Enrichment Configuration

Configure Network Issue Monitor and Enrichment for ITSM

Configure your bundle

(Destination to receive events \

This is used to specify the type of destination in ServiceNow to receive the events.

o Select an existing instance o Create a new instance

Instance Name *

ET_ven03092

Description

1.

Select or create the instance
2. Next

cisco L{V&/

BRKOPS-2471
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Network Issue Monitor and Enrichment Configuration

Configure Network Issue Monitor and Enrichment for ITSM

Configure your bundle X

Destination to receive events

Select ITSM Type *

ServiceNow W
Destination to receive events * é . Select ServlceNOW
s Ml it ol Select the destination option to send

Event Management the events to: Generic REST
REST API Endpoint Endpoint in ServiceNow

Generic REST Endpoint in Service... c

\ J

cisco W. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Network Issue Monitor and Enrichment Configuration

Configure Network Issue Monitor and Enrichment for ITSM |
Configure your bundle v
Note:

Use the created ServiceNow REST APl endpoint -
/api/now/table/u_events_rest_api

Destination to receive events

Select ITSM Type *
ServiceNow v

Destination to receive events *

Generic REST Endpoint in ServiceNow e
Destination Uri *
Japi/now/table/u_events_rest_api

Enter a Custom Endpoint

1. Configure the destination with the new

REST API endpoint
2. Save

cisco W. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Network Issue Monitor and Enrichment Configuration

Configure Network Issue Monitor and Enrichment for ITSM

Configure your bundle

ServiceNow Access Settings

This is used to specify the connection settings to a ServiceNow instance

© Select an existing instance () Create a new instance

Select Instance * 6
ET_ven03092 e

1. Select or create the instance
2. Next

€J Exit

cisco L{V&/
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Network Issue Monitor and Enrichment Configuration

cisco L{V&/

Configure Network Issue Monitor and Enrichment for ITSM

Configure your bundle e

Summary

Review your configuration and make any changes.

+ Destination to receive events Edit 6

(Destination to receive events: Generic REST Endpoint in ServiceNow )

Destination URI: /api/now/table/u_events_rest_api

ITSMType: ServiceNowConnection
v ServiceNow Access Settings

Domain: https://ven03092.service-now.com

Username: AppAdmin-en2 . Review configuration
Password; **x#**e* 2 Conﬂgure

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Trigger a Cisco Catalyst Center Assurance Issue

# OR

1P1 | 1 Open

All

Priority ~

P1

1 Records

Issues v Events
Q Global ® 24H
2:00p
P1
P2
P3
Pa
2p ap

Most Impacted Areas b

Total Open: 1

Q  Search Table

= Cisco DNA Center

P1: 1

Issue Type|

Interface

Interface Connecting Network Devices is Down / Issue Instance

Assurance / Dashboards / Issues & Events

Qo ®4L

X
Interface " GigabitEthernet2" (Interface description: TO_CSR2_GI2) is down on network device " PDX-

RO"

Open v

Description

Issue Profile: global 7= Edit Issue Settings

Interface GigabitEthernet2 (Interface description: TO_CSR2_GI2) connecting the following two network devices is down: Local Node: PDX-RO (CSR1000V) - GigabitEthernet2.

Peer Node: SP (CSR1000V) - GigabitEthernet2.

Last Occurred: Jan 19, 2023 1:36 PM

Root Cause Analysis | View All Network Reasoner Tools

The Machine Reasoning Engine (MRE) uses automated Cisco expertise to detect issues and vulnerabilities, perform complex root cause analysis, and suggest corrective actions.

Analyze why an interface flap is taking place on a device .

Network Impact: High

cisco L{V&/
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Verify Received Events in the New Table

ServiCenNOW serice Management
-

O]

Event Management
All Events
Events REST API
Events REST APIs
Now Experience Framework
‘W Actions and Events
UX Events
UX Declarative Actions
UX Form Actions Configs
UX Form Action Layouts
UX Form Actions.
UX Form Action Groups
Action Bar Declarative Actions
Search Suggestions

Search Events

O

c1sco 'p/_/

Events REST APIs m Search Created v | [earch

: @ v~ o B

1 tol0of24 B Ppp

v
]
O, = event_details = Created ¥ = Created by
Search Search Search
2024-01-23 20:38:48 AppAdmin-en2 )

©@ @ @ @ @ o

ole

@

{"id":"98d2dbd4-4da8-4a4f-833b-2b686051d...

{"id":"c4d96ac2-234d-4529-b69d-adalcadd2...

id":"e60563a5-a9a6-4f7b-blc2-c6cd085Tc...

{"id":"ae0db533-2e0a-49af-a350-fa643c50a...

id":"35ab6523-5991-46f2-9736-67153d46f...

{"id":"e959d4al-0d83-4005-b72e-8578chBc4...

{"id":"3a9358f6-77f6-4487-80b6-5¢19168fd...

Actions on selected rows... ~

2024-01-23 20:38:45

2023-10-02 14:19:44

2023-10-02 14:19:13

2023-10-02 14:19:07

2023-10-02 14:19:05

2023-06-02 11:40:23

2023-06-02 11:39:18

2023-06-02 11:32:50

2023-06-02 11:32:43

AppAdmin-en2

AppAdmin-en2

AppAdmin-en2

1. Search for Events

2. Events REST API table
3. Received Event

AppAdmin-en2

1 tol0of

BRKOPS-2471
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Verify Received Events in the New Table

= Events REST APl
< = Created 2024-01-23 20:38:48

Cisco

event_details

Event

Notification
details

.&‘/

"id":"943d6f72-57f6-4cf2-8bec-13e08ababcbd"”, instanceld":"943d6fT2-57f6-4cf2-
110U TII1493L,
"severity":"1""domain":"Connectivity""source:"DNAC""sourcelP™"10.93.141 45'
Jversion":"1.2.0""title":"Interface Connecting Network Devices is Down","descripf
connected_to_PDX-M Gi 1/0/4) connecting the following two network devices is d
PDX-M (W5-C3850-48U-E) - Unknown.""actualServiceld":"6a612b05-1c89-4d0a-
add3-94ec5e5a7a57" "cildentifier':"10.93.141.20", assignedTo"
[{"issueld":"943d6fT2-57f6-4cf2-8bec-13e08ababcbd " issueSource":" Cisco
DNA""issueCategory":"Connectivity""issueName":
connected_to_PDX-M Gi 1/0/4) connecting the following two network devices is d
PDX-M [WS-C3850-48U-E) - Unknown.""issueEntity":"network_device","issueEnti
a4d3-94ec5e5aTasT" issueSeverity":"HIGH" "issuePriority":"P1""issueSummary"
connected_to_PDX-M Gi 1/0/4) is down on network device \"LO-CN\"""issueTimed
a4d3-94ec5e5a7as7""suggestedActions™{{"message":"Ensure the link speed, du]
sides of link","steps":[{"entityld":"6a612b05-1c89-4d0a-a4d3-94ec5e5aTa57", " des:
Local Node'","command":"show interface GigabitEthernet0/ tepType":"commd
bedb-1fea7058f805",'description”:"Check the errors and link information of the af|
Unknown","stepType":"command-Runner","runButton":null},{"entityld":"6a612b(
undersize, underrun, overrun, collision frames of the affected interface on Local N|
GigabitEthernet0/0")"stepType":"command-Runner”,"runButton":nullL{"entityld"
oversize, undersize, underrun, overrun, collision frames of the affected interface o

Unknown"'stepType":"command-Runner’,runButton":null}]},{"message™:"Chec|
Reflector) test. (Warning: Running this step might be disruptive to the connection

Includes:

Issue details
Suggested Actions
Topology
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Events to Generic
REST API Endpoint
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® Camtasia2023 File Edit Modify Text View Export Window Help

DD SE

-
s

THeEo A

B e - Cisco Catalyst Center X [ 0) |Events REST APIs |

O & ==t 10.93.141.45,
= il Catalyst Cen

Welcome to Catalyst Center! R

Assurance Summary

Health O

Healthy as of Feb 1, 2024 2:01 PM

1 OO% T %

Network Devices

100

Wireless Clients Wired Clients

View Details

Network Snapshot

Sites

As of Feb 1, 2024 2:01 PM
DNS Servers : 1
NTP Servers : 1

Add Sites

Critical Issues

Last 24 Hours

P1

Network Devices

As of Feb 1, 2024 2:01 PM

14

P O] B M7as1438 & o)

/

P2

View Details

Unclaimed: 0
Unprovisioned: 1
Unreachable: 1

Find New Devices

Trends and Insights

0

AP Performance
Advisories

Last 30 Days

Application QoS Policies

As of Feb 1, 2024 2:01 PM

0

®@ © Q B B+ ThuFeb1 2:02PM

120% W

® 4o

Q admin Vv

[ Explore

0

Trend Deviations

View Details

Successful Deploys: 0
Errored Deploys: 0
Stale Policies: 0

Add New Policy



Network Troubleshooting
Custom Workflow
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Network Troubleshooting Custom Workflow

Events Subscription

to ITSM N

Assurance Issue required
Triggered

Event Notification J Note: The network

Bundled Enabled
and Configured

Received troubleshooting custom
& servicenvw workflow running on

ServiceNow, will use Cisco
REST ( Network Catalyst Center REST APIs
APls e to send CLI commands to

Create New App, servicenow network devices, collect the
Business Rule output and update the

servicenow { incident.
{ Incident Created

servicenovw
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Network Troubleshooting Custom Workflow [ o

DNA

Requires the Cisco DNA App App
servicenovow required

8-

Platform

and
Bundles

Network
Troubleshooting

J

Note:

The Network Troubleshooting custom
workflow will call the Cisco Catalyst Center
REST APIs using the Cisco DNA App
configured MID server and username.

Multi Cisco Catalyst Center

clusters supported

Cisco M_/ BRKOPS-2471
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ServiceNow Create New App

Create Custom Workflow

- 1. Create new a
ServiCenNoOw service Management Global v | pp

Studio +  MyHomepage 1 v |.£, @ ¢

Add content Change Layout
= * My Homepage 1

System Applications

Studio Launch Studio - Link opens in new window

1. ServiceNow Studio

2. Launch Studio
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ServiceNow Create New App - continued

Win v ch

Select Application

New

Create Application Import From Source Control

Recent (10)

Select Store App to Customize

‘.‘E)\ Filter,

Status Application
CMDB Workspace
Now Mobile
Employee Profile

Now Experience Analytics

Cloud API
Social Knowledge

ISE Integration

v BB %%

Version

221

25.0.1

4.02

1.00

2244

1.0.0

Created on

2022-12-06

2022-11-10

2022-11-10

2022-10-04

2022-10-04

2022-10-04

2022-06-21

Updated On |

2022-12-06 02:05:21
2022-11-10 03:54:19
2022-11-10 03:54:19
2022-10-03 19:31:03
2022-10-03 18:56:03
2022-10-03 18:43:21

2022-06-21 07:10:17

Scope

sn_cmdb_ws

sn_me

1. Create New Application

x_caci_ise_integra

c1sco '&_/
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ServiceNow Create New App - continued

O General Info
.
App name and
description
This app needs a name, description, and logo (optional). If you want to create more than one app, Scoped or Global
we'll build them one at a time. ’ .
Optional - update
a logo image
Create

OK. Let's get started on your new app

Name @
Cisco DNA Custom Workflows

O Description @

App for Cisco DNA Center custom workfl

Advanced settings ¥ Remove Image

~ ® Scoped © Global ©®

Y
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ServiceNow Create New App - continued

cisco L{{/&/

O General Info

Let's create some roles for this app

You can search for existing roles or select "Create new role" to add new ones.

Roles O

admin X -

1
o + Create new role

1. Select a role or create a

Continue in Studio (Advanced) new role
2. Continue

BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

82



ServiceNow Create New App - continued

O General Info

Which formats do you want to use for this app?
If you aren't sure, you can start with Classic and add another one later. Learn More

1 of 2 selected

o@

A =
Mobile Classic
User-friendly experiences for The standard experience for lists
people on-the-go. O and forms. ©
1. Select Classic and/or Mobile :

2. Continue

o
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ServiceNow Create New App - continued

Notes:

The Cisco DNA controller properties table
provides details about the configured Cisco
Catalyst Centers integrated with ServiceNow

Tables (D)

Incident [incident] X

If you need a new table, use the "Create new table" button below.

®

Cisco DNA controller properties [x_caci_cisco_dna_cisco_dna_controller] X

Create new table Done with tables

Which data tables do you want to use for this app?

-

1. Select the tables required
by this App
2. Done with tables

e

cisco L{{/&/
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ServiceNow Create New App - end

Note:

O Design

OK. It's time to design your apps!

The app formats you selected earlier are ready to be customized.

CLASSIC APPLICATION NAME STATUS
5] - Not Ready

No user interface or forms will be created for our simple App

Back

cisco L{{/&_/
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ServiceNow Create New App - Verity

SeI’Vicen W, Service Management

o @ corvin - o B0 &

My Company App ® < Application Manager U ( ? Filter by Apps 3
= * @ AllApps InDevelopment NotInstalled Installed® Find in Store
System Applications s N

In Development
My Company Applications
Cisco DNA Custom Workflows
‘ * Version 1
« Created on Jan 06, 2023 Editin Studio
« Modified on Jan 11, 2023
~ W,
Not Installed
ACICWA

 Version 1

* Created on May 16, 2016
« Uploaded by admin via ven01513 on May 16, 2016

by Cisco Systems Inc

Activity Pack Integration

e Version 1.0.2

* Created on Jan 04,2017
* Uploaded by admin via ven01512 on Jan 4, 2017

Apply filter

Find the new App

1.0.2 v Install

Show More

BRKOPS-2471
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ServiceNow Create New Business Rule

Create Custom Workflow

.
ServiCenow service Management D Default [Cisco L~ Cisco DNA Custi e G
Business Rule ® Business Rules m Search Name ¥ | Search 6 ,/\-

* © IS

2. Write business rule

@:3 O\ = Active = Table = Application = Order = Updated
Activity Subscriptions
Search Search Search Search Search Search
¥ Administration
Display: Fulfiller Ul and Queues  true Chat Setup [sys_cs_live_agent_setup] Global 100 2020-03-23 00:00:32
@
Business Rules
) ® . Global 100 2020-07-27 22:40:07
Metrics Apply filter
Business Rules ® Se|eCt Global 100 2021-10-13 09:48:24
System Definition ® - i . . Global 100 2018-06-29 10:33:57
testing . Verify the App scope is the new App
Sl Olwsam 4. Create new business rule Global 100 20211028 182430
System Diagnostics
@ Abort action if no license type true Software Model [cmdb_software_product_model] Global 100 2012-04-03 19:35:58
W Session Debug
Abort Activation/Deactivation of . . @ R o o o
Debug Business Rule D topics true Topic [topic] Note: “A business rule is a server-side script
‘ ‘ e e TR T _ _that runs when a record is displayed, inserted,
Debug Business Rule (Details) @ e true Event Grouping Definition [¢ . ) i
deleted, or when a table is queried. Use business
D ponacePEmARIANE e porial Taonomy m2m_sp [UJ@S tO @utomatically change values in form fields
when the specified conditions are met”
@ Abort adding same flow twice true Remediation Subflow [em_:

servicenow
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ServiceNow Create New Business Rule - continued

.
ServiCeNOW service Management e Gabi Zapodeanu (o} ’@ @
= Business Rule = i
Business Rule ® < = New record i = oo

= * ®©

Abusiness rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in for when the specified
Activity Subscriptions conditions are met. More Info

¥ Administration
Name || Send Command Runner Application || Cisco DNA Custom Workflows @

Business Rules

Table - None - v Active  +

I/O\ Incident ) Advanced v/ ~
M A
Incident [incident] 0 O

Metrics

Business Rules

Incident DNA Import
[x_caci_cisco_dna_incident_dna_import]

System Definition
Whentorun  Actions
l Incident Fact Table [incident_fact_table]

Business Rules

‘ ) Specify whether the busif \ncident Task [incident_task] Fr Conditions to specify under which conditions the business rule should run.
SERenoie Task Template [em_incident template]
W Session Debug When  before v

el Al Order 100 . New business rule, name
Select the table required - Incident Table

Debug Business Rule (Details)

Verify the App scope is the new App
Select

Filtar Canditinne

Foanditian Aedd 1ADY Claien

Note:
Most of the selected values are predefined
options, from pull-down menus

cisco M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ServiceNow Create New Business Rule - continued

ServiCeNOW service Management D @ Gabi Zapodeanu ~ Q, ’@ @

== Business Rule
Business Rule ® < = Newrecord

Select when the business rule will

execute - before, after,

Activity Subscriptions Table Incident [incident] v . What ChangeS W|” trlggel’ - insert and
W Administration Priority 100 update tO reCOFdS

Additional filters - execute only when

changes to Additional comments field
Whentorun = Actions Advanced . Select

E * ® Name Send Command Runner

Business Rules

Metrics

Business Rules
Specify whether the business rule should run on Insert or Update, Use Filter Conditions to specify und

System Definition .
( When async VJ
Business Rules

Insert

Order 100 Update

Notes: Delet
This Business Rule will

Query

execute every time:

* an incident is created or
updated, AND

* additional comments field
Is changed

Filter Conditions  Add Filter Condition |~ Add "OR" Clause

Additional comments v changes v AND  OR b4 O

Role conditions 7
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ServiceNow Create New Business Rule - end

SerVicen(‘)w Service Management @ Gabi Zapodeanu ~ (o} &@ @

— Business Rul ” . g

A Cll < = vevrecod Notes: “Code developed in JavaScript to extend
= * @ A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a t: app//cat/on funcnona//ty tO

conditions are met. More Info * Interact with database tables: query, update,
create, delete

Activity Subscriptions

Name | Send Command Runner

W Administration b \/a//date data
Table Incident [incident] v ° 5 g
Business Rules Write to log files -
priority 100 * Interact with 3rd party web services
Metrics
servicenovw
Business Rules
System Bafinition Whentorun | Actions | Advanced The custom workflow will call the Catalyst Center
(.
Business Rules Condition RES T A P/S
- i
System Diagnostics saipp @ € P E 3«38 Qv ~ @@ 8 % B >

(function executeRule(current, previous /#null when asyncx/) {

W Session Debug

1w
2 —
3 // Add your code here -
4

Debug Business Rule 5 }(current, previous);

Debug Business Rule (Details)

(_] : 1. Placeholder for custom
m Q workflow code
2. Submit

Cisco L&V&_/ BRKOPS-2471
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Network Troubleshooting - Code Development

¢ = Business Rule
== Send Command Runner

Condition

Script

Whentorun Actions | Advanced

’%Eooo Up

® ¢ D E B SE|IQ| v M a @ Q@ B % B >
1 /%
2 * This application is included in the scoped app: "Cisco DNA Custom Workflows". This App is in development.
3 * The script is triggered when a new "Additional Comment" is added to an incident.
4 x The comment must be formatted in this way:
5 % device: deviceHostname
6 * command: CLI command
i) * Only show commands are supported. For full list of the supported show commands call this Cisco DNA Center
API: GET, /dna/intent/api/v1/network-device-poller/cli/legit-reads
8 * Example of a valid additional comment:
9 * device: PDX-M
10 * command: show ip int bri
11 *
12 * The app will call the Cisco DNA Center REST APIs to:
13 * - obtain a Cisco DNA Center token
14 x - identify the device UUID for the device with the hostname
15 * - send the CLI command to device with the command runner APIs
16 * - retrieve the command output
17 * = post the command output in the incident notes
18 *
19 * ALl application logs start with "DNA Custom Workflow — "
20 *
21 * @author gabi@cisco.com, Gabriel Zapodeanu, TME, Cisco Systems

22 * Thank you szapodeanul9@gmail.com, Stephan Zapodeanu, CS Student, Purdue University, for your
contributions to this app development.
83 */

Create New Custom
Workflow

3. Code development -
actions executed
when business rule
executes

v

%

25 v (function executeRule(current, previous /#null when asynckx/ ) {

cisco W‘/

Note: Source-code co-development with
Stephan Zapodeanu, MS Student, Purdue University

App documentation
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Network Troubleshooting - App Workflow

Select the last additional comment from
incident (the current table)

Verify the pre-defined format for device
and command

Retrieve from incident the IP address for
the Cisco Catalyst Center reporting the
issue

Using the IP address, retrieve the Cisco
Catalyst Center username and MID server
from the configuration of the Cisco DNA
app

GET the Cisco Catalyst Center Auth token
API call to retrieve the device UUID by
hostname.

Command Runner API, method POST,
send the CLI command to device

Update incident with status

cisco L{Ko//

<

= Incident -— .
= |NC0017887 f -\ﬁ- - ©oo Follow - Update Create Cisco DNA Change Request Resolve Delete
Activities: 5 =
GZ GabiZapodeanu Field changes » 2024-01-24 15:13:27 !
Assignedto  Gabi Zapodeanu
Incidentstate  In Progress was New
GZ Gabi Zapodeanu Additiopal comments + 2024-01-24 15:11:17
Command Cutput:
show ip bgp
BGP table version is 18, local router ID is 10.93.141.23
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,
t secondary path, L long-lived-stale,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, | invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*>10.93.130.0/24 10.93.141.17 0 0 65003 i
*>10.93.141,23/32 0.0.0.0 032768 i
*>11.1.1.1/32 10.93.141.42 0 0 65001 i
PDX-RO# )
GZ Gabi Zapodeanu Additional co
Command sent
Command: show ip bgp, Sent to device: PDX-RO
-
GZ Gabi Zapodeanu Additional con
device: POXRO Device and CLI Command

command: show ip bgp
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Network Troubleshooting - Code Development - cont.

<= Business Rule

=== Send Command Runner

Whentorun  Actions

Condition

Script

Advanced

@8

25r

i -¢- :—__0 ooo  Update

Select the last additional
comment from incident (the
G current table)

(function executeRule(current, previous /#null when asynckx/ ) {
// Retrieve the last comment from incident
var lastComment = current.comments.getJournalEntry(1);

gs.info("DNA Custom Workflow — last comment: \n" + lastComment); Retr’ieve fr‘om the current inCident
lastCommentList = lastComment.split(™\n"); the |P addreSS for the CiSCO

S Lol L8 | Y| [ . =
T TN TR T e T - (o=}

®

El
L=

// Retrieve the Cisco DNA Center IP address from current table of preconfigured controllers Catalyst Center’ repor’t”’]g the |ISsue
var dnacIpAddress = current.x_caci_cisco_dna_cisco_dna_center_ip_address;
gs.info("DNA Custom Workflow —— Cisco DNA Center: " + dnacIpAddress);
// Get the username and midserver for the DNAC i
var prop = new GlideRecord('x_caci_cisco_dna_cisco_dna_controller'); « = ::E‘;’;l'.".t“, & N = oo Follow  ~  Update = Create Cisco DNAChange Request  Resolve | Delete
prop.addQuery('ip_address_of_dna_engine_controller', dnacIpAddress);
prop.query();
while (prcp.next()i £ >k Short Device name 'PDX-RO' at site 'Global/OR/PDX/Floor-2': BGP is down with neighbor '10.93.131.2"
var username = prop.getValue('user_name'); description @
var midserver = prop.getDisplayValue('mid_server_used_to_conenct_to_dnac');
//var password = prop.password_of_the_dna_engine_controller.getDecryptedVal 5]
gs.info("DNA Custom Workflow —— Cisco DNA Center username : " + username); Additional
gs.info("DNA Custom Workflow — Cisco DNA Center MID server : " + midserver); comments

(Customer visible)

// Set password
var PASSWORD

Configuration  PDX-RO Q& @
. . item
Using the IP address, retrieve

Notes  Related Records = Resolution Information | Cisco DNA

Cisco

the Cisco Catalyst Center
Username and MlD Server Cisco DNA Center 10.93.141.45

IP Address

from the configuration of the
Cisco DNA app
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Network Troubleshooting - Code Development - cont.

= Business Rule —
< = Send Command Runner & ==ecal] Update
Whentorun Actions Advanced
Condition
script @ § D E 8 38 Qv o @ @ K" >
st 4
51 // Verify the last comment includes the device hostname
52 if ("device" === (lastCommentList[1].split(":"))[0]) {
53 3 g
54 // Parse the device hostname and command Ve“fy the pl’e—deflﬂed fOI’mat
55 deviceHostname = (lastCommentList[1].replace(" ™, "")).split(":")[1]; ]
56 gs.info("DNA Custom Workflow —— Device hostname: " + deviceHostname); for deVICe and Command
57 command = (lastCommentList[2].replace(" ", "")).split(":")[1];
58 gs.info("DNA Custom Workflow —— Command: " + command);
Ka 1
60 try {
61 // API call to obtain the Cisco DNA Center token
62 gs.info("DNA Custom Workflow -- Calling the GET Auth Token API");
63 var getToken = new sn_ws.RESTMessageV2();
64 getToken.setEndpoint("https://" + dnacIpAddress + "/dna/system/api/v1/auth/token");
65 getToken.setHttpMethod("POST");
66 getToken.setBasicAuth(username, PASSWORD);
67 getToken.setRequestHeader("Accept"”, "application/json"); 1
68 getToken.setRequestHeader("Content-Type", "application/json"); GET the CISCO CatalySt Center
69 getToken.setMIDServer(midserver); Auth token
70 var responseToken = getToken.execute();
71 var bodyGetToken = responseToken.getBody();
72 var HttpStatusGetToken = responseToken.getStatusCode();
73
74 gs.info("DNA Custom Workflow —— GET Token Status Code: " + HttpStatusGetToken);
75
76 var dnacToken = JSON.parse(bodyGetToken).Token; // Cisco DNA Center Token valid for 60
P .
asco Lee/

BRKOPS-2471
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Network Troubleshooting - API call details

= Business Rule —
< = Ssend Command Runner & + ©°°° Update

Whentorun Actions Advanced

Condition
Y = ab b= = ] A b
. . Script @ S’ )| & | B | B8 Qs v | A @ @ % 1 >
API call to retrieve the device =
UulD by hostname: 78 //gs.info("DNA Custom Workflow —- Token: " + dnacToken); // For Troubleshooting
19
(80 // API to get the device uuid using the device hostname
81 gs.info("DNA Custom Workflow -- Calling the GET device API");
82 var getDevice = new sn_ws.RESTMessageV2();
83 getDevice.setEndpoint("https://" + dnacIpAddress + "/dna/intent/api/v1/network-
device?hostname=" + deviceHostname);
84 getDevice.setHttpMethod("GET");
85 getDevice.setRequestHeader("Accept", "application/json");
86 getDevice.setRequestHeader("Content-Type", "application/json");
87 getDevice.setRequestHeader("x-auth-token", dnacToken);
88 \ getDevice,setMIDServer(midserver):
89 var responseGetDevice = getDevice.execute();
90 var bodyGetDevice = responseGetDevice.getBody();
91 var HttpStatusGetDevice = responseGetDevice.getStatusCode();
92
Ca” the AP' and parse the 93 gs.info("DNA Custom Workflow —- GET Device Status Code: " + HttpStatusGetDevice);
response 94 //g9s.info("DNA Custom Workflow —— GET device details: " + bodyGetDevice); // For
Troubleshooting
95
96 var deviceld = JSON.parse(bodyGetDevice).response[@].id;
Log the API status code and o7 gs.info("DNA Custom Workflow — Device Id: " + deviceId);
deVICe |d 99 // Payload for API call to Command Runner
100 gs.info("DNA Custom Workflow -- Calling the POST command runner API");
101

Note: You will need to provide a MID server for the APl call T
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Network Troubleshooting - Code Development - cont.

= Business Rule -—
< = Ssend Command Runner ’ '\/L =Rl Update
Whentorun Actions Advanced
Condition
Seript @ é D E B 3 Q v & @ @ % W >
100 gs.info("DNA Custom Workflow -- <Calling the POST command runner API");
101
102 « var CRtoDNAC = {
103 » "commands": [
“h conmand Command Runner AP
105 ) i
e, Mieviceuuidsts [ payload - requires the CLI
107 deviceld H
e ] command and device UUID
109 +
110
111 // API call to Command Runner
112 var postCommandRunner = new sn_ws.RESTMessageV2();
113 postCommandRunner,setEndpoint("https://" + dnacIpAddress + "/dna/intent/api/vl/network-
device-poller/cli/read-request");
114 postCommandRunner,setHttpMethod("POST");
115 postCommandRunner. setRequestHeader("Accept", "application/json");
116 postCommandRunner.setRequestHeader("Content-Type", "application/json");
117 postCommandRunner. setRequestHeader("x-auth-token", dnacToken); Command Runner AP|,
118 postCommandRunner.setMIDServer(midserver);
119 postCommandRunner. setRequestBody (JSON. stringify(CRtoDNAC)); method POST, send the CLI
120 var responsePostCommandRunner = postCommandRunner.execute(); .
121 var bodyPostCommandRunner = responsePostCommandRunner.getBody(); comma ﬂd ’[O deV|CeS
122 var HttpStatusPostCommandRunner = responsePostCommandRunner.getStatusCode();
123
124 gs.info("DNA Custom Workflow -— POST Command Runner Status Code: " +
HttpStatusPostCommandRunner) ;
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Network Troubleshooting - Code Development - cont.

< = Business Rule
== Send Command Runner

Whentorun Actions Advanced

Condition
script @ ¢ D E B 38 Q v | & @ % | T
// Update incident with the status
Update |nC|dent Wlth StatUS E:;:Ezilﬁg:}l::::i= "Command: " + command + ", Sent to device:

LY
<
It

" + deviceHostname;

eoo  Update

// 3 second timer (in ms), wait for execution of command runner {
var sleepTimer = 3000;
var endSleep = new GlideDuration().getNumericValue() + sleepTime
while (new GlideDuration().getNumericValue() < endSleep) {

// Wait
}

// GET the task Id status

var getTask = new sn_ws.RESTMessageV2();
getTask.setEndpoint("https://" + dnacIpAddress + "/dna/intent/api
getTask.setHttpMethod ("GET");

getTask.setRequestHeader("Accept”, “"application/json");
getTask.setRequestHeader("Content-Type", "application/json");
getTask.setRequestHeader("x-auth-token", dnacToken);

Walt for 3 SeCOﬂdS and CheCk taSk getTask.setMIDServer(midserver);
0 0 0 var requestGetTask = getTask.execute();
status. Retrieve the file Id with the

var HttpStatusGetTask = requestGetTask.getStatusCode();

<

= Incident
= INC0017887

GZ Gabi Zapodeanu

GZ Gabi Zapodeanu

device: PDX-RO
command: show ip bgp

Follow

Command: show ip bgp, Sent to device: PDX-RO

Update

Addi

Addil

var bodyGetTask = requestGetTask.getBody();
output.

//gs.info("DNA Custom Workfloy o
Troubleshooting NOte

gs.info("DNA Custom Workflow - T T T . T

. [TT

Incident updated only if API calls to obtain the Cisco

Catalyst Center token and the device UUID are successful

c 1 SCO M. BRKOPS-2471 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Troubleshooting - Code Development - cont.

Notes:

<= Business Rule
== Send Command Runner

Whentorun Actions Advanced

Condition

Script ® '{

# 'he App logs are very useful for troubleshooting,
or history of the business rule’s executions.
All the Cisco DNA Custom Workflow App logs
include an easy to identify comment - example:
“DNA Custom Workflow -- ”

M b i
- Dac

il

: Qv o 7 @ B % W

12
=il

[

154[

//gs.info("DNA Custom Workflow -- GET Task Response: " + bodyGetTask); // For
Troubleshooting

155
156
157
158
150
160
161
162
163
164
165
166
167
168
169
170
171
172
173

174
175
176
177
178

var status = JSON.parse(bodyGetTask).response.progress;

= {status), fileld:
gs.info("DNA Custom Workflow —— File Id: " + fileld); )

// GET the content for the file Id

var getFile = new sn_ws.RESTMessageVZ();
getFile.setEndpoint("https://" + dnacIpAddress + "/dna/intent/api/vl/file" + fileld);
getFile.setHttpMethod("GET");
getFile.setRequestHeader("Accept", "application/json");
getFile.setRequestHeader("Content-Type", "application/json");
getFile.setRequestHeader("x-auth-token", dnacToken);
getFile.setMIDServer(midserver);

var responseGetFile = getFile.execute();

var bodyGetFile = responseGetFile.getBody();

var HttpStatusGetFile = responseGetFile.getStatusCode();

gs.info("DNA Custom Workflow —— GET File Status Code: " + HttpStatusGetFile);

Troubleshooting

var commandOutputJson = JSON.parse(bodyGetFile);

gs.info("DNA Custom Workflow —— Command Output: \n" + commandOutput);

Retrieve the file content using

the GET file API, parse the
content and log info

cisco Li%o/‘/
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Network Troubleshooting - Code Development - cont.

Business Rule
Send Command Runner

Whentorun Actions | Advanced

£ =

Condition
Script @ ¢ D E (3|38 Q v o | @ ©@ H %
// Update incident with the command output
if (commandOutput === undefined) {

Update the current record
with the CLI command output

current.update();
gs.info("DNA Custom Workflow ——

} catch (ex) {
var message = ex.getMessage();

// If error occurs, log to application logs
if (message undefined) {
gs.info("DNA Custom Workflow —— Something went

Update the current record
with error message, if any

again");
current.comments = "Something went wrong, pleas

} else {
gs.info("DNA Custom Workflow —— Error: " + mes
current.comments = "DNA Custom Workflow —— Err
}

current.update();

}
203
204 })(current, previous);

& N E

commandOutput = "Something went wrong, please verify your input and try again";
}
current.comments = "Command Output:\n\n" + commandOutput;

End of Command Runner App");

Update

Cisco

.&‘/

GZ Gabi Zapodeanu
Command Output:

show ip bgp

Additional comments « 2024-01-24 15:11:17

BGP table version is 18, local router ID is 10.93.141.23

Status codes: s suppressed, d damped, h history, * val

lid, > best, i - internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

x best-external, a additional-path, ¢ RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, | invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>10.93.130.0/24 10.93.141.17 0 0 65003 i
*>10.93.141.23/320.0.0.0 0 32768 i
*>11.1.1.1/32 10.93.141.42 0 0 65001 i
PDX-RO#

BRKOPS-2471
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Network Troubleshooting App Workflow

= dub Catalyst Center Assurance / Dashboards / Issues and Events

cisco

Issues v Events

S (P2)Network Device Interface Connectivity - BGP Down
Gl

2P 2 Open

Jan 23, 2024 3:30 PM - Jan 24, 2024 3:30 PM

Area
1 Open Issues 1 1 BORDER ROUTER
All P1: 4 1 Buildings, 1 Floors
Q Y
Total Open: 2
0 Selected T Export
Q [j Issue Site Device Device Type First Occurred Time Last O
Priority = Issue Type
O BGP is down on 'PDX-RO" with neighbor '10.93.131.2' B OR/PDX/Floor-2 PDX-RO Cisco Cloud Services Router 1000V Jan 24, 2024 3:05 PM Jan 24
P2 Network O}
1 Record(s) Show Records: 10 Vv 1=1 0
P2 Network O}
2 Record(s)

New Cisco Catalyst Center issue
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Network Troubleshooting App Workflow - cont.

¢ | = Incident
== |NC0017887
Number
>k Caller

Watch list

>k Short description Q

Additional comments (Customer
visible)

Configuration item

Cisco DNA Center IP Address
Cisco DNA Event Domain

Cisco 360 View

Notes  Related Records = Resolution Information | Cisco DNA 6

’ -\/\- -:—__l' ooo Follow - Update Create Cisco DNA Change Request Resolve Delete

INC0017887 Opened 2024-01-24 15:09:12 5]
Q L1 @ Urgency 2 - Medium v

& At Assigned to Gabi Zapodeanu Q,

Assignment group Network o @

State In Progress v

Closed

Device name 'PDX-RO" at site 'Global/OR/PDX/Floor-2": BGP is down with neighbor '10.93.131.2"

ServiceNow Incident details
1. If needed, update:
* incident urgency

* assign to team and engineer
« state
2. Find more details about the incident in
the Cisco DNA tab

PDX-RO

10.93.141.45
-- None -- v
https://10.93.141.45/dna/assurance/device/details?id=01f7cdf2-2298-42¢7-bb74-dc68e3c3a051 &

cisco L{{@/
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Network Troubleshooting App Workflow - cont.

SErviCenOW: serice Management

= Incident
= INC0017887

%k Shortdescription ¢

Home

Additional comments (Customer
visible)

Incidents

Configuration ltems

Configuration item

Change Requests

Asset - All Assets Notes

MID Server - Dashboard Cisco DNA Center IP Address
Cisco DNA Event Domain

Cisco 360 View

Cisco DNA Network Details

& =

Device name 'PDX-RQ' at site 'Global/OR/PDX/Floor-2': BGP is down with neighbor '10.93.131.2'

PDX-RO

[Pl ocfauit (Global « Global 4 @ covizepodesru - Q .
Follow - Update Create Cisco DNA Change Request Resolve
o & ©

Related Records ~ Resolution Information | Cisco DNA

10.93.141.45

--None -

https;//10.93.141.45/dna/assurance/device/details?id= -2298-42¢7-bb74-

Connected Device:1

Device Id: 01f7cdf2-2298-42¢7-bb74-dc68e3c3a051
Madel: CSR1000V

IP Address: 10.93.141.23

Host Name: PDX-RO

Device Software Version:17.3.7

MAC Address: 00:1e:e6:06:0d:00

Neighbor topology:
Nodes:
Node:1
Name: PDX-RO
NodeType: NetworkDevice
Id: 01f7cdf2-2298-42c7-bb74-dc68e3c3a051
Description: Router

ServiceNow Incident details
1. Catalyst Center creating the

incident
Details for the device reporting
the issue

Delete

BRKOPS-2471
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Network Troubleshooting App Command/Output

< = Incident
== |NC0017887

Follow Update reaiisco DNA Change Request

5k Short | Device name 'PDX-RO" at site 'Global/OR/PDX/Floor-2': BGP is down with neighbor '10.93.131.2"

description

@ W

Additional | device: PDX-RQ.
comments | command: show ip bgp
(Customer visible)

Configuration
item

PDX-RO

Notes ~ Related Records  Resolution Information = Cisco DNA
Work notes list & | f&
Work notes Work notes

Poj

hanges = 2024-01-24 15:13:27

Additional Comments:
1. CLI command to device,

using the predefined
format
2. Update - send command

<

= Incident

=— INC0017887

Activitiesy3

-—
& P\ = oo
—

Follow - Update Create Cisco DNA Change Request Resolve Delete

GZ Gabi Zapodeanu Additional comments » 2024-01-24 15:34:25

Command Output:

show ip bgp

BGP table version is 18, local router ID is 10.93.141.23
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,

t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, | invalid, N Not found

3. Command output

Network Next Hop Metric LocPrf Weight Path
*>10.93.130.0/24 10.93.141.17 0 0 65003 i
*>10.93.141.23/320.0.0.0 032768 i
*>11.1.1.1/3210.93.141.42 0 0 65001 i
PDX-RO#

GZ Gabi Zapodeanu
2. Command sent

Command: show ip bgp, Sent to device: PDX-RO

GZ GabiZapodeanu

1. Device and CLI Command

device: PDX-RO
command: show ip bgp

Note: The network troubleshooting workflow does not
require VPN access, or SSH to network devices.

cisco L{{(o/‘/
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Network Troubleshooting App Command/Output - cont.

— Incident & _w_
< = INcoor7ss7

Follow - Update Create Cisco DNA Change Request Resolve Delete

< | = Incident
= |NC0017887

Follow - Upd

>k Short Device name 'PDX-RO" at site 'Global/OR/PDX/Floor-2": B Activities: 11
description ¢ GZ Gabi Zapodeanu Additional comments « 2024-01-24 15:39:58 ||
_ Command Qutput:
show ipintbri
Additional  device: PDX-RO Inr.er‘face IP-Address OK? Method Status Protocol
comments command; show ip int bri -
(Customer visible) 6 I
Loopbackl 10 93.141.23 YES NVRAM up up
Configuration PDX-RO PDX-RO#
item

GZ Gabi Zapodeanu Additional comments « 2024-01-24 15:39:51

Command sent

Command: show ip int bri, Sent to device: PDX-RO

GZ Gabi Zapodeanu Additional comments « 2024-01-24 15:39:46 6

1. Command output

2. Timestamps - average of 10 seconds

between command sent and response
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Network Troubleshooting App Command/Output - cont.

= Incident -
< = Incoo17ss7 G N = oo
Follow - Update Create Cisco DNA Change Request Resolve Delete
= Incident -—
— — coo
>k Short Device name 'PDX-RO’ at site 'Global/OR/PDX/Floor-2": B < = INcoor7sst f -‘/L —
description Q Follow - Update Create Cisco DNA Change Request Resolve Delete
Jan 24 15:05:03: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: dnacenter] [Source: 10.93.141.45]

[localport: 22] at 15:05:03 PST Wed Jan 24 2024

Jan 24 15:05:06: %DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'dnacenter' authenticated successfully
Additional device: PDX-RO 1O 10.95.141.42:00333 alld was auLilunized 101 NEWoni Over 3sil. CALEI Hal groups: Frivid

Jan 24 15:05:54: %DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'demotme’ authenticated successfully from

comments command: show logging 10.24.137.51:54014 and was authorized for netconf over ssh. External groups: PRIV15

(Customer visible) Jan 24 15:05:56: %BGP-5-NBR_RESET: Neighbor 10.93.131.2 reset (Interface flap)
Jan 24 15:05:56: %DUAL-5-NBRCHANGE: EIGRP-IPv4 123: Neighbor 10,93.131.2 (GigabitEthernet2) is down:
. interface down
C°"ﬁg”réf“°“ Jan 24 15:05:56: %BGP-5-ADJCHANGE: neighbor 10.93.131.2 Down Interface flap
item | Jan 24 15:05:56: %BGP_SESSION-5-ADJCHANGE: neighbor 10.93.131.2 IPv4 Unicast topology base

removed from session Interface flap
Jan 24 15:05:56: %SYS-5-CONFIG_P: Configured programmatically by process
iosp_vty_100001_dmiauthd_fd_170 from console as NETCONF on vty63
Jan 24 15:05:56: %DMI-5-CONFIG_I: R0/0: dmiauthd: Configured from NETCONF/RESTCONF by demotme,
Command sent transaction-id 566
Jan 24 15:05:58: %LINK-5-CHANGED: Interface GigabitEthernet2, changed state to administratively down
Jan 24 15:05:59: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2, changed state to
down
Jan £4 190U04240 odEL_LUGIN-3-LULIN_DULLLEDD: LOEIN SUCCEess [user: anacenter) | >0urce: 1U.95.141.43)
[localport: 22] at 15:06:22 PST Wed Jan 24 2024

an 24 15:07:13: %5SYS-6-LOGOUT: User dnacenter has exited tty session 1(10.93.141.45)
. . . CCESS: Login Success [user: dnacenter] [Source: 10.93.141.45]
Interface was disabled via NETCONF by user “demotme”, &

) ) k . center has exited tty session 1(10.93.141.45)

at th e time th e Se rvice N OW INClI d ent was c reated CESS: Login Success [user: dnacenter] [Source: 10.93.141.45]
024
Jan 24 15:07:26: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: dnacenter] [Source: 10.93.141.45]
[localport: 22] at 15:07:26 PST Wed Jan 24 2024
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Application Logs - Network Troubleshooting

A2 o,

oy . A~ ... o

Search for Applications Logs.

Servicen W Service Management

application logs

= Applog m Search Created ¥ Search

Filter the logs created today, by

S—
< Al > App Scope = Cisco DMNA Custom Workflows > Created on Today ] | 2 o
application Cisco DNA Custom
Q = Created ¥
A\ =
System Logs = | Applog m Search Created ¥ Search WOFkﬂOWS > bp
Search
W System Loj
o = El <7 All = App Scope = Cisco DNA Custom Workflows > Created on Today
() 2024-01-2415: 7
Application Logs 52 Q, = Created ¥ = Level = Message = App Scope = Source
Search Search Search =Cisco DNA Custom Workflc Search
@ 2024-01-24 15:53:56 Information DMA Custom Workflow -- Cisco DNA Center username : servicenow Cisco DNA Custom Workflows  x_caci_dna_custom
@ @ 2024-01-24 15:53:56 Information DMA Custom Workflow -- Cisco DNA Center: 10.93.141.45 Cisco DNA Custom Workflows  x_caci_dna_custom
2024-01-24 15
DNA Custom Workflow — last comment:
@ 2024-01-24 15:53:56 Information 2024-01-2415:53:55 - GaPl Zapodeanu (»i\ddltlonal comments) Cisco DNA Custom Workflows  x_caci_dna_custom
Command: show cdp neigh, Sent to device: PDX-RO
@ 2024-01-2415:53:55 Information DNA Custom Workflow -- POST Command Runner Status Code: 202 Cisco DNA Custom Workflows  x_caci_dna_custom
@ 4-01-24 @ 2024-01-24 15:53:55 Information DNA Custom Workflow -- Task Id: 018d3de5-0056-7529-90f8-0d10622de838 Cisco DNA Custom Workflows  x_caci_dna_custom
® 2024:01-24 153 @ 2024-01-24 15:53:54 Information DNA Custom Workflow - Calling the POST command runner API Cisco DNA Custom Workflows  x_caci_dna_custom
2024-01-24 15t
@ = ® 2024-01-24 15:53:54 Information DNA Custom Workflow -- Device Id: 01f7Tcdf2-2298-42¢7-bb74-dc68e3¢3a051 Cisco DNA Custom Workflows  x_caci_dna_custom
@ o o @ 2024-01-24 15:53:54 Information DNA Custom Workflow — GET Device Status Code: 200 Cisco DNA Custom Workflows  x_caci_dna_custom
024-01-24 15
@ 2024-01-24 15:53:53 Information DNA Custom Workflow -- Calling the GET device API Cisco DNA Custom Workflows — x_caci_dna_custom
(i) 2024-01-2415:53:53 Information DNA Custom Workflow - GET Token Status Code: 200 Cisco DNA Custom Workflows  x_caci_dna_custom
Actions an selected rows... 44 4« 11 | to200f135 B PP
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LY RO B

Do @0 %O DeE0 A

® Camtasia2023 File Edit Modify Text View Export Window Help

-
o

?
@ﬁ

EJ Home - Cisco Catalyst Center X |03/ inéi SarviceN
O G =t 10.93.141.45

= vl Catalyst Center

Welcome to Catalyst Center!

Assurance Summary

Health

Healthy as of Feb 1, 2024 2:56 PM

/I OO/ T %

Network Devices

100,

Wireless Clients Wired Clients

View Details

Network Snapshot

Sites

As of Feb 1, 2024 2:56 PM

16

DNS Servers : 1
NTP Servers : 1

Add Sites

E B o @ > 0 B @7iess

Critical Issues

/ 1

P1 P2

Last 24 Hours

View Details

Network Devices

As of Feb 1, 2024 2:56 PM

14

Unclaimed: 0
Unprovisioned: 1
Unreachable: 0

Find New Devices

¢ O ® © Q B & ThuFeb1 2:56PM

120% W

@ &L

Q admin Vv

[ Explore

Trends and Insights

0 O

AP Performance
Advisories

Last 30 Days

Trend Deviations

View Details

Application QoS Policies

As of Feb 1, 2024 2:56 PM

Successful Deploys: 0
O Errored Deploys: 0
Stale Policies: 0

Add New Policy



Cisco DNA Custom Workflows Open-Source Code

https://aithub.com/zapodeanu/dna custom_ workflows

o Search or jump to... Pull requests Issues Codespaces Marketplace Explore

zapodeanu [ dna_custom_workflows Unwatch 1

Code Issues Pull requests Actions Projects Wiki Security Insights Settings

Fa o Go to file Add file = <> Code - About

Repo for Cisco DNA Center ITSM
Integration (ServiceNow) Custom
Workflows

@ zapodeanu added screenshot O35

CODE_OF_CONDUCT.md
CONTRIBUTING.md
LICENSE.txt

NOTICE.txt

README.md
command_runner.js

network_troubleshooting_message...
Releases

README.md

Create a new release

Cisco DNA Custom Workflows The open-source code is for demos and
@ proof-of-concepts only.
Cisco W‘/ BRKOPS-2471
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servicenow

wicflE B BB

ocation

overy source &

~Cisco DNA10.93.14145 | Search Search

ITSM Integration Benefits - e

Incidonts .

onfiguration I - Global/ORLD!
- Flgar:3
Change Rerqu
GlobaliOR/POXI
POXM IPSwith 109304017 Cisco DNA 10.93.14145 FOC1802%05C
Msset - Ml Assets Eieor:2
Global/Franca

" 03141 45 EarisOl [ FGLINGABFL
¢ = Incident NS e Y o

= INcOD17887
Follow - Update Create Cisco DNA Change Request Resolve Delete  P93.14145 lempty} IKIYLBLGBLT

93.141.45

GlobaliORIPOK!
FGLIIEARIF
Eluar2

CiscoDNA | Action: Cisco DNA Center Suggested Action 3: Ping the BGP peer with max interface MTU and 'do not

. . .

I I I l I l I I l l‘ ] n Suggested Actions | fragment’ bit set. .

[ ] I 2 ‘ ez i I tl e I C I d e t a d C a e Commands Step Count: 1 poves  SSSAEL gy
Step Description: Ping the BGP peer with max interface MTU and do not fragment bit set foath

Output
Device Id: 01f7cdf2-2298-42¢7-bbT4-dc6Bedc3a051 barenes  SIODBORIDNL gy ocpeqn

Flsarz
Host Name: PDX-RQ

. .
contro | INteagration 5315125005000 b s
Command Output: ping 10.93.131.2 size 1500 df Do 2

Type escape sequence to abort T R —
Sending 5, 1500-byte ICMP Echos to 10.93.131.2, timeout is 2 seconds: Flaoc
Packet sent with the OF bit set pr—
. . . jarne S s
Success rate is 0 percent (0/5)
o POX-RO¥
Action: Cisco DNA Center § - Incident o e
< = incootrasr & N = b

Step Count: 1

npgs
a I I It Step Description: Che Follow  ~ | Update  CreateCisco DNAChangeRequest  Resolve  Delete
Device Id: 01f7cdf2-22

Host Name: POX-RO
Command: show ip b Activities: 17 -
Command Output: sh 62, Gabi Zapodeanu Additianal comments +

For address family: [Pv4 Uy

- Ready to use, fully customizable | ... =00 -

1d Capability Codes: R- Router, T - Trans Bridge, B - Source Route Bridge
5.-Switch, H - Hos, | - IGHP, r- Repeater, P - Phone,
D- Remote, € - CVTA, M - Two-port Mac Relay

Device ID Lacal Intrfce Holdtme Capability Platform Port ID

. .
ISE26 Gig 1 177 H ISE-VM-K3 eth
° r I r I I I ” I r CoRO0-CL Gig 1159 1 CoA00.CLGig2
C9800-CL Gig 1164 R 1 C9800-CLGig 1
PDX-RN Gig 1 142 R1 CSRI000V Gig 1
Total cdp entries displayed :4

efficiencies

GZ, Gabi Zapodeany ndditional

4-01-24 15:53:55

Command: show cdp neigh, Sent to device: PDX-RO

GZ_ Gabi Zapodeanu Additional comments « 2024-01-24 15:53:48

device: PDK-RO
command: show edp neigh
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Cisco EN Programmability GitHub Org

= O cisco-en-programmability

1 Overview L4 Repositories 41 f Projects &) Packages Ay Teams 1

Cisco EN Programmability

co ENB Programmability T

A 63 ower A cisco-en-programmability@cisco.c...

Pinned

(] dnacentersdk Public E] dnacenter-ansible
k4 terraform-provider-dnacenter F

k Add-On A

] dnacenter_day_n Public (=)

cisco L{{/&_/

E splunk-apps Public

2 People 6

Public

dnacenter_webhook_receiver Public

103 Settings

BRKOPS-2471

DevOps Catalyst Center use cases
Python SDK

Ansible modules

Go SDK and Terraform provider

Splunk Integration Apps

SDA-as-Code

Report Operations

Day N use cases - Python SDK, Ansible,
Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source Integrations
Compliance Use Case

Custom Integration App

Webhook Receiver

Other sample code
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https://github.com/cisco-en-programmability

Continue
your education

cisco Lz{@/

TECOPS-2158

Cisco Catalyst Center Out-of-the-Box and Custom
Integrations

Lab 8 - G106, 02/05/24, 08:45 AM

DEVNET-2958

Version Control Tools Integrations - Cisco Catalyst
Center Infrastructure-as-Code Use Cases

DevNet Classroom 1, 02/05/24, 01:30 PM

BRKOPS-2032

3 Cisco Catalyst Center and ITSM Workflows: CMDB,
Incident Management and SWIM

Session Room A10, 02/06/24, 11:30 AM

DEVNET-2157

Cisco Catalyst Center-as-Code Network Compliance
Use Cases

DevNet Classroom 1, 02/06/24, 01:30 PM

BRKOPS-2471

Custom Workflows for the Cisco Catalyst Center
Integration with ServiceNow

Session Room A14, 02/08/24, 05:00 PM
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