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- How do | manage my complex, hybrid
networks with Catalyst Center?

- |s there any new Catalyst Center Physical
Appliance?

- How do | easily deploy Catalyst Center on
AWS and ESXi?

- How do | secure and manage my
deployments on AWS and ESXi?

- How does HA work with Catalyst Center on
AWS and ESXi?

- How do | migrate from Physical Appliance
to Catalyst Center on AWS?

- How do | backup my Catalyst Center and
restore if needed?
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About Shai..

20+ years of industry experience

« (Catalyst Center Product Manager
* Previously, | was a customer
 EX-Cisco Champion

« MBA+MSSE

« Lecturer @SJSU

Two truths and a lie

. Was a DJ

.l am a twin

. Coached football (not the American one)
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About Prabhiit..

12+ Years with Cisco

« 3+ Yearsin TAC

« 3+ Years in Solution Testing (4G/LTE,
VOLTE)

« 3+ Years as Cloud Engineer

« 5+ Years as a TME in SDA and Catalyst
Center

Two truths and a lie

. | started school when | was 2 years old

. | can ride a scooter with 5 people on it

c 1 SCO M./ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Catalyst Center adoption continues to grow
11K Devices added per day in last 12 months

1 2M Network Devices Managed 31 k Monthly Active Users

@ 50% Y/Y 8M APs | 3M Switches | 200k Routers | 89k WLCs @ 25% YIY includes 72% of Fortune 100!

5%5’ 200 Million ? Population of Brazil

Unique Monthly Clients 203 Million 2.5% of global population

‘6 Billion

Network Events analyzed weekly
with Al Network Analytics

©) 2 Billion

API Calls performed annually Nearly 64 calls per second
by customers

Nearly 10 million events per
second
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Virtual Appliance (VA) Accomplishments

vmware

Catalyst Center Catalyst Center
aWA'AS! on ESXI

Active Deployments Total Devices Active Deployments Total Devices

75 10,4006 130 19,440

WLC: 213 WLC: 265

65,753 AP: 7667 139,279 AP: 13,361




Catalyst Center
Options

cisco L{V&/




Catalyst Center Virtual Appliances

The new cool kids on the block!

aWws

» Supported Worldwide
No cost for software (SO PID)

Optional support can be purchased

Quicker time to value - =4 - Take advantage of your EDP

Deploy in 90 min

Scale parity with DN2-HW-APL(44 core Rt R mwa reﬁ

appliance): e A Customer-supplied on-premises
- 25,000 End points , server

- 1,000 switches , .
- 4,000 access points = — Customer-supplied VMware
- 1,500 sites == = ESa— ==t == license

- Clustering instances not supported

VM Requirement:

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Catalyst Center operational evolution

Scaling to meet your enterprise needs

with DNx-HW-
APL(44 core appliance)

_F _F Cf\) C/\) i” ‘j Vertical =
< T e e e
— === =
==L E=lu

IX-€
. dn 9|eos

- - **Future **Future
Physical appliances Virtual appliances Manager of Managers
Single HA cluster 3x scale
appliance With XL
Appliances
. **Future plans subject to change
cisco M_/
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Catalyst

Center platform system scale

As of 2.3.7.x

(Description

Medium appliance

Large appliance

Extra large appliance

DN2-HW-APL DN2-HW-APL-L DN2-HW-APL-XL 3 XL cluster Virtual appliance
Endpoints (concurrent) 25,000 40,000 100,000 300,000 25,000
Network devices 5,000 8,000 25,000 35,000 5,000
APs 4,000 6,000 13,000 25,000 4,000
Sites 1,500 5,000 10,000 10,000 1,500
Access control policies 25,000 25,000 25,000 25,000 25,000
Access contracts 500 500 500 500 500
( Per fabric site scale
Fabric nodes 500 600 1,200 1,200 500
VNs 64 128 256 256 64
IP pools 100 300 1,000 1,000 100
& Latency between DNAC to device: 200ms (RTT) >
c ! s co M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Appliance Licensing and Support Requirements

Perpetual Perpetual perpetual

Term Term Term

Mandatory Recommended Recommended

» Subscription Licenses are only attached to network devices (Switch, Router, AP, WLC) and
cover feature support on Catalyst Center. (PnP, Swim, Assurance...)

« Support for Physical appliances (SNTC) is mandatory at the time of purchase

» Support for VA appliances (SNTC) is recommended at the time of purchase (Infra Support)

Cisco M. BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Physical Appliance
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ROADMAPS AND TIMELINES SUBJECT TO CHANGE
ALL FUTURE DATES ARE FCS RELEASES AND SUBJECT TO CHANGE

Appliance Roadmap and Migration

CY23Q4 CY24Q1 CY24Q2 CY24Q3 CY24Q4
gz:zgrs ;‘»W 2.3.7.4 2.3.7.5 June Release
release '
DN3 C DN3-FCS DN3-Ship
_ DN2-Last Ship
DN2 DN2-EoS date

DN1-last SW

c 1 SCO M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



DN2/DN3 apphance comparison

DN2-HW-APL (44C) ~1KW 1,236.10871/hr
* 16238 2x22C @2.1/3.7Ghz, 2x140W, 256G RAM

DN3-HW-APL (32C) ~1.1KW 1,428.31 BTU/hr
.+ 16326 2x16C @2.8/4Ghz, 2x185W, 256G RAM

DN2-HW-APL-L (56C) ~1.2KW 1,485.358TU/hr
* 18280 2x28C@2.7/4Ghz, 2x205W, 384 RAM

DN3-HW_APL-L (56C) ~1.3KW 2,159.40 BTU/hr
16348 2x28C@2.7/4Ghz, 2x235W, 384G RAM

DN2-HW-APL-XL(1 120) ~2KW 2,573.32 BTU/hr DN3-HW-APL-XL (80C) ~1.9KW 2,107.36BTU/hr
« i8276 4x 28C@2.2/4Ghz, 4x165W, 768G RAM + i8380 2x40C @2.3/4Ghz, 2x270W, 768G RAM

Note: There is no scale difference between DN2 & DN3 appliances

Power, BTU and space savings




Deployment Steps

cisco L{V&/



Bring-up Cisco Catalyst Center On-premises

c ! sco M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Order and Wait for the Lead Time

Order Supply Shipping Datacenter

Chain

cisco L{{/&/
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DCOps

&

IT/NetOps

&

Lab Admin



Rack/Stack/Cable
Enterprise Port

10Gbps Interface 10Gbps Interface
Network Adapter 1 Network Adapter 4
OS Label# enp94s0f0 »  OS Label# enp94s0fl

a

Management Port

Internet Port

1Gbps Interface 1Gbps Interface

Network Adapter 1 1Gbps Interface

OS Label# enol Network Adapter 2
‘ g OS Label# eno2

c 1 SCO M./ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Switch Configuration for Cisco Catalyst Center

Enterprise
Port —

m—“-__lﬂ TenGi

Switch gL

Cisco Catalyst Center

dist-dc-01#config terminal
dist-dc-01(config)#interface tenGigabitEthernet 1/1/3
dist-dc-01(config-if)#switchport mode access _
dist-dc-01(config-if)#switchport access vian 99 _
dist-dc-01(config-if)#speed auto
Duplex Full
dist-dc-01(config-if)#mtu 1500
dist-dc-01(config-if)#no shut
dist-dc-01(config-if)#end

dist-dc-01#copy running-config startup-config

Cisco M- BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Maglev Config Wizard Steps

Space separated List of Virtual IPs, one for each
canf gured network: interface

BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Catalyst Center i
Virtual Appliance @ wodes
(VA) on ESXi

‘ Demo

cisco L{V&/



Why Deploy Catalyst Center on ESXi

v Operational flexibility and choice for customers

v No additional CAPEX associated w/ physical appliance

V Quicker time to value from weeks to 2 hours

v Using AWS and VMware’s native HA functionality

v Drive Sustainability

c 1 SCO M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Specifications, Features, and Scale

Specifications of

DNAC VM Specifications of Server Device Scale

) Inge-:??z\\//épu - vCenter and ESXi: 7.0.x
WIWEIEE |, o 256GB * Intel CPU 2.1Ghz and above + 25K End-points
Catalyst |, Sumaée'BTB * Hyperthreading enabled * 1K Devices
Center (CC) |, ' I .|+ RAM: 256 GB for VA « 4K APs
VA on ESxi || Storage Bandwidth: 180Mops (Bi~ . paip: Any as long as bandwidth |+ 2500 site elements

directional)

- I0PS: 2000-2500 and IOPS

Note: Make sure to reserve additional 8GB RAM for ESXi

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Things to Consider When Planning your
Deployment

Ease of Deploying Resources on ESXi HA with DRS

Am | going to fired for this? |

c 1 s co L‘V&~/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



How many of you
Bring up/Manage
VMware and ESXI
environment by
yourself?

Show of Hands E%
uscoé{/&/



Two Methods

Manual Mode
Deploy OVA on ESXi or
vCenter

9 Deploy using OVF Template

cisco L{V&/

BRKOPS-2521

Auto Mode
Cisco Launcher App

Verification of Resources

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Auto Mode
Cisco Launcher

ApP

cisco Li/&/



Why do | need Launcher App?

USER ACCOUNT SETTING!
Specify & new password for the ‘maglev’
user.,

Please use SHIFT for cnnluuum.
using CAPS LOCK may result In
NETHORK ADAPTER #1 (enterprise inconsistent md

» Indicates a mandatory fleld.
The wizard has discovered 3 physicel 4

nmnri mmtr(l) Installed on the Password generotion is optional, but
reconmended.

Verification of ESXi Resources g s

Enter the l\l!:ﬂ settings for the ist User 15 advised to

" 00750: 88 156rcred - 100 gt password with umuod onmu m
150:56:96:fcied - - enti o0 ]
networt,) . i reconmended secur ity

Recommended use: enterpeise network. Cautlon: Remenber generated password for
future log ins.

Headless Install

(Optional) Enter the netuork settings for
the 3rd network

or -

(00:50:56:96: 34142 - 100 ~ management
netuork) The controllen apoears to be behind s
network prowy.

Recommended use: nanagenent netuork
Phy Interdaces: ensi92

Note : During Netsork

requ 0 be
! 1 mmnuuum amu for netuory.
':‘I“ 811 NFS mount before network. netvork)/; proxy needs entered/updatad.
changes

DNS cont Lgurat fon for the cluster.
« Indicates » mandatory field.

c1sco '&_/




Why do | need Launcher App?

ARY

C

e e

Verification of ESXi Resources > e e

LTI LTI

LTI LTI

> e e

Headless Install mee

@ G

Central Location to Deploy multiple > W
D .

Catalyst Centers E— E—

LTI LTI

% Il eseor e

o
o
o

c 1 S co L‘V&~/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 3
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Pre-requisites to Auto Mode using Cisco Launcher

VMware Launcher App

Download OVA and Launcher App from Cisco.com

vCenter or ESXi

Create one or two networks (optional) for Catalyst Center

Create Resources - 32 vCPU, 256GB RAM, 3TB Storage

QLKL L

Decide to use Thick or Think Provisioning

Note IP Address of vCenter or ESXi to configure config.json file

Note IP Address for Catalyst Center, NTP IP, DNS IP

<L <

Note Proxy IP/URL to configure config.json file

Cisco M. BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



How does Launcher work?

Download Launcher Script on Linux,
Windows, or Mac

(Configure json file

vCenter/ESXi Host IP, Datacenter
Name, Datastore Name, Cluster Name

Path of Catalyst Center OVA

Catalyst Center IP, DNS IP, NTP IP,
Proxy IP/URL

NN N/ U AN AN

Deploy OVA and Headless Install of
Catalyst Center

cisco L{V&/

config.json
-

BRKOPS-2521

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



afraln
CIscO

Cisco Catalyst Center

The bridge to possible

Username

Password

c 1 sco M- BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Demo
Launcher App

cisco L{V&/




o%e I prabt — dnac@demo-vm: ~/test_build — ssh dnac@10.22.183.76 — 214x65
~ — dnac@demo-vm: ~/test_build — ssh dnac@10.22.183.76

~ — -zsh

dnac@demo~vm:~/test_build$

dnac@demo-vm:~/test_build$

dnac@demo~vm:~/test_build$

dnac@demo-vm:~/test_build$

dnac@demo-vm:~/test_build$ ls

LICENSE config.json config_template.json dnac-esxi-launcher ]Einlc—eui—lluncher—linux-ve.9.1063.ur log_config.json
dnac@demo-vm:~/test_build$§



Time Estimate for Auto Mode Deployment

Run the

Launcher Install
Config File Script VA Ready

l l

~ 60-90 mins

A
v

Note: Values are approximate and may vary due to factors like network speed, EXSi
resources, and connectivity

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Pre-requisites to Deploy using Manual Mode

VMware Catalyst Center

Download OVA from Cisco.com

vCenter or ESXi

Create one or two networks (optional) for Catalyst Center

Resources - 32 vCPU, 256GB RAM, 3TB Storage

QLKL L

Decide to use Thick or Thick Provisioning

Reserve IP Address for Catalyst Center

Note DNS IP Address, NTP IP Address, Proxy IP Address/URL

<L <

Catalyst Center CLI Maglev Password

Cisco M. BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Demo
Manual Mode

cisco L{V&/



Getting Started

LAUNCH VSPHERE CLIENT (HTML5)
Documentation

VMware vSphere Documentation Center

Copyright ® 1998-2022 VMware, Inc. Al rights reserved. This product is protected by U.S. and international copyright and intellectunl property laws. ViMware products are covered by
one or more patents listed at hitp://www.vmware Vitware is o registered trademark or trademark of Viware, Inc. in the United States and/or other jurisdictions. Al other

marks and names mentioned herein may be trademarks of their respective companies. Vilware products may contain individual open source software components, each of which has ts
own copyright and applicable license condtions. Please vist hitp.//www . vmware.comvinfo?id=1127 for more information

For Administrators

Web-Based Datastore Browser

Use your web browser to find and download files (for
example, virtual machine and virtual disk files).

Browse In the vSp y
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APIs for
managing VMware ESXI and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Browse objects managed by vSphere

Browse vSphere REST APIs

Download trusted root CA certificates




Time Estimate for Manual Mode Deployment

Maglev CLI _
Deploy OVA  Maglev CLI Inputs A\?ailable Install/Pre
manufacture VA
l eady

~ 60-90 mins

A
v

Note: Values are approximate and may vary due to factors like network speed, EXSi
resources, and connectivity

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Catalyst Center on AWS

cisco Li/&/



Deployment Overview

adWs

VPN-GW/TGW

Internet

o
f_Secunty ] Cisco IPsec Tunnel
 Group__ Subnets r?trly,:;(\/l |

Cisco Catalyst Center VA !ﬁ
// wterprise

\>

c 1 S CO M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




Deploy Anywhere in the World* - GeoDiversity

Available

® Coming Soon

High Availability Using AWS’s Native Features

Infrastructure availability from 99% to 99.99%.

cisco L{Vp/_/

®

Driving sustainability =2

GO GREEN WITH AWS:
CLOUD SUSTAINABILITY

Virtualization has long been recognized as a more sustainable method to run applications

Quicker Time to Value (Agility)

Deployment » aws
4 Automation

GF

BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



How many of you
Bring up/Manage AWS

environment by
yourself?

Show of Hands E%
uscoé{/&/



Things to Consider When Planning your
Deployment

Ease of Deploying Single Pane of Glass

Cisco L‘V&~/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Three Modes to Deploy CC VA on AWS

Auto Mode Manual Mode Manual Mode
(Cisco Launchpad  (CloudFormation (AWS
App) Template) Marketplace)

cisco Li/@/



Auto Mode
Cisco Launchpad App

cisco Li/&/




Why Deploy CC Using Launchpad?

Ease of Deploying Deploy AWS across the globe, VPC, Security Groups, VPN-GW, IPSec
AWS + CC Tunnel, GP3, SSD, S3, EBS, Deploy of CC Globally

B
Lambda
[Jll@

CloudWatch x -
¢ wosm ™ G
A v e
o
nt
I 0 | s WMok v st-Pod? o o i & 1
e . mow
x T §0.m as os
& Pe om )
v o® 2 nn
3 Y]
Insights Contg ow US-WestPodl-.. § & launchpad-Tlv... T &
CGW (Enterprise Firewall/ Settigs Hew 2 e
AWS Infrastructure Router) - | ot e ||y SRt
° »
e £
T e P S S ——

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Why Deploy CC Using Launchpad?

No Internet Gateway, Changes only by admin, IPSec or TGW attachments

ﬁms
S

i

f_Securlly ] Subnets \ C ilgl:;st
a
Gmup Center AMI

Cisco Catalyst Center VA

\>

cisco L{{/&/

IPsec Tunnel

BRKOPS-2521

A
wterprise /

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Why Deploy CC Using Launchpad?

Single Pane of Glass Manage AWS and Catalyst Center globally view dashboard

Concurrently

deploy around

the world in ~
/5 mins

Cisco M- BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Why Deploy CC Using Launchpad?

Observability CloudWatch to observe any changes/misconfigurations/alerts

CloudWatch Switch to your original interface
CloudWatch X yourens ©
Overview info o 3h 12k 1d w o Custom Clv| &
Favorites and recents »
Overview v v Actions ¥
Dashboards
» Alarms Ao @16 @s  Alarms by AWS service info Recent alarms info View recent alarms dashboard
b Logs - | - H - - - H
? Services M Inalarm 0 [ Insufficient data 5 [] 0K 16 Us-West-Pod1-... i A US-West-Pod1-... # A
. .
e € 0. ‘ ‘
b X-Ray traces Lambda | [ | © () 05 05
» Events veeven | o o StatusChedalled System o StatusChedkalled System
DynamoD8 | | @.® 2228 2228
» Application monitorin
" ! s X
> Insights Config | NGt US-West-Pod1-... i A  launchpad-11-v... i A
Settings New 2 8
Getting Started q —Ermors>=1 for 1 datapoint 80 CPUUtilization >= 80 for 1
0 79
22:28 2215

nified Settings [/ © 2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

c 1 SCO M- BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Why Deploy CC Using Launchpad?

Monitoring Global Alerts, Get SNS notification, Create RCA Bundles

Dashboard > CC-LONDON-01 (eu-west-2)

VA Pod Dashboard

Global Launchpad

@ dna-tme-user
878813814009 ~ VA Pod Details
VA Appliance_01

Environment Details

Region(s) 9 Active L
@ All ~ i= Trigger RCA VA Pod Name
CC-LONDON-01

@ View Details
Region

§ eu-west-2
7 vA Monitoring 17 Delete Catalyst Center

Availability Zone
eu-west-2a

[E] user Activities
AWS VPC CIDR
172.16.5.0/256

B settings

@n-Premises Connectivity

Transit Gateway (TGW)
(@) Help Center VPN GW

VPN Attachment

Customer Gateway (CGW)
New VPN GW

VPN Details

Customer Gateway IP
173.36.245.215

VPN Vendor
Cisco Systems, Inc.

Platform
ASA 5500 Series

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Where is it available?

Log into Launchpad via Cisco hosted
or Customer hosted container app

ur Cisco products

more out of your network

No Applications Activated

sccount o not have ary activat

REPOSITORY IMAGE 11

dockerhub. cisco, con/naglev-dacker/server 1998adbbedcc

dockerhub, cisco, con/naglev-docker/client 1. dedfeedssied

dockerhub. cisco. con/naglev—docker /server

dockerhub. cisco, con/magLev-docker/client fa4st2a3bald

docke rhub, cisco. con/nag Lev-docker/server 360244378 c04

dockerhub. cisco. con/maglev-docker/client  9.1.7-\ 741248692ac

docke rhub. ¢isco. con/magLev-docker/server 195711dcadee

dockerhub. cisco. con/naglev-docker/client 35223833d2c8

dockerhub, cisco. con/maglev-docker /server 8-latest 922806230626

dockerhub. cisco. con/maglev-dacker/client -1 111953433114

pbaggaPBAGGA-H-KIBV Down Load

PbaggagPBAGGA-M-KIBV Downloads &

PbaggagPBAGGA-H-KIBV Downloads & docker run ~d —p 80808980 —name

43469b708923d99¢52762253946022847256 7812668975099 605220dc {73346

PboggaGPBAGGA-H-KIBV Downloads &

PbaggagPBAGGA-M-K)8V Downloads &

pbaggaaPAACGA-M-KIEV Downl.

6804008b1695156120455bSd

PbaggagPBAGGA-H-KIEV Download:

Pbagga@PBAGGA-H-KJBV Downloads

JGOGPRAGGA-H-KIBY Downloads % docker ps
THAGE ComaD

server2

0ads % docker run —d —p 3081:3808 —nane client2 de3feedsSied
8846109b72400C306498b31520¢1 12242eb1d

s %
CREATED STATUS
dedfeedsSled  “docker-entrypoint.s." 4 seconds ago Up 3 seconds >3000/t
1998adbbedcc  “docker-entrypoint.s.*  About a minute age Up About a minute  0.0.0.9:8080->8080/t

pbaggas N
g ds %

cisco 2




How Does it work?

Log into Launchpad via Cisco hosted
or Customer hosted container app

Launchpad creates a VPC in your
AWS with security hardening

=-

Security Hardening




How Does it work?

C

Log into Launchpad via Cisco hosted
or Customer hosted container app

C

Launchpad creates a VPC in your
AWS

NN

C

Launchpad helps you Configure IPsec
Tunnel / connect to TGW

cisco W‘/

@ Configure the AWS
Enter EC2 and VPN Datal
@ Configure the On-Premises Tunnel

Endpoint

‘ Network Connectivity Check
Check IPse tumei connection

BRKOPS-2521

ity Check
Chacking for IPsec tunnel connectivity ..

as

IPsec Tunnel

CGW (Enterprise Firewall/

Router)

Waiting for the IPsec tunnel to come up.

x

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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IPsec VPN Configuration

o Kevl emable <outside. erfaces Enable Internet Key Exchange (IKE) Configuration
2&&3 kevl Eoﬁ‘cfzog“s e merace A policy is established for the supported ISAKMP encryption,

crypto ipsec ikevl transform-set ipsec-prop-vpn-06c14b5f0791af2f8-0 esp-aes esp-sha-hmac

crypte ipsec profile ipsec-vpn-06c14b5f8791af2f8-8
set pfs group2
set security-association lifetime seconds 36080

set ikevl transform-set ipsec-prop-ypn-08c14b5fA791af2f8-0

exit|
Change the <outside_interface> to Tunnel Interface
crypto ipsec df-bit clear-df <outside_interface> the name of your public-facing Configuration
interface

sysopt connection tcpmss 1379 : |

nameif Tunnel-int-vpn-06c14b570791af218-0

ip address 169.254.39.246 255.255.255.252

tunnel source interface =outside_interfaces

tunnel destination 3.189.148.185

tunnel mode ipsec ipwd

tunnel protection ipsec profile ipsec-vpn-@6c14b570791af218-0

- no shutdown
tunnel-group 3.109.140.185 type ipsec-I2| exit

tunnel-group 3.109.140.185 ipsec-attributes

crypto ipsec security-association replay window-size 128

crypto ipsec fragmentation before-encryption outside

ikevl pre-shared-key j[KBCORoyB3QPnr5GsPKvSdYbj.YP_olu

route Tunnel-int-vpn-06c14b5f0791af2f8-0 172.16.2.0 255.255.255.0 169.254.39.245 100

Static Route Configuration
c 1 SCO M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56




Choose Your Connection from AWS to On-premises!

o venew | New VPN GW + New TGW | BxisingTow
&

K

~
J
()

falk
L2l

venow

Note:
Existing TGW can have
attachments like IPSec
Tunnel, Direct Connect,
etc.

c 1 S co M./ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57




Supported Customer Gateway (CGW) Devices

Vendor Platform Software

Mikrotik RouterOS 6.44.3

Fortinet Fortigate FortiOS 6.4.4+ (GUI)
40+ Series

Palo Alto PA Series PANOS 7.0+

Networks

SonicWall NSA, TZ 0S 6.5

Sophos Sophos v19+
Firewall

Strongswan Ubuntu Strongswan 5.5.1+
16.04

Yamaha RTX Rev.10.01.16+
Routers

Vendor Platform Software
Checkpoint Gaia R80.10+
Cisco Meraki MX Series 15.12+
(WebUI)

Cisco ASA 5500 ASA 9.7+ VTI
Systems, Inc. Series
Cisco CSRv AMI [0S 12.4+
Systems, Inc.
Juniper J-Series JunOS 9.5+
Networks, Routers
Inc.
Juniper SRX JunOS 11.0+
Networks, Routers
Inc.

Note:

cisco L{Ko//

Link: https://docs.aws.amazon.com/vpn/latest/s2svpn/your-cgw.html

BRKOPS-2521
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How Does it work?

=
\m

Log into Launchpad via Cisco hosted
or Customer hosted container app

Launchpad creates a VPC in your
AWS

NN

Launchpad helps you Configure IPsec
Tunnel / connect to TGW

N

(Launchpad deploys CC VA in the VPC

c 1 SCO M- BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



.O

Cisco Catalyst Center is UP !

&t

y I[A

atfean]e.
CISCO

Cisco Catalyst Center

The bridge to possible

Username

Password
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Time Taken From O to 100...

Cloud
Open Backup VA VA Ready
VAPod  firewal VM Platform

60-75 mins

A
v

Note: Values are approximate and may vary due to factors like network speed, EXSi
resources, and connectivity
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Demo
Auto Mode
Launchpad App
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[ N 14 Cisco Global Launchpad X + v

€ > € 2 dna.cisco.com/valaunchpad/aw w w @ O S @ ¢ Paused

it DNA Portal VA Launchpad (Beta) R Prabhjit Singh v/

cisco

I}

ol I (| I I
C I S c o @ |AM Login O Federated Login

Global Launchpad Access key ID @

AWS Access Secret Access Key ®

Enter the AWS details to connect to your AWS account. SecretAccessikey

For more information, see https://docs.aws.amazon.com/general/latest/qr/aws-sec-cred-types.html

D Use MFA authentication ®




Manual Mode
CloudFormation
Template

cisco Li/&/



Steps to Deploy using Manual Mode

CloudFormation Template

Wl
cisco

Procucts 8 Sevces  Suwert  MowloBy  TemmkGets  Pues  Omgloyes o @ DO Q@

Software Download

O i \
=
Qomn ) RoesseVALsunchoad 1.04 Roated Links and Documenaion
ronerlmdiaiesomv
i o
o DA ot i P 1w
Lmpd s o e s coml Moot T iss kv swa
gt ko s ik it i s e
cooman:
Loetpad dutop takond s conanr. Roqredtoe 10D ki twa

Launchpad application through which user can do auto mode
deployment

Console Home ... hevet s swnen oeen | (I

Racently viited Welcome to AWS AWS Haslth

c 1 S co L‘V&. BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Steps to Deploy using Manual Mode

CloudFormation Template

VPC > YourVPCs ) wvpc-026581c8cc0257¢62

vpc-026581c8cc0257¢62 / pb-vpc-west

Details o

VPCID State DNS hostnames

O vpc-026581¢8cc0257¢62 © Available Disabled

Tenancy DHCP option set Main route table

Default dopt-085daf16a6a4cf200 rth-096afS5efabdObb1e6 / pb-route-table
Default VPC IPv4 CIDR 1Pv6 pool

No 192,168.0.0/16 Amazon @ Associated

Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID

ﬁ Disabled - (3 878813814009

Resource map CIDRs Flow logs Tags

Resource map infe

k
VPC  Show detalls Subnets (2) Route tables (1) Network connections (
Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other network
pb-vpc-west us-west-1¢ pb-route-table pb-internet-gw-west
pb-subnet-1c
@ Introducing the VPC resource X us-west-1a
- pb-subnet-1a

The new resource map helps
you visualize the resources in
veur VPC. It shows vour VPC.

ciIsco '&/
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Steps to Deploy using Manual Mode

CloudFormation Template

Subnet for
VA

ciIsco '&/

VPC > Subnets > subnet-Ob63cae571cb710e0

subnet-0b63cae571cb710e0 / pb-subnet-1a

Details

Subnet ID
P subnet-0b63cae571cb710e0

Available IPv4 addresses
O 249

VPC
vpc-026581¢8cc0257¢62 | pb-vpc-west

Auto-assign public IPv4 address
No

Outpost ID

Hostname type
IP name

Owner
(9 878813814009

Subnet ARN

@ arn:aws:ec2:us-west-
1:878813814009:subnet/subnet-
0b63cae571ch710e0

IPV6 CIDR
@ 2600:1f1c:cc2:11faz/64

Route table
rth-0f 1¢6 | pb-

Auto-assign IPv6 address
No

IPv4 CIDR reservations

Resource name DNS A record
Disabled

BRKOPS-2521

State
@ Available

Availability Zone
O us-west-1a

Network ACL
acl-0736e4d1eb66a8b7a

Auto-assign customer-owned IPv4 address
No

IPv6 CIDR reservations

Resource name DNS AAAA record
Disabled

1Pv4 CIDR
& 192.168.1.0/24

* Availability Zone ID

O uswi-az1

Default subnet
No

Customer-owned IPv4 pool

IPv6-only
No

DNS64
Disabled

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Steps to Deploy using Manual Mode

CloudFormation Template

Outbound Rules

Type Protocol Port Description
TCP Netconf 830 Cisco Catalyst Center uses NETCONF for device
inventory, discovery, and configuration
TCP SSH 22 Cisco Catalyst Center to SSH to network devices
Security ﬁ UDP DNS 53 Cisco Catalyst Center uses DNS to resolve
G hostnames
roup
UDP SNMP 161 Network device management and discovery
TCP HTTPS 443 Cisco Catalyst Center uses HTTPS for cloud-
tethered upgrades
UDP RADIUS 1812 Using external authentication with a RADIUS server
TCP Cisco ISE 5222,8910 Cisco Catalyst Center uses Cisco ISE XMP for
PxGrid
TCP Cisco ISE 9060 Cisco DNA Center uses Cisco ISE ERS API traffic

c 1 S co W. BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Steps to Deploy using Manual Mode

CloudFormation Template

Key pairs (1/7) o
‘ Q, Search
—| Name v | Type ¥ | Created
] CSR-5CI rsa 2022/04/19 16:10 GMT-7
ﬁ O dnac-key rsa 2022/06/08 15:34 GMT-7
. ] Launchpad-dnac-04-virtualdnac rsa 2022/07/28 21:22 GMT-7
Keypa Ir pb-vpc-key rsa 2022/08/12 23:57 GMT-7
O Launchpad-05-virtualdnac rsa 2022/08/17 21:10 GMT-7
O launchpad-07-virtualdnac rsa 2022/08/25 23:58 GMT-7
O launchpad-11-virtualdnac rsa 2022/10/03 17:17 GMT-7

c 1 S co L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Steps to Deploy using Manual Mode

CloudFormation Template

Details

VPN ID
(P vpn-0ba9B820429ebe0464

Transit gateway

VPC

Local IPv4 netwark CIDR
@ 0.0.0.0/0

Core network ARN

Tunnel details Static routes Tags

Connectivity
to On-prem

Tunnel state

Tunnel number ¥ Outside IP address ¥

Tunnel 1 52.8.213.39

Connectivity to O

n-prem

State
@ Available

Customer gateway address
@ 173.36.245.215

Routing
Static

Remote IPva network CINR
@ 0.0.0.0/0

Core network attachment ARN

Inside IPv4 CIDR v Inside IPv6 CIDR

169.254.75.8/30 -

Virtual private gateway
vgw-092d9¢1a894956ffb

Type
@ ipsec.

Acceleration enabled
(P False

Local IPv6 network CIDR

Gateway association state
@ associated

Z\ This VPN connection is not using both tunnels. This mode of operation is not highly available and we strongly recommend you configure your second tunnel.

Status ¥ Last status change

Customer gateway
cgw-09112073d7e107e4

Category
@ vPN

Authentication
Pre-shared key

Remate IPv6 network CIDR

Qutside IP address type
(P Publicipvd

v Details ¥

@up February B, 2023, 21:18:55 (UTC+01:00) -

Note: Connectivity types includes IPsec Tunnel, SD-WAN, Direct Connect, Co-lo, etc.

cisco L{V&/
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Steps to Deploy using Manual Mode

CloudFormation Template

Type Protocol Port Description

TCP Netconf 830 Cisco Catalyst Center uses NETCONF for device
inventory, discovery, and configuration.

TCP SSH 22 Cisco Catalyst Center to ssh to network devices

UDP DNS 53 Cisco Catalyst Center uses DNS to resolve
hostnames.

UubP SNMP 161 Network device management and discovery.

TCP HTTPS 443 Cisco Catalyst Center uses HTTPS for cloud-
tethered upgrades

UDP RADIUS 1645,1812 Using external authentication with a RADIUS server.

TCP Cisco ISE 5222,8910 Cisco Catalyst Center uses Cisco ISE XMP for
PxGrid.

TCP Cisco ISE 9060 Cisco Catalyst Center uses Cisco ISE ERS API traffic.

Note: These are a subset of all ports needed. Check the entire list from this link.

cisco L{{@/

BRKOPS-2521
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Steps to Deploy using Manual Mode

CloudFormation Template

EnvironmentName
String that will be prefixed to AWS resource names

| ciscolive

PrivateSubnet11D
VPC Subnet to use for Cisco DNA Center

| subnet-Ob63cae57 1cb710e0 v

SecurityGroup

Security Group to Attach to Cisco DNA Center

| 5g-0d51ad1359a29d79b v
pair

SSH Keypair for Cisco DNA Center

| Select AWS:EC2::KeyPair:KeyName v

Cisco DNA Center Configuration

DnacinstancelP
Cisco DNA Center IP Address

| Enter String

DnacNetmask
Cisco DNA Center Netmask

| Enter String

DnacGateway

Cisco DNA Center Gateway Address
| Enter String

DnacDnsServer

Enterprise DNS Server
I

ciIsco '&/
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Steps to Deploy using Manual Mode

CloudFormation Template

cisco L{V&/

Cisco DNA Center Configuration

DnaclnstancelP
Cisco DNA Center IP Address

192.168.1.20

DnacNetmask

Cisco DNA Center Netmask
255.255.255.0

DnacGateway

Cisco DNA Center Gateway Address
192.168.1.1

DnacDnsServer
Enterprise DNS Server

1044810 |

DnacPassword
Cisco DNA Center Password

Enter String
DnacFQDN
Cisco DNA Center FQDN

Enter String

DnacHttpsProxy
Enterprise HTTPS Proxy (optional)

Enter String

DnacHttpsProxyUsername
HTTPS Proxy Username (optional)

|_Enter Strina

BRKOPS-2521
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Cisco

Catalyst Center is UP !l
‘u N\

atfeen],
Cisco

Cisco Catalyst Center

The bridge to possible

Username

Password
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Demo
Manual mode

Cata%nter
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Demo

Manual Mode
CloudFormation
emplate
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& @ software.cisco.com

VA Launchpad 1.0.4 Filo Information Rolease Date

sunchpad desktop fronter ervice tainer. Required f¢ !
Launchpad application through which user can do auto mode

eployment

aunchpad de p backend service conta equire r !
) hpad apg g f ¥ ! 3 f Je

feployme

By continuing to use our website, you acknowledge the use of cookles

Size

Contacts Feedback Help Site Map Terms & Conditions Privacy Statement Cookie Policy

Trademarks

00000



Manual Mode with
AWS Marketplace

Cata%nter
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Steps to Deploy using Manual Mode
AWS Marketplace

VPC, Security Groups, VPN-GW, IPSec
Tunnel/Connectivity

AWS Marketplace - Cisco DNA Center

Launch with EC2 Select VPC, Security Groups, Keypair, IP Address

it ?r']oggzconﬁg Catalyst Center IP, DNS, NTP, Proxy
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Demo
AWS
Marketplace
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Services Q Search

Console Home i

i Recently visited info

S AWS Marketplace Subscriptions &

s3
CloudWatch

IAM

1B B @

EC2

CloudFormation

VPC

View all services

[Option+S]

AWS Private 5G

CloudFront

Support

i Welcome to AWS

Getting started with
AWS [2

Learn the fundamentals and
find valuable information to
get the most out of AWS.

Training and
certification [

Learn from AWS experts and
advance your skills and
knowledge.

What's new with AWS? [4

Discover new AWS services,
features, and Regions.

Q @ @ London ¥

Reset to default layout

+ Add widgets

¥ AWS Health info
Open issues
0 Past 7 days

Scheduled changes

4 Upcoming and past 7 days

Other notifications

4 Past 7 days

Go to AWS Health

¢ Build a solution info

Start building with simple wizards and automated workflows

=] Launch a virtual machine
With EC2 (2 mins)

Register a domain
With Route 53 (3 mins)

—-
aws.amazon.com/.../how-to-accelerate-interface-development-with-skuid-no-code-studio-on-a

Start migrating to AWS
With AWS MGN (2 mins)

Host a static web app
With AWS Amplify Console (2 mins)

i Recent AWS blog posts

Info

End-to-End Observability
for SAP on AWS : Part 1
Overview [4

© 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms

¢ Explore AWS info

AWS Support [
Save time and move faster with expert
guidance and assistance.

AWS Support 3

dna-tme-user @ 8788-1381-4009 v

Cookie preferences




How to Deploy Catalyst Center on AWS

Cisco Launchpad

Ease of Deploying

AWS + CC

Single Pane of
Glass

Security

Observability/
Serviceability

NFS Server

Time Taken

cisco L{V&/

App
(Auto Mode)

Launchpad creates AWS Infra
Launchpad Installs Catalyst Center

Launchpad helps Deploy Globally
Launchpad helps Manage Globally

Launchpad creates Security Groups
Launchpad creates Audit Role

Launchpad Creates CloudWatch
Launchpad - RCA - AWS and CC

Launchpad brings up Cloud NFS
VM

Quick Time to Value
75 mins + Firewall Ports

CloudFormation

Template
(Manual Mode)

Manual Creation of AWS Infra
Manual Creation - Catalyst Center

Does not exist
Through AWS Console

Manual creation of Tunnel
Manual creation of Security Group

Manual creation of Alerts
Manual Troubleshooting of AWS

Manual creation of NFS Server

Days to weeks

BRKOPS-2521

aWs

AWS Marketplace

(Manual Mode)

Manual Creation of AWS Infra
Manual Creation - Catalyst Center
Insert Cloud Init Config

Does not exist
Through AWS Console

Manual creation of Tunnel
Manual creation of Security Group

Manual creation of Alerts
Manual Troubleshooting of AWS

Manual creation of NFS Server

Days to weeks

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 82
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Transit Gateway Attachment

Cisco on AWS - End to End Possible!

aws us-west-1

N——
Catalyst Center VPC Cisco ISE VPC

3l Catalyst Center i) Cisco ISE

a_ P
D
Z,
- ~ S ™
Meraki/C8K — SD-WAN P A~
O—O, —0
&l C8000v / vMX
@ o =
TG Route Table
> =
FW/Router > e
Transit
Gateway

!

&) =)
k CO rporate j Cisco Spaces VPC Controller VPC

Neoetwork

@ Cisco Spaces Connector
_ -
Connection Types: IPsec CCL CCL
Tunnel, SD-WAN

cisco W‘/
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How many of you
would like to deploy
multiple Cisco
Products as a solution
stack on AWS?

Show of Hands Wb
uscoé{/&/



Enterprise @ Geckup & Restore

Readiness @ High Availability (HA)
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Backup/Restore

cisco L{V&/



Backup & Restore across all Form Factors

aWs

N

Physical VA on AWS
Appliance

........
s

Y

Same method
» Backup on NFS Server
Restore on Physical

» Same as Physical Appliance
> NFS can be on AWS Cloud or
» On-premises

A\

Appliance

Y VYV

vimware:

VA on ESXi

New

Using Physical Disk of ESXi
server

Data Retention

NFS Server also supported

Need to be same Catalyst Center version for Backup & Restore



Steps to Create Backup/Restore on ESXi

Select Hard Disk as
New Device

This is the Disk where
Backup will be stored

c1sco '@/

Edit Settings

Virtual Hardware

CPU

Memory

Hard disk 1

Hard disk 2

Hard disk 3

SCSI controller 0

Network adapter 1

Network adapter 2

Video card

VMCI device

Other

VM Options

294921875

LSI Logic Parallel

VLAN148 v

VM Network ~

Specify custom settings

Additional Hardware

ADD NEW DEVICE ¥

Disks, Drives and Storage

Existing Hard Disk
RDM Disk

Host USB Device
NVDIMM

CD/DVD Drive
Controllers

NVMe Controller
SATA Controller
SCsI Controller

USB Controller
Other Devices

PCl Device

Serial Port
Network

Network Adapter

CANCEL “

BRKOPS-2521
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8

8




Steps to Create Backup/Restore

Allocate Space for
this new Disk

Edit Settings

Virtual Hardware

CrPU

Memory

Hard disk 1

Hard disk 2

Hard disk 3

DNA484

VM Options

550

2294921875

ADD NEW DEVICE »

@

cisco é{/@/

Hard disk 4

300

SCSl controller O

Network adapter 1

Network adapter 2

Video card

VMC| device

Other

LSl Logic Parallel

VLAN148 ~

VM Network ~

Specify custom settir

Additional Hardware

gs v

Connected

Connected

BRKOPS-2521
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Steps to Create Backup/Restore

ettings | System Configuration

CERCe) Backup Configuration
RO

Physical Disk Cisco DN,

disk to the Virtual Machi

provides an option to mau
utomation backups. Note: Physical Disk option

rt Account
Network File System (NFS) ates th
remate server. Each backup y stored using

nformation about the remote se irements ackun Server Requirements listed in

M O u nt Path iS E m pty D:jwr;:lq:g.mn Meode . the Ac or Guide. Backup Server Requirements

© Physical Disk Wiew NFS | Add NFS

before Creating New -

SHMP

backup files ste them to &
Smart Licensing

1 the UUID as the directary nama. For

CMP Ping

sco Al Analytics
Destinations
ChX Servers/Cisco Spaces

nd Policy S

c1sco '@_/
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Steps to Create Backup/Restore

Settings | System Configuration

Cisea Ascounts Backup Configuration

PnP Connect
Physical Disk Cisco DNA Ce Virtual F an optio
isco.com Credentials disk to the Virtual Machine for Assurance Automation backups. Note

is anly supportad for single node Virtual Mach
Smart Account
Network File System (NFS) Cisco DNA Center creates the backup files and posts them to a
Licensing remote server. Each backup is uniquely stored using the UUID as the directory na
Information about the remote server requirements, see Backup Server stec
SSM Connection Mode the Administrator Guide Backup Server Requirements:
Mount Path Shows Y @ PrysicalDiek O NFS  View NES | Add NFS
. nage Distribution Servers — el L TR
th e N eW D | S k PriP Device Authorization mks-managed-28278cce-5780-4b15-9179-328848b92892 v Used size : 28 KB
Mount point : jdata/externalfdisk-28278cce-
5780-4b15-9179-329848092892

Jevice Controllability

Network Resync Interval

SNMP

CMP Ping

Device EULA Acceptance

Device Prompts

Configuration Ar

External Services
Cisco Al Analytics
Jestinations
CMX Servers/Cisco Spaces
Authentication and Policy Servers
ntegrity Verification

vManage

Cisco &_ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public &




Steps to Create Backup/Restore

"& Edit settings - GA237 (ESXi 6.7 virtual machine)

5 I o |

[ £ Add hard disk I ‘B, Add network adapter E Add other device

i ]

. . . _ hardisk —
Create Existing disk = ’

Cisco
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Steps to Create Backup/Restore

"& Edit settings - GA237 (ESXi 6.7 virtual machine)

£ Add hard disk ‘S, Add network adapter E Add other device

3 CPL o

New disk added

Cisco

BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public g8



Steps to Create Backup/Restore

7

<Before rebooting VA )

Cisco



Steps to Create Backup/Restore

d bac = t nfia 3t
. Sy Contiguration Backup Configuration
Sackup Configuratior

<After rebooting >

Cisco
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Steps to Create Backup/Restore

‘ Backup & Restore ®
2 ) 74 GB 20.2 GB

Back files from other
VA

cisco L{V&/



High Availability (HA) ~ &
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How does HA work in Physical Appliance?

Catalyst Center Cluster

Catalyst
Center 1

Maglev

Cisco Catalyst Center
Services

Service A

Catalyst
Center 2

Maglev

Catalyst
Center 3

Maglev

Cisco Catalyst Center
Services

Service A

Cisco Catalyst Center
Services

Service A

___ senicec |

When a service fails on
one node, Cisco
Catalyst Center starts
the service on one of the
other two cluster nodes

cisco Li%o/‘/

BRKOPS-2521
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How does HA work in AWS?

Using AWS’s Native HA Capabilities
Infrastructure availability from 99% to 99.99%.

aws \
N’

o N\ Multiple DCs
4 I - /

AZ-1
/ \ a )
Redundant Infrastructure
EC2 . S

\ DC1 DC2 /

& 2

Cisco M./ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 99




How does High Availability work in ESXi?

vSphere’s Distributed Resource Scheduler

(DRS)
( ) Enabled enabled on vCenter
Cluster ESXi Hosts
Resources Check
vMotion
Migration Options :
X J wok— Shared Storage

Cisco L‘V&~ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



Steps to Create HA for VA on ESXi

New Cluster Basics
. Location Efl DC-lab3-2

@ vsphere DRS

Creating New Cluster @ vsphere Ha

VSAN

These services will have default settings - these can be changed later in the Cluster Quickstart workflow.

D Manage all hosts in the cluster with a single image (@)

CANCEL NEXT

cisco L{{/&_/ aeoes 2o © 2020 Cconiloniestiaes ALigta csenes Cacopiblc o]



Steps to Create HA for VA on ESXi

vSphere Client O\

[ HA-ESXi | iacrions

Summary Monitor Configure Permissions

Hosts VMs Datastores Metw:

Add ESXi hosts to the cluster

[ 17228.55m

[ 1wz.2s.580n

172.29.59.113

& DNAC-RC

172295970 Related Cbjects

Datacenter [ pe-lab3-2

Cluster Services

Custom Attributes

Attribute

comymwaraveanter.clusteredrs. upgradeHostAdded

cisco L{{/&/

BRKOPS-2521
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Steps to Create HA for VA on ESXi

3

® I HA-ESXi AcTions

Summary  Monitor  Configure  Permissions  Hosts  WMs  Datastores  Networks  Updates

Services vSphere HA is Turned OFF

Setup HA vSphere

vSphere Cluster Services

Datastore:

cisco M-/ BRKOPS-2521 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 103




Steps to Create HA for VA on ESXi

Edit Cluster

4

(Enabling the vSphere HA)

cisco é{/@/




Steps to Create HA for VA on ESXi

Host Failure Response

Response for Host Isolation

(N ()

Datastore with PDL

(o

Datastore with APD

VM Monitoring

AV

U\ N

cisco é{{/&_/

Edit Cluster HA-ESXi

Settings

vSphere HA ()

Failures and responses  Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are
supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitoring O (@D

Host Failure Response Restart VMs v

Response for Host Isolation Disabled v

Datastore with PDL Power off and restart VMs v

Datastore with APD Power off and restart VMs - Conservative restart policy v

VM Monitering Disabled ~

CANCEL n




Steps to Create HA for VA on ESXi

vSphere HA is On

Cisco

.&‘/

wSphere Client
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Catalyst Center Resources

Installation Guide - 2.3.5, RN -235 FAQ http://cs.co/catalyst-center-
2.3.7 RN-237.4 youtube
Admin Guide - 2.3.5, 2.3.7

User Guide - 2.3.5,2.3.7

Deployment Guide - 2.3.5 RN -2.35 FAQ http://cs.co/va-launchpad
Admin Guide - 2.3.5 http://cs.co/va-manual
Ordering Guide http://cs.co/va-landingpage
http://cs.co/va-blog1
Deployment Guide - 2.3.7.3 RN -2.3.7.4 FAQ http://cs.co/catalyst-center-
Admin Guide - 2.3.7.4 youtube
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/install_guide/1stgen/b_cisco_dna_center_install_guide_2_3_5_1stGen.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-7/install_guide/2ndgen/b_cisco_dna_center_install_guide_2_3_7_2ndGen.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/admin_guide/b_cisco_catalyst_center_admin_guide_237.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-platform/2-3-5/user-guide/b-dnac-platform-ug-2-3-5.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-platform/2-3-7/user-guide/b-dnac-platform-ug-2-3-7.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/release_notes/b_cisco_dna_center_rn_2_3_5.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/release_notes/b_cisco_catalyst_center_237_release_notes.html
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-faq-cte-en.html
http://cs.co/catalyst-center-youtube
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/aws/deploy/b_cisco_dna_center_on_aws_deployment_guide.html
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/dna-center-virtual-appliance.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/catalyst-center-va/aws/release-notes/Launchpad_1_7/b_release_notes_cisco_catalyst_center_va_launchpad_1_7.html
https://community.cisco.com/t5/networking-knowledge-base/faq-catalyst-center-va-on-aws/ta-p/4732759
http://cs.co/va-launchpad
http://cs.co/va-manual
http://cs.co/va-landingpage
http://cs.co/va-blog1
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/esxi/2-3-7/deployment-guide/b_cisco_dna_center_2373_on_esxi_deployment_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/catalyst-center-va/esxi/2-3-7/Admin_Guide/b_cisco_catalyst_center_va_esxi_admin_guide_2374.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/catalyst-center-va/esxi/2-3-7/rns/b_rns-catalyst-center-esxi-2374.html
https://community.cisco.com/t5/networking-knowledge-base/cisco-catalyst-center-va-for-esxi-faq/ta-p/4910122
http://cs.co/catalyst-center-youtube

Collaterals, Videos, and other Resources
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Cisco DNA Community
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https://www.youtube.com/channel/UCSyV6GuKZvmAHndJkDg8_8A
https://github.com/cisco-en-programmability
cs.co/dnacenter
https://community.cisco.com/t5/cisco-digital-network/bd-p/discussions-dna
https://developer.cisco.com/dnacenter/
http://cs.co/catalyst-center-youtube
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