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By Way of Introduction ...

| am a Distinguished Engineer in the Cisco Transformation team,
and have been with Cisco for 24 years.

| work primarily with large, high-performance Enterprise network architectures,
designs, and systems. | have over 39 years of experience with designing,
implementing, and supporting solutions with many diverse network technologies.

| have a strong background in, and focus on, customer requirements,
and integrating these into the products and solutions Cisco builds.

| have a special interest in Flexible Hardware, Network Fabrics,
End-to-End Assurance & Analytics, and ML/AI for Networking.

Dave Zacks
Distinguished Engineer

CISco M/ dzacks@cisco.com @DaveZacks |




Automate

By Way of Introduction ... Your

¢ Network

Irtroducing the Modzm Approach to brkerprise Network
Neanogement

John W Capobianco

| am a Technical Leader in the Cisco Machine Learning / Al
team. | have 20+ years experience in the IT industry, and most
recently before Cisco worked as a network architect for

the Canadian Parliament.

| have previously presented on both network automation

(at Cisco Live 2015), Ansible (2015 - 2019), and last year
on Al and LLMs at Cisco Live and other events worldwide.

| have a self-published book “Automate Your Network”,
available on Amazon (2019).

John Capobianco
Technical Leader

johcapob@cisco.com




« Introduction -
ML/AI, GenAl, Neural Networks,

Transformers ...

- Where is Cisco using Al?
- Enterprise Networks
- Collaboration

- Security
- Building Networks for Al/ML

- Leveraging LLMs for Networking
- What are LLMs?
- How do LLMs Work?
- Demo Time!

- Conclusions
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The world has gone crazy for Generative Al!

Write, Debug, and Explain Code — Write Poetry — Write a Resume —
Create a Clever Story — Do Homework — Design New Recipes —
Plan Your Vacation — Help You Learn — Draw Pictures — Compose
Music — Answer General Knowledge Questions — Much More!

cisco M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Writing Jokes (good and bad ones)

cisco L{{@/

n tell me a new joke about the summer olympics

Why did the runner bring a ladder to the Summer Olympics?

Because they heard the competition was on a whole new level!

0 B

tell me a joke about the summer olympics in the style of Albert Einstein

"Why did the photon refuse to compete in the Summer Olympics?

Because it didn't want to be weighed down by mass and preferred to move at the speed of

light, where time dilation makes every event feel like a lifetime!"

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Drawing Things
(drawn using
OpenAl’s DALL-E2)

@ DALLE History Collections

Edit the detailed description

Albert Einstein competing at the Olympics, digital art

Note: Dall-E is based on a 12-billion-parameter version of GPT-3
c 1 SCO M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Writing Blogs and RFP Responses

‘il Cisco Enterprise Chat Al - powered by Azure OpenAl API.

CIsCo

. Help me write an RFP response why a customer would choose DNA Center

@ Dear [Customer], [ﬂ

Thank you for the opportunity to respond to your Request for Proposal (RFP) regarding the
selection of a network management solution. After carefully evaluating your requirements

and considering various options, we believe that Cisco DNA Center is the ideal choice for
your organization. Allow us to present why a customer should choose DNA Center:

1. Unified Network Management: DNA Center offers a centralized platform to manage your
entire network infrastructure, including wired and wireless devices, from a single interface.
This unified approach simplifies network operations, reduces complexity, and enhances
overall efficiency.

2. Intent-Based Networking (IBN): DNA Center is built on the principles of Intent-Based
Networking, enabling your organization to define business policies and objectives rather
than manually configuring individual devices. By aligning your network operations with

c 1 s co M./ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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0.8

04-
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Coding, displaying output, debugging,

explaining code

Sigmoid Function and Its Derivative

0.0-

= Sigmoid Function
Sigmoid Derivartive
=05
-10.0 -7.5 -5.0 -25 0.0 25 5.0 75 10.0
x

using python, plot the sigmoid function from x=-10 to x=10. On the same plot, show the first
derivative of the sigmoid function.

Sure, | can help you with that! You can use the “numpy " library to calculate the sigmoid
function and its derivative, and the "matplotlib- library to create the plot. If you haven't

already, you'll need to install these libraries using the following command:

bash ) Copycode

pip install numpy matplotlib

Here's the code to plot the sigmoid function and its first derivative:

python

numpy np
matplotlib.pyplot plt

(x):

/ (1 + np.exp(-x))

- sigmoid(x))

sigmoid(x) * (

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Writing Automation Code for Your Network

cisco  Cisco Enterprise Chat Al - powered by Azure OpenAl API.

R can you write a python script to add a VLAN and SVI to a catalyst switch using the python
library paramiko?

@ Certainly! Here's an example Python script that uses the Paramiko library to add a VLAN and [E]
SVI (Switched Virtual Interface) to a Cisco Catalyst switch:

import paramiko

# Define the switch connection details
hosthame = 'your_switch_hostname'
username = 'your_username’

password = "your_password'

# Define the VLAN and SVI details
vlan_id = "1@’
vlan_name = 'VLAN1O®'

i_ip = '192.168.1.1°'

c ! s co M- BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11




A Short History of GenAl e e Feb 24

| Meta
I launches
1
Microsoft invests LLaMA
Initial Investors (US$1B) U\IS$ZB in é)p\)/enAl : :
Elon Musk, Sam Altman (CEO), GPT-3 i : Jan 2023
AWS, Infosys, YC Research Launch , Goodle ! Microsoft |
| (175B parameters) ! 9 , invests |
: , ' announces | US$10B i
! i | LaMpDA 2 i , |
| 1 1 1
| | : : Nov : ! |
1
2015 | 2017 2019 : 2021 L2022 . ! !
O-0—0O O—0O OO—O0—0O0—0—00—0O0—
| | | 2020 | May ' pec | |
I 2022 1 2022 1 1
: : ! . | , :
: : : : | ! Feb 1, 2023
: Attention is : : : : ChatGPT Pro
I all you need I I I I $20/month
- - - L] . I - -
Open Al Published jic 550t invests DALL-E Public | subscription
Founded US$1B Launch Launch
GPT-3.5 Jan 2023
(ChatGPT) 100M Users

Launch + 2 months
cisco Lz{@_/ 12
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Al encompasses the whole

world of ML and Deep An Al technology where
Learning the rules are not set in the

/ program, but are learned

Artificial Intelligence while the program is used

Machine Learning

A form of ML that uses

Deep Learning NeuNraI Lealzning
etworks
Generative Al
A powerful

mechanism that allow
neural networks to

learn language and
generate content

Language
Models



Built upon Deep Learning / Neural Networks

Neural networks have
become the cornerstone of
most modern Al systems

Exceptionally good at image
analysis, next-word
prediction, speech analysis,
and much more

Heavily reliant on GPUs
(good for Nvidia)

cisco é{/@/

Input Layer

Artificial Neurons
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Geoffrey Hinton - the “Godfather” of Deep Learnlng

-

¥ 31

(Photo by Johnny Guatto / University of Toronto)
cisco M/
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From Word Prediction to Generative Al
How did we get here?

Google

ot 2 x| 4 @ Simple Recurrent Neural

o o ity ) Networks (RNNs) assign a
telus home security Telus MOblIlty S—

) probability to all of these
o S words, with highest

telus internet

s customer sevic nums saamore > probability ranked first

telus black friday

telus internat plans

telus stock price

cisco M./ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



The Paper that Changed the World

Attention Is All You Need

Ashish Vaswani® Noam Shazeer* Niki Parmar” Jakob Uszkoreit*
Google Brain Google Brain Google Research Google Research
avaswani@google.com noam@google.com nikip@google.com uszdgoogle.com

Llion Jones* Aidan N. Gomez* | Eukasz Kaiser*
Google Research University of Toronto Google Brain
1lion@google.com aidan@ics.toronto.edu lukaszkaiser@igoogle.com
Illia Polosukhin® *

illia.polosukhin@gmail.com

Abstract

The dominant sequence transduction models are based on complex recurrent or
convolutional neural networks that include an encoder and a decoder. The best
performing models also connect the encoder and decoder through an attention
mechanism. We propose a new simple network architecture, the Transformer,
based solely on attention mechanisms, dispensing with recurrence and convolutions
entirely. Experiments on two machine translation tasks show these models to
be superior in quality while being more parallelizable and requiring significantly
less time to train. Our model achieves 28.4 BLEU on the WMT 2014 English-
to-German translation task, improving over the existing best results, including
ensembles, by over 2 BLEU. On the WMT 2014 English-to-French translation task,
our model establishes a new single-model state-of-the-art BLEU score of 41.0 after
training for 3.5 days on eight GPUs, a small fraction of the training costs of the
best models from the literature.

cisco L{V&/

In 2017 a revolutionary paper
by researchers at Google and
the University of Toronto
introduced a new architecture
that gave birth to the world of
Generative Al

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Transformers - the Secret Sauce of GenAl

The transformer’s self-attention mechanism allows the system to grasp
deep meanings of not just words, but sentences, paragraphs, whole stories

Input

Transformer

Decoding
Component

Output

c 1 s co M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



ChatGPT is King of the Hill (for now)

Runs on the worlds

5th Largest

Supercomputer Current estimated 1Q
(Housed in an Azure Data Center) of ChatGPT

147

cisco L&V&/ BBBBBB -2583



Microsoft is Deeply Invested in OpenAl

(currently S13B)

b - £ {af L 1] azure.microsoft.com # ()] + O
||

] Azure Explore~ Products~ Solutions~ Pricing~ Partners~ Resources

Home / Blog / Announcements

General availability of Azure OpenAl
Service expands access to large,
advanced Al models with added

enterprise benefits
Posted an January 16, 2023 o OG

Eric Boyd, Corporate Vice President, Al Platform

CIsCcO L&V&/ BRKOPS-2583

A\ Subscribe

Explore

See where we're heading. Check
out upcoming changes to Azure
products

Azure updates

Let us know if you have any
additional auestions about Azure

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Google is responding with “Bard”

m - < faf L] abe.retas 3 @ + B

Waral Clawew: Anlbecpe s e lu Couiil || Sug | S & DO oy renabe A assh e s o bzl s SR T G Bang i T i s angioe sy - A3 e

9
BINEWS e

JustIn Watch Live Caronavirus Politics  World Business  Analysis Sport Science Health Arts

place in WA for a fire at Cowderup in the Shire of
Ravensthorpe. Keep up to date with ABC Emergency

Google reveals Al search tech Bard, Top Stories
as Microsoft adds ChatGPT to Bingin o orie covbrouacems
the fight for search engine within  fortnight
supremacy Bruce Lehrmann lodges defamation

cases against two media companies
By Tom Williams
Posted Bh ago, updated 8h ago ‘Great anxiety' as interest rates climb

to 3.36 per cent, with RBA flagging
more rises to come

Toll surpasses 5,000 in Tirkiye and
Syria as rescuers battle through snow
and rain to reach survivors

c ! s co M. BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS is Responding with Anthropic Claude

cisco éd/a_/

CmBUSlNESS Markets Tech Media Calculators Videos

Amazon invests up to $4 billion in Anthropic
Al in exchange for minority stake and further
AWS integration

By Brian Fung, CNN

@ 2 minute read - Updated 9:55 AM EDT, Mon September 25, 2023

Claude in Beta, now
uvoi\oble!

A

1y assistant. Fast capablé,
gt fov o

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Fun fact:

Anthropic Claude is named
after American inventor
Claude Shannon, pioneer
of information theory,
inventor of the
microprocessor, binary
communication, and the
ancestor of IBM Deep Blue

cisco Li%o/‘/

BRKOPS-2583

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Overview -

Where is Cisco
Using Al/ML in
Products Today?

cisco Li/&/



Artificial Intelligence & Cisco

_ _ Providing Cisco products
Using Al to improve to enable Al

Cisco products & services

c 1 S c o W. BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Let’s Start with Al In
Enterprise Networks

CISCO M‘/ BBBBBB -2583



Reducing Events to only Relevant Anomalies

Issues generated for 11
customers over 3-month
period

The core challenge is to turn a potentially LARGE number
of statistical / model anomalies into a SMALL number
of relevant anomalies for the user

1192
Anomalies
detected
with context

aware . . .
baselining - Select anomalies more likely relevant (existence of

root cause, impact measurability,
transient/persistent, ...)

ML Models: model type and architecture, parameter
optimization (e.g. sensitivity)

Potentially reinforcement learning
(adapting type of anomaly liked by the user)

98%
Reduction
in Alerts

c 1 S co M- BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Al-Powered Wireless Analytics

Cisco

.&/
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Al-Enhanced RRM

Catalyst’s Al-Driven RRM solution

Deep RF visibility & advanced control Proactive optimizations for all deployment sizes

/ N [ 2\

&

Al Cloud
Al-Enhanced RRM algorithms

Actionable @ —
insights -base!
9 Anonymized @ data and
RF data P ¢ events
R |/| || Cisco DNA Center @ RRM control
T Center
Assurance and Automation populated
f— o J
' @ @ Decisions
RF data 4 R \Clg”g%‘ggd
@ Network infrastructure - <+ DNA Center
[E——— — Automation
= Catalyst® 9800 controller

Wave 2, Wi-Fi 6/6E APs
. o J
* Exceptional Al-Enhanced
wireless experience!

=
N
[ ]

c 1 SCO M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




Al-Enhanced RRM in Action
Cisco Impact 2022

RfME)han:.]esl I, 3E2EETRN W ey Dy | Do Gl Minimal Changes {8%} User initiated venue wide
. s during Busy h power 3 dB Increase
Initial Convergence 7 =N e S Ut
- Initial Convergence .
3 Hours IS T
R ! - Ll
\ | | — |
: N S A A | N IS 1
Changes made at N|ght N ——kh_) SR o e N T e e e N b e ""‘\:L:;f— :
'\\ o et After Hours Adjustments * T
RRM Parformance I"u
ot 24, 32 2 P a0 01 527 | A ey Oy | Bens e 4
Health stayed above 85% 82% Good
i = 89% Good 87% Good 13% Fair
(very good with load) 89% Goc e R

Manual Changes made last
day, easy to spot the
decrease in efficiency
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Our system is using various learning strategies:

Gaussian Hypothesis T=now
1 fe- mk,)’) \

L

Preari-r2[Ql

——hr Statistical Model

Dynamic Model

Timeseries prediction for path Id : 140
viptea-Detau- TesiaMotors- 156758 Tunnel #10.110,87.200# silver #10.15.0.197 #pudlic-internet

m s Ground Tran

g LSTM
LIt AQJMASE TA 1.03

| Lm a7 ase: 0.02
LIt AJRMSE: 0.50
AR PE 013
AR LTI 0.30

probSiaViolation (%)

eed 20345501

State Transition
Learning

cisco L;'V&/
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Telemetry Detalls

SD-WAN

System Details Network Performance

Device Information
- Hostname
Device Model
System IP
Latitude
Longitude
Reachability status
Site-Id
Org-Id

TLOCIWan Interface
Color
Carrier
Admin State
Interface
Preference
Weight
Device Name
Private and Public IP address

Notes:

PFR Statistics
[BDF Tunnel Probing Information]
« Latency
Loss
Jitter
Hostname
DevicelD
Time of Day
Local/Remote Color
Local/Remote System IP
Tunnel Rx/Tx Octets

CXP Statistics
[SaaS HTTP Probing Information]
Loss
Latency
Application
VPN ID
DevicelD
Interface
Gateway System IP
Best Path
Local/Remote Color
MSFT Quality Labels

- For a medium customer we expect to process around: 1GB of PFR and 30GB of DPI of data per day.

- Telemetry may arrive in slightly different formats based on software version, source platform (cEdge, vEdge) and is reconciled during ingestion.

cisco L{{@/

BRKOPS-2583

Network Usage

DPI Statistics

Application/Family
Local/Remote IP Address
Local/Remote Port

Ingress Local/Remote Color
Egress Local/Remote Color
Local/Remote System IP
Egress Interface

Time of Day

VPN ID

Packets

Octets

Interface Statistics

VPN ID

Rx/Tx Packets
Rx/Tx Octets
Rx/Tx Errors
Rx/Tx Drops
Rx/Tx PPS
Platform Type
Operational Status

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Want to Know More?

Review

JP’s session!

el
cisco

BRKNWT-2210 from the Cisco Live Demand Library
“Predictive Networks are THERE !!”

alvaln
cisco

From Dark to

» R0, G Falon.

«y Failures in the Internet

Towards a Predictive Internet

JP Vasseur (jovi@cisco.com), PhD - Cisco Fellow, Ei

Since the early days of the Infernet {Arpanet in 1970), the fopic of
Routing Profocol Convergence Time (time required to detect and
reroute traffic in order fo handle a Ninkinode fallure) has been a top-
of-mind issue. A number of profocols and technologies have been
developed and deployed at a large scale with the objective of
improving everall netwerk reability. Although such approaches
have dramatically evolved, they all rely on a reactive approach:
upon defecting a network fallure, the traffic Is rerouted onto an
alternative path. In contrast, a proactive appreach would rely on a
different paradigm consisting in rerouting traffic before the
occurrence of a predicted fallure onfo an alternate path that meets
application Service Level Agresment {SLA) requirements.

Myth or reality? The notion of prediction refers to the ability to
anticipate/forecast a network state (such as a darkigrey failure) that
would impact the but also to

whather an alternative path that is free of failures exists. This short

paper a
1 technologies along with few results derived from the
it of such technology af scale.

od, with new challenge

JP Vasseur

Cisco Fellow

Apphication-aware Oscillation Detection in Intemel Paths

= » i)
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Figure 1 -Evoiution of the Inlemet since the Arpanet in 1970

Unfortunately, there is a large category of failures highty ikely to impact
The notion of gray
failures has been covered in a companion document [grey-failure]. These
grey failures may have a high impact on application experience because
of packet loss, delay or jitter without breaking the linkipath connectivity
{and thus they are not by e

as “Failure”). In this case, most - if not all -- KA-based approaches would
fail, leaving the topalagy unchanged and the traffic highly impacted even
though a preferable alternate path may extst.

Existing solutions such as Application Aware Routing (AAR) rely on the
uze of network-centnic mechanisms such as BFD and HTTP probes to

T T

BRKOPS-2583
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Ao Analysis of Netwark KP| varlabilty for varlous SaaS
application in the Intarmat

e
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Al In Collaboration / Webex

c 1 S co L‘V&./ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



The Al Codec isolates a

. person’s voice
La unc h | ng Allows Webex to accurately
the all new extract only the voice from all
We beX Al COd ecC other sounds, similar to how

"Now and Then” was produced

The better NLP works, the
better the Al assistant can do
its job:

* Meeting summary

» Language translation

* Integration of RMM + LMM
features

cisco éd/a_/
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Introducing Real-time Media Models (RMM)

Audio
Email Video
L L M Messages Reactions R M M
Transcripts Gestures
Documents Voice tones
\ \ Inflections
! v
Lots of activity today Lots of room for innovation.

Think about why this is a
meaningful capability.

CISCO L&V&_/ BRKOPS-2583
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Al In Security Operations

Cisco M./ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Cisco Live Melbourne (Dec 2023)
Al Policy Assistant

a & Rotuarn 16 Acces Control Palicy

ACP - Production ¢ Anstyze Rule Heartbeat
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« Reduces security policy
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1 3 Blook Matwares. Sk WhE ety iy ny Ay Tirrye last 30 days,
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+* View dotails

- Optimizes policy for efficacy
& efficiency

Defiault Action: | imnusian o bon: Galanced Sacurty and Can-. ~ | &5

=

© 2022 Gisco Systens,

CISCO W_/ BRKOPS-2583

Privacy palicy  Terms of servioe
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Encrypted Visibility Engine (EVE)
Enhanced Visibility and Detection Efficacy of Encrypted Traffic

Inferenced Based ldentification
without Decryption in TLS &
QUIC of;

Al @ Speed of the Network:

Best Threat Detection efficacy

Machine Learning Generated
Fingerprints with data from:

c 1 SCO W./ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Using LLMs to Up-Level Email Security

ETD detects the most subtle email attacks through Large Language Model interpretation

Phishing attacks are getting incredibly good.
Examining the links in a message offers only
partial protection

Language Analysis of Emails

Language is an exceptional method to help
understanding patterns to enforce security
(phishing, data exfiltration, etc.)

cisco é{{/&_/

Urgent Request

Josie Fischer <josief@armorbiox.com=
To: Kevin Matthew <kevinm@armorblox.ai>
Date: February 4, 2022 11:32 AM (PDT)

Hey Kevin,

I'm traveling and have a customer lunch meeting Unfortunately, | forgot my corporate
Can you please share your card details [BSSRIGHE vacency ll ? You can [SINBENSEIL FinANCIAL] the
during the next pay cycle

Josie Fischer does not usually send emails from
Regards, josief@armorbiox.com

Josie Fischer

Chief Finandial Offcer

Josie Fischer, a suspicious user, is requesting a payment
with a sense of urgency and a deadline.

Only 1 email has been exchanged between
ef@armorbiox.com to kevinm@armorblox.ai until

tod ay.

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Building Networks
for ML/AI Workloads

cisco L{V&/



g and S€Curin

INg at every s
Powered by X| Cale
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Building Networks for ML/AI Workloads

Execute Instructions on GPU

Several methods, we'll focus on just one
All-to-All Collective (Everyone sends to everyone)

High bandwidth compute can saturate network links

Wait for everyone to complete
Creates synchronization between GPUs
Computation stalls waiting for the slowest path
Job Completion Time (JCT) is based on the worst-case tail latency
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Cisco Silicon One

Flexibility
via Programmability

Cisco Silicon One

Standalone s e dsc s Fabric Element
Mode Silicon One Silicon One S oftwar e Silicon One Silicon One Mode

4

. . - . r . I .
Standalone : bl e P Uy s Wl ety Line Card
Mode Silicon One Silicon One Silicon One Silicon One Silicon One Silicon One Silicon One Mode

4

Configurable
Ethernet Based Fabric Fully Scheduled, VOQ Fabric q

Customer Ethernet Network

—T

Fully standard Ethernet Fabric Fully Scheduled Lossless VOQ Fabic Ethernet Fabric
Widest vendor base support Best Performance, Lowest JCT , Most Power Efficient Network

One Architecture, One SDK, One Experience
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g

GenAl Data Center Networks  sige suiing ssoo00my it
Massive Growth ELAlein.

Silicon One

e

16 Cisco 8808 spine nodes
2572 leaf nodes and 4,032 GPUs
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Al Network Market Trends

Al Back-End Networks - Ethernet Switch Port Growth

Worldwide Al Back-End Networks - Ethernet Switch Port Growth by Speed

Source: Dell’Oro Group December 2023 - Al Networks for Al Workloads
100%

DELLORO
GRroupr
B80%
BO%
B >=1600Gbps
m 800Gbps
= 400Gbhps
B 200Gbps
40% B <= 100 Gbps
20%
O(},rn T T T
2020 2022 2024 2026
M / NOTE: The graph above shows percentage of 2028 total ports.
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Al Network Market Trends

Al Back-End Networks - Revenue Growth by Customer Segment

Worldwide Al Back-End Networks - Revenue Growth by Customer Segment
Source: Dell’Oro Group December 2023 Al Networks for Al Workloads

100%

DELLORO
GRrROUP
B80%
B Large Enterprises
60%
" Rest of Cloud SPs
B Telco SPs
] op hine
® Top 4 U.S. Cloud SPs
40%
20%
0%
2020 2023 2026

) NOTE: The graph above shows percentage of 2028 total ports.
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Building Networks for ML/Al Workloads

Operation with ECMP

Uncongested Links Congested Links

Ingress Leaf Spine Egress Leaf Ingress Leaf Spine Egress Leaf
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Congestion on Spine 5 to Egress Leaf 7 link
means traffic to port b and port ¢ are impacted
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Building Networks for ML/Al Workloads

Operation with Telemetry Assisted Ethernet

Congested Links Uncongested Links

Ingress Leaf Spine Egress Leaf Ingress Leaf Spine Egress Leaf
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Send Telemetry to tell ingress Leaf (or Host) to move flow To C flow moved based on telemetry from spine (5)

@ll

voew

Vi /
c 1 SCO W- BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Building Networks for ML/Al Workloads

Operation with Fully Scheduled Fabric

Uncongested Links of
a Scheduled Fabric

Ingress Leaf Spine Egress Leaf
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Building Networks for ML/AI Workloads - Outcomes

Impacton JCT of Increasing Number of Jobs

MORE INFO AT ...
https://blogs.cisco.com/sp/building-ai-ml-networks-with-cisco-silicon-one and .
“Evolved Networking: The Al/ML Challenge” OCP Global Summit October 2022 .
Slides, Video 1.86
§ 3
f=} wr
O
; 1.1 1.1
g
2
5 3 3 3 8 8
= 3 3 3 =
Rakesh Chopra (He/Him) - 1st c_i t_i i § o o"’;
SVP / Fellow Cisco Silicon One ::: E ::: E E E
) 1 Job 2 Jobs 4 Jobs 8 Jobs 16 Jobs
Increasing # Jobs  (Like HPC) (Al)

Decreasing # Peers
Increasing Flow Size
Increasing Job to Job interference
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https://blogs.cisco.com/sp/building-ai-ml-networks-with-cisco-silicon-one
https://drive.google.com/file/d/1Xd_SJJOxCr4pNYJEi91PLL0Q2PsfhzfA/view?usp=share_link
https://youtu.be/MV491nrm0fs

On-Prem Al Solutions:
Business Challenges of Proprietary GenAl Systems

1. Cost: Cloud-based GenAl solutions are becoming a lucrative
source of recurring revenue for OpenAl, Google, Anthropic, etc.

2. Privacy and Security: Commercially available LLMs are
something of a “black box” for users. The users have no control
over how they were trained, bias, etc.

3. Training Gap: GPT-4 was trained in Sept 2021 (two years out of
data). Requires Retrieval Augmented Generation (RAG)

4. Fine Tuning: Cloud-based LLMs are “foundational models” and
lack fine tuning for certain use cases
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Foundational vs. Fine Tuned Models

Confidential | |
Documents |

Private V

|
)
. Images
)
i
)
i

Pll data

Financial
data

e B e

T

cisco L{V&/

Training

Foundational

Model
CLeld
S A :
s DN Fm_e
iy In ~& Tuning
T

Foundational models can be
fine-tuned for specific tasks

Industry
Specializations

Healthcare

Legal Analysis

Writing Code

Power Utilities

Fintech
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“Working Closely with Cisco,

Only chassis-based server
system with expandable
GPU modules

It easier than ever for gnpey.© ™eking

Crprises ¢,

obtain the infrastructyre they neeq t
0

benefit from Al ”

Jensen Huang
Founder and CEO, NVIDIA

Intersight provides single-click
deployment of full-stack on-prem LLM

cisco L{{/&_/

UCS-X Series + AC
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Large Language
Models (LLMs),
GPTs, and more ...
and their use In
Networking
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An Inflection Point

openai democratizes artificial intelligence

ChatGPT Sprints to
One Million Users

Time it took for selected online services
to reach one million users

Nect - | 3.5 years
ickstarter' > | .5 years

airbnb™ 2o0: | 2 5 years
Twitter 200c ||| | | | Y 2 years
Foursquare™* 2000 [ Y 13 months
Facebook 200+ [JJJJF 10 months
Dropbox 2005 [ 7 months
QO LD
Spotify 2005 [ 5 months OOy
Instagram™* 2010 [} 2.5 months D‘&"D’&
ChatGPT 2022 |5 days

* one million backers ** one million nights booked *** one million downloads
Source: Company announcements via Business Insider/Linkedin
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An Inflection Point

Time to Reach 100M Users

E Months to get to 100 million global Monthly Active Users

78
70

L
61 - @@
' 30
1.°

Google Translate Uber Telegram Spotify Pinterest Instagram TikTok ChatGPT

Source: UBS / Yahoo Finance W @Economyapp &b APP ECONOMY INSIGHTS
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Forbes: On-Prem Al

Generative Al Breaks The
Data Center: Data Center
Generative Al Breaks The Data Center: Infrastructure And Operating
Data Center Infrastructure And Operating  Costs Projected To Increase
Costs Projected To Increase To Over To Over 576 Billion By 2028
Billion By 2028 el e

= 2

c 1 S co L‘V&~/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Data Center TCO for
GenAl through 2028

Tirias Research

cisco L{V&/

Total Server Amortized Capital + Operational Cost

$90,000,000
$80,000,000
$70,000,000
$60,000,000
$50,000,000
$40,000,000
$30,000,000
$20,000,000
$10,000,000

S0

2023

2024

for GenAl

2025 2026 2027 2028

Data Center Total Cost of Ownership (TCO) for Generational Al through 2028. TIRIAS

RESEARCH

BRKOPS-2583
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Some Terminology ... and yes, new TLAs...

-

\_

LLM

Large

Language

Model

~

J

Generative Retrieval
Pre-trained Augmented
Transformer Generation

[

Diffusion Model

cisco L{Ko//
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My Al journey
November 2022 - Presen

cisco L{V&/




P

T

AT
I'M TRYING TO

CREATE AN AL THAT il Bl
& CAN UNDERSTAND [ [

AND USE SARCASM,

ol‘

g
|

| “' IT's GOING GREAT. | |

T

;I

THIS GUY IS R
REAL GENIUS.

BRKOPS-2583

WAS THAT |

| ,ll[’:i‘gll.'.'ll"

gt

SARCASM? )

| DON'T
KNOW. |
—

Nk

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

63



An Al trajectory

Isco Impact Y

4

GPTs

Streamlit.io

Cisco Live

NetworkChains
PYATS + langchain

Django - Drop

y |
Down

Django - gpt-4
Buttons

API Access

2. April 2023 MY 2023

chatGPT
WebUI

March 2023
November 2022
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chatGPT plugins

cisco L{V@/



Two Files Hosted Publicly in .well-known

al-plugin.json openapi.yam|
- Small JSON file « Mapping of APIs

« Describes the plugin to both the humans
and the LLM using the plugin

Industry standard

Swagger

- Legal text, e-mail, logo image CRUD functions

 Points to openAPl.yaml file

Status codes
- Could require authentication

c ! s co M. BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



al-plugin.json

“schema_version”
"name_for_ human”: "networkGPT Plugin”
“"name_for model”™: "networkGPT",
"description for human”: "Plugin to
"description_for model™: "Plugin to
"auth":

“type": "none"

{flocalhost: 8808/ .we
"is user_ authentlcated“' false

I
v

"logo url™: "http://localhost:2866/
“contact_email”: "ptcapofgmail.com”

"legal info url™: "http://www.autom yournetwork.ca”

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




openapi.yami

"kGPT Plugin API
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GPTs
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GPTs

- Brand new as of November 07, 2023
 Further evolution from plugins

- openAPl.yaml file

 Actions - CRUD activities

- ChatGPT Builder - build you GPT via prompts
- Dall-E 3, Web browser, Data analytics

- Store became available in January 2023

cisco L{Vp/_/



How to build an
openAl plugin or
GPT

cisco L{V&/



Getting Started

We need to add to, or create, a /.well-known folder on our server /
platform chatGPT can communicate with

In this folder we create 2 files:

ai-plugin.json

openapi.yami

These 'manifests' are validated at time of plugin installation when done
locally
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Getting Started

"schema_wversion” vl®,
"name_for_human”: "networkGPT Pl
"name_for _model”™: "networkGPT",
"description_for_human”
"description_for_model™:

“"auth”: {
“type”

"Plugin
"Plugin

none"

fflocalhost

ugin”

"is user . authentlcated“'

I
v

"logo url™: "http://lo

"contact _email”: “ptcap

"legal info url™: "http://ww

our

network.ca"

ors {.-.n

will

BRKOPS-2583

WEIW“*FSPT”

CLI
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For Your

openal.yami Reference

_

« Important fields:
* Description for model:

* "Seeds" a "prompt" so chatGPT can understand the purpose of the plugin

* Automatically invoked via chat if you do not provide additional prompt information

* For example - "Please run pyATS_Answer"

» Would trigger the description for model prompt as no other
real prompt was provided

* Override it - "l would like to see if the switchO1 has any
new information in pyATS_Answer"

» Would take your new input prompt

cisco M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



For Your

openal.yami Reference

_

« Important fields:

e Auth

* Must be "type: none" for localhost development
« All URLs must also be HTTP not HTTPS for local development
* Could be OAuth2 or Bearer Tokens or Basic Auth

- Opportunity to map our API Auth requirements to allow
the plugin to authenticate against our platforms

cisco M-/ BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



openapi.yami

"networkGPT Plugin API"

-
I p
1.8.8

cisco L{{/&/

For Your
Reference

_

» Paths equates to APl Methods
(GET,POST,PATCH,PUT,DELETE)
and CRUD (Create, Read, Update,
Delete) activities that can be

performed

These paths could also trigger scripts

that return JSON - such as a pyATS
script

e Let's examine the various Methods
a little more closely
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For Your

openapi.yaml Reference

e =

« Extremely easy to implement -
no field mapping required

ork data from the API."

« We could quite easily simply
expose all of our GET, which is
"safe" and "Read-Only", to

_ allow JSON analysis via cha

: "object” prompts and restrict access to

: POST / PUT / PATCH / DELETE
activities which can introduce

RISK and CHANGE

MANAGEMENT

: "object”
: "The latest network data”

c ! s co W. BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



For Your

openapi.yaml Reference

_

« POST (PATCH / PUT)
» Creates / Updates records immutably

» Requires a schema that maps properties
to each API field

: "string”
CISCO L&V&_/ BRKOPS-2583
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For Your

openapi.yaml Reference

_

* Response Codes

« We can add responses to all methods|
as well and how the plugin should hand]
(what to display) in the event of a 200,
201, 400, 404, etc APl response code

CISCO L&V&_/ BRKOPS-2583
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openapi.yami

cisco L{{/&/

DELETE is deceivingly easy

Removes records via the API

Required some 'back-end’, in my case
Django, code to enable DELETE in the REST
Framework

Obviously, extremely risky

For Your
Reference

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



Langchain
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“What we can do
today was
Impossible
yesterday and will
define tomorrow

John Capobianco - on Langchain




An open-source framework for Al development

- Python or Integrated openAl

JavaScript Options for private LLMs

- Highly _ _ _
abstracted Evolving quickly and daily
“Like developing on wet cement”
- Easy
. Accessible LCEL (Langchain Expression Language)
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Retrieval

Augmented Generation

- We will retrieve « We will augment - Generate the

data from a vector
store with relevant
records from, for
example, a
semantic search
(top result
returned)

cisco L{{/&/

our prompt by
supplementing the
relevant
information

Often in the form
of JSON

BRKOPS-2583

response taking
both the prompt
and the contextual
data into
consideration

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A high-level langchain abstraction

Data connection

Source

cisco L{{@/

Load

XXXXXXXXXX
XXXXXXXXXX
XXXXXXXXXX
P8.0.8.0.8.0.9.6.0¢
XXXXXXXXXX
HXXXXXXXXX

Transform

XXXXXXXXXX
XXXXXXXXXXK

XXXXXXXXXX
XUAAXXXXXX

KXXXXXXXXX
XXXXXXXXXX

Embed

0.5,0.2...01,09
-01,0.4..1.4,59

0.2,07..21,-1.2
41,3.4..-15,25

5.5,-03...0.8,23
23,01..-1.7,00

BRKOPS-2583

Store Retrieve
1:$.9.0.9.¢.6.9.9 ¢.¢
05,0.2..01,09
: XXXXXXXXXX
21,01..-17,0.9
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 85



A high-level langchain abstraction

sSource
Unlimited potential

PDF YouTube
CSV Folders
HTML  GitHub
JSON  Twitter

Text

cisco Li%o/‘/

Load

Pick the loader

Find the loader for the source

Possible parameters
(such as YouTube video URL
or PDF file location)

BRKOPS-2583

Transform
Break it up

First, the loader with
load and split the
document into pages

Then, using a text
splitter, the pages get
turned into chunks with
overlap

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



A high-level langchain abstraction

Embed

The real power behind Al

When you chat with
an Al it has no idea
what the text input

‘says’

It is transformed into
embeddings; list of
floating-point
numbers

cisco Li%o/‘/

Store
Vector Database

The chunks and
embeddings are
stored in a vector
store

Pinecone.io
ChromaDB
Elastic
Others

Retrieve

Sematic search

We now retrieve the
relevant information
using k values (the
number of records to
include in the retrieval
process)

Send the vectors and
chunks to an LLM for
chatting

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



#Load OpenAI API Key
os.environ["OPENAI_API_KEY"] = openai.api_key

#Setup Loader - in this case a PDF Loader
loader = PyMuPDFLoader("cisco-annual-report-2022.pdf")

# Load and split the pdf into pages
pages = loader.load_and_split()

# setup a text splitter

text_splitter = RecursiveCharacterTextsplitter(
chunk_size=258,
chunk_overlap=20,
length_function=1len,

# perform the Conversational Retreival Chain

# split the pages into smaller chunks called docs
docs = text_splitter.split_documents(pages)

# transform toc embeddings

embeddings = OpenAIEmbeddings()

# setup and store docs and embeddings into ChromaDB
vectordb = Chroma.from_documents(docs, embedding=embeddings,
persist_directory=".")

#Make the database persisten
vectordb.persist()

# setup memory so it remembers previous questions and answers
memory = ConversationBufferMemory(memory_key="chat_history"”, return_messages=True)

pdf_ga = ConversationalRetrievalChain.from_llm(OpenAI(temperature=8.5) , vectordb.as_retriever(), memory=memory)

#Run the question

question = "Who is the senior leadership team at Cisco?"

result = ga.run(question)

#Print the results to the screen
print(result)

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



- “Cuda” provides
access to Nvidia GPUs
to perform
embeddings locally

- Instructor-XL from
HuggingFace is a
good example of a
local embeddings
model
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Private, Local, LLM
Specifications

cisco W‘/

- Cisco UCS X-Series system

- X210c w/ X440p PCle
node

- Single A100-80GB NVIDIA
GPU

- Patrick leMaistre provides the

following GitHub repository for
more details about the LLM and
how to host it

- pl247/ai-install (github.com)

BRKOPS-2583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90


https://github.com/pl247/ai-install

Sure, here is the information about your 16 interfac

1. Interface GigabitEthernetl: This is a Virtual CSR v interface with a
bandwidth of and a port speed of 1@@8mbps. It is currently enabled and
operational. The interface has a full duplex mode and its ¥

6bt . The interface has an IP address of 16.1

2. Interface Loopback111@: This is a Loopback interface with a bandwidth of
It is currently enabled and operational. The interface has an IP
address of 172.16.90.1/

3. Interface GigabitFEthernet2: This is a Virtual CSR vNIC interface with a
bandwidth of and a port speed of 1@@@mbps. It is ntly enabled and
operational. The interface has a full duplex mode and its MAC address is

. The interface has an IP address of 1

4. Interface GigabitEthernet3: This is a Virtual CSR v interface with a
bandwidth of and a port speed of 18@@mbps. It is currently enabled and
operational. The interface has a full duplex mode and its MAC address is

1651.

Interface Loopback1@9: This is a Loopback interface with a bandwidth of
It is currently enabled and operational. The interface has an IP

s 1 12 orerly o Show interfaces

: This is a Loopback interface with a bandwidth of
enabled and operational. The interface has an IP

7. Interface Nvel: is is a NVE interface with a bandwidth of
ntly enabled but not operational. The interface’'s MAC address is

d55.

Interface Loopback208: This is a Loopback interface with a bandwidth of
p8. It is currently enabled and operational. The interface has an IP

Interface Loopback300e@: This is a Loopback interface with a bandwidth of
It is currently enabled and operational. The interface has an IP

Interface Loopbac This is a Loopb: interface with a bandwidth of
enabled and operational. The interface has an IP

BRKOPS-2583
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Question: Please analyze the syslog output and provide me a summary and highlight anything important. I have been awa
Helpful Answer: Sure! Here is a brief summary of the syslog output you provided:

- On August 23rd between 15:15 and 15:25, there were several authentication failures for netconf over ssh from user de

- At 15:28:56, an account named cisco authenticated successfully from the same IP address for REST over HTTP with exte
- There were also some errors related to HWIDB pointers being missing for certain interfaces. These errors may indicat
Overall, it appears that there were some unauthorized attempts to access the device via 55H, which were blocked by thel

15:15 15:25
16.10.20.28

15:20:56

AAAT AN ATTAr . AT .FA . FAETECT TRIEA. Tho oo olMA o F e RS o ol Fme _FFE o =
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Please analyze the Packet Capture as JSON and summarize it and highlighting
anything important.Be technical.

Run our Conversational Retreival Chain

The provided Packet Capture (PCAP) JSON data contains information about a
network packet. the key details:

1. Frame Layer: The ( W captured on Se L 2323, at 21:05:11 UTC.
The packet has a ngth o by . Tﬁ~ ] ich tl
tured is identifi "\\Device\\NPF_
it i ' ] The DPCtCEC-- JSEd in this
P), User Datagram Protocol (UDP),

2.
resolved to
QCIP’; Vﬁf

{51}
=+
[

h
6

Corporate”. The Ethernet type

3.
the destination
total IP length

UDP Layer: The source port is
th of the UDP payload is 368

From the above
Intel netwo ir ce | *d, —PCW a prive
IP address ("17 .: .1 8") on port 93&9 T|~ d~
network i C ude from Sagemcom

L=
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Demo Time!




Thank you
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