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We guide your journey to a zero-trust workplace
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The path to zero-trust is full of distractions
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Security adds complexity to the network

Modern business demands make security ON the network challenging

. /
More interconnected than ever - 4
Expanded attack surface :p\ S S Multi-cloud reality
. . 1 - ’0\' Gaps in visibility
Continuous operations ¢/ \
""""""""""""""""""" ) S \
Persistent threats \ 71 \
\ 7
\ / \ o .
N/ “ \3 Rapid innovation
Workers connecting Q < \ Sophisticated threats and
everywhere / S~ ) attacks
__________________________________________ _I_____________°
Loss of access control ) \‘ S ———
\
\
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Security needs integration IN, not ON the network

Converging Network and Security to meet modern business demands
Networking

c 1 S co M./ BBBBBB -2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Continuous Visibility

Utilize continuous real-time insights to identify and resolve events faster

|dentify who and what Understand how Determine risk profile
is on the network they’re communicating and compliance

o
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o = ~10100101001071000 0010101001010 707, 27070.
e > A 07007,
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Apps loT
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Zero-Trust Network Access

Use segmentation and verification to proactively stop breaches

Secure the Workplace Secure Your Workloads Secure the Workforce
Corporate Network Multi-Cloud Data Center Anywhere
©e ® ¢ ©o
loT User & Servers, VMs Applications
Devices Devices & Containers Multi-Factor Authentication
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WAN Application
Routing Access A Managed
OS Status
: Browser
Wired and AWS, Azure, Google Cloud, Posture Assessment
Wireless Access Private Cloud and SaaS Access
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Constant Protection

Stop chasing threats - identify risks and vulnerabilities through automation

Most effective prevention If malware Shortest time Shortest time
across the network gets in to detection to remediation

¢= Threat prevention (l Threat detection Threat response

c 1 s co M. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Session Overview and Objectives

This session covers
v Zero-trust for workplace security with Catalyst Center
v Journey to endpoint visibility, network segmentation & trust monitoring

This session does not cover
X Zero-trust for workloads or workforce
X Details of related security products, services and integrations
X Catalyst Center use-cases not related to security

Dive deeper into other topics with this curated collection of Learning Maps
https://www.ciscolive.com/emea/learn/technical-education/learning-maps.html

c 1 sco M-/ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11


https://www.ciscolive.com/emea/learn/technical-education/learning-maps.html

Webex App

technologies, and features in the Catalyst
9000 Switches.

Questions?
Use the Webex App to chat with the speaker e o, | T .. >
after the session

Technical Level

Intermediate (596)

Tracks

H O W Networking (220)
Session Type
. . . . . . reakout (453)
. Find this session in the Cisco Events Mobile App e E—

' Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until February 23, 2024.

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKOPS-2683
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Let’s pack the bags for our journey Welcome to Catelyst Center

 Release 2.3.7
« (Cat9000 switches in managed state

Catalyst Center

Release 17.12

| :
Calalystio000 « DNA Advantage License

operational

e Release 3.2
* |SE Premier License

CISCO M‘/ BRKOPS-2683

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



eady to enter the trail and start our journey?
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Ready to enter the trail and start our journey?

~ ¥ @ Let'suse our helpers!

{CHOOSE A ROUTE

[PAN--Z00M |
[
[
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Catalyst Center guides your journey to zero-trust

Zero-Trust Journey Map

Endpoint
Visibility

s"(\g
‘\\.0
o
(=]
<5
2 Zero-Trust
v Workplace
5 &
=g

Neswork
Segm tation

CHODSE A ROUTE
PAN +Z00M

BACK /SELECT

Ariprarsth

“ork Segme‘w

BRKOPS-2683
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Select the components of your journey

NETWORK CONNECTIVITY SERVICES

With Wireless With Traffic Telemetry Appliance With ISE With Talos With CBAR Enabled

Threat C°”fafnn,
(:]
Ny

SD-Access
Zero-Trust
Workplace
/L3 Routed Access |
L L3 Routed Access IL

\/LZ Switched Access\_.-
N S
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Explore the status of your journey

Zero Trust Warkplace Recommended Steps @ 1014 @  Current Step ROI Report 1 Month
Your journey to . .
° Endpoint Discovery
Zero-Trust
Discovers endpoints connected to the network ~managed, —_— —
o) Workplace unmanaged, IT and loT.
To
x Tip TIME SAVED COST SAVED

Modify My Journey Hide Map

Your Journey Map

> Your Services and Network Settings

P
| Endpoint Spoofil
A\
e
-'\‘Open Port Vulnerabilities ———

-‘(Credenlial Vulnera b'\lities}
S

cisco L{V&/

SUGGESTED STEPS (D C.

<Adaplive Network Cnnirnl>

~~ Endpoint Discovery

Endpoint Labeling
i

(]} -~ Endpoint Profiling
Endpoint Grouping

SD-Access

Zero-Trust 3o

Workplace

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Start your journey to zero-trust workplace

~ Your Services and Network Settings Adaptive Network Control

@ cat
O se Endpoint Spoofing

@ Talos
Open Port Vulnerabilities
e CBAR N nreat Contaj,
M

Endpoint Discovery
Credential Vulnerabilites . %
N

Talos Low Reputation Destinations

./— Endpoint Labeling

Endpoint Profiling

SD-Access
Zero-Trust

Endpoint Grouping

Workplace

L3 Routed Access
Policy Discovery

L2 Switched Access - Policy Creation

Policy Assurance

L2 Virtual Network

W / L3 Virtual Network
c 1 S co &. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Everyone needs a best friend to share things

Sy
CISCO

The bridge to possible

context it

network devices

secrets |
endpoint  workload
status visibility

policies

c 1 SCO M./ BBBBBB -2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Best friends share workload

Cisco ISE has three main use cases with Catalyst Center

workload
Identity Services Engine
AAA
08§§§ _ Requests Endpoint
Devices » I\'i\etwork Access Control Authentication ‘_l
chess Policies & Posture
E J evices Status HTTPS
Things i M e
g o
&3 ! Network REST API
Users Devices
pxGrid
» Y Network Access Control Client
uSef Devices Policies Assurance <—|

Catalyst Center

c 1 S co M./ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Simplified Configuration Management

Catalyst Center uses an Intent Based deployment model

Network
devices

Day-1 Configuration

(M

Day-0 Network
settings

Telemetry
SW image

Device Credentials
Authentication

Site Assignment Network devices inherit

the properties of
ﬁ
)

Provision

profiles and settings
associated to the site

c 1 SCO M- BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Catalyst Center automates your AAA Settings

Intent Based AAA Server Configuration

Network
devices
Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
QFind Hierarchy Caonfigure external network servers, assign time zones to sites, and custo Provision Device
system will deploy these settings when devices are provisioned.
Search Help Task - S admin - PROVISION
0
~ O Global U AAA & Completed ) - @ Success
> 98 CLEURZ24 - D3-FIAB.munlab.
Select AAA or Cisco Identity Services Engine (ISE) servers for network,
~ & DEU Start Feb 5, 2024 9:11 AM
> d& CLEUR i i
Network Client/Endpoint Update Feb 5, 2024 9:12 AM
~ g MUC
08/MUCO08
Add AAA servers .
« @ MUCQO7 ] End Feb 5, 2024 9:12 AM
= 4th Server Type
ISE AAA .
. . ° © v Network Settings
inheritance Protocol
NTP Server: 10.49.144.1, 173.38.201.115
© RADIUS
AAA Client ISE 10.49.147.166
PANT Server
10.49.147.166 @ v Provision
1 AAA Client 10.49.147.166 (RADIUS)
ISE PSN 1 - ISEPSN 2 Primary Server:
3:43 PM 1]
Primary Server® Secondary Server* AAA Client 10.49.147.167 (RADIUS)
10.49.147.166 @ v g 10.49.147.167 Secondary Server:

cisco L{{@/
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ldentity Control Policy links the elements
Cisco Identity Based Networking Solution (IBNS) 2.0

Access VLAN
Voice VLAN
Access Control List

O

Policy applied with <

EVENT

CLASSe
ACTION

Defined under
‘class-map’ command

EVENT
CLASS e
ACTION

[ acTivaTE |

Defined under
‘policy-map’ command

‘service-policy’ command

Template applied with _

switchport...
service-policy...
access-session. ..

‘source template’ command

cisco W‘/

m m m m m Physical Interfaces

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ldentity Control Policy links the elements
Cisco Identity Based Networking Solution (IBNS) 2.0

policies

Event Class Action |dentity Control Policy

policy-map type control subscriber POLICY-A

session-started always authenticate via 802.1X event session-started match-all
10 class always do-until-failure

10 authenticate using dotlx

Terminate 802.1X

event authentication-failure match-first

10 class AAA-DOWN do-all

authorize port
10 terminate dotlx

20 authorize

NO-RESPONSE

authentication-failure

Assign GUEST VLAN 20 class DOT1X NO RESP do-until-failure

10 activate service-template GUEST_ VLAN

1X-FAIL 30 class 1X-FAIL do-all

Assign FAIL VLAN

CISCO M‘/ BRKOPS-2683

10 activate service-template FAIL VLAN

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Is this really the easiest way to do it?

more complex than before?

lots of command line!

do | need scripting knowledge?

potential for typos

platform and code dependencies

c 1 SCO L‘V&~/ BBBBBB -2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



The easy way: SDA Authentication Templates

Templates for each phase of policy rollout

policies

Closed Authentication template DefaultWiredDotlxClosedAuth
dotlx pae authenticator
dotlx timeout supp-timeout 7
dotlx max-reqg 3

| Depioyment Mode |  Closed switchport mode access
switchport voice vlan 2046
First Authentication Order © 802.1x (O MAC Auth mab
802.1x to MARB Fallback —;I I access_sess%on Closedl
(in seconds) B access—-session port-control auto
| access-session host-mode multi—authl
ke o LAN OvYes O No authentication periodic

authentication timer reauthenticate server
Number of Hosts O Single  © Unlimited service-policv tvpe control subscriber
PMAP DefaultWiredDotlxClosedAuth 1X MAB

Visibility and Control

limited access before authentication

network access always authorized Visibility onl

cisco L{{/&/
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What are our authorization enforcement options?
Beyond RADIUS Access-Accept / Access-Reject

VLANSs Access-Lists Security Group Tags
Dynamic VLAN Assignment Downloadable ACLs Group-Based Policy
N
-
Printers
Employees YRS
VLAN 3
VLAN 4
Employee Contractor 16-bit SGT assignment and
per port / per domain / per MAC ermit ip any any deny ip hoet SGT based Access Control

permit ip any any

Topology independent
c 1 S co L‘V&~/ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The Value of Group-Based Policies (GBP)

Enhanced simplicity for better enforcement and management

policies

Individual users in workplace Individual workloads
Sample Sample

user groups Server groups

Source

policy
entities are

Destination

policy
entities are

< also
enormously Partné NDA
Onfidential enormously
reduced
aiﬁ reduced
Contractd Sensitive

i, ——p

Guest General access

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



pxGrid shares Security Information xGrid

Like status of Host-IP to Security Group mapping Subscribers

context

Cisco
Secure Firewall

pxGrid

Publisher Cisco Secure

RADIUS / @ Web Appliance

oooooooooooooooo

pxGrid

SGT employee Catalyst
10.10.10.10 CHB G 10.10.10.10 Center
A 20.20.20.20

30.30.30.30 Any pxGrid
subscriber

c 1 S co M-/ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



. Integration of ISE

e Automation of AAA Config

‘ |dentity Control Policy

‘ Group Based Access Control

‘ Context Sharing

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




Connected ISE ibt %z

Pushed AAA

’ Integration of ISE

9 Automation of AAA Config

‘ |dentity Control Policy Controlled access

4 Group Based Access Control

‘ Context Sharing

Grouped endpoints

Shared context

v
v
v
v

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



We integrated ISE into Catalyst Center

~ Your Services and Network Settings Adaptive Network Control

@ cat
Q st Endpoint Spoofing

@ Talos
Open Port Vulnerabilities
O cBar \ at Contaj,
Me,
7

Endpoint Discovery h
Credential Vulnerabilites 4
N

Talos Low Reputation Destinations ./— Endpoint Labeling

Endpoint Profiling

Endpoint Grouping

L3 Routed Access
Policy Discovery

L2 Switched Access Policy Creation

Policy Assurance

‘L2 Virtual Network

W / L3 Virtual Network
c 1 S co &. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Do we really know all endpoints in our network?

 Expectation
28> 28

™~ v 5
Employees = Employees ——
Building management
~ Contr’a’ctors )
m o [0 M
— — —
' € Printers ! €

()}
o MmEdA & o

Tl Common services Tl Tl Common services

CISCO M_/ BBBBBB -2683
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What’s really happening in the workplace?

A
. ([
® . ¢ L:s
Managed Ly 7 Unmanaged device proliferation.

1:5 managed to unmanaged endpoint ratio

©

Unmanaged endpoints are difficult to patch
and most vulnerable to cyber attacks.

|
@ I o
|

endpoint

Q

Secure authentication mechanisms
unusable on unmanaged endpoints

-

Open, unsegmented networks with [OT
devices put organizations at risk

- R_ Unmanaged

endpoint

c 1 SCO M-/ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Authentication of unmanaged assets is insecure

o

MAC Address Database

. 0 802.1X Network ,
device Cisco ISE
MAC Address

/
& 2C:54:91:88:C9:E3 |’.
802 1X
x 11:22:33:44:55:66
00:17:A4:12:A2:11
oo 00:00:FF:00: 01

* Endpoints without supplicant will fail 802.1X authentication — Z22oniinnsl
« They fall back to MAC Authentication Bypass (MAB) ""'_jj_""'_'v'v'_jf _____
« MAB requires a MAC address database

« Unknown MACs use default authorization policy (catch-all)

c 1 S co W./ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Problem to solve: Impersonation Attacks

MAC address must not be the only source of truth

MAC Spoofing

- 4 Profiled as
: i CiscoIP

v Phone

Impersonate the MAC address of another authorized
endpoint in order to gain the same privileges

cisco L{V&/

Attribute Spoofing

4 Profiled as
. ¢ CiscoIP
v: Phone

e Ay MAC is AA
and DHCP
Class IDis

Cisco IP Phone

Impersonate class/type of the device in
order to get privileged network access

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Al Endpoint Analytics in Catalyst Center

Connected

Rapidly reducing the unknowns by aggregating data from different sources caevs

Catalyst Center

- == e

ML Analytics

Endpoint
Profiling

Data
Aggregation

DPI-based Network Onboarding CMDB
Fingerprinting/ Telemetry Tools Connector
Behavior Probes

cisco M/ Breops-2683  CMDB = Configuration management database  ss



Endpoint Analytics uses multifactor classification
EA classifies endpoints using four independent label categories

o~

0

Device Hardware Hardware Operating
type manufacturer model system
Laptop Apple MacOS 10.14.6
GE Optima CT540 CTT OS 6.3.x Linux

\ J \\ J \ J \_ J

b

Multifactor Classification (MFC) results are shared between Catalyst Center and ISE

c 1 S co M./ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



EA classifies based on Deep Packet Inspection

Connected
Catalyst

Endpoint type: Complex ‘

classification

Simple
classification

CT scanner

Manufacturer:
Globex Corp.

Model:
Ultima

First Packet Classification

Operating system:

Deep packet inspection

Multifactor classification

with SD-AVC Agent MS Windows 7
DPI
Endpoint visibility
DICOM Rule management
Globex
Ultima . .
Cisco Catalyst 9000 Switch Sharing of context
ML analytics - Traffic Telemetry and classification
DHCP > ISE Profiling
Class-ID:
MSFT

Globex Ultima
CT scanner (Windows 7)

ISE Probes J

c 1 S co M. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Reduce Unknowns with Machine Learning (ML)

Connected
Catalyst

:
data lake
ML groups Creates

endpoints rules
iPhone
[
=
2
DPI A A Cluster 2
m
(O]
S| Cluster 1
- Endpoint =
ML analytics p . =
Analytics <
Attribute A

Admin labels
endpoints

These are

Coffee
Machines.

These are

Smart
Watches.

Al learns
new labels

(o oo )
New labels

—
(o oo )
New labels

———/

)

_ Coffee
~ Machine

mw _ Smart
n- Watch

_/

Cisco M‘/ BRKOPS-2683
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Crowdsourcing improves Machine Learning
Keep your global Catalyst Center deployments synchronized

Connected
Catalyst

Catalyst Center Catalyst Center

ML Iearns
new labels

DPI

ML analytics

Coffee

:! Machine

ML learns new
labels and validates
existing labels

Attribute B

ML groups
endpoints

Cluster

Attribute A

Admin

ML suggests
decides

label

_ Accept
)
ﬂ Coffee
Machines?

cisco L{V&/

BRKOPS-2683

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cisco Connected Catalyst

Connected

Optional cloud service that enhances Catalyst Center Al/ML functionality Catalyst

Dot type I Privacy Data Sheet | ]
Cisco public cisco

I Privacy Data Sheet |

Cisco Catalyst Center (formerly DNA Center)

cisco
Addendum 1 I Privacy Data Sheet | "Il‘lll'
. . cisco
Cisco Al Network Analytics
Addendum 2
Choose your preferred cloud: Cisco Al Endpoint Analytics

Cloud Use-Case EU (Germany) Asia (Singapore) US / Canada

Cisco Connected Catalyst v v v

Network Analytics v - v

Al machine learning v - v

Endpoint Profiling Data v v v

Talos Threat Intelligence v v v

https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/DNA/cisco-dna-center-privacy-data-sheet.pdf

cisco L{{@/

BRKOPS-2683
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Endpoint Analytics Dashlet on Landing Page

Before setup, dashlet shows link to Day O Interactive Setup for EA

Sites
As of Oct 31, 2023 3:48 PM

13

Network Profiles
Az of Oct 31, 2023 3:48 PM

3

DNS Servers : 2
NTP Servers : 2

Add Sites

Wireless:
Switching:
Routing:

(=T = I S ]

Assurance:
WAN: 0
Manage Profiles

Network Devices
As of Oct 31, 2023 3:48 PM

12

Unprovisioned: 1
Unreachable: 1

Find New Devices

e Setup Al Endpoint Analytics

Application QoS Policies
As of Oct 31, 2023 3:49 PM

Successful Deploys: 0
O Errored Deploys: 0
Stale Policies: 0

Add New Palicy

Images ()
Asof Oct 317, 2023 3148 PM

Untagged Images : 11
1 Unverified Images : 0

Import Images/SMUs

The landing page has a dashlet that takes you to Day O interactive setup for EA

cisco Li%o/‘/
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Required Configuration Steps to enable EA

Policy > Endpoint Analytics - Manage Sources - Manage Configurations Cgral?:@fd
Status All Enabled Disabled
Configuration Name Status Details
DPI Enablement (CBAR) ® Disabled 0 of 3 items are completed
ISE Configuration ® Disabled 0 of 2 items are completed
Al Analytics Integration ® Disabled 0 of 1 items are completed

» Check the status of required configurations for EA
« Use links to follow steps to enable all three required configurations
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Enable CBAR on C9K Devices

Provision > Services > Application Visibility Setup > Overview *New in Catalyst

Center 2.3.7

Overview Network Devices Enablement 1481 Applications 28 Application Sets CBAR Extensions
Last Updated: 1:47 pm S
APPLICATIONS DEVICES CBAR ISSUES
2 1479 O 9 0 0 0% 100% 1 0 0
Custom Built-in Discovered Total With With Errors Service Health CBAR Enabled P1 P2 P3
Applications Applications Applications Warnings Devices Health
Network Devices by Application Recognition Method... Network Devices by CBAR Enablement Status Network Devices by Appliction Telemetry Enableme...

’

Total Devices

9

Total Devices

9

Total Devices

9

®CBAR  ®NBAR  @P/Port Not Supported ®Enabled  ®Ready ONot ready  ®Not supported ®cnabled @Ready ®Not ready ®Not supported

*Application Visibility is enabled by default on C9K switches during the site assignment workflow

c 1 S co W. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Enable Enhanced ISE Integration

Using Day O Interactive Setup Workflow

ISE Configuration

. . ° Settings have been updated. X
ISE Configuration
Endpoint attributes forwarding from Cisco ISE Endpoint attributes forwarding from Cisco ISE
Enable endpoint attribute forwarding from Cisco ISE to Cisco Al Enable endpoint attribute forwarding from Cisco ISE to Cisco Al
Endpoint Analytics for increased visibility using Cisco ISE probes. Endpoint Analytics for increased visibility using Cisco ISE probes.
Endpoint profile publishing to ISE Endpoint profile publishing to ISE
Allows publishing Cisco Al Endpoint Analytics profile data to Cisco ISE Allows publishing Cisco Al Endpoint Analytics profile data to Cisco ISE
for authorizing endpoint access to network to and for endpoint control. for authorizing endpoint access to network to and for endpoint control.
C. Disabled D Enabled

Enable bi-directional publication and consumption of EA attributes in ISE and Catalyst Center
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Enable Catalyst Center Al Analytics

System > Settings > Cisco Al Analytics

CISCO Al AnalythS Al Endpoint Analytics

Provides fine-grained endpoint identification and assigns labels to a variety of Endpoints.

Al Network Analytics ENDPOINT SMART GROUPING

Al Network Analytics harnesses machine learning to drive intelligence in the network,
empowering administrators to effectively improve network performance and accelera
issue resolution. Al Network Analytics eliminates noise and false positives significant!
learning the network behavior and adapting to your network environment.

Using Al and Machine Learning, Endpoint Smart Grouping reduces the number of unknown endpoints in the
network by providing Al based endpoint groupings, automated custom profiling rules and crowdsourced endpoint
labels.

Enable Endpoint Smart Grouping
Enable Al Network Analytics

Al SPOOFING DETECTION PREVIEW

Enable Al Network Analytics

Al Spoofing Detection will detect endpoints being spoofed based on behavioral models. Models are currently being
built using collected flow information from devices.

Enable Al Endpoint Analytics settings
* Endpoint Smart Grouping

<%

Connected

* Choose Cloud Data Storage location | ciowoee seese 0| d———— o P\ &t Center

Europe (Germany)

* Al Spoofing Detection
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Required Configuration Steps to enable EA

Connected

Policy > Endpoint Analytics - Manage Sources - Manage Configurations Catalyst

Status All Enabled Disabled
Configuration Name Status Details
DPI Enablement (CBAR) ©® Enabled 0 of 3 items are completed
ISE Configuration ® Enabled 0 of 2 items are completed
Al Analytics Integration ® Enabled 0 of 1 items are completed

« After Day O setup check the status of required configurations for EA
* Required configurations should all be in status enabled for best results
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View the Endpoint Analytics Outcomes

Policy > Al Endpoint Analytics > Overview

Overview Endpoint Inventary Trust Score Profiling Rules Hierarchy
& Configuration &
Total Endpoints () Trust Score PREVIEW Manage sources Al Proposals O
27 Last Proposed: Jan 26, 2024 04:25 PM

| e v ropovaln Tt couk] Svprovs o profe
some rule proposals that could improve your profile

outcomes:
27
® Unknown 0 (0%) Endpoints
2 New rule(s) for profiling endpoints that may be Review
similar
® Partially Profiled 27 (100%)
0 Modification proposal(s) for previously
) accepted rule(s
Fully Profiled 0 (0%) ® Low (1-3) 2 %) b (s)
0 Profiling Rule(s) is/are no longer needed
View Partially Profiled Labels ® Medium (4-6) 25 (93%)
@ High (7-10) 0 (0%)

Overview shows endpoint profiling status, trust score distribution and Al Proposals
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View Endpoint Inventory

Policy > Al Endpoint Analytics > Endpoint Inventory

Qverview

Endpoint Inventory (12)

Endpoint Inventory

Trust Score Profiling Rules Hierarchy

Focus: Select

Q Filter for endpoints by selecting values

58:CE:2A:13:9B:97

Hostname

Details Trust Score

wireless-tme

Trust Score s 9

Attributes

User Group 1D

0 Selected User Details
MAC Address IP Address ~ Hostname Endpoint Type 08 Type User Name hitesh.malhan
00:91:9E:F1:3F:AB 10.14.70.87 nie-Laptop Workstation Windows Endpoint details
6C:7E:67:D7:68:E9 Wirelesss-MBP Workstation macOS C Endpoint Type Workstation

Hardware Manufacturer Dell Inc. &
8C:F8:C5:B5:08:60 DESKTOP-GENQ1KH Workstation Windows

Hardware Maodel

I 58:CE:2A:13:9B:97 | 10.14.70.61 wireless-tme Workstation Windows 0S Type Windows 10 (0

DC:FB:48:A3:04:A9 10.14.70.56 P-54LIALB Workstation Windows | | Connected Location San Jose/Building 14/Floor1

F,42:7A:4D:B0:83:CF

10.14.70.50 - Mobile Devi

10816 (1

Endpoint
visibility

ouiD

Dell-Device Inspiron 16 5620 @

Authentication Status
Authorization Profile
Scalable Group Tag

Last Seen

STARTED

PermitAccess

Jan 24, 2024 09:07

Endpoint Inventory shows all known endpoint MAC addresses and classification

cisco Ld{a/./
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EA Attributes are integrated into Assurance

Assurance > Dashboards > Health > Client
status

New in Catalyst

Client Devices (5) * Tracked Clients

Center 2.3.7

LATEST TREND

TYPE wired =~ overaw HEATH [N Poor  Fair  Good  Inactive Mo Data | ()
DATA Onboarding Time >= 10s Association »= 5s DHCP >= 5s Authentication »= 5s RSSI <= -72 dBm SNR <=9 dB
o1y Export 46}

(Q Search Table Y
0 Selected
D Identifier C Device Type = Health Trust Score ) Onboarding Health C Connected Health Hardware Manufacturer 0s Endpoint Type
[J #F anna Intel-Device 10 9 @ o Intel Corporation Windows Workstation
[J F greg Intel-Device 10 9 e ® Intel Corporation Windows Workstation
J #F Ingrid RaspberryPi-Device 10 9 e ® Raspberry Pi Foundation Linux IOT Device

Client Devices table in Assurance shows additional Endpoint Analytics information
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Al Endpoint Analytics REST APls Center 235

Platform > Developer > Toolkit > APIs

Al Endpoint Analytics

Method Name Description URL Actions
. Fetch the total t of endpoints that tch th . . .
Fetch the count of endpoints ?C : © 0? cpun of encpoints that mate ¢ fendpoint-analytics/endpoints/count
given filter criteria.
Fetches the details of backend task. Task is Try
Get task details typically created by making call to some other API fendpoint-analytics/tasks/S{taskld}

that takes longer time to execute.

fendpoint-
PUT Apply ANC Policy Applies given ANC paolicy to the endpoint. analytics/endpoints/${epld}/anc- e
paolicy

Use the Catalyst Center APIs to operate Al Endpoint Analytics

c 1 S co W. BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Endpoint Analytics brings new dictionary to ISE

ISE: Policy > Policy Elements > Dictionaries > System > Endpoint-Analytics

deviceType deviceType Endpoint type
Manufacturer
hardwareManufacturer hardwareManufac...
hardwareModel hardwareModel
Model
operatingSystem operatingSystem Operating system

Several new endpoint attributes available for identification in authorization policies
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Use Endpoint Analytics attributes in ISE policy

Authorization policy for HP Printers:
Endpoint Group: Printer MAC Addresses
Endpoint Analytics: device type is Printer

If Endpoint Analytics: HardwareManufacturer is HP ,Then

Authorization policy for legacy printers
Endpoint Group: Printer MAC Addresses
Endpoint Analytics: device type is Printer

I Endpoint Analytics: HardwareManufacturer is not HP ,Then

o
Assign SGT Printer

o
Assign SGT Legacy

c ! s co M- BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



We gained deep visibility of our endpoints

~ Your Services and Network Settings Adaptive Network Control

© catok

Q st
@ Talos

ﬁ © ceir

cisco L{V&/

Talos Low Reputation Destinations

Endpoint Spoofing

Open Port Vulnerabilities
N\ nreat Conta,-,,m
©np

Credential Vulnerabilites

SD-Access
Zero-Trust

Workplace

L3 Routed Access
&y, < Policy Discovery
"ork segmentat©"

L2 Switched Access - Policy Creation

Policy Assurance

L2 Virtual Network

L3 Virtual Network

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Why use SD-Access for network segmentation?
See the benefits of SDA for Zero Trust

Catalyst Center

D & Q&

Policy  Automation Assurance

“«, “«, “«,

E hind

“ “ - | « “ “
-_

bl
: -
SD-Access (hind Client mobility

extension ______________

Policy consistency throughout

Use Cisco’s multidomain architecture for
consistent access and security policies
throughout the enterprise

0T network Employee network
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SD-Access - Solid Underlay with Flexible Overlay

Separation of “Forwarding Plane” from “Services Plane

Ove rlay Network

Control Plane pased on Lisp
Data Plane  pased on VXLAN
PO”CV Clane  based on TrustSec

U nderlay Network

Control Plane based on Is-Is
c 1 sco L‘V&~/ BBBBBB -2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



LAN Automation deploys underlay automatically

Prerequisites for LAN Automation listed in Overview

v Qverview

LAN Automation is an alternative to manual deployments for new networks. It helps simplify network
operations by freeing network administrators from time-consuming and repetitive network
configurations tasks need to create a standard error-free network. LAN Automation uses the IS-IS
routing protocol to deploy a Layer 3 routed access design.

Prerequisites

®——® —@—f@——60——0 @

Create Define Define Define IP Reserve IP Discover Start LAN
Network Network Device Address Address Seed Automation
Hierarchy Settings Credentials Pooal at Pool at Site- Devices
Global Level Specific
Level
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Why should we use LAN Automation?

Explaining the LAN Automation

LAN automation leverages PnP and configures for you:
* Routed interconnections

 LoopbackO

* |S-IS routing protocol

 Host names

Prescriptive. You need to start from a seed device

eeeee

Underlay

PnP Agent PnP Agent

PnP Agent
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Main Roles to establish SD-Access Overlay

Explaining Fabric Roles & Terminology

Network
Identi .
Sorvice Catalyst devices
. Center
Engine
[TTTRR— we
(1 < —— ) (T

Control-Plane Nodes

Map System that manages Endpoint
Fabric Border to Device relationships
Nodes SIIo--l
e Fabric Border Nodes
@ A fabric device (e.g. Core) that connects

External L3 network(s) to the SD-Access
fabric

Control Plane

Campus Fabric NOdeS Fabric Edge Nodes
A fabric device (e.g. Access or Distribution)
e e e e that connects Wired Endpoints to the SD-
/_’, —=-- Access fabric
Nodes
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Assign Fabric Roles to Fabric Devices

Assign Fabric Control Plane, Border Node and Edge Roles

C9500...0.com

v
k4 Run Commands 7 View 360 Last updated: 39 minutes ago
% Details Fabric Advisories Configuration VLANs Power Fans SFP Modules
IE3400...6€Com C9300...0.com C9300...0.com
v v
1
Fabric
Border Node [:.
Control Plane Node C.
@ Edge Node [:.
= —_
‘O 0
C9130...1-D3 CW916...1-D3 C9120...1-D3
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Segmentation Simplicity
Catalyst Center: SD-Access

policies

IT simplicity

No VLAN, ACL, or IP address
management required

- Single network fabric
Define one consistent policy

'®® - Simplified micro segmentation
;l‘ | . Policy enforcement

Drag policy
to apply

I
]
(]
(]
]
(]
(]
[]
\

g Group5 '
Guest virtual network  Policy follows identity

Completely automated | Consistent policy | Minimize lateral threat movement
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SD-Access enables Multi-Level Segmentation

Macro and Micro Segmentation

Firewall Polic
Y Enforcement between

/'\‘T Macro Segments

SD-Access Fabric

| Macro segmentation
i (Virtual Networks)

VN: IOT Network

(= G
??? s

Micro segmentation
(Security Groups)

Employees

—@—/ Enforcement between
Micro Segments

Contract Contract

cisco L{V&/
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ol Catalyst Center

Fabric Sites Virtual Networks Transits o2 =

Fabric Site: &h Global

Layer 2  Anycast Gateways Extranet Policies

qy Export {é}
() Search Layer 3 Virtual Networks Y
0 selected () @ Create Layer 3 Virtual Networks ~More Actions k As of: Feb 2, 2024 6:37 PM £3
D Layer 3 Virtual Network = Layer 3 VNID Health Score fl\ﬂ Anycast Gateways Associated Fabric Sites Associated Fabric Zones Multicast-Enabled Fabric Sites
O Campus_Network 4119 -- 0 1 0 --
O D3_4114 4114 - 0 1 0 --
O D3_4115 4115 -- 0 1 0 --
O D3_CAMPUS 4111 100% 1 1 0 --
O D3_GUEST 4112 100% 1 1 0 --
21 Record(s) Show Records: 10 v 1 - 10 < @ 2 3 >
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SD-Access Policy

Security Group Policy Rollout

policies
Source Destination
FABRIC POLICIES
@ @ CATALYST
CENTER
Employees contract Production
PERMIT
API
Empl Contractors Production  Development
CISCO ISE
POLICY DOWNLOAD
(RADIUS)
e 4
A
@ FABRIC NODES
Production Production

W / Productlon
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The Value of Group-Based Policies

Create meaningful group-based policies aligned to business needs

@ m Permit
AN

R\ \") W\l SGT (16 bits)
Header ["VNID (24 bits) |
C9300 C9300 Source
@ @ Employvees
Scanner Storage Scanners

i i Contractors
Edge-Cat9300#show cts role-based permissions

m Deny

Destination

Custom Default
o &
[%] L%
g &£ §F J §
0 S g L/ 3]
& &5 &S
g & & = 3

IPv4 Role-based permissions default:
Deny IP-00

Permit IP Log-01

IPv4 Role-based permissions from group 36|Scanners| to group 27[|Storage |

PACS:

Cisco M‘/ BRKOPS-2683
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Group Based Policy Analytics shows real flows
Displays traffic between groups
ISE Security Catalyst Center

Groups Endpoint Analytics
MFC

@ DOC Unknown

DESTINATION

Contractor...
Catalyst @ \ Printer_EP...
Center ' 4 Lighting

Doctors

Guests

Secure Default permit » Default deny
Network

Analytics Host @ '/ Cisco ISE TrustSec Allow-List Model (Default Deny IP) With SDA

Network Flow Info GI’OUDS https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/dna-

. / center/215516-trustsec-whitelist-model-with-sda.html
CISCO (A4
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Explore Flows for Security Groups

Detecting used ports and protocols for communication between groups

Traffic flows to 5

destination security groups

(Q Search Destination v

Communicating With: Security Groups 24 hrs

Nov 30, 2022 10:00 PM - Dec 1, 2022 10:00 PM ‘

Employees o
ploy Inbound Outbound Emp|0yees (=) Doctors v
Unique Traffic Flows 19 o IeW
Destination 5 Security Groups
Q  Search Table Contra Ct
Create Report  Download Report
Destination Security Graups ~ Unigue Traffic Flows Create Report  Download Report || View Contract View Policy Enforcement Stats
Unknown 12 Direction Service Name Protocol Port Flow Count (1)
HUAC 2 = bootps uDpP 67
ot : = domain uDP 53
Guests 2
- http TCP 80
Doctors 1
= https Tcp 443
- ] Tcp 21
= IImnr UbDP 5355

Ports detected from group

Employees to group Doctors

cisco W‘/
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We segmented our network on multiple levels

~ Your Services and Network Settings Adaptive Network Control

@ cat
Q st ﬂ Endpoint Spoofing
@ Talos
Open Port Vulnerabilities
° CBAR N nreat Coﬂtai,,
'he,’,

Credential Vulnerabilites

Endpoint Discovery

Endpoint Labeling
T

o — Endpoint Profiling
@ Endpoint Grouping

Talos Low Reputation Destinations

SD-Access
Zero-Trust

Workplace

L)
L3 Routed Access =
///
L2 Switched Access 4

Policy Discovery
Policy Creation

Ve .
) ) & Wo’k Segme “‘a“o\"

N

\
L= Policy Assurance
: L2 Virtual Network
. / Virtual Network
CIsco 2
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Problem to solve: Impersonation Attacks

MAC address must not be the only source of truth

MAC Spoofing

- 4 Profiled as
: i CiscoIP

v Phone

Impersonate the MAC address of another authorized
endpoint in order to gain the same privileges

cisco L{V&/

Attribute Spoofing

4 Profiled as
. ¢ CiscoIP
v: Phone

e Ay MAC is AA
and DHCP
Class IDis

Cisco IP Phone

Impersonate class/type of the device in
order to get privileged network access
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Trust based network access with Trust Analytics

Trust Score assesses the trustworthiness of a given endpoint on the network

Positive Influence Negative Influence

v/ Secure Authentication X Impersonation Attacks

v Posture Compliance X Insecure software interface

Trust-based ISE Policies X Unauthorized clients behind NAT
Deny access . X Endpoints accessing bad IP sites
' 4-7 Limited access '

- Full access

Trust Score values range from 1 (low trust) to 10 (high trust)
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Trust Scores can be viewed

Policy > Al Endpoint Analytics > Overview

Qverview Endpoint Inventory

Total Endpoints (O

27

@® Unknown

@ Partially Profiled

Fully Profiled

View Partially Profiled Labels

Trust Score

0 (0%)

Profiling Rules

27 (100%)

0 (0%)

Hierarchy

Trust Score PREVIEW

27
Endpoints

Manage sources

® Low (1-3)

® Medium (4-6)

® High (7-10)

2 (7%)

25 (93%)

0 (0%)

cisco L{V&/

BRKOPS-2683

trust

EA Overview
shows trust score
distribution
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Optional Configuration Steps to enable EA

Policy > Endpoint Analytics - Manage Sources - Manage Configurations

Status All Enabled Disabled
Configuration Name Status Details
Security Sensor ® Enabled 3 of 3 items are completed
ServiceNow ® Disabled 0 of 1 items are completed
Talos IP Reputation ® Enabled 5 of 5 items are completed
Al Spoofing detection ® Enabled 3 of 3 items are completed

After Day O setup user can check the status of optional and required configurations for EA
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Secure Authentication and Posture Compliance

Positive Influence on Trust Score

Cisco ISE

= 802.1X (EAP-TLS) +
y Cisco Secure Client Posture
- A9
| < > Username: Kris

Auth method: EAP-TLS
Network device

Endpoint Type: Workstation
OS Type: Windows
Manufacturer: Lenovo
Model: T80p
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Secure Authentication and Posture Compliance

Positive Influence on Trust Score

Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy

Trust Score

Trust Score assesses the trustworthiness of a given endpoint on the network to help achi
Values range from 1 (low trust) to 10 (high trust) and are calculated using several sour
the endpoint (e.g. posture, authentication), its vulnerability View More...

e zero trust ou
s that provide co

Alerts Endpoints

Focus: Trust Score - Default view v

Endpoints (18)

Q, Search

0 Selected Reset Trust Score @ Mare Actions vy

00:50:56:AE:C0O:5E

Hostname wx-emp Trust Score
Details Trust Score Attributes
Trust Score Total: @ 10

Endpoint Context

+ Authentication Method

@ Wireds02_1x (PEAP (EAP-MSCHAPv2))

Authentication Method identifies how an endpoint authenticates itself to the network and acts as a positive input to

the endpoint trust score.

Status: Wired802_1x (PEAP (EAP-MSCHAPv2))

E] MAC Address ~ Endpoint Trust Sco IP Address Authentication Method
[} I 00:50:56:AE:C0:5E e 10 I 172.16.1.202 ® Wired802_1x (PH|
O 00:50:56:AE:18:87 e 8 .16.1.201 ® Wired802_1x [PH|
O 00:50:56:8F:57:E2 e 10 172.16.1.202 ® 802_1x (PH

« Posture

@ Compliant

Endpoint posture assessment gathers information on the device such as OS, antimalware and patch level status in
arder to determine if endpoint is compliant. Posture assessment collects posture information from ISE to be used to

calculate Trust Score.

D Enabled

cisco L{V&/

BRKOPS-2683
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Low reputation I[P connections

Connected

Detecting endpoint connections to low reputation sites. Catalyst
Internet sites & locations Cisco TALOS
with low web reputation Threat intelligence
« Catalyst Center pulls IP Reputation data
_ from TALOS
N

Unauthorized Blocked IP list of Application Telemetry enabled via
connection untrusted sites NetFlow configuration on network devices

@ Mitigation via ISE using Adaptive Network

L TrustScore Control APIs

A4

Unauthorized connections to bad reputed
sites indicates anomalous behavior
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Trust Score changes after anomaly

Negative Influence on Trust Score

Cisco ISE

Username: Bob
Auth method: EAP-TLS

Network device

o 2 ~ :
SpuriousAccessResult = True
2 [ 802.1X (EAP-TLS) ]
pa

o= Tr re =
« & SRR ustScore = 3

& [

Endpoint Type: Workstation
OS Type: Windows
Manufacturer: Lenovo
Model: T80p

() Talos IP reputation Low Trust

Trust Score
@ - O

BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al Spoofing Detection

Detects concurrent instances of the same MAC address

Anomaly!
Concurrent MAC
Address at switch#
port # VLAN#

- -
Jewww mmmm

\
> k\m\m\\@m\m

00:26:AB:7C:EC:40 00:26:AB:7C:EC:40
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Al Spoofing Detection

Detects concurrent instances of the same MAC address

B8:27:EB:2C:DC:08

Hostname Trust Score e 3

Details Trust Score Attributes

Trust Score Total: @ 3

Endpoint Context

> Authentication Method

> Posture

Threat and Vulnerability Context

> Al Spoofing Detection

> Changed Profile Labels

> Unauthorized Ports

> Credential Vulnerability

Network Context

> Concurrent MAC Address

@ Low Trust

Mot Detected

Not Detected

NotfDetected

Not Detected

Mot Detected

Not Detected

Last Scored: Oct 27, 2022 10:23 AM

Trigger criteria:

« Connected on same or different switches.

« Detection based on the traffic (when endpoint appears
at the same time across switchports and sends traffic)

* Detection when endpoint transitions from one port to
another more than 4 times and sends traffic

cisco Li%o/‘/

Network Context

+ Concurrent MAC Address

@ Low Trust

Concurrent MAC address detects when multiple endpoints are on the network (for example, on
different switches or in different VLANs on the same switch) with the same MAC address

Severity 80 Confidence 100
VLANID = Network Device Name Interface Name Network Device IP
1 C9800-CL.hamlab.cisco.com 10.1.111.107
501 C9300-HH-1.hamlab.cisco.com 0 192.168.100.105

Reset Was th

Last Scored: Oct 27, 2022 10:23 AM

s accurate ?

BRKOPS-2683
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Adaptive Network Control offers four actions

ANC is an additional tool to mitigate risks

Quarantine Move the endpoint to a quarantine Security Group
Shut Down Shut down switchport where endpoint is connected

Port Bounce Cycle switchport where endpoint is connected

Demand the switch to restart authentication process
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Rapid Threat Containment (RTC) using Cisco ISE

Using Adaptive Network Control (ANC)

Manual
intervention
Tool to start temporary
remediation action

No permanent authorization policy boffc'::tchﬂggg lroeoc:fjire

needed for port shut or quarantine authorization policy

Automated threat isolation and remediation

possible via ISE API
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vl Catalyst Center

Q dCloud

Welcome to Catalyst Center!

Cisco DNA Center is becoming Catalyst Center

[] Explore

As part of our vision to converge our products around an integrated platform, we are changing the name of Cisco DNA Center to Catalyst Center in the next release. The capability
and functionality of Catalyst Center remains the same as Cisco DNA Center.

Assurance Summary

Health @

Healthy as of Feb 4, 2024 12:11 PM

8b. 100.

Network Devices Wireless Clients

Network Snapshot

Sites

As of Feb 4, 2024 12:11 PM

49

100.

Wired Clients

View Details

DNS Servers : 1
NTP Servers : 0

Critical Issues

4

P1

Last 24 Hours

Network Devices

As of Feb 4, 2024 12:10 PM

ol

P2

View Details

Unclaimed

Unprovisioned: 1

Trends and Insights

4 O

AP Performance
Advisories

Trend Deviations

View Details

Application QoS Policies

As of Feb 4, 2024 12:14 PM

Successful Deploys: 0

O Errored Deploys: 0
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Trust based network access

Continuously monitor anomalies, endpoint trust and restrict access
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Security Ecosystem

e 84 Threat Metrics
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On change of trust-score: Catalyst Center & ISE .- Trust-based ISE policies -
1-3 Deny Access

Automated RADIUS Change of Authorization (CoA)

forcing re-authentication with new trust-score 4-7  Limited Access

7-10  Full Access

P e T T L L

______________________________

c 1 S co M-/ BRKOPS-2683 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



Endpoint Analytics brings new dictionary to ISE

ISE: Policy > Policy Elements > Dictionaries > System > Endpoint-Analytics

deviceType deviceType

hardwareManufacturer hardwareManufac...

hardwareModel hardwareModel

operatingSystem operatingSystem

trustScore trustScore Trust Score

Trust Score available for use in authorization policies
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Use Endpoint Analytics attributes in ISE policy

Authorization policy for HP Printers:
Endpoint Group: Printer MAC Addresses
Endpoint Analytics: device type is Printer o |
If Endpoint Analytics: HardwareManufacturer is HP ,Then Assign SGT Printer

Endpoint Analytics: trustScore greater or equals 6

Authorization policy for untrusted HP printers
Endpoint Group: Printer MAC Addresses
Endpoint Analytics: device type is Printer o |
If Endpoint Analytics: HardwareManufacturer is HP ,Then  Assign SGT Quarantine

Endpoint Analytics: trustScore |less than 6
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We finished to build a zero-trust campus network

~ Your Services and Network Settings Adaptive Network Control

@ cat
° ISE Endpoint Spoofing

ﬁ © Tolos

© cBArR

at Conty i"”?e
s Endpoint Discovery

Talos Low Reputation Destinations

L3 Routed Access =

[ Policy Discovery
///
L2 Switched Access 4

( )
5 Policy Creation

Policy Assurance
: L2 Virtual Network

|
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We started our journey with multiple options
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We showed you our recommended path today

Endpoint Visibility

o o o
Al Endpoint Group-Based Policy
Analytics Policy Analytics Discovery
Network Segmentation
o o o
SD-Access Multi-level Endpoint
Fabric Segmentation Onboarding
Trust Monitoring
o o o
Trust Threat Threat
Score Discovery Containment
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You started your journey today - Keep it going!

~ Your Services and Network Settings Adaptive Network Control

@ catsk

° ISE Endpoint Spoofing

° Talos

Q caar
Endpoint Discovery

o — Endpoint Profiling
@ Endpoint Grouping

L)
L3 Routed Access =
///
L2 Switched Access 4

Policy Discovery
( )
5 Policy Creation
\
. S Policy Assurance

‘ L2 Virtual Network
L‘V / Virtual Network
CISCO (A4 9
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Code Recommendations for Endpoint Analytics
As of February 2024

Catalyst

Catalyst Center Compatibility Matrix

Center

Catalyst

9000 Recommended Releases for Catalyst 9000 Platforms

SIDEYYelel-LI M Cisco Software-Defined Access Compatibility Matrix

Catalyst Center User Guide - Cisco Al Endpoint Analvtics
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https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac_compatibility_matrix/index.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/214814-recommended-releases-for-catalyst-9200-9.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-7/user_guide/b_cisco_dna_center_ug_2_3_7/endpoint-analytics-1-0.html

Catalyst Center References

Catalyst Center Product Page
https://www.cisco.com/go/dnacenter
Catalyst Center At-A-Glance

https://www.cisco.com/c/en/us/products/collateral/cloud-
systems-management/dna-center/nb-06-cisco-dna-center-

aag-cte-en.html
Catalyst Center Data Sheet

https://www.cisco.com/c/en/us/products/collateral/cloud-
systems-management/dna-center/nb-06-dna-center-data-
sheet-cte-en.html

Catalyst Center Privacy Data Sheet

https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatash
eet/DNA/cisco-dna-center-privacy-data-sheet.pdf

cisco Ld{a/./

D D

Catalyst Center YouTube Channel

https://www.youtube.com/@CiscoCatalystCenter

Catalyst Center (Physical and Virtual) Resources

https://community.cisco.com/t5/networking-knowledge-
base/cisco-dna-center-physical-and-virtual-resources/ta-

p/3648009
Catalyst Center Documentation Roadmaps

https://www.cisco.com/c/en/us/support/cloud-systems-
management/dna-center/products-documentation-
roadmaps-list.html

NBAR2 Protocol Pack Library

https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/gos_nbar/prot_lib/config_library/nbar-prot-pack-

library.html
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https://www.cisco.com/go/dnacenter
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-cisco-dna-center-aag-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/DNA/cisco-dna-center-privacy-data-sheet.pdf
https://www.youtube.com/@CiscoCatalystCenter
https://community.cisco.com/t5/networking-knowledge-base/cisco-dna-center-physical-and-virtual-resources/ta-p/3648009
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-documentation-roadmaps-list.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html

Al Endpoint Analytics References

D D
KRR

Introduction: What is Al Endpoint Analytics?

Whitepaper: Cisco Al Endpoint Analvytics: A New Path Forward

Presentation: Advanced Endpoint Visibility with Cisco Al Endpoint Analvtics

Case Study: Adventist Health

Case Study: North Carolina DHHS

Blog: Identify Endpoints, Enforce Policies, and Stop Threats with Network Segmentation

Video: Al Endpoint Analytics Demo

Deployment Guide: Cisco Al Endpoint Analvtics
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-endpoint-analytics.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/nb-06-ai-endpoint-analytics-wp-cte-en.html
https://techfieldday.com/video/advanced-endpoint-visibility-with-cisco-ai-endpoint-analytics/
https://blogs.cisco.com/networking/adventist-health-deploys-ai-endpoint-analytics-to-keep-its-network-in-shape?oid=pstetr023236
https://blogs.cisco.com/networking/north-carolina-dhhs-uses-ai-endpoint-analytics-to-simplify-network-control?oid=pstetr023812
https://blogs.cisco.com/networking/identify-endpoints-enforce-policies-and-stop-threats-with-network-segmentation
https://www.youtube.com/watch?v=rIO5V8Oh48A
https://community.cisco.com/t5/networking-knowledge-base/cisco-ai-endpoint-analytics-deployment-guide/ta-p/4266702

Cisco ISE & SD-Access References

ISE Webinars
cs.co/ise-webinars

ISE YouTube Channel
cs.co/ise-videos

ISE Resources
cs.col/ise-resources

ISE Community
cs.co/ise-community

ISE Security Integration Guides
cs.co/ise-quides

ISE Compatibility Guides
cs.co/ise-compatibility

Network Access Device Capabilities
cs.co/nad-capabilities

ISE Licensing & Evaluations
cs.co/ise-licensing

cisco L{Vp/_/
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SD-Access Product Page

cisco.com/go/sdaccess

SD-Access Ordering Guide

https://www.cisco.com/c/en/us/solutions/collateral/enterprise -
networks/software-defined-access/quide-c07-739242.html

SD-Access Solution Data Sheet

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-
networks/software-defined-access/solution-overview-c22-
739012.html

Cisco EN&C Validated Design and Deployment Guides
cs.co/en-cvds
SD-Access TrustSec Allow-List Model (Default Deny)

https://www.cisco.com/c/en/us/support/docs/cloud-systems-
management/dna-center/215516-trustsec-whitelist-model-
with-sda.html
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cs.co/ise-webinars
cs.co/ise-videos
cs.co/ise-resources
cs.co/ise-community
cs.co/ise-guides
cs.co/ise-compatibility
cs.co/nad-capabilities
cs.co/ise-licensing
http://cisco.com/go/sdaccess
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/guide-c07-739242.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/solution-overview-c22-739012.html
https://community.cisco.com/t5/networking-documents/cisco-en-validated-design-and-deployment-guides/ta-p/3777320
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/dna-center/215516-trustsec-whitelist-model-with-sda.html




