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Alex Burger

Principal TME in Meraki Product Management | CCIE 45253 | CWNE 249

« Spent many years in the field as a partner post-sales engineer deploying ISE

» Field Sales as a Meraki SE
* Product management
» Cross product/BU features and integrations

 MS and Catalyst management
 Zero-Trust

My desk is not as clean as Thomas’s

CIsCO W_/ BRKSEC-2100

Wireless
WIRE

https://wirelesslywired.com
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https://wirelesslywired.com/

Webex App

Questions?
Use the Webex App to chat with the speaker
after the session

How

. Find this session in the Cisco Events Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 23, 2024.

cisco Lg{/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2100

BRKSEC-2100

8199

< Catalyst 9000 Series Switching Family =...

technologies, and features in the Catalyst
9000 Switches.

‘Eﬁ’ Kenny Lei
Cisco Systems, Inc. | Technical Market...

Technical Level

Intermediate (596)

Tracks

Networking (220)

Session Type
Breakout (453)
SHOW 2 MORE ¥

\

w Join the Discussion

Enter your personal notes here
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ISE Bar: A Public Webex Team Space for ISE
&
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4.6 All Direct Spaces Public

Messages People (2610) Content QL QB
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- b1658c3a-2465-419c-9a8b-ce33750d72fb.PNG
Find all your public spaces here. These are 43 KB + Daniel Rohrmoser « 1/12/24 « &
conversations anyone in your organization can
join. Explore the public spaces already started = Cisco ISE with Microsoft Active Directory, Azure AD, and Intune - Cisco Community.pdf
or create one on a topic that interests you. 2 41MB -+ Greg Gibbs « 1/10/24 « &
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- Cisco Identity Service Engine
. Cisco TrustSec Segmentation
- Meraki Adaptive Policy

- Cisco ISE with Meraki
- MX/Z: VPN / SOHO / HOBO
- MR: Wireless
- MS: Wired

- ISE Meraki Connector

- TrustSec Matrix in Excel

BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9
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ISE Capabilities for Zero Trust from Workplace

<)

'
Establish Enforce Trust- Continuously Respond to
Trust Based Access Verify Trust Change in Trust
User/Device - Network based Integrations : * RADIUS Change of
Authentication Authorization Policies « Threat Detection Authorization (CoA)
MFA thru Integrations Micro-segmentation « Behavior Analysis *  Adaptive Network
Profiling «  Compliance-based « Vulnerability Control (ANC)
Posture + Context CoA Assessment
Guest * Device Administration
BYOD Onboarding with TACACS+

cisco L‘V&. BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



ISE Provides Zero Trust for the Workplace

Enterprise Security
Endpoints Network Devices Cisco ISE Identity Services Security Services
Users - Switches * Shared or Distributed - Azure/AD/LDAP - Cloud Analytics
Devices - WLCs / APs * VM/Appliance/Cloud - MDM - Secure Firewall
* Things | E T - VPN - Up to 2M Endpoints « SAML/MFA - Partners

* RADIUS and TACACS S
- P )
o

@ AR

-t N L
DD &‘D ?
WKVM NUTANI>C .. Microsoft

s /A oci

2 Securelt < Share It
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ISE Controls Endpoint Sessions with RADIUS

Capabilities SE Access Policy
VLAN Employees / 3 Authentication  Authorization  Accounting
deny ip host <critical>
ACL " pemmit ip any any RADIUS O
sar E
And more...

cisco TYYYYY YYYVYYY BN
Username+Password . 'E @ Guest
Machine Certificate " l/OT
User Certificate r oG [: i/m/PSK
Machine+User O E L T Profiling
MFA & Endpoint Groups
!!_._ ¥ - d

802.1X MAB

cisco L‘V&. BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Network Access Authentication is a Spectrum

-

>

Open

Convenient (experience+support)

WPA/2/3

MAB
mMPSK

Zero-ish Factors

IPSK

802.1X +
Password

Single Factor

802.1X
+ Cert

Security
Key

|dle / Session
Timeout

x Roaming

Hibernation
802.1X
Machine

+ User 802.1X

+ MFA

Multi-Factor:
2+ @+ ?+

Security (entity authentication based on factors of knowledge, possession, or being)

CIscoO

Lae!

BRKSEC-2100
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MFA Requires a Finger and a Phone

cisco Lz{/&/



Solve ldentity for Zero Trust with Duo and ISE

O NG, 2N

Access Problem

User + Device
(On-Premise)

IOT Device
(On-Premise)

N e

11- User + Device
(Off-Premise)

@™ User / Device
(On-Premise)

User + Device
(On-Premise)

User + Device
(Off-Premise)

cisco Lz{@/

|»-|»-|H

?

?

> E

— 2

?
?

On-Premise
Applications

On-Premise
Applications

On-Premise
Applications

User / Device
(On-Premise)

Cloud
Applications

Cloud
Applications

Cisco ISE

No MFA

VPN
Based

No MFA

BRKSEC-2100

Cisco Duo Cisco ISE + Duo

Web
Only

Web
Only

No
network
security
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RFC2865 : RADIUS RFC3579 : EAP Support
RAD'US : 802 . 1 X RFC2866 : Accounting RFC5176 : CoA Support

Subject RADIUS Server

RADIUS Client

ISE

EAPoL-Start

<<
EAP: Extensible Authentication Protocol A R t
ccess-reqgues
J > Auth @ UDP:1812
< <
Credentials: VLAN
- Certificate ‘+ ACL a i s
- Password —
= SGT -
foken Group Policy
P P Access-Accept/Reject O
10.X.X.X 8

Accounting Session-Start

» Acct @ UDP:1813

- User Disconnect
- Session-Timeout m + —
- RADIUS CoA O

Accounting Session-Stop <

cisco Lz{@/

BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



RADIUS : Access-Request + Access-Accept

Access-Accept

Access-Request

i 4'------------------------------------------------------.'

v . RADIUS Protocol

VRADIUS Protocol
Code: Access-Accept (2)
Packet identifier: Oxd (13)
Length: 428
Authenticator: 66403608336c3e77859116d46cd0d65f
VAttribute Value Pairs
> AVP: t=User-Name (1) 1=8 val=thomas
AVP: =Class (25) 1=75 val=434143533a6336313238353162724344a2f7767443633147..
AVP: t=Session-Timeout (27) 1=6 val=1800
AVP: t=Termination-Action(29) (=6 val=RADIUS-Request(1l)
AVP: t=Tunnel-Type (64) (=6 Tag=0x01l val=VLAN(13)
AVP: t=Tunnel-Medium-Type (65) 1=6 Tag=0x01l val=IEEE-802(6)
AVP: t=EAP-Message (79) 1=6 Last Segment [1]
AVP: t=Message-Authenticator (80) (=18 val=1cb417480820021d54882fcaea90308c
AVP: t=Tunnel-Private-Group-Id(81l) (=7 Tag=0x01l val=DATA
AVP: t=Vendor-Specific (26) 1=36 vnd=ciscoSystems (9)

v v v v vV v vV

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

> VSA: t=Cisco-AVPair (1) (=30 val=linksec-policy=should-secure
v AVP: t=Vendor-Specific(26) 1=80 vnd=ciscoSystems (9)

Type: 26

Length: 80

Vendor ID: ciscoSystems (9)

> VSA: t=Cisco-AVPair (1) (=74 val=ACS: CiscoSecure-Defined-ACL=#ACSACL#-IP-

PERMIT ALL_ IPV4 TRAFFIC-57£6b0d3

v AVP: t=Vendor-Specific(26) (=38 vnd=ciscoSystems (9)

Type: 26

Length: 38

Vendor ID: ciscoSystems (9)
> VSA: t=Cisco-AVPair (l) (=32 val=cts:security-group-tagq=0004-00
> AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft (311)

cisco Lq@/

>: Access-Request
ket identifier: xO0
yth: 153

(1)
(0)

nenticator:29eb293b3a40ea740a8fd33bdbl18f1d7

~ibute Value Pairs

VP: t=User-Name (1) 1=8 val=thomas

JP: t=NAS-IP-Address(4) (=6 val=6.86.227.108

JP: t=Calling-Station-Id(31) 1=19 val=02-00-00-00-00-01

JP: t=Called-Station-Id(30) 1=27 val=2C-3F-0B-56-E3-6C:Corp
JP: t=Framed-MTU(12) (=6 val=1400

JP: t=NAS-Port-Type(61l) (=6 val=Wireless-802.11(19)

VP: t=Service-Type
VP: t=Connect-Info
JP: t=EAP-Message

(6) 1=6 val=Framed (2)
(77) (=24 val=CONNECT 11Mbps 802.11b
(79) 1=13 Last Segment [1]

JP: t=Message-Authenticator (80) 1=18
£047af6a9%9a82279dfd6d19b477c31b

BRKSEC-2100
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RADIUS : MAC Authentication Bypass (MAB)
Subject RADIUS Client

ISE

EAPoL-Start

EAP: Extensible Authentication Protocol

OF
O <
O <

Access-Request
VLAN

> .

ACL MARB Auth @ UDP:1812
SGT g )

i wy »
G Pol
.”rOUp olicy R ) ~\J-

< - ccess-Accept O ;
10.X.X.X &

Accountin@ession—Start

» Acct @ UDP:1813

{C} - User Disconnect
- Session-Timeout m
- RADIUS CoA o O-n\-

Accountin@ession—Stop >

cisco Lq@/
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ISE Endpoint Profiles for Meraki Devices

Profiling Policies
Selected 0 Total4 £ 4%

~+ Add i Delete ~ o)y Import M Export Quick Filter ~ Y
Profiling Policy Name ~  Policy Enabled System Type Description
merakil X

E] Cisco-Meraki-Access-Point Enabled Cisco Provided Policy for Cisco Meraki Access Point

E] Cisco-Meraki-Device Enabled Cisco Provided Policy for Cisco Meraki Device

[:] Cisco-Meraki-Security-Appliance Enabled Cisco Provided Policy for Cisco Meraki Security Appliance

E] Cisco-Meraki-Switch Enabled Cisco Provided Policy for Cisco Meraki Switch

Cisco-Meraki-Device MAC:OUI CONTAINS Meraki
Cisco-Meraki-Access-Point LLDP:lldpSystemDescription CONTAINS MR

LLDP:lldpSystemDescription CONTAINS MS
CDP:cdpCachePlatform CONTAINS MS

Cisco-Meraki-Security-Appliance LLDP:lldpSystemDescription CONTAINS MX

Cisco-Meraki-Switch

Cisco M- BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20




ISE Segmentation Options

Beyond RADIUS Access-Accept / Access-Reject

VLANS

ACLs: DL, Named, DNS

Downloadable ACL (Wired) o
Named ACL (Wired + ereless)

Security Group Tags

Dynamic VLAN Assignments

Cisco Group-Based Policy

o Q=N
=17

Printers
VLAN 5

Employees
VLAN 3

(_f"euest
VLAN 4 Employee Contractor 16-bit SGT assignment and
Per port / Per Domain / Per MAC penE e ey en dengeiiiioi; Ziil;;w SGT based Access Control

Cisco M- BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



ISE Lab Setup

e |dentity Services Engine Dashboard

CIsCco

P’ Bookmarks Summary Endpoints Guests Vulnerability Threat ® Manage
B® pashboard %
Total Endpoints () Active Endpoints (i) Rejected Endpoints (1) Anomalous Behavior (1) Authenticated Guests
I Context Visibility < ~
P,
A, Operations 9 2 0 0 0
U Policy
2. Administration i AUTHENTICATIONS O g c X i NETWORK DEVICES © g o X ;i ENDPOINTS © g e X

Identity Store Identity Group Network Device Failure Reason Device Name Type Location Profile Logical Profile

m1 Work Centers

@ raspb...evice - 44.44%

?) Interactive Help , ® apple-device - 11.11%

9 ® inter...oints - 77.78% 9 ® lab-ms390-1 - 66.67% g @ trend...evice - 11.11%
® inter...users - 22.22% ® lab-mrd6-1 - 33.33% cisco...point - 11.11%
® cisco..evice - 11.11%
\- ® unknown - 11.11%
X BYOD ENDPOINTS O g o X I ALARMS © g o X I SYSTEM SUMMARY © g g X
Tvpe  Profile 1 node(s) All ~ 24HR ~

cisco W— BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Network Devices in ISE

i |dentity Services Engine

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

cisco Lz{/&/

Network Devices

Network Devices
Default Device

Device Security Settings

O 0O o o O

Network Device Groups

Network Device Profiles

-+ Add

Name
lab-ms390-1
lab-mr46-1
z3-hobo-employee

lab-mx68-1

Administration / Network Resources

Network Devices

External RADIUS Servers

ok Import T Export v

IP/Mask

192.168.128.4/32

192.168.128.2/32

192.168.129.1/32

192.168.128.1/32

BRKSEC-2100

Profile Name
sk Cisco (D)
4 Cisco (D
&% Cisco (D

&% Cisco (D

More

il Delete v

Location

AMERH#HBC
AMER#HBC
AMERH#HBC

AMERH#HBC

Selected 0 Total4 25 46
All v Y
Type
SwitchesHMSH#MS390
Wireless#MR#MR46

SDWANHZ3

SDWANHMXH#MX68

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Policy Sets

«lul |dentity Services Engine Policy / Policy Sets

Cisco

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More
)" Bookmarks
L J
BT Dashboard . . . ) . .
@ Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

2! Context Visibility Qs
9 Operations
[F]  wired_g02.1x

{ Policy
Wireless_802.1X
@ 802.1X OR E wireless_ EAPs Z + s {cﬁ >
‘ Administration a0 = Radius-Called-Station-ID
- ENDS_WITH .corp
Al Work Centers
(] I0T_Wired [F]  wired_MAB MAB 7 -+ o {C,S} >
?) Interactive Hel
P [F]  Wireless_MAB
(] IOT_Wireless AND MAB 7 + o {?} >
| Radius-Called -Station-1D ENDS_WITH .iot
@ Guest E  Radius-Called-Station-ID ENDS_WITH .guest Default Network Access Z + o {CJ)‘} >
(] Default Default policy set Default Network Access g T 6 {CJ)\} >

cisco M- BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Authentication Rules

il |dentity Services Engine Policy / Policy Sets

“sAuthentication Policy(2)

n () Status Rule Name Conditions Use Hits Actions
1 Q se
.\ Internal Users
[F]  wired_s02.1x
( o ISE_Internal OR 1 {(:j}
[F  wireless_s02.1x > Options
a
" DenyAccess
(] Default 0 {(:j}
> Options
?

> Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

“Authorization Policy(2)
Results

@ Status Rule Name Conditions Profiles Security Groups Hits Actions

cisco W— BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Authorization Rules

il |dentity Services Engine Policy / Policy Sets

(] |OT_Wired [F] wired_MAB MAB + o

» Authentication Policy(1)
> Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

a
“sAuthorization Policy(5)
"
Results
5 @ Status Rule Name Conditions Profiles Security Groups Hits Actions

° IOT_Assets ps IdentityGroup-Name EQUALS Endpoint Identity Groups:Assets GP_lOT - 10T T 0 {@}
a I0T_Cameras £’ IdentityGroup-Name EQUALS Endpoint Identity Groups:Assets:Cameras GP_IOT T 10T T 0 {@}
o |0T_Facilities A IdentityGroup-Name EQUALS Endpoint Identity Groups:Assets:Facilities GP_lOT - 10T T 0 {@:{:
° I0T_Signage A IdentityGroup-Name EQUALS Endpoint Identity Groups:Assets:Signage GP_IOT - 10T T 0 {(:j}

cisco W— BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Authorization Profiles

il |dentity Services Engine Policy / Policy Elements

) Dictionaries Conditions Results

Standard Authorization Profiles

Authentication

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Authorization ~ Selected 0 Total 15 {3 4
.\ | Authorization Profiles
+ Add al v Y
' Downloadable ACLs
0 Name Profile ~  Description
a
Profiling > [ Block_Wireless_Access ik Cisco (1) Default profile used to block wireless devices. Ensure that you configure a NULL |
Ln. Posture > O CMDB_iPSK ik Cisco (D)
. o [l Cisco_IP_Phones ik Cisco (1) Default profile used for Cisco Phones.
Client Provisioning >
2 . . . . .
: [ Cisco_Temporal_Onboard ik Cisco (1) Onboard the device with Cisco temporal agent
O Cisco_WebAuth W Cisco @ Default Profile used to redirect users to the CWA portal.
O GP_Cameras i Cisco ®
[ GP_Employees ik Cisco (1)
[ GP_Guests ik Cisco (1)
O GP_IOT ik Cisco (1)
[ GP_Unknown i Cisco @
) NSP_Onboard &k Cisco (1) Onboard the device with Native Supplicant Provisioning

cisco W— BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



ISE LiveLogs

v ldentity Services Engine

CIsco

Operations / RADIUS

I Live Logs Live Sessions
|
0
Refresh Show Within
0 Every 10 sec... ~ Latest 20 reco..~ Last 5 minutes-
g €5 Reset Repeat Counts T Export To Filter ~v~ e

cisco Lz{/g/

BRKSEC-2100
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‘ Time Status Details Identity Endpoint... Authentication Poli... Authorization Policy Authorizatio... Security ... Network De... I
¢ ~ Identity Endpoint Pr Authentication Policy Authorization Policy Authorization Pr Security Gr¢ Network Devict _I
Jun 03, 2023 04:50:3... o Q DC:A6:32:1A:C... Raspberry... 10T_Wired >> Default I0T_Wired >> I0T_Signage GP_IOT 10T 1
Jun 03, 2023 04:50:3... o Q DC:A6:32:6D:A... Raspberry... 10T_Wired >> Default 10T_Wired >> 10T_Facilities GP_IOT 10T 1
Jun 03, 2023 04:50:2... o a 3C:8C:F8:AD:1... Trendnet-... 10T_Wired >> Default 10T_Wired >> Default PermitAccess Unknown 1
Jun 03, 2023 04:50:2... Qa DC:A6:32:1A:C... Raspberry... 10T_Wired >> Default 10T_Wired >> I0T_Signage GP_IOT lab-ms390-1 1
Jun 03, 2023 04:50:1... Q DC:A6:32:6D:A... Raspberry... 10T_Wired >> Default 10T_Wired >> I0T_Facilities GP_IOT lab-ms390-1 1
Jun 03, 2023 04:50:0... Q 3C:8C:F8:AD:1... Trendnet-... 10T_Wired >> Default 10T_Wired >> Default PermitAccess lab-ms390-1
Jun 03, 2023 04:50:0... o Q DC:A6:32:1A:C... Raspberry... 10T_Wireless >> MAB I0T_Wireless >> CMDB_Signa... CMDB_IPSK 10T 1
Jun 03, 2023 04:50:0... a DC:A6:32:1A:C... Raspberry... 10T_Wireless >> MAB I0T_Wireless >> CMDB_Signa... CMDB_IPSK lab-mrd6-1
Jun 03, 2023 04:49:5... ('] a employee Unknown 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees Employees 1



ISE is the Core of Cisco’s Multi-Domain Policy

Data Center

Security

ISE

2

I DI
] Eoosssm==

Competitors

negee
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Cisco TrustSec
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Policy Challenge

@®ip access-list .
@Dip access-1list

@®ip access-list @Pip access-list

@Dip access-list
@ip access-list

@ip access-list

@Dip access-list

@ip access-list

@ip access-1list

@Dip access—li@%? access-1list

®ip access-list
@Dip access-list
@ip access-list
®ip access-list

@Dip access-list

©ip access-list
®ip access-list
@ip access-1list
Dip access-list
. . @ip access-list
@Dip access-list @ip access-list

@Dip access-list
@ip access-1list

@ip access-1list .
@Dip access-list

@ip access-list @ip access-list

@ip access-list

@ip access-list

cisco Lq@/

@ip access-list Dip access-1

@ip access-lis

BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Can You See the Business Intent Here?

access-1ist
access-1list
access-1ist
access-1ist
access-1list
access-1list
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1list
access-1list
access-1ist
access-1list
access-1list
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1list

cisco Lq@/

102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102

permit tcp 131.249.33.123 0.0.0.127 1t 4765 71.219.207.89 0.255.255.255 eq 606

deny tcp 112.174.162.193 0.255.255.255 gt 368 4.151.192.136 0.0.0.255 gt 4005

permit ip 189.71.213.162 0.0.0.127 gt 2282 74.67.181.47 0.0.0.127 eq 199

deny udp 130.237.66.56 255.255.255.255 1t 3943 141.68.48.108 0.0.0.255 gt 3782

deny ip 193.250.210.122 0.0.1.255 1t 2297 130.113.139.130 0.255.255.255 gt 526

permit ip 178.97.113.59 255.255.255.255 gt 178 111.184.163.103 255.255.255.255 gt 959
deny ip 164.149.136.73 0.0.0.127 gt 1624 163.41.181.145 0.0.0.255 eq 810

permit icmp 207.221.157.104 0.0.0.255 eq 1979 99.78.135.112 0.255.255.255 gt 3231
permit tcp 100.126.4.49 0.255.255.255 1t 1449 28.237.88.171 0.0.0.127 1t 3679

deny icmp 157.219.157.249 255.255.255.255 gt 1354 60.126.167.112 0.0.31.255 gt 1025
deny icmp 76.176.66.41 0.255.255.255 1t 278 169.48.105.37 0.0.1.255 gt 968

permit ip 8.88.141.113 0.0.0.127 1t 2437 105.145.196.67 0.0.1.255 1t 4167

permit udp 60.242.95.62 0.0.31.255 eq 3181 33.191.71.166 255.255.255.255 1t 2422

permit icmp 186.246.40.245 0.255.255.255 eq 3508 191.139.67.54 0.0.1.255 eq 1479
permit ip 209.111.254.187 0.0.1.255 gt 4640 93.99.173.34 255.255.255.255 gt 28
permit ip 184.232.88.41 0.0.31.255 1t 2247 186.33.104.31 255.255.255.255 1t 4481
deny 1ip 106.79.247.50 0.0.31.255 gt 1441 96.62.207.209 0.0.0.255 gt 631

permit ip 39.136.60.170 0.0.1.255 eq 4647 96.129.185.116 255.255.255.255 1t 3663
permit tcp 30.175.189.93 0.0.31.255 gt 228 48.33.30.91 0.0.0.255 gt 1388

permit ip 167.100.52.185 0.0.1.255 1t 4379 254.202.200.26 255.255.255.255 gt 4652
permit udp 172.16.184.148 0.255.255.255 gt 4163 124.38.159.247 0.0.0.127 1t 3851
deny icmp 206.107.73.252 0.255.255.255 1t 2465 171.213.183.230 0.0.31.255 gt 1392
permit ip 96.174.38.79 0.255.255.255 eq 1917 1.156.181.180 0.0.31.255 eq 1861
deny icmp 236.123.67.53 0.0.31.255 gt 1181 31.115.75.19 0.0.1.255 gt 2794

deny udp 14.45.208.20 0.0.0.255 1t 419 161.24.159.166 0.0.0.255 1t 2748

permit udp 252.40.175.155 0.0.31.255 1t 4548 87.112.10.20 0.0.1.255 gt 356

deny tcp 124.102.192.59 0.0.0.255 eq 2169 153.233.253.100 0.255.255.255 gt 327
permit icmp 68.14.62.179 255.255.255.255 1t 2985 235.228.242.243 255.255.255.255 1t 2286

deny tcp 91.198.213.34 0.0.0.255 eq 1274 206.136.32.135 0.255.255.255 eq 4191

deny udp 76.150.135.234 255.255.255.255 1t 3573 15.233.106.211 255.255.255.255 eq 3721
permit tcp 126.97.113.32 0.0.1.255 eq 4644 2.216.105.40 0.0.31.255 eq 3716

permit icmp 147.31.93.130 0.0.0.255 gt 968 154.44.194.206 255.255.255.255 eq 4533

deny tcp 154.57.128.91 0.0.0.255 1t 1290 106.233.205.111 0.0.31.255 gt 539

deny ip 9.148.176.48 0.0.1.255 eq 1310 64.61.88.73 0.0.1.255 1t 4570
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Business Intent is Clear

el Identity Services Engine Work Centers / TrustSec

] Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

-

. Egress Polcy v Production Matrix

- Matrices List Populated cells: 64 ) £ Refresh
x| :a""‘ n M deny icmp

. D::::“::Tree Edit 4 Add { Clear  (5) Deploy (3 Vewsmp.epmy @ Monitor All - Off |, Import (. Export deny th dSt eq 22 All v
s ) deny udp dst eq 53

Network Device Authorization g S deny udp dst eq 67 .
= H deny udp dst eq 68 é g

deny udp dst eq 69
deny tcp dst eq 135
deny tcp dst eq 137
deny tcp dst eq 138
deny tcp dst eq 139
deny tcp dst eq 445
deny tcp dst eq 689
deny udp dst eq 1025
deny udp dst eq 1026
deny tcp dst eq 3389
permit ip
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What are SGTs (Security/Scalable Group Tags) ?

I I NS S S .
in ol ol ol o o e e ol ol o e
€1sco TYYYYY TYTYYYY I N EN

I I NS S S .
A in ol ol ol o o e e ol ol o e
€1sco TYYYYY TYTYYYY I N EN

Dst MAC  Src MAC 802.1Q CMD  ETYPE PAYLOAD

Syl Version | Length .SGT SGT Other
option Type Options

EtherType
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Classification Propagation Enforcement

Classification Mechanisms

Dynamic Classification Static Classification

L3 Interface (SVI) to SGT IP to SGT i L2 Port to SGT

| | |

DC Core DC Access

Distribution Core
Enterprise

Backbone

ok

Firewall

Hypervisor SW

VLAN to SGT Subnet to SGT VM (Port Profile) to SGT

cisco L‘V&- BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Cisco SGT Propagation & Enforcement

)

SGT

"

Employee

cisco Lz//&/

Remote
Access

Wireless I\

o
]
Switch «#

Dynamic
Classification

Destination
pxGrid Egress Policy: * Development  Production

Propa’gatlon @ Development [EEEIMITA Deny All
’ 3 Production Deny All Permit Al
v

02 | " Deny Al | PermitAl
SGT Employee Deny All Permit All

D.
. SGr
|SE "\\ ’O/“ /773,0,0.
T Pagay sh
f/o,) s Eelf
' ‘I Production
: : Servers

® E g

Routers Firewall SW|tch - Development
, —1 Servers
Propagation ﬂ SGT
Enforcement Static

Classification
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Classification, SGT Lookup and Enforcement

A

1. Classification: Dynamic/ISE
2. Src SGT found, Dst SGT found

ISE 3. Enforcement: At Egress
Authentication o
& Authorization bolicv download Destination
olicy downloa
y Egress Policy: Doctors Scanners

Guests Deny All Deny All
Scanners Deny All Permit All

Source

Doctors SGT (34) Scanners SGT (36)
MAC: 00:50:56:A0:56:22 MAC: 00:50:56:A0:FD:F2
10.6.5.111 10.6.5.110
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Meraki Adaptive Policy @



Adaptive Policy

7
- B

Organization-Wide intent-based policy

%

o

7

Utilizes inline Security Group Tags (SGTs) >

g
Context shared over the data-plane > ?

J\\
J

@
oo || 00 || 00
o0 || 00 || OO0
00 || 00 || 80
00 || 00 || 00
00 || 00 || 80
00 || 00 || 00
0o || 00 || 00
00 || 00 || 00
00 || 00 || OO0
0o || 00

\

IP and topology agnostic security providing ‘ ‘
consistent policy for wired and wireless access
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Scalable Identity and Context

Sharing information over the dataplane, in every packet

This Packet
is from an

Employee

B b \ M

)

|

|

|

|

1

|

1

|

|

|

1

1

()
0o || OO || OO
oo || OO || OO
0o (| oo || OO
0o || oo || OO
0o || OO || OO
oo || OO || OO
0o || oo || OO
0o || oo || OO
0o || OO || OO
0o || 0o || 0O

10.0.0.5 DY
(0]

SGT=4 Employees

CMD
ser=4 P E
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Catalyst 9K as the core of an Adaptive Policy Network

- Meets customer demand for extended
feature sets such as ISSU and high-
density fiber

_ _ C9K Core
- Configuration has been lab tested and
documented [ ) I:II:II:II:II:II:II:II:II:II:I§ [ ) I:II:II:II:II:II:II:II:II:II:I§
. . k oooooooooao k oooooooooo
* Inline SGT_S passed natively between MR P e — . P —
access points, MS390/C9300-M 0ooooooooo 0ooooooooo
Switches, and Cat9K switches ® Oooooooooo ° oooooooooo
Oooooooooao Oooooooooono
- See document:
AdP Capable

Deploying Catalyst Switches as the
Core of a Meraki Adaptive Policy
Switching Network

cisco Lz//&/

b

BRKSEC-2100

Aggregation & Access

b

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41


https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Deploying_Catalyst_Switches_as_the_Core_of_a_Meraki_Adaptive_Policy_Switching_Network

Scaling Considerations

3600 Policies

Unlimited Clients™

*Limited by standard hardware endpoint scaling e.g. CAM tables
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ISE with Meraki




MX: SDWAN/VPN ..o

‘.-“‘

oy A WA A R, WA, T ), W AT
<<<<< g iy o]

mmmim
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ISE with Meraki in AWS
& github.com/1homas/ISE_with_Meraki_in_AWS

. us-west-1

e

Lab 192.168.100.0/24
Z3/C

MR

MS sunasnsmmsnssm

o

MX

EUASY \VPC: 172.31.0.0/16
~—

sS3 <>
. VSFTPd

(©

-

Playbook

N

YAML

cisco Lz{/@/

Availability Zone 1 |
VPC: 172.31.0.0/16

Private Subnet .
172.31.2.0/24 - :

. 172.31.2.11 172.31.2.111 |

1

o @ A0 ;

Public Subnet 172.16.0.0 i
172.31.1.0/24 INa 0L :

172.16.2.0

SR

| N

BRKSEC-2100
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Cisco ISE on AWS Reference Deployment

& cS.co/ise-on-aws

AWS Region
. Aaibilyzoner L1 Availabiliy Zone2 |
VPC i
I8} Fubiic Subnet Public Subnet
' : i ; i
i NAT Gateway i i NAT Gateway

i Private Subnet

i Cisco ISE Primary Node

20
=0
I:I\‘l:l

Network
Load Balancer

i Private Subnet :

®

Cisco ISE Secondary Node

Route 53

Lambda

Systems Manager

EventBridge

Step Functions

CloudWatch

Amazon SNS

BRKSEC-2100
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ISE Compatibility & cs.co/ise-compatibility

e
Cisco

Products and Services Solutions Support Learn Partners Explore Cisco  Search (O

Support / Product Support / Security / Cisco Identity Services Engine / Compatibility Information /

ﬁ Supported PrOtOCOI Standards RFCS and |ETF DraftS Cisco Identity Services Engine Network Component Compatibility

Download My Print

Was this Document
Helpful?

Updated: August 11, 2021

Contents ) [
‘ Yes ‘ ‘ No ‘
Overview L J |

« Feedback
Supported Protocol Standards, RFCs, and |IETF Drafts

Cisco ISE supports protocol standards like RADIUS, its AAA At o T Fary Yo oncanstr Customers Also Viewed

System Requirements ] ISE Compatibility Matrix (All

associated RFC Standards, and TACACS+. For more

Federal Information Processing Standard Mode Support 0
N PP Contact Cisco

information, see the ISE Community Resources. e

Supported Unified Endpoint Management and Mobile Device Management Servers (Requires a Cisco Service
Supported Antivirus and Antimalware Products Contract)
Supported Ciphers
. . .y . . Validated OpenSSL Version This Document Applies
C I S C O | S E S u p p O rtS I n te rO p e ra b I | Ity W I t h a ny C I SCO O r Validated Client Machine Operating Systems, Supplicants, and Agents to These Products
Google Android

Apple i0S Identity Services Engine 3.1

non-Cisco RADIUS client network access device (NAD) s

Google Chromebook

th at | m p | emen t s common R AD I U S be h aVI or f or Validated Operating Systems and Browsers for Sponsor, Guest, and My Devicss Portals

Validated Devices for On-Boarding and Certificate Provisioning
Validated Cisco Digital Network Architecture Center Release

standards-based authentication.

Validated Cisco Firepower Management Center Release
Validated Cisco Stealthwatch Management Release
Validated Cisco WAN Service Administrator Release
Support for Threat Centric NAC

Cisco ISE interoperates fully with third-party TACACS+
client devices that adhere to the governing protocols.
S u p p O rt fo r TACAC S + fu n Cti O n S d e p e n d S O n th e Cisco ISE supports protocol like RADIUS, its i RFC and TACACS+. For more information, see the ISE

documentation, or language that is used by a referenced third-party product.
. . . . .
d eVI C e — S e' I fl C I I I I | e I I I e n ta t I O n Cisco ISE supports interoperability with any Cisco or nen-Cisco RADIUS client network access device (NAD) that implements
- common RADIUS behavior for standards-based authentication.

Cisco ISE interoperates fully with third-party TACACS+ client devices that adhere to the governing protocols. Support for TACACS+
functions depends on the device-specific implementation.

Cisco ISE interoperates fully with third-party RADIUS devices that adhere to the standard protocels. Support for RADIUS functions
depends on the device-specific implementation.

Gertain advanced use cases, such as those that involve posture assessment, profiling, and web authentication, are not consistently
. available with non-Cisco devices or may provide limited functionality. We recommend that you validate all network devices and their
(A4 47
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Network Device Capabilities @& cs.co/nad-capabilities

HowtoBuy 3 ThomasH. @ ENUS

cIsco Products and Services  Solutions  Support  Learn  Partners Explore Gisco  Search (), / : F u | Iy S u p p O rte d
1 Cisca dentty Seicas Engine | Compatiny fomaton | . N Ot S u p p O rt e d

Network Access Control Capabilities of Network Devices with Cisco Identity Services Engine

e e B A Limited support, some functionalities are not supported

Bias-Free Language Was this Document Helpful

Contents Yes No wFe

Overview

Network Access Control Capabllities of Clsco Switches Customers AlgiViewed Va | | d ated OS 1 G uest

S ———— gl urcain : i iginati TrustSec
’ i Device - . AAA  Profiing BYOD  Guest Originatin Posture =~ MDM >

ontact Cisco Mlnlmum OS . g URL -

Open a Support Case

(Rowive a Giaco e Gl Cisco I0S

This Document Applies to. 1 5 . 2 (2 ) E4

AN IE2000 Cisco 10S 4 4 4 4 4 4 v v

) e IE3000 15.2(4)EAG
Cisco I0S

Plete list of devices that are supported by 1 5 - O ( 2 ) E B

The ;DEE\:EE:EE%E:E used to mark the device support: I E B 3 4 O O B 8 P 2 S 1C|7S c9:01 I OS XE ‘/_ \/_ ‘/_ \/. \/_ ‘/. \/. \/.

« 1 : Limited support, some functionalities are not supported.

Network Access Control Capabilities of Gisco Routers
Network Access Control Capabilities of Cisco Remote Access Platforms
Validated Cisco Meraki Devices
Additional References
Communications, Services, and Additional Information
Cisco Bug Search Tool
Documentation Feadback

Overview
Ciseo ISE supports protocol standards like RADIUS, its associated RFC Standards, and TACACS+. For more information, see
Cisco ISE interoperates fully with third-party RADIUS devices that adhere to the standard protocals. Support for RADIU;
specific implementation.

Cisco ISE interoperates fully with third-party TACACS+ client devices that adhere to the governing protocals.
the device-specific implementation.

S e document s only the devices that are validated with Cisco ISE. Hence, this Is not the
Note Gisco ISE.

Table 1. Network Aceess Control Capabilities of Cisco Switches

Device Validated 05! AAA | Profiling BYOD Guest Guest Posture MDM Trustsec 2 1 5 . 2 (2 ) E5
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O Gha 08 s aieas 15.2(4)EAG

Cisco 10S 15.0.2A-EX5 v v v v v v v v .
1E4010 Oolos 1520265 |V |/ v v v v v v C|SCO IOS

isco 10S 15.2(4)E2 ‘/. ‘/ ‘/. ‘/ \/. ‘/. \/. \/.

Gisco 10S 15.0.2A-EXS 1 5 O 2A_ EX5
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CGS 2520 Cisco 10S 15.2(3)E3 v v C I S C O I O S
‘ 15.2(2)E5
! IE4010 Cisco I0S
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Cisco Meraki Access Control Capabilities with ISE

Model

Wireless
MR20, MR70, MR28, MR78

MR30H/33/42/42E/52/53/53E/74/84
MR36/36H/44/45/46/46E/55/56/57/76/8
6 CW916x

Teleworker

Z3/4/C

Switching

MS120, MS125, MS130
MS130X/R

MS210, MS225, MS250
MS350, MS355

MS390, C9300-M

MS410, MS425, MS450 (aggregation)
Security & SD-WAN

MX64/65, MX67/68, MX84/100,
MX75/85/95/105,MX250/450

vMX

CIscoO

802.1X

<

N NN

N B

802.1X or
MAB

MAB

<]

N NN

N B

<]

802.1X or MAB

VLAN GPACL
-

Adaptive Policy URL Redir

802.11ac Wave?2 or
higher. Min 27.6

Transport MX18.1+

MS17 (initial release)

Transport MX18.1+

" Minimum Advanced Licensing |

BRKSEC-2100

CoA Profiling
-
-
CDP+LLDP
CDP+LLDP
CDP+LLDP
Device
Sensor
CDP/LLDP/
DHCP/HTTP
CDP+LLDP
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Meraki Dashboard Fundamentals

Dashboard Organization

A
f Org Admins Template Networks Org-Wide Features Org-Wide Settings k

Network A Network D
MR/MS/MX/MV/MT/SM Home MR/MS/MX/MV/MT/SM Home
Per-Network Configs Per-Network Configs
Telemetry and Visibility Telemetry and Visibility
Network Level Admins Network Level Admins

A B HE

%

ooooog o
OoOooooo
J

[ ]
0o || 0o || oo

oono oooo
ooo oooo
| 3
gooooooog o ooogoooooog
ooooooooo oooo
J
=
oogoooooog @ ogooao
aoooooooood oooo
J
=

L L
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No TACACS with Meraki - Use Dashboard RBAC

Organization > Configure > Administrators

Create administrator

Name:

Email:

Organization access:

Read-only
~ Full |

Target

+ Add access privileges

privacy

Access

CIsco M./ BRKSEC-2100
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Meraki Cloud Authentication

[Create user

Account type: Meraki 802.1X

Description:
Email (Username):

Password: Generate
Authorized: | Yes « |

Expires: (® Does not expire
() Expires in: days v
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Why ISE with Meraki for Access Control?
S Mea  sE

Multi-Vendor Deployments

Active Directory Domains

|dentity Stores

Guest: Hotspot/AUP/Click-Thru
Guest: Self-Registered

Guest: Sponsored

Social Logins

Pay for Access Option

MDM

Context / Security Integrations

Centralized, Customizable Portals

Meraki Only

1 per Splash Page /
LocalAuth

AD, LDAP, Google Auth

Splash Page

Facebook
Meraki Systems Manager
Splash Page, WPN

50

Sequences of: AD, Azure AD,
LDAP, ODBC, SAML, CMDBs

Facebook
X
Meraki SM + 13 MDM Partners
70+ CSTA Partners

cisco Lz{/g/

BRKSEC-2100
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https://cisco.com/go/csta

Wireless
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SSIDs

Wireless > Configure > SSIDs

"oees’ Meraki

9

Network
Lab v~

Network-wide

Security & SD-WAN

Switching

Wireless

Systems Manager

Insight

Organization

cisco Lz{/&/

Configuration overview

SSIDs Showing 4 of 15 SSIDs. Show all my SSIDs.
.corp

Enabled | enabled V|

Name rename

Access control
Encryption
Sign-on method
Bandwidth limit
Client IP assignment
Clients blocked from using LAN
Wired clients are part of Wi-Fi network
VLANtag ©
VPN
Splash page
Splash page enabled
Splash theme

edit settings

802.1X with custom RADIUS
None

unlimited

Meraki DHCP

yes

no

n/a

Disabled

no
n/a

Jot
(snabied ¥)
rename

edit settings
Identity PSK with RADIUS
None
unlimited
Meraki DHCP
no

no

n/a

Disabled

no
n/a

Save Changes or cancel

(Please allow 1-2 minutes for changes to take effect.)

BRKSEC-2100

.guest
(disabled <)
rename

edit settings
Open with RADIUS
Cisco ISE
unlimited
Meraki DHCP
no

no

nfa

Disabled

yes
n/a

Unconfigured SSID 4
(disabled )
rename

edit settings
Open

None
unlimited
Meraki DHCP
no

no

nfa

Disabled

no
n/a

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Access Control Options per SSID

Security open

© Open (no encryption)

Any user can associate Open / DefaUIt

Opportunistic Wireless Encryption (OWE)
Any user can associate with data encryption

Password

Users must enter a passphrase to associate @ HOtS pOt / PaSSph rase

MAC-based access control (no encryption)
RADIUS server is queried at association time MAB

Enterprise with

802.1X

User credentials are validated with 802.1X at association time

Identity PSK with RADIUS

RADIUS server is queried at association time to obtain a passphrase for a device based on its MAC Passph rase per MAC
address

Identity PSK without RADIUS

Devices are assigned a group policy based on its passphrase POl ICy per Passph rase
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Enterprise Authentication Options per SSID

Security WPA2 Enterprise with 1 RADIUS server and 1 accounting server AV a | | a b | e f or:
M « Sign-On Splash

o page
« WPA2 + 802.1X

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)
Any user can associate with data encryption

fOpen

PSK

MAB

Active Directory
LDAP

ISE ODBC

Azure AD

. SAML

Password
Users must enter a passphrase to associate @

MAC-based access control (no encryption)
RADIUS server is queried at association time

© Enterprise with

‘ Meraki Cloud Authentication ~ ‘

Meraki Clould Authentication

my RADIUS server

tion time to obtain a passphrase for a device based on its MAC —
Local Auth P ——

Identity PSK without RADIUS —_—
Devices are assigned a group policy based on its passphrase
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Identity PSK with RADIUS

Security WPAZ2 Identity PSK with 1 RADIUS server and 1 accounting server

Open (no encryption)
Any user can associate

Opportunistic Wireless Encryption (OWE)
Any user can associate with data encryption

'MAB
oot et s s to sssocite 0 PSK
Active Directory
LDAP
ISE /| opBC
\ CMDB

MAC-based access control (no encryption)

RADIUS server is queried at association time

Enterprise with

my RADIUS server ~

User credentials are validated with 802.1X at ass

O Identity PSK with RADIUS

RADIUS server is queried at association time to obtain a passphrase for a device based on its MAC
address

ldentity PSK without RADIUS
Devices are assigned a group policy based on its passphrase
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Group Policy on MS and MR

Name IOT_Restricted
Schedule €@ Scheduling disabled v
Bandwidth € |Use network default VI unlimited details

Hostname visibility Use network default v

Firewall and traffic shaping @ |Custom network firewall & shaping rules v

. . Layer 3 firewall # Policy Protocol Destination Pot  Comment Actions
Per-session 802.1X inbound ACL enforcement 1 i
2 10.10.1.4 1884 MQTT-1884 & X
3 10.0.0.0/8 Any Block 10-8 P X
4 172.16.0.0/12 Any Block 172-12 + X
5 192.168.0.0/16  Any Block 192-16
Allow Any Any Any Default rule

Named ACL orchestration Acd 2 frewall e

Filter-1D » Dashboard
Group-Policy
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Meraki Group Policy

Network-Wide > Configure > Group Policies

‘oeen’ Meraki

Q. Search Dashboard

Network Group pOIiCies

Lab v
Name Affecting Bandwidth VLAN © Splash © Bonjour Traffic AMP Content Actions
<"+ Network-wide
i Add a group

{ security & SD-WAN

Switching

Wireless

)

B Systems Manager
Il Insight

®  Organization

cisco Lz{/&/
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Meraki Group Policy

Network-Wide > Configure > Group Policies

"esen’ Meraki

.. Network Group policies
*7 Lab v
Name Affecting Bandwidth VLAN © Splash © Bonjour Traffic AMP Content Actions
<.> Network-wide Employees 0 clients 1 rules applied Clone x
{ security & SD-WAN
Guests 0 clients 1 rules applied Clone %
&  Switching
Unknown 0 clients 1 rules applied Clone x
=~  Wireless
Cameras 0 clients 1 rules applied Clone X
B Systems Manager
. 10T 0 clients 1 rules applied
il Insight = s PP Clone x
¢ Organization Add a group
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Meraki Group Policy

Network-Wide > Configure > Group Policies

teen’” Meraki

)

Network
Lab -~

Network-wide
Security & SD-WAN
Switching

Wireless

Systems Manager
Insight

Organization

cisco Lz{/&/

Group policies » New group

Name
Schedule
Bandwidth €

New group

| Scheduling disabled - |

| Use network default v‘ unlimited

Firewall and traffic shaping @ | Use network firewall & shaping rules ol

Layer 3 firewall

Layer 7 firewall

DNS layer protection (Cisco
Umbrella)

Route DNS requests through Cisco
Umbrella DNS and deny DNS
requests by linking Umbrella
policies.

# Policy Protocol Destination Port Comment

Allow Any Any Any  Default rul
Add a firewall rule

There are no rules defined for this group.
Add a layer 7 firewall rule

Wireless only
VLAN | Use network default |
Splash | Use network default v‘|

Bonjour forwarding €

| Use network default v|
Bridge mode SSIDs only \ )

There are no Bonjour forwarding rules on this network.
Add a Bonjour forwarding rule

Security appliance
only

AMP | Use network default

<

Blocked categories @

| Use network default
See the full category list. |

(4

Block list URL patterns | Use network default

<

Allow list URL patterns | Use network default

<

Restricted YouTube content @ | Use network default

<

Web search filtering @ | Use network default

<

Delete group Affecting O clients.

= This function is only available on a created group policy.

= This function is only available when 'Custom network firewall & shaping rules’ is selected.

BRKSEC-2100
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Dashboard > Wireless > SSIDs > RADIUS Servers

"een’ Meraki

Network

Lab v

% Network-wide

)

Security & SD-WAN
Switching

Wireless

Systems Manager
Insight
Organization

Access Manager

cisco Lz{/&/

RADIUS

# Host IP or FQDN

1

Add server 3 max.

Accounting interim
interval

Enabling RADIUS CoA ¢

RADIUS testing @

RADIUS CoA support &

RADIUS attribute
specifying group policy
name

198.18.133.27

1 RADIUS server, 1accounting server - Testing enabled, CoA supported

Acct port Secret

1813

60 minutes

Filter-Id

Reply-Message

Airespace-ACL-Name

Aruba-User-Role

Common Tasks

[1 DACL Name

[1 IPv6 DACL Name

ACL (Filter-ID)

] ACL IPv6 (Filter-1D)

[1 Security Group

[1 VLAN

[] Voice Domain Permission
[0 Web Redirection (CWA, MDM, NSP, CPP)
[1 Auto Smart Port

[1 Assess Vulnerabilities

[1 Reauthentication

[1 MACSec Policy

1 NEAT

[ Interface Template

\E Web Authentication (Local Web Auth)
Airespace ACL Name

[1 Airespace IPv6 ACL Name

s PMKsa caching, OKC, and 8(

i ]

Filter-Id ~

1] ASA VPN

[ AVC Profile Name
[1 UDN Lookup

] Unique Identifier
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Authorization Profiles > Common Tasks

b |dentity Services Engine Policy / Policy Elements Common Tasks

[1 DACL Name
J' Bookmarks Dictionaries Conditions Results L1 IPvé DACL Name
O ACL (Filter-ID)

B® pashboard Authorization Profile .
e X ] ACL IPv6 (Filter-ID)
| Context Visibility * Name [1 Security Group
Authorization v I:' VLAN
A Gprators Authorization Profies Pescription [ Voice Domain Permission
O Policy Downloadable ACLs [0 Web Redirection (CWA, MDM, NSP, CPP)
- - U Auto Smart Port
do Administration brofiing , Aecess Type ACCESS_ACCEPT (] Assess Vulnerabilities
Al Work Centers [1 Reauthentication
Posture > Network Device Profile & Cisco & I:' MACSeC PO“Cy
Client Provisioning > Service Template |:| I:' NEAT

? Interactive Features

Track Movement 00 [ Interface Template

[J Web Authentication (Local Web Auth)
‘Airespace ACL Name

[1 Airespace IPv6 ACL Name

Agentless Posture

Passive ldentity Tracking

v Common Tasks 1 ASA VPN
[] DACL Name [ AVC Profile Name
[1 UDN Lookup
[]1Pv6 DACL Name [J Unique |dentifier
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Dashboard > Wireless > SSIDs > RADIUS Servers

'.':||'s'¢';!-_;' Meraki Q Search Dashboard
RAD' US 1 RADIUS server, 1 accounting server - CoA supported h
3 Network
*" Lab v .
Advanced RADIUS settings AP MAC address
. (NAS ID, Called-station-ID, DAS clients, RADIUS timeout, retry count, fallback, EAP timers)
'\.J' Network-wide SSID number
Called-station-ID
{ security & SD-WAN
AP name
# Category
&  Switching
I 1 APMAC address ~ X SSID name
= Wireless
I 2 | SSID name - % RE pmfile
B Systems Manager
Add identifier 4 max.
) AP VLAN ID
Il Insight NAS ID
®  Organization AP tags
# Category
I 1 APMAC address ~  x Custom
Il 2 SSID number - X

Add identifier 4 max.

CIsco M_/ BRKSEC-2100
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RADIUS Server Options

‘oeen’ Meraki

RAD' US 1 RADIUS server, 1 accounting server - CoA supported h
5 Network
7 Lab v
Server timeout 1 second(s)
> Network-wide Retry count 3
' Security & SD-WAN RADIUS fallback Active Off
&  Switching
EAP timers v
J)
= Wireless EAP timeout i condts Don’t’ touch these unless you
know what you are doing!
B Systems Manager
EAP max retries 5 time(s)
il Insight
EAP identity timeout 5 second(s)
®  Organization
EAP identity retries 5 time(s)
EAPOL key timeout 500 milliseconds
EAPOL key retries A time(s)
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Basic 802.1X with User Authentication

whoihe |dentity Services Engine Operations / RADIUS

I Live Logs Live Sessions
|
= Misconfigured Supplicants () Misconfigured Network Devices (i) RADIUS Drops () Client Stopped Responding Repeat Counter ()

3 0 0 0 0 0

Refresh Show Within
' Every 10 sec... ~~ Latest 20 reco...~» Last 5 minutes-~
2 & €O Reset Repeat Counts Ty Export To Filter v &
"1 Time Status Details Identity Endpoint... Authentication Poli... Authorization Policy Authorizatio... Security... NetworkDe... I
X ~ Identity Endpoint Pr Authentication Policy Authorization Policy Authorization Pr Security Gr¢ Network Devict _I
5 Jun 03, 2023 03:56:4... 0 a DC:A6:32:1A:C... Raspberry... 10T_Wireless >> MAB I0T_Wireless >> CMDB_Signa... CMDB_IPSK 10T 1
Jun 03, 2023 03:56:3... a DC:A6:32:1A:C... 10T_Wireless >> MAB I0T_Wireless >> CMDB_Signa... CMDB_IPSK lab-mrd6-1
Jun 03, 2023 03:56:3... o a DC:A6:32:6D:A... Raspberry... 10T_Wireless >> MAB 10T_Wireless >> CMDB_Facilit... CMDB_IPSK 10T 1
Jun 03, 2023 03:56:3... Qa DC:A6:32:6D:A... Raspberry... 10T_Wireless >> MAB 10T_Wireless »> CMDB_Facilit... CMDB_iPSK lab-mra6-1
Jun 03, 2023 03:56:2... o Q employee . 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees Employees
Jun 03, 2023 03:56:2... Q employee . 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees lab-mrd6-1
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Group Policy: Filter-ld and Airespace-ACL-Name

Extracted EAP-Response containing PEAP challenge-

EnableFlag Enabled 12304 1
response
RADIUS Username employee 11810 Extracted EAP-Response for inner method containing 0
MSCHAP challenge-response
NAS-Identifier 2C-3F-0B-56-E3-6C:vap0 o
11814 Inner EAP-MSCHAP authentication succeeded 0
Device IP Address 192.168.128.2 11519 Prepared EAP-Success for inner EAP method 0
CPMSessioniD ac1f020bfEFhGIrEQ 1ZvTNHIS068CFzD2LOdXMKX6pErNjSZph 12314 PEAP inner method finished successfully 0
A 12305 Prepared EAP-Request with another PEAP challenge 0
Called-Station-1D 2C-3F-0B-56-E3-6C:.corp 11006 Returned RADIUS Access-Challenge 0
11001 Received RADIUS Access-Request 32
AuthenticationldentityStore=Internal Users, si X L. .
FQSubjectName=9273fe30-8c01-11e6-996¢- 11018 RADIUS is re-using an existing session 0
CiscoAVPair 525400b48521#employee, 12304 Extracted EAP-Response containing PEAP challenge- ]
UniqueSubjectlD=2211325dc0354d77d002f713e8bc508b1f0 response
4f111
24715 ISE has not confirmed locally previous successful machine
authentication for user in Active Directory
15036 Evaluating Authorization Policy 0
Result 24209 Looking up Endpoint in Internal Endpoints IDStore - 0
employee
Filter-1D Employees 24211 Found Endpoint in Internal Endpoints IDStore 2
15016 Selected Authorization Profile - GP_Employees 5
Cl CACS:ac1f020bfEfhGIrE91Z2vTNHISc68CFzD2LOdXMkxEpErN;j
ass SZphA:ise/475006628/458 22081 Max sessions policy passed 0
22080 New accounting session created in Session cache 0
cisco-av-pair cts;security-group-tag=0004-28
12306 PEAP authentication succeeded 0
- - - ddek ke
MS-MPPE-Send-Key 61026 Shutdown secure connection with TLS peer 0
MS-MPPE-Recv-Key el 11503 Prepared EAP-Success 1
11002 Returned RADIUS Access-Accept 1
Airespace-ACL-Name Employees
LicenseTypes Essential license consumed.

cisco / . 9_/
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Supported Models and Firmware for Adaptive Policy

Group Policy + SGT / /
Policy Hit Counters /

ACL Logging \ 7
TCP Established Matching

MR Adaptive Policy Documentation
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Endpoint 802.1X Supplicant Configuration

¥ EthernetD Properties x

CIscoO

e.

Netwo

Se
thi

Protected EAP Properties *

Vihen connecting:

[ Verify the server's identity by validating the certificate

[Jconnect to these servers (examples:srv1;srv2;. \.srv3).com):

Trusted Root Certification Authorities:

[] Baltimore CyberTrust Root "
[ Class 3 Pubiic Primary Cerfification Authority

[ Digicert Assured ID Root CA

[ pigiCert Global Root CA

[ pigicert Global Root G2

[ bigicert High Assurance EV Roat CA

[] clobalsign ~
< >

Motifications before connecting:

Tel user if the server's identity can't be verified v l

Select Authentication Method:

Secured password {(EAP-MSCHAP v2) ~| | Configure...

Enable Fast Reconnect
[ Disconnectif server does not present cryptobinding TLV
[ Enable Identty Privacy

o

a_supplicant

NAME
wpa_ supplicant - W Cte e client and IEEE
802.1X supplican

SYNOPSIS

wpa_ supplicant [ -BddfhKLggsTtuvW ] [ —iifname ] [ -
nfig file ] [ -Ddriver ] [ -PPID file ] [ —foutput

OVERVIEW

Wireless networks do not require physical access to the

network equipment in the same way as wired networks.
This makes it easier for unauthorized users ively
monitor a netw and capture all transmitted frames.

In addition, unauthorized use of the network much
asier. In cases, this can happen even
without use i L >  since the wireless
LAN adapter

join any av.

Link-layer

Network

J vava-usac-gm
TCPIP  DNS WINS 8021X  Proxies Hardware
Use a cenfiguration profile to add an 802.1X profile to your system. Contact your system
administrator for more information.

Protected EAP for Ethern... . .
Profile Information

Name: Protected EAP for Ethernet v2

Authentication: PEAP
Wireless Network:

Security Type:

Trusted Certificate:

Trusted Servers:

Enable automatic connection

2 Cancel oK

RADIUS-802.1x

EAP method

PEAP -

Phase-2 authentication

MSCHAPV2 v
ertificate

Do not validate M

specified. You

will not be private

username

Anonymous identity

password

Show password

Advanced options ~

Cancel Save
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Endpoint 802.1X Supplicant Configuration

Network ’

VAVA-USBG-8n1

TCPIP  DNS WINS 8021X = Proxies Hardware
Use a configuration profile to add an 802.1X profile to your system. Contact your system
administrator for mare information.

Protected EAP for Ethern... § X
Profile Information

VAVA-USBC-8n1

TCP/IP DNS WINS 802X Proxies Hardware

Name: Protected EAP for Ethernet v2

Authentication: PEAP

Wireless Network:

Use a configuration profile to add an 802.1X profile to your system. Contact your system Sectn e
administrater for more information. Tremes ceritene

Protected EAP for Ethern... . .
Profile Information

2 Cancel oK

Name: Protected EAP for Ethernet v2
Authentication: PEAP

Wireless Network: RADIUS-802.1x
s "t EAP method
ecuri e:
y Typ PEAP -
Trusted Certificate: Phase-2 authentication
Trusted Servers: MserRAPY2 N
CA certificate
Do not validate b
No certificate specified. Your connection will not be private

Identity

username

Enable automatic connection

Anonymous identity

Password

? Cancel OK

password

Show password

Jl Advanced options ~

original

. / Cancel Save
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Posture & Compliance

ISE

Authorization
Policy

IF JailBroken is No
AND PinLock is Yes
THEN Compliant

BRKSEC-2100

Software

SOPHOS

Microsoft

SOTI

asco  Meraki

V’;Symantec.

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSincelLastCheckin
DetailedInfo

DevicelD
DeviceName
DeviceType
DiskEncryption
EndPointMatchedProfile
FailureReason
IdentityGroup

IMEI

IpAddress

JailBroken
LastCheckIinTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMPFailureReason
MDMServerName
MEID

Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched
RegisterStatus
SerialNumber
ServerType

Sessionld

UDID

UserName
UserNotified
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4 Identity Services Engine Policy / Policy Elements

ISE Supported EAP Methods = ST

A Operstions
aleil . - . P g - ’
Jduibe |dentity Services Engine £ e | - Mo
J| Bookmarks Dictionaries Conditions Results
B® pashboard v Allowed Protocols
Authenticati L
| uthentication v Authentication Bypass
Context Visibility Allowed Protocols Process Host Lookup (7) vt g 01031
X operations Authentication Protocols
Allow PAP/ASCII
Authorization ~ D All CHAP
{ Policy ow
Authorization Profiles () Allow MS-CHAPv1 aidargn 010
2. Administration Downloadable ACLs [ Allow MS-CHAPv2
Allow EAP-MD5 o
M. Work Centers v @ Allow EAP-TLS
Profiling > (] Allow LEAP
v @ Allow PEAP
Posture > v @ Allow EAP-FAST
?) Interactive Features o Al EAP-TTLS
ow -
Client Provisioning > v Allow TEAP
U Preferred EAP Protocol LEAP ~ (i)
() EAP-TLS L-bit () .
(] Allow weak ciphers for EAP (7) ,::":M s e e
Da of expired certificates to aliow certificate renewal in Authorization Policy
D Require Message-Authenticator for all RADIUS Requesi: .
(] Allow 5G
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Provision Profiles

esen” Meraki

)

Network
Lab -~

Network-wide

Security & SD-WAN

Switching

Wireless

Systems Manager

Insight

Organization

cisco Lz{/&/

New profile

%E} Profile configuration

4+ Add settings

& i0OS & macOS 6 tv(

Add new settings payload

Device type & iOS & macC

Q, | Search 60 available settings

Restrictions

Supportedon @& i0S| & macOS @& tw(

Passcode Policy

Supported on '@ iIOS & macOS & An

SCEP Certificate

Supported on @& 0S| & macOS @& tw(

Certificate

P

BRKSEC-2100

& Chrome =8 Windows

Dashboard

+ Add profile @ Help

& Chrome 22 Windows
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Meraki SM Enrollmen

@ Mobile Browser

Open m.meraki.com on the device and enter this network
ID:

XXX=-XXX-XXX

OR

Set up a network enrollment string to use as an enrollment
code at m.meraki.com

Web Browser

cisco / . &_/

i0OS App

For easier enroliment, use the iOS app (.
Scan the following QR code in the iOS app:

WA

Mobile App

(©) Apple Configurator

Another option for installing the management profile on a
large number of devices is Apple Configurator. Below is a
link to the management profile for your network. Download
and import the profile into the Apple Configurator to enroll
devices.

Unavailable when enrollment authentication is
enabled. Temporarily disable user authentication to
enable manual profile deployment, or create another
Systems Manager network without authentication for
initial enrollment.

Management
profile

With Apple Configurator 1.5+ you have the option to provide an MDM URL
which the device must use to enroll during device setup.

1x https://ios.meraki.com/apple_mdm/profile

3 i 2
204 https://n182.meraki.com/?

Device Configurator

(D) Send enroliment link

Alternatively, send an enrollment link via SMS or e-mail.

| E-mail SMS

E-mail

Tags to be applied -
Enroll in Meraki Systems Manager by opening this

Message URL on your iOS device:

Message Preview:

Enroll in Meraki Systems Manager by opening this URL on your iOS
device:
https://m.meraki.com/cf/m_index?enrollment_code=

Send @

Email / SMS
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MX SDWAN/VPN
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Configure MX with ‘Hybrid” Access Policy

Security & SDWAN > Configure > Addressing & VLANs

"cllls'élt;' Meraki Q. Search Dashboard
Routing
g Network
* lab v LAN setting VLANSs Single LAN
Network-wide
Subnets =% v | Search by VLAN name, MX IP Add VLAN
{  security & SD-WAN
VLAN Group VPN
— Switching O IDA name Version Config MX IP Uplink policy mode
0O 1 Default 0 Manual 192.168.128.1/24 Any None Enabled
= Wireless
@ Disabled -- Any
B Systems Manager 1 result
il Insight Per-port VLAN Settings
®  Organization Allowed Access Peer SGT
& B Module Port Enabled Type VLAN VLANs Policy Capable
Buit-ih 3 o Trunk  hatve: VLAN

(Default) all = Enabled

Native: VLAN 1 )
(Default) all - Disabled

CIsco M‘/ BRKSEC-2100

Built-in 4 [ Trunk
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Configure MX with ‘Hybrid” Access Policy

Security & SDWAN > Configure > Addressing & VLANs

Configure MX LAN ports

Enabled Enabled ~

Type Trunk ~

Native VLAN VLAN 1 (Default) =

Allowad VLANg x Existing Values

Peer SGT capable ©
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Configure MX with ‘Hybrid” Access Policy

Security & SDWAN > Configure > Addressing & VLANs

Configure MX LAN ports

Enabled

Type

Enabled ~

Access ~

VLAN 1 (Default) ~

Open ~

Open
802.1X

Mac authentication bypass

BRKSEC-2100
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Configure MX with ‘Hybrid” Access Policy

Security & SDWAN > Configure > Addressing & VLANs

Configure MX LAN ports
Enabled Enabled ~
Type Access ~

VLAN VLAN 1 (Default) ~

Access Policy © Hybrid ~

RADIUS Servers @ host

172.31.2.11

add radius server
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Configure MX with ‘Hybrid” Access Policy

Security & SDWAN > Configure > Addressing & VLANs

asco Meraki
Routing
.1. Network
% Lab v -
LAN setting VLANSs Single LAN
Network-wide
Subnets == v | Search by VLAN name, MX IP Add VLAN
{ security & SD-WAN
o VLAN Group VPN
==  Switching O IDa name Version Config MX IP Uplink policy mode
1 Default Manual 192.168.128.1/24 An None Enabled
= Wireless - o ’
@  Disabled -- Any
B Systems Manager 1 result

bl Insight Per-port VLAN Settings

¢ Organization

Allowed Access Peer SGT
0 Module Port Enabled |l Type VLAN VLANSs Policy Capable

D Built-in 3 ® Trunk Native: VLAN 1 a Enabled -...‘- ﬁi—.-_' .—.-—“—-ym’ﬁ:‘
(Default) VEYVVY FYVVEY VUVVEY FEVEVY E—

VLAN 1

[J Built-in 4 ® Access o o - Hybrid -

cisco Lz{/&/
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AutoVPN Propagation + Preservation

VPN settings

Peer SGT capable & Enabled Disabled
0 et Enabled Disabled

Local networks

Name VPN mode Subnet Uplink
DMZ Disabled ~ 010.10.0.0,’24 Any
Fabric_LDMZ Enabled ~ 010,10.255.0,'28 Any
Step 1: Configure VLAN support on MX Configure MX LAN ports
. . Enabled Enabled ~
Step 2: Set Site-to-Site VPN to Peer SGT capable
Tells all VPN peers it can receive SGT encapsulated traffic
: Native VLAN VLAN 100 (DMZ) ~
Step 3: Convert downlink to Trunk and enable Peer SGT Capable +
Infrastructure SGT (when connected to a supported switch or access Mlowsd VEARE L v x -
po | nt) Peer SGT capable & |
Propagates SGTs from /PN to Port [t | o
T/’USZ'S /ncom/ng tagged traff/c Adaptive policy & 2: Infrastructure (Predefined) ~
Cancel
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Al

v ldentity Services Engine

Operations / RADIUS

CISCO

Live Logs Live Sessions

Misconfigured Supplicants () Misconfigured Network Devices (1 RADIUS Drops ()

0 0 0

Client Stopped Responding

0

Refresh

Every 10 sec... ~

Show

Latest 20 reco...

Repeat Counter (1

Within
Last 5 minutess~

Authorization Policy

Authorization Policy

Authorizatio...

Authorization Pr

Filter ~~ o

Security ... Network De...

Security Gre Network Devict

& <5 Reset Repeat Counts M Export To

Time Status Details Identity Endpoint... Authentication Poli...

2 ~ Identity Endpoint Pr Authentication Policy
Jun 03, 2023 02:48:2... o a DC:A6:32:1A:C5:F7 Raspberry... 10T_Wired >> Default
Jun 03, 2023 02:48:2... a DC:A6:32:1A:C5:F7 Raspberry... 10T_Wired >> Default
Jun 03, 2023 02:48:2... o a DC:A6:32:6D:A3:BA Raspberry... 10T_Wired >> Default
Jun 03, 2023 02:48:2... a DC:A6:32:6D:A3:BA Raspberry... 10T_Wired >> Default
Jun 03, 2023 02:47:5... o a employee Unknown 802.1X >> ISE_Internal
Jun 03, 2023 02:47:5... a employee Unknown 802.1X >> ISE_Internal
Jun 03, 2023 02:47:4... a A0:CE:C8:D3:5B:2B Unknown 10T_Wired >> Default

cisco Lz{/&/

BRKSEC-2100

10T _Wired >> |OT_Signage

10T_Wired >> |OT_Signage

10T_Wired >> IOT_Facilities

10T _Wired >> |OT_Facilities

802.1X >> Employees_Internal

802.1X >> Employees_Internal

10T _Wired >> Default

PermitAccess

PermitAccess

PermitAccess

PermitAccess

PermitAccess

PermitAccess

PermitAccess

10T

lab-mx68-1

lab-mx68-1

Employees

lab-mx68-1

lab-mx68-1
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MX/Z Supported Models and Firmware for Adaptive Policy

MX18.1+ NAT mode AutoVPN Support

VPNc WAN propagation

VLAN/Port SGT Classification
Inter-VLAN Preservation

Enforcement and further

**MX19+ .
classification support
Licensing: * :
: : _ *only supported for AutoVPN transport in NAT mode
MX Advanced LICenSIHQ / SD WAN ** subject to change based on release timelines for MX/Z
Ld/ / MX/Z Documentation and Support
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HOBO Remote Access




/3: Wireless 802.1X

‘esen’ Meraki

. Network Wireless settings

hobo-employee v

<> Network-wide

SSID 1
. Teleworker gateway Status | Enabled |

Name
il Insight -corp

Security | WPA2 Enterprise V|
¢ Organization

Authentication | My RADIUS server

RADIUS servers # Host T

1 172.31.21 sesessesnnses

Add a server

WPA encryption mode | WPA2 only v

Visibility | Advertise this SSID publicly |
SSID 2

Status | Disabled |
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/3. Wired 802.1X - Hybrid Access Policy

‘eses’ Meraki

Routing
-3 Network
‘" hobo-employee v LAN setting VLANSs Single LAN
Network-wide
Subnets %= v | Search by VLAN name, MX IP Add VLAN
. Teleworker gateway
(0 IDa VLANname Version Config MX IP Uplink Group policy
il Insight
o 1 Default o Manual 192.168.128.1/24 Any None
®  Organization e Disabled  -- Any
1 result

Per-port VLAN Settings

Module Port Enabled Type VLAN Allowed VLANs B Access Policy

Built-in 2 ® Trunk  Native: VLAN 1 (Default) all

Built-in 3 * Trunk  Native: VLAN 1 (Default) all

Built-in 4 ® Trunk  Native: VLAN 1 (Default) all

Built-in 5 ® Trunk  Native: VLAN 1 (Default) all
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/3. Wired 802.1X - Hybrid Access Policy

Configure teleworker LAN ports

Enabled Enabled ~

Type Access ~

VLAN 1 (Default) ~

Access Policy @

Open ~

Open

Mac authentication bypass
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/3. Wired 802.1X - Hybrid Access Policy

Configure teleworker LAN ports

Enabled Enabled ~

Type Access ¥

VLAN 1 (Default) ~

Access Policy @ Hybrid ~

RADIUS Servers e

1172.31.211 | 1812

add radius server
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/3. Wired 802.1X - Hybrid Access Policy

asco Meraki

Network
hobo-employee v

O

< » Network-wide
Teleworker gateway
lil Insight

¢ Organization

cisco Lz{/&/

Routing
LAN setting VLANSs single LAN
Subnets == + | Search by VLAN name, MX IP
(0O IDa VLANname Version Config MX IP
0O 1 Default o Manual  192.1681281/24
@  Disabled --
1result
Per-port VLAN Settings
Module  Port Enabled Type VLAN
Built-in 2 ® Access  VLAN 1 (Default)
Built-in 3 ® Access  VLAN 1 (Default)

BRKSEC-2100

Add VLAN

Uplink Group policy
Any None
Any

Allowed VLANs

Access Policy

- Hybrid

- Hybrid
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/3. Wired 802.1X - Hybrid Access Policy

+luibe |dentity Services Engine Operations / RADIUS

CISCO

I Live Logs Live Sessions
I
.-
ek Misconfigured Supplicants () Misconfigured Network Devices (i) RADIUS Drops () Client Stopped Responding Repeat Counter ()

X 0 0 0 0 0

Refresh Show Within
2 Every 10 sec... ~ Latest 20 reco...~~ Last 5 minutes-
& €5 Reset Repeat Counts M Export To Filter ~~ o
Al
Time Status Details Identity Endpoint... Authentication Poli... Authorization Policy Authorizatio... Security ... Network De...
- X ~ Identity Endpoint Pr Authentication Policy Authorization Policy Authorization Pr Security Gre Network Device
Jun 03, 2023 03:47:2... o a employee Apple-De... 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees Employees
Jun 03, 2023 03:47:2... a employee Apple-De... 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees z3-hobo-em...
Jun 03, 2023 03:46:1... (<] a USERNAME 802.1X >> Default 802.1X z3-hobo-em...
Jun 03, 2023 03:45:5... o a employee Unknown 802.1X >> |ISE_Internal 802.1X »> Employees_Internal GP_Employees Employees

Jun 03, 2023 03:45:5...

(<]

a employee Unknown 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees z3-hobo-em...
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Switching

[ﬁiiiii |




Meraki Switching Portfolio

SMALL BRANCH

Gigabit Access

Up to 1Gbe Ethernet

MEDIUM TO LARGE BRANCH

Multi-Gig Access

Up to 10Gbe Ethernet (mGig)

MS120- 8 MS120 MS125 MS350 MS355
«  Compact «  24/48 ports options « 24/48 ports options : UPoE support : UPOE support
*  2x 1GbE SFP *  4x 1GbE SFP «  4x 10GbE SFP+ : 125&?& | : igggiﬁlSF_P+l
*  PoOE/PoE+ *  PoE/PoE+ «  POE/PoE+ ‘Fhysica Physica

Stacking Stacking

MS210 MS225 MS250
e 24/48 ports options * 24/48 ports options e Layer 3 support
*  4x 1GbE SFP *  4x 10GbE SFP+ *  4x 10GbE SFP+
*  POE/PoE+ *  PoE/PoE+ *  PoE/PoE+
+  80G physical Stacking *  80G Physical Stacking «  80G Physical Stacking

cisco M/

Modular Uplink (10GbE/ 40GbE)
¢ UPoE support

* 480G Physical Stacking; StackPower
Modular 80 Plus Platinum PSU

MS390

BRKSEC-2100

CAMPUS

Fiber Aggregation

10GbE SFP+ Fiber

MS410 MS425
10GbE SFP+ * 40GbE QSFP+
160G Physical * Front Port 160G
Stacking Physical Stacking
Redundant PSU * Redundant PSU
option option

MS450

100G QSFP28
Front Port 160G Physical Stacking
Redundant PSU option

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ONE dashboard
ANY environment

- Most Demanding@

- Compac
.
R —
Catalyst Meraki
MS130X k 9300/X

Extending adaptive policy to more platforms

No longer limited to a single MS platform
MS 130X/R support coming in MS17

cisco Lg{/&/
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Adaptive Policy from Access Switching to Aggregation/Core

--——_—u_ o

C9300X-12Y/24Y

T MST30XR TMS300 | Catalyst Merak
9300/X

cIsco Lg{/&/ | R |
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New RADIUS and VLAN Features

‘een’ Meraki

‘)

Network
Lab v

Network-wide
Security & SD-WAN
Switching

Wireless

Systems Manager
Insight
Organization

Access Manager

cisco Lz{/&/

Dashboard

Organization-wide RADIUS server @ opt-insettings
Define a RADIUS server at the organization level so you no longer need to manually input RADIUS server for each access policy

These organization level RADIUS servers can be selected and applied to any Switching access policy within the organization. When editing an existing RADIUS server, the update will be
applied to all networks and access policies that utilize the RADIUS server. * The RADIUS servers defined here are currently only applicable to Meraki Switches.

[ Link to Documentation ] [ Get Support ]

Switching

Switching Overview @D opt-insettings
A NEW bird’s eye view panel that provides a snapshot of your Switching network’s health, utilization, and performance

Dashboard

VLAN Profiles @ opt-insettings ~
Support for VLAN profiles and Named VLANs for use with access and trunk port configuration.

Make switchport configuration and VLAN assignment less complex! This feature will allow an administrator to map MS to VLAN profiles that contain name and group name to VLAN ID
and list mappings. Once enabled a user can create maps of name to VLAN, and group name to VLAN lists that can be statically configured on switchports in dashboard. Now you can
reference a name to an access port, or a group name to an allowed VLAN list without having to reference a spreadsheet! To access the VLAN profiles page, enable this feature, then
navigate to a network of your choosing > Network-wide > VLAN profiles, to get started.

[ Link to Documentation ] [ Get Support ]
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VLAN Profiles

VLAN profiles

u ‘You're modifying the default prafile.

Edit switch port
Edit pmﬂles Name [ Employea Desk Port ]
Prafile name Port status @D Enabled
Test AP|
Type Access v
Inamie
Iname Access policy Open -
VLAN Employes
Adda M o VLAMN Add a VLAN
Named VLANs VLAN Groups (0e s viamoroe | voiowvan v
# VLAN name VLANID Actions # Group name VLAM list Actions
Link negotiation Auto negotiate v
1 Emgloyas 00 Cancel 1 Employaes 100-1H Cancel
z 0T 10 & 0O z  I0TDevices No-18 J2 2|
3 DMz 399 AR | 5 Guest 850-1000 22N |

Single VLAN ID | Group of VLANs [l RADIUS based Dashboard

Switchport/SSID

. *
to Name to Name assignment Assignment

*Also available for MR beginning in MR30 **Available in Early Access

cisco W‘/ VLAN Profiles Documentation
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Org-Wide RADIUS Server Configurations

ISEO3 —

cisco Lg/&/ | _— :
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Org-Level Configuration Modularity

RADIUS servers Access policies

Name ISE_MD_Crit
Reusable RADIUS servers for access policies across this organization.

Authentication method

i i Radius Servers
Mame Sarver Auth Port Acct Port Applied networks Actions " Name Host Port Secret Actions
WW_PROD_ISE_D1 16.10.0.48 1812 1813 Wayward_Pines - switch
1 WW_PROD_ISE_O Show
WW_PROD_ISE_O2 18.10.0.41 1812 1813 Wayward_Pines - switch
MSTME_ISE 172.16.0.30 1812 1813 © None 2 WW.PROD.ISE02 Show
+ Add a RADIUS server [ 3 ® ~ ] [ + Add a server

WW_PROD_ISE_01

WW_PROD_ISE_02

Radius Accounting Servers D MSTME_ISE

Organization > Settings
SWItChlng S ACCeSS PO||C|eS # Name Host Port Secret Actions
Automatically populates server info 1 WW_PROD_ISE01 Show

Up to 100 servers at Organization level
Max 3 Auth/Acct servers per Access Policy

2 WW_PROD_ISE_OZ Show

Salect RADIUS ® w + Add a server
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Switching > Access Policies

asco Meraki

.-

Network
Lab v~

Network-wide
Security & SD-WAN
Switching

Wireless

Systems Manager
Insight
Organization

Access Manager

cisco Lz{/&/

Access policies
Name Q 802.1X_Multi_Auth_Hybrid
Authentication method [ my RADIUS server v

RADIUS servers © # Host

3 MaX 11723121

Add a server

RADIUS testing © | RADIUS testing enabled |

RADIUS CoA support & | RADIUS CoA enabled |

RADIUS accounting | RADIUS accounting enabled V|

RADIUS accounting servers # Host

1 172.31.2.1

Add a server

RADIUS attribute specifying group policy | Filter-1d |

name

Host Mode @ |Multi-Auth |

Access policy type @ | Hybrid authentication v

Meraki authentication

v my RADIUS server |

Port Secret Actions
1812 (I X R R RE RN NN Test
Port Secret Actions
1813 (L LRI LR R Y]
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Switching > Access Policies

asco Meraki

Network
Lab v~

Network-wide
Security & SD-WAN
Switching

Wireless

Systems Manager
Insight
Organization

Access Manager

cisco Lz{/&/

Common Tasks
1 DACL Name

Access policies [ IPv6 DACL Name
Name 802.1X_Multi_Auth_Hybrid ACL (Filter-ID)
o , \ ACL IPv6 (Filter-1D)
Authentication method | my RADIUS server | D Security GrOUp
RADIUS servers © # Host Port crel[j VL AN Actions
1 1723121 1812 4 eeee. [.].Voice Domain Permission Test

Add a server

RADIUS testing © | RADIUS testing enabled |
RADIUS CoA support & | RADIUS CoA enabled |
RADIUS accounting | RADIUS accounting enabled
RADIUS accounting servers # Host Port
L 1813 sees
None

RADIUS attribute specifying group policy | Filter-1d v]
name

Host Mode @ |Multi-Auth |

Access policy type @ | Hybrid authentication v

BRKSEC-2100

[0 Web Redirection (CWA, MDM, NSP, CPP)
[1 Auto Smart Port

[1 Assess Vulnerabilities

[1 Reauthentication

[1 MACSec Policy

[1 NEAT

seet ] Interface Template ~ A¢toms

}-Web Authentication (Local Web Auth)
[] Airespace ACL Name

[1 Airespace IPv6 ACL Name

[] ASA VPN

[ AVC Profile Name

[1] UDN Lookup

[1 Unique Identifier
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Meraki MS Access Policies

Switching > Configure > Access Policies

Single-Host
W8 Meraki _ _ Q 2 0 ¥
Multi-Domain
RADIUS attribute specifying group policyQ[ Filter-1d | Multi-Host
g Network name .
K] Lo v ' v Multi-Auth
Host Mode © | Multi-Auth v 802 1X
Network-wide Access policy type © | Hybrid authentication v MAC authentication bypags

(0 Security & SD-WAN Increase access speed v Hybrid authentication

O Enabling this option will make switches execute 802.1X and MAC-bypass
authentication simultaneously so that clients authenticate faster.

o However, it will increase load o1 .
Switching | inbound-only

802.1X Control Direction @ | both v

=~ Wireless v both
Guest VLAN

B Systems Manager R

Failed Auth VLAN BETA

Wl Insight Re-authentication Interval BETA

¢ Organization - BETA
Critical Auth VLAN = Data Voice

Suspend Port Bounce BETA Disabled v

Voice VLAN clients @ | Require authentication v:
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Meraki MS Access Policies

"esen’ Meraki

.4+ Network Switch Ports for the last day ~
7 Lab v
Edit  Aggregate  Split  Mirror  Unmirror  Tags = switch:"lab-ms390-1" AND access ~  help 46 of 64 switch ports Download As ~

<> Network-wide

Switch / Port & Name Type VLAN Received bytes Sent bytes Status ~
{ security & SD-WAN

lab-ms390-1/1 details access 1, voice 100 18.4 MB 60.5 MB -:l |
(-]
== Switching lab-ms390-1/2 details access  1,voice 100 [ 2.8 MB 68.1 MB [ Thaa
= Wireless lab-ms390-1/ 3 details access 1, voice 100 - - | |

lab-ms390-1/ 4 details access 1, voice 100 276.9 KB 394.4 KB | ]

B Systems Manager

lab-ms390-1/5 details access 1, voice 100 682.3 KB 1004.7 KB | ]

il Insight

lab-ms390-1/ 6 details access 1, voice 100 9.7 KB 480 Bytes | |

*
Organization lab-ms390-1/7 details access 1, voice 100 - - | |

lab-ms390-1/ 8 details access 1, voice 100 - - | |

lab-ms390-1/9 details access 1, voice 100 - - [ |

lab-ms390-1/10 details access 1, voice 100 - - [ |

0O 0O OO0 0O o o oo oo

lab-ms390-1/11 details access 1, voice 100 - - [ |
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Update 46 ports

Port status Enabled Disabled

Link negotiation

Auto negotiate

Port schedule Unscheduled

Access policy @

VLAN

Voice VLAN

RSTP Enabled Disabled

STP guard

Disabled

Port isolation Enabled Disabled

Trusted DAI Nieahlad
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Update 46 ports

Port status Enabled Disabled

Link negotiation

Auto negotiate

Port schedule Unscheduled

Type Access

A

Atcess poiicy © B021X_Multi_Auth_Hybrid

VLAN Open

8021X_Multi_Auth_Hybrid
Voice VLAN

MAC allow list

Sticky MAC allow list

RSTP Enabled Disabled

STP guard

Disabled

Port isolation Enabled Disabled

UDLD Alert onlv Enforce

Cancel
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Meraki MS Authentications

Live Logs Live Sessions
——
Refresh Show Within
Never v Latest 20 reco..~ Last 5 minutesw
& <5 Reset Repeat Counts T Export To v Filter v &
Time Status Details Identity Endpoint Prof...)| Authentication Poli... Authorization Policy Authorizatio... Security... NetworkL
X Identity Endpoint Profile Authentication Policy Authorization Policy Authorization Pr Security Gre Network De
Jun 03, 2023 05:02:0... o Qa AC:17:C8:0C:17:A0 Cisco-Meraki-... IOT_Wired >> Default 10T _Wired >> Default PermitAccess Unknown
Jun 03, 2023 05:01:4... o a employee Unknown 802.1X >> ISE_Internal 802.1X >> Employees_Internal GP_Employees Employees
Jun 03, 2023 05:01:3... Q employee Unknown 802.1X >> ISE_Internal 802.1X >» Employees_Internal GP_Employees lab-ms390-
Jun 03, 2023 05:01:2... a AC:17:C8:0C:17:A0 Cisco-Meraki-... 10T _Wired =>> Default 10T_Wired >> Default PermitAccess lab-ms390-
Jun 03, 2023 05:00:3... o Qa DC:A6:32:1A:C5:F7 RaspberryPi-De... I0T_Wired >> Default 10T_Wired >> |IOT_Signage GP_IOT
Jun 03, 2023 05:00:3... o Qa DC:A6:32:6D:A3:BA RaspberryPi-De... 10T _Wired >> Default 10T _Wired >> |IOT_Facilities GP_IOT
Jun 03, 2023 05:00:1... Qa DC:A6:32:1A:C5:F7 RaspberryPi-De... IOT_Wired >> Default 10T_Wired >> |IOT_Signage GP_IOT lab-ms390-
Jun 03, 2023 05:00:1... a DC:A6:32:6D:A3:BA RaspberryPi-De... 10T _Wired >> Default 10T _Wired >> |IOT_Facilities GP_IOT lab-ms390-
Jun 03, 2023 05:00:1... o Q 3C:8C:F8:A0:1A:06 Trendnet-Device 10T _Wired >> Default 10T _Wired >> Default PermitAccess Unknown
Jun 03, 2023 04:59:5... a 3C:8C:F8:A0:1A:06 Trendnet-Device I0T_Wired >> Default 10T_Wired >> Default PermitAccess lab-ms390-
Jun 03, 2023 04:59:5... a AOD:CE:C8:D3:5B:2B Unknown IOT_Wired >> Default 10T _Wired >> Default PermitAccess lab-ms390-

BRKSEC-2100
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MS/CS Supported Models and Firmware for Adaptive Policy

Policy Hit Counters
ACL Logging
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Adaptive Policy: Groups (Default

Organization > Configure > Adaptive Policy > Groups

Iiltlllslé!'.;. Meraki Q. Search Dashboard

Network Ada ptive pOIicy
Lab v

Policies Groups Custom ACLs Networks

Network-wide

[ams ]
L

== v | Search... 2 groups [GGEEEIET Edit
{ security & SD-WAN

pr L O Name SGT Value o  Description Policy Objects ~
==  Switching

[J  Unknown 0 Created by Meraki, the Unknown group applies when a policy is specified for unsuccessful group classification
=  Wireless

[J Infrastructure 2 Created by Meraki, the Infrastructure group is used by Meraki devices for internal and dashboard communication

B Systems Manager
il Insight

¢ Organization
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Adaptive Policy: Custom ACLs (SGACLSs)

Organization > Configure > Adaptive Policy > Groups

Iiltlllslé!'.;. Meraki Q. Search Dashboard

.. Network Adaptive pOIicy
% Lab v

Policies Groups Custom ACLs Networks

S Network-wide

--—

5= v | Search... Add Custom ACL JJ-\eIRY

No matching ACLs found

{ security & SD-WAN

Switching

Wireless

)

B Systems Manager
il Insight

¢ Organization
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Adaptive Policy: Networks

Organization > Configure > Adaptive Policy > Networks

'.':||'s'¢':!:;' Meraki Q Search Dashboard

Network Adaptive policy

Lab v

Policies Groups Custom ACLs Networks

2
e

Network-wide
== v | Search...

4 networks

{ security & SD-WAN

O Networks Status ~
&  Switching

[0 Lab Adaptive policy disabled
= Wireless . ] ]

[J hobo-employee Adaptive policy disabled

B Systems Manager [J  hobo-thomas Adaptive policy disabled
[0 ISE_Meraki_AWS Adaptive policy disabled

Il Insight

¢ Organization
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Adaptive Policy: Policies

Organization > Configure > Adaptive Policy > Policies

'.':||'s'¢':!:;' Meraki Q. Search Dashboard

L. Network Adaptive policy
7 Lab v
Policies Groups Custom ACLs Networks
> Network-wide
' S itv & SD-WAN TOTAL POLICIES DENY POLICIES ALLOW POLICIES GROUPS ACLS
ecuri -
Y 0 0/0 0/0 2 0
&=  Switching
== v | Search... Add Policies
= Wireless

No matching groups found

B Systems Manager
il Insight

¢ Organization
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One Consistent Policy Across a Meraki Organization

/
— | M
e N
SRC | DST | Employee loT loT Server — | HTT]
Employee v b 4 v —
loT b 4 b 4 v P
loT Server v v v /// o
,,’,” /
/” /
—(T M
===== K e el
_ o - > M """"""""""""""""""" Tl — | H1
4 I
~ “ /
/
. . ] ] ] ’/ M
Policy & Groups are configured in dashboard and pushed to Adaptive Policy — | =
nodes like any other Meraki configuration change — | [
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One Consistent Policy Across Organization(s)

|
\

/

/
/
—
-
SRC | DST Employee loT loT Server ——
Employee V x V M__....__
loT x x v
loT Server v v v P —
......... . = ® V)
4 {
P
/
/
. ] . . ] "/
Policy & Groups are configured in dashboard and pushed to Adaptive Policy —
nodes like any other Meraki configuration change _—

cisco Lz{/&/

BRKSEC-2100
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ISE Meraki Connector




Why a Meraki Connector?

% Hybrid Deployments: Maintain integrity of network security through deploying hybrid
networks.

Redundancy: Mitigate the need to perform an extra step of replicating policies across multiple
platforms.

Potential Errors: Reduce the possibility of errors in policies that will affect the user
experience.

’& Simplified EXperience: Allows ISE to be the single source of truth and interface for policy
management.

cisco L‘V&. BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Unifies the Cisco Segmentation Strategy
‘Osce’ Catalyst SDA o";g g\gﬁg’;‘ve ‘tsee’ Meraki

=1 ......\-j;

et sl ‘..........—-i==——-|-4|;

CISCO Lg{/& | .
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ISE Meraki Connector

sl |dentity Services Engine

EISCO

Qverview Components TrustSec Policy Policy Sets SXP

Sync Status

Meraki

Overview . |
Connection status on Connections.

Syne Status

Connections

ISE TO MERAKI SYNC

25/25 6/6 8/8 1

Sync Selectlons

Work Centers / TrustSec

Integrations Troubleshoot

Sync Interval:

ORGANIZATIONS

0 0

Egress Policies ACLs SGTs Fully Synced Partially Synced Failad to Sync
Egress Policies ACLs SGTs
Egress Policies (25)
L
Source SGT = Destination SGT SGACLs EGRS Policy Description
Camera TrustSec_Devices Deny IP

cisco Lz{/&/

BRKSEC-2100

Reports Settings

Sync cycle running

View sync status summary, Check remeadiations of failed for sync Egress Policies, ACLs and SGTs. Check each Cloud

As of: Apr 21, 2023 4:00 PM UTG

Organizations Status (1)

1 @ Fully Synced

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Meraki Connector ISE3.2p1+

- Up to 20 Meraki Organizations

- 40 Security Group Tags (SGTs)

- 625 (25”"2) policies (src-dst map), 7 ACLs per policy

« 95 SGACLs with a maximum of 16 ACEs/rules per SGACL

il |dentity Services Engine Work Centers / TrustSec

CIsco

[ Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

8 ACH Egress Policies (64) ACLs (4) SGTs (8)

o ~
Merak e Make ACL selections here. You will not be able to unselect SGACLs and SGTs tha lare linked to an Egress policy that (1) Supported SGACL Rule Formats
Xy Overview was previously selected. () Recommended Max Limits
Sync Status The recommended maximum limits for TrustSec
objects that Cisco ISE can share with Cisco
' Connections | Meraki dashboards:
- 625 policies, 7 ACLs per policy
4 Selected
2 | Sync Selections electe = 95 ACLs, 16 rules per ACL
= 40 SGTs

m Name = Descriotion IP Version
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Adaptive Policy Limits

REST: GET /organizations/{organizationld}/adaptivePolicy/overview

Python: dashboard.organizations.getOrganizationAdaptivePolicyOverview( org_id )

{

"counts": {
"groups": §,
"customGroups": 6,
"customAcls": 6,
"policies": 25,
"allowPolicies": 1,
"denyPolicies": 19,
"policyObjects": 0

CIsco M./ BRKSEC-2100
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Meraki Supports A Limited SGACL Syntax

{ Deny | Allow } { TCP | UDP | ICMP | Any } src-port dst-port
where src-port and dst-port can be any of:
Port number in the range of 1-65535 /\ Named ports are not allowed!

A comma-separated list of port numbers. Example: "80, 443, 1521"
A range of port numbers. Example: "33-44"
The constant value any

/\ For protocols 'ICMP' and 'Any', both the src-port and dst-port must be any.
You cannot specify a port, port list, or port range in these cases.

The ISE Meraki Connector will not sync incompatible SGACLs to Meraki!
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Generate a Meraki Dashboard API Key

My Profile > APl Access

asco Meraki
APl access demo@1homas.org
.t. Network
) Lab v APl keys Created at Last used
14c2 May 20 2023 16:38 Jun03202305:36 My profile
Network-wide ute uTe
Sign out
{ security & SD-WAN Generate new AP key
o . .
seihzby] Color blind assist mode (OFF)
= Wireless Enables an alternative Enable Red/Green assist mode

color palette for various
Dashboard elements.

B Systems Manager . .
Sample of elements affected by color blind assist mode:

Il Insight Device status icons: Active: H Alerting: ' Unreachable: E Dormant:
Map pins: Q) Gateway @ Repeater () Alerting @ () Offline

®  Organization
Connectivity: -— |

—
=

Connectivity icons:

Labels: [success | her

Dashboard language BETA

cisco Lz{/&/
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‘eees’ Meraki

#J» Global Overview Switch Ports for the last day ~
Edit = Aggregate Split | Mirror | Unmirror | Tags ~ | | Search... ~ | help 64 switch ports Download As ~
o>  Organization
Thomas v [0  Switch/Port Name Type Access policy VLAN Received bytes  Sent bytes  Adaptive Policy Group  Tags &
[J 1ab-ms390-1/1 details access 802.1X_Multi_Auth_Hybrid 10, voice 100 4.5 MB 5.7 MB = access
& Network [J lab-ms390-1/2 details access  802.1X_Multi_Auth_Hybrid 10, voice 100 7.2 MB 36.3 MB - access
¢") Lab v
[0 lab-ms390-1/ 3 details access 802.1X_Multi_Auth_Hybrid 10, voice 100 202.8 KB 995.7 KB - access
<+ Network-wide
[J lab-ms390-1/4 details access 8021X_Multi_Auth_Hybrid 10, voice 100 358.1 KB 1.6 MB - access
= Sswitching
[J lab-ms390-1/5 details access  8021X_Multi_Auth_Hybrid 10, voice 100 75.9 KB 250.2 KB = access
= Wireless ; . . :
[0 lab-ms390-1/6 details access 8021X_Multi_Auth_Hybrid 10, voice 100 1.4 MB 2.8 MB - access
B Systems Manager [0 1ab-ms390-1/7 details access 8021X_Multi_Auth_Hybrid 10, voice 100  121.8 MB 1.8 MB - access
Iil Insight [J lab-ms390-1/8 details access  802.1X_Multi_Auth_Hybrid 10, voice 100 - - = access
®  Organization [J lab-ms390-1/9 details access  802.1X_Multi_Auth_Hybrid 10, voice 100  138.2 KB 489.6 KB = access
[J lab-ms390-1/10 details access 802.1X_Multi_Auth_Hybrid 10, voice 100 - - - access
[J lab-ms390-1/11 details access  802.1X_Multi_Auth_Hybrid 10, voice 100 11.6 MB 60.7 MB - access
[J lab-ms390-1/12 details access 8021X_Multi_Auth_Hybrid 10, voice 100 50.4 KB 71.5KB - access
[J 1ab-ms390-1/13 details access  802.1X_Multi_Auth_Hybrid 10, voice 100 298.4 MB 34.2 MB - access
[J 1ab-ms390-1/14 details access 802.1X_Multi_Auth_Hybrid 10, voice 100 - - = access
[J lab-ms390-1/15 details access  802.1X_Multi_Auth_Hybrid 10, voice 100  290.5 KB 5.4 MB - access
[J lab-ms390-1/16 details access 802.1X_Multi_Auth_Hybrid 10, voice 100 - - - access



Sync Limitations

* |SE TrustSec Matrix maps to Organizations, not individual Networks
%E—E « Synchronization is from 1 ISE deployment to 20 Meraki organizations
« All Meraki Organizations get the same default ISE TrustSec Matrix

Objects can only be synchronized from ISE — Meraki Dashboard
« |ISE will override any existing objects in Meraki
ISE will not delete Meraki Adaptive Policies - only create policies

* Only supports the default ISE TrustSec Matrix, not multiple matrices
« Meraki supports only a limited SGACLSs syntax

* No static IP to SGT mapping in Meraki

* No indication in Meraki Dashboard which polices originated from ISE

ISE only creates policies but doesn't delete them. If you revert to default, the policy is still on the Meraki

Dashboard. You must explicitly select Permit or go to Dashboard and manually delete.
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DNAC < ISE = Meraki

Author: ISE (mMDNAC)

y
) d M

Meraki
Connector

Author: Cisco DNAC

| W /
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Getting Started with
TrustSec & Adaptive Policy




Matrix Conversion

Excel ISE Meraki

Identity Services Engine Work Centers / TrustSec
B Ovedew Componemis  TusiBecPoley PoleySes  SX0 intogrtions Troubeshoot  Raparis  Setings e Adaptive policy
- . Polcies Guups CistomACLs  Netwarts
. “ Production Matrix [ e ——— — — —
; | Poprtind co: = swicing e o iources g -
T Wadess
L i Sysiema Mansger =
3 ; —— 5 g ) S ; 3 & § i N 1l insight =] »w:‘
L gggﬁggis §§§§§§§xs§§§§f i E—— o o
e ) e (] e e e e e ) ] e e (=] —
s O o o @ owr
e o O cmen e  ustom apen, 23 1838
— : O camen . @ tany Apr 21,2023 1559
o e o @ bany sz oanse
a o -  Gustom Jresp—
O camen o oun s, e 155
O el  custom Aot a0
O creior * Custom sz a3
S O  Eemgloyee ot @ Deny Apr 21, 2023 1558
i O erpose - cany spr2
0 e e ey apen, a3 153
e s s =] 0 enpiarse o o o a1 20031830

excel_trustsec_matrix_to ISE Meraki Connector

meraki_trustsec_export.py (SGACL syntax)
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O

Search or jump to...

Pull requests

H 1Thomas / Cisco_ISE_Meraki_TrustSec_Scripts Public

{> Code

() Issues 17 Pullrequests () Actions [ Projects [J Wiki
¥ main ~ ¥ 1branch © 0 tags
1@ 1homas Added example images
images Initial Checkin
.gitignore Initial Checkin
LICENSE.txt Rename LICENSE to LICENSE.txt
README.md Added example images

excel_trustsec_matrix_to_ise.py
ise_api_enabled.py
ise_trustsec_clear.py

ise_trustsec_export.py

0O 0O 0000 0O

ise_trustsec_matrix_default.xlsx

cisco Lq/&/

Initial Checkin

Initial Checkin

Initial Checkin

Initial Checkin

Initial Checkin

Issues Codespaces Marketplace Explore

<&z Pin & Unwatch 2 ~ % Fork 0 - Y7 Star 0
@ Ssecurity [~ Insights 8 Settings
Go to file Add file ~ <> Code ~ About iR

9eeb56b 3 days ago @ 8 commits

3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago

3 days ago

BRKSEC-2100

Scripts and CSV templates for
converting Cisco ldentity Services
Engine (ISE) TrustSec components and
matrix to Cisco Meraki Adaptive Policy.

api cisco rest excel matrix

spreadsheet policy authorization

adaptive group ise enforcement

meraki sgt trustsec sgacl

Readme
MIT license
Activity

0 stars

2 watching

£ O % s B

0 forks
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‘= README.md

Cisco_ISE_Meraki_TrustSec_Scripts

Scripts and CSV templates for converting Cisco Identity Services Engine (ISE) TrustSec components and
matrix to Cisco Meraki Adaptive Policy.

Al a S set
A B C D E F G H I J
SGT Value Description
3
2 Camera 7
3 Employee 4
4 Guest 6
5 10T 5
6 NetServices 3 TrustSec Devices Sec
7 TrustSec_Devices 2 TrustSec Devices Sec:
8 Unknown 0 Unknown Security Gre
9 voip 8

dyde Identity Services Engine Work Centers / TrustSec

J'  Bookmarks Overview Components TrustSec Policy Policy Sets SXP gl T Reports Settings
8% Dashboard
: Boriia piticy v Production Matrix
12 Context Visibili
- i Mycostn Populated cells: 64
9, Operations | o
Source Tree | Add @ Clear , (5) Deploy () VerifyDeploy g MonltorAfl-Off | Import . Export View ., All
U Policy Destination Tree
4. Administration g
Network Device Authorization Destination » E ; i g
. Work Centers
A i § i3 5 g g g £
Source « ® ® ® L @ @ ? @
7' Interactive Help @ amen
270007
@ empioyee
40004
@ Gvest
670006
@w0r
/0005

cisco M/

BRKSEC-2100

< Refrosh

No packages published
Publish your first package

Languages

L]
® Python 100.0%

Suggested Workflows
Based on your tech stack

Iy Actions Importer Set up

Automatically convert CI/CD files to
YAML for GitHub Actions.

A Python package Configure

Create and test a Python package on
multiple Python versions.

@ Pylint Configure

Lint a Python application with pylint.

More workflows Dismiss suggestions

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example TrustSec Spreadsheets

AutoSave @orr () B B D v & - B ise_trustsec_matrix_default
Home Insert Draw  Page Layout Formulas Data Review View Automate O Tell me [J Comments = Share
Al . fx SGT v
A B C D E F G H J K L M N (6] P Q R ]
SGT Value Description
’ @*"‘J & "“b@" & = ?’&"
5 & ¢ z,ll,-* ‘%@g’ \)‘?\ c.;ﬁ‘ 4‘5?:,
& <2 @Z(\ & ‘t—(;;’ q""h 5 3 & & "\Zb/ \‘p ° oqz &
a3 a3 o e
6\&(‘, 00 \{oc' \OQZ’ ﬁoq ed.\‘b ¢ o @d‘ < &9 s Ob“'é [p‘\'é' (bé' \‘;}2‘ \6‘%?’ ‘Sﬁ‘\

1 ¥ S o O o & & & 7 o ¢ ¢ oF & S 5
2 Auditors 9 Auditor Security Group

3 BYOD 15 BYOD Security Group
4 |Contractors 5 Contractor Security Group

5 Developers 8 Developer Security Group

6 Development_Servers 12 Development Servers Security Group

7 Employees 4 Employee Security Group

AutoSave @orr () B B 9D v (O - #B ise_trustsec_matrix_default
Home Insert Draw  Page Layout Formulas Data Review View Automate O Tell me C1 Comments & Share
Al . fx  name v
A B (= D 2 F G H I J K L M N ©

1 name | description generationld aclcontent

2 DenylP Deny IP SGACL 0 denyip

3 Deny_IP_Log Deny IP with loggin 0 deny ip log

4 Permit IP Permit IP SGACL 0 permit ip

5 Permit_IP_Log Permit IP with logg 0 permitip log

6

7

8

9

10

11

12
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Example TrustSec Matrix Spreadsheets

AutoSave @ore ()

B ise_trustsec_matrix_thomas

Home Insert Draw Page Layout Formulas Data Review View Automate Q Tellme L1 Comments & Share

Al - fx saT v
A B C D E F G H | d, K L M
SGT Value Description &
R
'-\\
1
2 Cameras 7
3 Employees 4
4 Guests 6
5 10T 5
6 NetServices 3 TrustSec Devices Sec
7 | TrustSec gy : > —
® AutcSave @ o (7)) B B A} ise_trustsec_matrix_thomas Q g
8 Unknow
Insert Draw  Page Layout Formulas Data Review View  Automate ) Tellme [] Comments = 2 Share
9 voIP . r
A2 BlockMalware
10 .
e A B C D E F G H I d] K L M N o] P Q
4 » Matrix 1 name description generationld ipVersion aclcontent
BlockMalware 0 IPV4 deny icmp
Ready 77 Acce deny tep dst eq 22
deny udp dst eq 53
deny udp dst eq 67
deny udp dst eq 68
deny udp dst eq 69
deny tep dst eq 135
deny tcp dst eq 137
deny tcp dst eq 138
deny tcp dst eq 139
deny tcp dst eq 445
deny tcp dst eq 689
deny udp dst eq 1025
deny udp dst eq 1026
deny tep dst eq 3389
permit ip
2
3 DenylP Deny IP SGACL 0 deny ip
4 Deny_IP_Log Deny IP with logging 0 deny ip log
NetServices 0 IPV4 deny icmp
A b ek 1
4 b Matrix SGACLs SGTs +
Ready 7% Accessibility: Good to go fiss] /|
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(N N ] python + 4 opl~

~/hack/Projects/Cisco_ISE_Meraki_TrustSec_Scripts git:(main)
python -m ensurepip --upgrade

pip3  install --upgrade pipenv # use pipenv for a virtual development environment

pipenv install --python 3.11 # use Python 3.9 or later

pipenv install -r requirements.txt # install required Python packages ( pip freeze > requirements.txt )
pipenv shell

S S = T ST ——————_ = = = = —

{CiscoiISE_Merak{:TFustSec:Scriptsi J )
(Cisco_ISE Meraki_TrustSec_Scripts) v ) l




What's coming




Adaptive Policy Matrix and Policy

Nook-HQ-SF -
7% Network-wide
I/ security & SD-WAN

Switch

= Wireless

B Systems Manager

O Camera

"  Sensors

Il Insight

Organization-wide

e

o Admin

Policy Management
Activity Indicators
Policy Visualization
Historical Hit Counters

Historical ACL Logging
Policy change filtering
for validation pre<>post
change

CIscoO

.&/

Security Center

Overview Events Integrations Adaptive Policy
Total Policies Allow Policies Deny Policies Custe
124 31 56 37
Policies Groups Custom ACLs Networks
[ Q Search ] [ @® Lastday ~ ] [ Networks v ] [ Devices ~ ] 124 policies
Destination 1
o & & &
2 a = b ~y
s & & F 8 L £ & 8
& & f\’o‘a & & & ped & &
&5 5 © o & 9o o <4 & 4
Unknown v v v v v o (o] v v
Unknown v v v @ v v @ v v
|
10T-Device- W — W —— W —— W —— @ V) v} o)
w
- [ ]
§ GeneralData v ® v v v v v v v
H
3
[ ]
Infrastructure
v v v v v ~ o] v 6]
I0T-Device
v v v o v v v v v
I0T-Device
v v v v v 0] v v (o]
GeneralData
v (] v v v ~ v v ~
Infrastructure
v v ivg (] v (0] v v pvs

Last login

about 2 hours ago from your current IP address

Current session started

BRKSEC-2100

IOT_Device adaptlve Wifi_Test

Visualization |

Policy
Policy description
Allow internal network communication between trusted subnets.

Source
10T-Device

Destination
10T-Device

Custom ACLs
Permit_DNS, Permit_MQTT

)

Policy Hit counters

[ @ Lastday ~ ] [Selecl a policy change event v ]

>

231 Packets allowed v 241 packets denied
100

50

' -
Fy

—
—
I
—
01

17:11 21111 0g:1
&= permit [J] Denied A& When policy changed
Event logs ~
Time (PCT) Source Destination Action Hits = Details
Jul 19 19:32:52 192.168.0.12 192.168.0.10 ® Deny 14 View more
Jul 19 15:15:50 10.92.128.144 10.92.152.244 ~ Allow 10 View more
Jul 19 15:15:50 10.92.152.244 10.92.179.69 ~ Allow 8 View more
Jul 18 13:24:41 10.82.179.69 10.82.129.30 ® Deny 6 View more
Jul 19 15:15:50 10.241.67.101 10.82.129.209 ® Deny 3 View more
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Static Per-Network VLAN to SGT (MS/CS)

Not final design

VLAN profiles

@ You are modifying the default profile.

Edit profile

DDDDDDD

GGGGG

0000000

GGGGG
VVVVV

EmployeeWirgless ~110-120
EEEEEEEEEE

CCCCCC

Using Network VLAN Profiles
« Map an SGT to a VLAN
« Support for multiple profiles

Used as a fallback when static IP to SGT or more specific match is found
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Coming Soon

Adaptive Policy Assignment through Meraki Group Policy

Applicable to:
MR
MX**
MS uses RADIUS/Port/IP/VLAN

Example Uses:
IPSK w/o RADIUS psk-based SGT

Single RADIUS attribu
assignment + SGT
AnyConnect VPN SGT assignment
Static APIl/Dashboard assignment

for group policy

** subject to change based on release timelines for MX/Z

cisco Lz{/&/

Group policies » WPN_Group_1

Name WPN_Group_1
Schedule @ Scheduling disabled ~

Bandwidth €

[ Use network default V] unlimited

Use network default ~

Hostname visibility

Adaptive Policy Group & [ Select Adaptive Policy Group v]

Firewall and traffic shaping @ I Use network firewall & shaping rules v‘

Layer 3 firewall

# Policy Protocol Destination Port

Allow Any Any Any

Layer 7 firewall There are no rules defined for this group.

Comment

Default rule

Add Identity PSK

Mote: You may not edit or view passphrase after Identity PSK has
been created

Passphrase tesssssasennns @
Grou

; P Guests =
Palicy

Cancel

BRKSEC-2100

19 uiens 0 30

‘ Palicy « | Forget

Apply policy to 1 selected client

slatus.onimne -

Usage Client type, OS
O Normal
O Allow list (no bandwidth limits or splash page) 1.9 MB Cisco wireless access p
O Block list (no access allowed) 6.5 MB Debian-based Linux
® Group policy
66.8 ME Other
+ Employee

O nection and SSID 130AMB  Other

Voice

Contractor 298.2 MB  Other

HR

e 262.5 MB  Other

Production net-VL120
(] 0:cc:00 Sep 29 09:53 67.8 MB Other

QUARANTINE
O w 98:18:88:00:cc:40  Sep 29 09:53  323.9MB  Other
O w 00:c0:b7:fc:76:11 Sep 29 09:53 5.8 NMB Other
O w c0:f8:7f:be:e5:00 Sep 29 09:53 15.1 MB Other
o w ct-tester-02 Sep 20 09:53  3720MB  Other
o w ct-tester-01 Sep 29089:53 13 MB Other
o w ac:17:.c8:d7:f2:a0 Sep 29 09:53 361 MB Other
0o w 00:40:9d:37:47:71 Sep 29 09:53 4.4 MB Other
= wireless-02 Sep 29 09:53 987.4 MB Other

Dynamic Client Routing €@ @ Disable Dynamic Split Tunneling
) Send all traffic except traffic going to these hostnames

O Only send traffic going to these destinations

Session Timeout @

Mone v

Default Group Policy @

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Resources

cisco M/



@ Keep it short, find it fast

& cs.co/ise-quides

ISE Configuration & Integrations from A to Z
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cs.co/ise-resources
CS.co/ise-community
cs.co/ise-compatibility
cs.co/nad-capabilities
documentation.meraki.com

community.meraki.com
developer.cisco.com/meraki/

github.com/1Thomas/ISE_with_
Meraki_in_AWS

github.com/1homas/Cisco_ISE
_Meraki_TrustSec_Scripts

CIscoO
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Meraki Adaptive Policy

- Meraki Adaptive Policy Overview
« Cross-Product Adaptive Policy Configuration Guide
- Adaptive Policy MS Configuration Guide
- Adaptive Policy MR Configuration Guide
- Adaptive Policy MX Configuration Guide

Cisco M-/ BRKSEC-2100 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 141


https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_Overview
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_Configuration_Guide
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_MS_Configuration_Guide
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_MR_Configuration_Guide
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_MX_Configuration_Guide

Trustec / Segmentation / Group-Based Policy
. Cisco Segmentation Strategy Guide

- Group-Based SGT Troubleshooting Guide on Communities
- Group-Based SGT YouTube Channel
- Group-Based Policy Community Resources
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https://community.cisco.com/t5/security-knowledge-base/segmentation-strategy/ta-p/3757424
https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
https://www.youtube.com/channel/UCPF6-PTafN8NjomtLccIopw
https://community.cisco.com/t5/security-knowledge-base/segmentation-amp-group-based-policy-resources/ta-p/3656481

ISE Webinars

> Enhanced ISE + Duo Integration for MFA 2024-01-09

> Threat-Centric NAC with ISE

> Upgrading ISE in the Cloud with Automation 2023-11-07

> |SE Live Q&A 2023-10-05

> Device Administration with ISE 2023-10-03

> Rapid Threat Containment with ISE and FMC 2023-09-07

> Getting Started with ISE Profiling 2023-09-05

> |SE Eternal Evaluation for Your Lab 2023-08-03

> Cisco SD-Access with ISE 2023-08-01

> MAC Authentication Bypass (MAB) with ISE 2023-07-20

> Cisco ISE New Split Upgrades 2023-07-06

> Cloud Load Balancing with ISE 2023-06-15

> What’s New in ISE 3.3 2023-06-01

> RADIUS Simulation with ISE 2023-05-04

> |SE pxGrid Direct with CMDBs 2023-05-02

> |ntroduction to the Cisco Platform Exchange Grid (pxGrid) in ISE 2023-04-06
> Cisco ISE Troubleshooting, Part 2 2023-04-04

> Cisco ISE Troubleshooting, Part 1 2023-03-07

> Next Generation ISE Telemetry, Monitoring, and Custom Reporting Part 2 2023-03-02
> Next Generation ISE Telemetry: Monitoring and Custom Reporting, Part 1 2023-02-16
> Cisco ISE Guest Access Part Il: Advanced Configurations 2023-02-07
> Working with ISE pxGrid APIs 2023-02-02

> Cisco ISE Guest Access Basics: Part | 2023-01-10

> |SE in a Hybrid Cloud Environment 2022-12-06

> Advanced Group-Based Segmentation with ISE 2022-12-01

> Automated ISE Provisioning and Patching 2022-11-03

> |SE With Duo Integration 2022-11-01

> Practical ISE Automation with Ansible 2022-10-06

> |SE REST APIs Introduction 2022-10-04

> User & Endpoint Custom Attributes 2022-09-06

> Secure Cisco Meraki Wireless with ISE 2022-09-01

> Group-Based Segmentation Basics 2022-08-04

> |SE Integration with Intune MDM 2022-08-02

> MAC Authentication Bypass (MAB) with ISE 2023-07-20

> Cisco ISE New Split Upgrades 2023-07-06

> Cloud Load Balancing with ISE 2023-06-15

& cs.col/ise-youtube

> What's New in ISE 3.3 2023-06-01

> RADIUS Simulation with ISE 2023-05-04

> |ISE pxGrid Direct with CMDBs 2023-05-02

> Introduction to the Cisco Platform Exchange Grid (pxGrid) in ISE 2023-04-06

> Cisco ISE Troubleshooting, Part 2 2023-04-04

> Cisco ISE Troubleshooting, Part 1 2023-03-07

> Next Generation ISE Telemetry, Monitoring, and Custom Reporting Part 2 2023-03-02
> Next Generation ISE Telemetry: Monitoring and Custom Reporting, Part 1 2023-02-16
> Cisco ISE Guest Access Part Il: Advanced Configurations 2023-02-07

> Working with ISE pxGrid APIs 2023-02-02

> Cisco ISE Guest Access Basics: Part | 2023-01-10

> |SE in a Hybrid Cloud Environment 2022-12-06

> Advanced Group-Based Segmentation with ISE 2022-12-01

> Automated ISE Provisioning and Patching 2022-11-03

> |SE With Duo Integration 2022-11-01

> Practical ISE Automation with Ansible 2022-10-06

> |SE REST APIs Introduction 2022-10-04

> User & Endpoint Custom Attributes 2022-09-06

> Secure Cisco Meraki Wireless with ISE 2022-09-01

> Group-Based Segmentation Basics 2022-08-04

> |SE Integration with Intune MDM 2022-08-02

> Securing Cisco Catalyst Wireless with ISE using mPSK / iPSK / 802.1X 2022-07-07
> 802.1X Simplification & Automation with IBNS 2.0 2022-0;
> What's New in ISE 3.2 - Part 1 2022-06-02

> What's New in ISE 3.2 - Part 2 2022-06-07

> Securing Cisco Catalyst Wireless with ISE 2022-05-05

> Building ISE RADIUS Policy Sets 2022-05-03

> Secure Access with ISE 2022-04-07

> Managing Network Devices in ISE 2022-04-05

> |SE Digital Certificate Administration 2022-03-03

> |SE Initial Setup and Operations 2022-03-01

> |SE On-Premise Installation 2022-02-03

> ISE Deployment Planning and Strategies 2022-02-01

> ISE Deployment Architectures: Nodes, Services and Scale
> |SE for the Zero Trust Workplace 2022-01-11

... and much more!
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https://youtu.be/4oJXzySs0tM
https://youtu.be/wUwEuB6NlxU
https://youtu.be/XC8QuE0kbHw
https://youtu.be/WV5wd0vjZBA
https://youtu.be/-JvV3POzRvM
https://youtu.be/Ia5s7hk_9o4
https://youtu.be/OKPGBEMb0w4
https://youtu.be/xoTwxIDux8Y
https://youtu.be/zOcIWUpqZQk
https://youtu.be/IzUpgL-zPVE
https://youtu.be/D7poFnsd-8U
https://youtu.be/SSOa75rGofk
https://youtu.be/HXt2cjUFcp8
https://youtu.be/UFjzPFqCkaI
https://youtu.be/g8fzBPY8gU8
https://youtu.be/_aO6oZrYCPE
https://youtu.be/14ozZzOE_zM
https://youtu.be/AxgtXynug_E
https://youtu.be/dp7HWthncks
https://youtu.be/MCDlxMqPw_M
https://youtu.be/T_dX-S6JZ3c
https://youtu.be/UVQr9o0TN0c
https://youtu.be/MOIpRLpfGvo
https://youtu.be/YZ1SYN1LbeQ
https://youtu.be/KKbvocNPaOQ
https://youtu.be/Afv7eRLqLT8
https://youtu.be/cHi4XoVNUkY
https://youtu.be/GnJDuuia-Vk
https://youtu.be/iauFLdiUPQk
https://youtu.be/nCD7LiX-XZU
https://youtu.be/w3bLEI6dUIo
https://youtu.be/rq7bSgO_GPg
https://youtu.be/iAKyIHFqbgE
https://youtu.be/IzUpgL-zPVE
https://youtu.be/D7poFnsd-8U
https://youtu.be/SSOa75rGofk
https://youtu.be/HXt2cjUFcp8
https://youtu.be/UFjzPFqCkaI
https://youtu.be/g8fzBPY8gU8
https://youtu.be/_aO6oZrYCPE
https://youtu.be/14ozZzOE_zM
https://youtu.be/AxgtXynug_E
https://youtu.be/dp7HWthncks
https://youtu.be/MCDlxMqPw_M
https://youtu.be/T_dX-S6JZ3c
https://youtu.be/UVQr9o0TN0c
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