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About This Session

Hey man, click this link:

| ing!
http://badthingshappenwhen ouclickhere.com} { AestelTER el S elel e e !

c 1 S co L‘V&~ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 4


http://badthingshappenwhenyouclickhere.com/

About This Session

Email: The Number One Threat Vector

Hey guys, sadly I'm not going to make it to
Cisco Live; click here:

. No worries buddy, we got you!
http://presentmysession.com [ Yy goty
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About Us

Matt Robertson:

» Distinguished Engineer

» Threat Detection and Analytics

» Cisco Live Distinguished Speaker
* 15.5 years at Cisco

« Canadian eh
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Agenda:

* Introduction

* Why is Email so Vulnerable?

« (Cisco Secure Email Threat Defense
» Advanced Detection Techniques

* Extended Detection and Response with XDR

e Summary
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Why is Email so
vulnerable?
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Simple Mail
Transfer Protocol

cisco Li%o/‘/

From: 11.12.13.14

S telnet alln-mx-01.cisco.com 25
Trying 173.37.147.230...

Connected to alln-mx-01.cisco.com.
Escape character is '*]".

220 alln-inbound-e.cisco.com ESMTP
helo mail.sender.com

250 alln-inbound-e.cisco.com

MAIL FROM:<admin@sender.com> Envelope
250 sender <admin@sender.com> ok

RCPT TO:<user1@cisco.com>

250 recipient <user1@cisco.com> ok

DATA

354 go ahead

Subject: TEST MESSAGE Header
From: Email Admin <admin@sender.com>

To: User One(user1) user1@cisco.com

Here is the email, hope you receive it. Body

250 ok: Message 143004492 accepted
quit

221 alln-inbound-e.cisco.com
Connection closed by foreign host

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Connected to alln-mx-01.cisco.com.
Escape character is '*]'".
220 alln-inbound-e.cisco.com ESMTP
. helo notMandatory.lol

Secunty’? 250 alln-inbound-e.cisco.com
MAIL FROM:<any.domain@withNOspf.com> Envelope
250 sender <any.domain@withNOspf.com> ok
RCPT TO:<victim@cisco.com>

250 recipient <victim@cisco.com> ok
DATA
354 go ahead

Header

Subject: You are a Cisco Live Winner!

rom: Cisco Live <winner@ciscoslive.com>
0: Luckiest Man on Earth <is.me@cisco.com>

ongratulations... you won an Apple Vision Pro! Bod
laim you prize by clicking here: oay
Applevisionprociscolive.xyz/claim/my/price

ciscoslive . com v CHECK

ciscoslive.com is available

Register it for | 1year-$1099

<pictures of Apple Vision Pro>

250 ok: Message 143004493 accepted
quit

221 alln-inbound-e.cisco.com
Connection closed by foreign host

Cisco L‘V&~ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11
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Fmail as a threat vecto https://attack.mitre.or

Cisco Security ATTE&CK Visibility - Email Threat Defense
selection contrals  layer controls technique controls.

X, |

1nur|:e . ) Pi i'lege B Credential B Lateral Command ani B
Reconnaissance De\l opment Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Control Exfiltration Impact

10 techniques 8 tachniques 10 techniques 14 techniques 20 techniques 14 technigues 43 techniques 17 techniques 32 techniques 9 tachniques 17 techniques 17 techniques 9 techniques 14 techniques
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Files or Information Replication Browser Exfiltration Disk Wipe
Gather Victim Org ios Hardware Exploitation for Browser Boot or Logon Forced Cloud Service Discovery  Through Session Over C2
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Modification Interception Spearphishing Non-Application  Scheduled
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Spearphishing Voice ‘ Software External Remote  Escape to Host Group Policy Discovary Layer Protocol ransfer System
Spearphishing Voice Deployment Tools Services Hide Artifacts Multi-Factor Data from Local Shutdown/Reboot
Phishing for Spearphishing Attachment Event Authentication Log Enumeration System Non-Standard |Tracn‘sve; Data

INfOrMation SLLL BN UELIL LY System Services | Hijack Execution Triggered Hijack Execution Flow Request Port o Clou Financial Theft
spearphishing Link m Fiow Execution I Generation Network Servics Data from Account

Spearphishing Link — Discavery MNetwork Shared  Protocal
Spearphishing Service User Execution Implant Internal Impair Defensas Network Snitfing Drive Tunneling
Spearphishing via Service Image Exploitation for 5 Network Sha
Privilege [—— 05 Cradential Discovary Data from Proxy
Windows Maodify Escalation Dumping " Removable
Management Authentication . Indicator Remaval " 5 Network Sniffing Media Remote Access
Instrumentation  Process Hijack . Steal Application Softwar
- Execution Flow il indirect Gommand Access Token Password Policy Data Staged |y
Office Execution Discovery Traffic Signaling
Application " Steal or Forge o
rocess e Authentication peripheral Device Email Collection
Injection querading Certificates ity Y web servica
Power Settings Modify Authentication
Schedulad Process Steal or Forge Permission Groups Input Capture |1
Pre-0s Boot  |f Tasklob Kerberos Tickets M| Discovery
- Modify Cloud Computa
Valid Accounts Screen Capture
Infrastructure Process Discover) b
Scheduled Steal Web y
Task/Job Modify Registry Session Cooki Query Registry Video Capture
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E . Modify System Image e g?mn:g System

e Network Boundary Software Discovery
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. Obiuscated Files o Discx
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System Location
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Process Injection
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Email as a threat vector

Reconnaissance
10 technigues

Active Scanning
Gather Victim Host
Information

Gather Victim
Identity Information

Gather Victim
Metwork Information

Gather Victim Org
Information

Search Closed
Sources

Search Open
Technical Databases

Search Open
Websites/Domains

Search Victim-
Owned Wabsites

hishing for
farmati

Spearphishing Voice
Spearphishing Attachment
Spearphishing Link
Spearphishing Service

Initial Access
techniques

10

Content
Injection

Driva-by
Compromisa

Exploit Public-
Facing
Application

External
Remote
Services

Hardware
Additions

Replication
Through
Remaovabla
Media

Supply Chain
Compromisa [l

Trusted
Relationship

Valid Accounts |

Spearphishing Voice
Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Lateral
Movement

9 techniques

Exploitation of
Remote Services

Lateral Tool
Transfer

Remote Sarvice
Sassion
Hijacking

Ramaota Sarvicas "

Replication
Through
Ramovabla
Media

Software
Deploymant
Tools

Taint Shared
Contant

Use Alternate
Authentication
Material

Internal
Spearphishing

I Email serves as a primary entry point I

cisco L{{/&_/
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Impact
14 technigues

Account Access
Ramawval

Data Destruction

Data Encrypted for
Impact

Data Manipulation

Defacement
Disk Wipe

Endpoint Denial of
Service

Firmware
Carruption

Inhibit System
Recovery

Network Denial of
Service

Resource Hijacking
Saervice Stop

System
Shutdown/Reboot

Financial Theft

And can be a means of
success
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Incidents

Advanced Threats Life Cycle

Research & Analysis

0-Day .
Implementation ®

I— Reputation &

)
o Rules

[

Public Feeds

Time

Unknown / Targeted Emerging Known

ML Relationship Models

Natural Language Understanding Cloud URL Analysis Domain Reputation
Phishing Models Algorithm Matching Web Reputation, Category
BEC Models File Reputation

Sender Authentica DMARC, SPF)

Malware Analytics Sender IP Reputation

Al Models w/ Computer Vision

Anti-Spam & Graymail

Widely Known

Public Threat Feeds / VirusTotal

STIX/TAXII Subscriptions

c 1 s co M./ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure
Email Threat Defense
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Cisco Secure Email Portfolio

On premise Cloud & more
Cisco [ Ccisco e \ 143
5 s 1ISECURE
SECURE d - s 2  Awareness Training
.l Email Gateway ~ Email Threat Defense
Email Security Appliance (ESA, IronPort) \_ Cloud Mailbox (CM, CMD) ) cisco
s ISECURE
- Domain Protection
cisco cisco KEDSIFT
- EEEE SECURE s~ 1ISECURE cIsco
o 1= Eim EAmail and Web * Email Cloud Gateway #- 1SECURE
Security Managemer?trfgpe/i;nce (SMA) Cloud Email Security (CES) Email'Archiving

4) THETALAKE

cisco L{V&/
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Cisco Secure Email Threat Defense

v

] Journaling \

cisco Q

<= & Microsoft 365 SECURE :
= Email Threat Defense

| MS Graph API | <

Setup takes 5 minutes!

Scan emails in parallel with Microsoft 365

No changing of MX records or redirecting traffic

Mitigate malicious emails automatically and on-demand via API access

Closes security gaps that Microsoft has by scanning emails also with
Behawoural Analytics (Al/ML) and by detecting internal threats
uscoé{{@

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Cisco Secure Email Threat Defense

g

] Journaling \ >
cisco £LoSo e

< i 1SECURE < B" Microsoft 365 + 1SECURE
* Email Cloud Gateway - Email Threat Defense

-
| MS Graph API | <

- Works as an add-on to your gateway by adding Behavioural Analytics
- Detects internal threats
- Mitigate malicious emails automatically and on-demand

Cisco M./ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Cisco Secure Email Threat Defense

Improve your gateway

! [ Gouﬁ \

T—— " E— Other email CSIISECCOURE e\
<& s ISECURE e - "‘platforms .
" Email Cloud Gateway o - Email Threat Defense

- Works as an add-on to your gateway by adding Behavioural Analytics
- For mitigation, custom workaround needed with APIs

Cisco W. BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Inside Email Threat Defense

cisco

- cIsco . Fy

«...SECURE
~ Email Cloud Gateway

i o
N

X

E" Microsoft 365
“

Reports

[_REST API |

cisco &

Ingest and unpack

vieoodt

1.

Malware

- % & SECURE Analytics

AN EY

lT 2.

l T 3.
4.
Verdict & 5.
Meta data
6.

BRKSEC-2245

Microsoft 365 Journal copy of inbound,
outbound and internal messages is received
Ta. ETD connector on Secure Email Gateway sends
copies of inbound emails to ETD

The intake service ingests the message and
unpacks the journal / email copy for parsing
and evaluation

The message is parsed and evaluated in
parallel against all the engines

Based on a confidence and weighting
algorithm, a verdict is returned along with the
metadata

Metadata is indexed to use for searches,
reports and for policy evaluation

Automatic and on-demand actions associated
with verdicts are acted upon via the Graph API

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Cisco Secure Email Threat Defense

Acronyms
- cIsco * Pl . " cisco Malware
L. SECURE -’ S | SECURE Analytics | |
" Email Cloud Gateway o ' m « CUA = Cloud URL Analysis, URL sandboxing to

detect zero-day phishing and malware URLs

E @ @ l T @ l T « TALN = Talos Anti-spam Logical eNgine
¢—>_ « REP = File reputation, based on SHA256

l T l T l T « TG = Threat Grid, file sandboxing to detect
@ zero-day malware from email attachments

IZ - - * NLP = Natural Language Processing

* ML = Machine Learning
‘B Microsoft 365 Reports @ « YARA = Yet Another Ridiculous Acronym link
| S
‘ « AS = Antispam
Verdict & _
m Meta data « GM = Graymall
[ RESTAPI |
cisco &
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Advanced Detection
Techniques
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Email: The Number One Threat Vector

Hey man, click this link:
http://badthingshappenwhenyouclickhere.com

} [ Absolutely! Thanks for forwarding!

Cisco M. BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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Exploiting People

Absolutely! Thanks for forwarding! J

c 1 s co L‘V&~/ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Email Scams back in the day

Hey man, I’'m a Nigerian prince and need some money, [ Absolutely! Here’s some money!
can you help me out? It will be worth your while.

https://en.wikipedia.org/wiki/Advance-fee scam ‘Nigerian prince’' email scams still rake

in over $700,000 a year—here's how
to protect yourself

Published Thu, Apr 18 2019-2:38 PM EDT

https://www.cnbc.com/2019/04/18/nigerian-prince-scams-still-rake-

in-over-700000-dollars-a-year.html

Cisco L‘V&~/ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25
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Protecting People/Business from People

Innovative criminal: Exploitable Person

Evolving techniques and tools Trusted by the business

c 1 S CO M-/ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Al/ML can Help Here!

Al/ML can be extremely useful in modelling domains
that are not well understood and constantly evolving

QOO =
- @)~ [

Signals ML Classifier Decision

c 1 sco M./ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Aside: Artificial Intelligence Technology

Aims to mimic human behavior

Focuses on learning from data

Aims to generate new data or text that
mirrors the input

Large Language Models (LLM) include GPT
and ChatGPT specializing in understanding
and generating human-like test

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Machine and Deep Learning

Current

)

Hugging Face

BERT

spaCy

& others

@OpenAI

0
co®

Tesseract OCR

cisco L{V&/

Primary LLM used for relationship
mapping, BEC, and Phishing detectors

BERT is used for call-to-action,
Credential Phishing, and Lang
filters

Primary NLP Detector for language,
sentiment, urgency, and tone of
emails

ChatGPT is used for translation and
multi-lang models (out of band)

OCR detection that leverages LSTM
neural networks for content extraction

BERT

A

Azure Machine Learning

1 Google Al
aws

“-.-;fA

Azure Machine Learning

BRKSEC-2245

Under Development

Leverage BERT to detect BEC
patterns and language with
sender/recipient relationships

Generative Al for summarization of
threat descriptions

Al Automation (Cisco Assistant) for
rule and configuration across
security products - LLM
selection/testing in progress

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A N

Layering Detections

External Brand

The creation of or
Department [ . that identify techniques
ey — and behaviors using ML and NLP.

Prishing el Addres The combination of detectors
reveal the of the message.

Recently
Registered
Domain Payroll Scams
Individual Deception
Name
Imposter
Cryptocurrency
Payment
Request

Unusual
Masquerade

Sudden Burst

Victim- Detesiar

Rare
Communication
Relationship
Mapping
Call To
Action and

Urgency

Identity and

Relationship

Checker

cisco L{Ko//

_— specific
Sender Victim ‘ URL
Mismatch Impersonation

Detector Detector

Email Account
Compromise

Message \
Indicators

Open Redirect
Detector

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



QOID =
% @@ @ % 0@
benign email @@@@ decision: pass

90 -
% “@@ % ®Q
phishing email ‘ decision:

Cisco M-/ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




Threat Categorization, Risks and Techniques

Verdicts
Junk
=ipa Adult
Graymail Marketing

Fraud

Scam Extortion

Lottery

Credential

. . |dentity
Business Email .
Compromise

M & A

Compromise

Ransomware

Malicious URL

L

Win Big Bot / DGA Education
Pharma Reputation Job / Offer
Social Bulk Spam

Advance Fee Fake Company
Charty
Employment Money Mule

ATO (external)
Poyrol ot Card

Financial

Cred Stealer Crypto Miner Ad/Spyware

Bot/Phish Kit Trojan / CNC
J

cisco L{{@/

Y

&% BEC

Message ID:
Verdict Details

Category
BEC

LOW CONTENT REPUTATION

Email

LOW-REPUTATION TLD

Top-level domain

ontent t ad reputation

in domain

MALICIOUS URL

RARE SENDER DOMAIN FOR RECIPIENT

Sender domain with recipient

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32
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Phishing and Spear Phishing

Hey man, click this link: } Absolutely!

http://badthingshappenwhenyouclickhere.com

https://en.wikipedia.org/wiki/Phishin

Cisco L‘V&~ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34
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Anatomy of a Spear Phishing

[EXTERNAL EMAIL] Re: Re: PLEASE REPLY TO THIS EMAIL WITH THE PROOF OF PAYMENT 11 Orline Dncumens « + = &8 x

@ O Fie | CYTEMP/Claim _Copy_1617_Sep_20htmi « 0

@ ©) Rabin Tellas <quality2.pune@modelinfra.com>

< Spoofed Display Name

@ C‘:aawr;f:uvjﬁ‘\?ﬁe. . [N
o < HTML Attachment———»
NOT an email - External email a
Dear team, i
Attached is the fil sted. «
e g Youreaue < Benign Content
The file is not displayed correctly. Use local
Acrobat DC. downloaded file.
Miram < Signature of It's how the
ety . world gets Document password: abc888
w—— ReClplent work done.
From: Robin Tellas <rtellas@ com> < Origina| Sender v . r;r:u’:g:_:nftufn
Sent: Wednesday, August 12, 2020 1:35 PM 1
To: Miriam - <Miriam > Lz
sll.li!ﬂ: [Em“NAL EMA"‘] PLEASE REPLY TO THIS EMAIL WITH THE PROOF OF PAYMENT ‘AGODE, AGDDE 1090, the AcoDE POF 1090, aNd ACTODAL are SitNer registened rademarks of Irademarks of AJODE in the United States
NOT an SRSBR crrall - External email \ ‘andior ather countries. All other trademarks are the property af their respective owners
Hi Miriam,
Very sorry to have missed the billing of your payment. '] . Attachment |S an html ﬂle
Kindly sent the Proof of Payment by replying to this email. 2. When opened it renders a screen that mimics a pdf file
We will have the posting done. that fa'led tO Open
RAl CARE CTR £ > Fake Message 3. It downloads a passworded zip file. The zip file contains
MARY S
503 831 7627 History a malicious payload
5CS
ALAIN GRUBBS
$40.00
miriam.
Have a Great Day!

Robin Tellas G
LT ———

c.
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Anatomy of a Spear Phishing

[EXTERNAL EMAIL] Re: Re: PLEASE REPLY TO THIS EMAIL WITH THE PROOF OF PAYMENT

@ Robin Tellas <quality2.pune@modelinfra.com>
To:

< Spoofed Display Name —»

Claim_Copy.1617.5e.
@ sk

R HTML Attachment el EXTENSION HARMFUL | DECODE MALICIOUS HTML

A

NOT an email - External email
Emh:\e:::hgldvqmd < Benign Content )
-
iram, < Signature of

. Recipient
From: Robin Tellas <rtellas@ com> < Original Sender \ /

Sent: Wednesday, August 12, 2020 1:35 PM

To: Miriam <Miriam > v

Subject: [EXTERNAL EMAIL] PLEASE REPLY TO THIS EMAIL WITH THE PROOF OF PAYMENT

NOT an email - External email \ \/ERDlCT TH REAT
Hi Miriam, -

Very sorry to have missed the billing of your payment. TYPE . P H ISH | NG

Kindly sent the Proof of Payment by replying to this email.

We will have the posting done.

e e > Fake Message
History

803 531 7627
5CS

ALAIN GRUBBS
$40.00

miriam,

Have a Great Day!

Robin Tellas G

The s o Jne.
Cisco W. BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Credential Phishing

*++++*Mail Notification: 7/20/2022 7:19:12 PM < Subject Topic

The entire message is an
image and if clicked
° ® Announcement <yesenia.cordova@linkans.biz> ¢—— Sgnder Display Name ) aﬂyWhere It |eadS 1{0) the

o O claud Mismateh phishing site. There was also
a bunch of random text at

g Microsoft* the bottom to make it look
| « Office 365 Logo more legitimate to spam
Office 365 >

engines. The URL itself was
leveraging an open redirect

You have 5 unread messages that have not reached you on the American ExpreSS
Priority: | High site, thus evading most URL
Date: 7/20/2022 7:19:12 PM +000 (UTC) detection e ngines.

Client: claudia
Details: The alert is triggered when user have error in mail sync.

Release messages

Example of open redirect:
Victim-Specific URL, 7 http://safe.com/redirect?
Open Redirect ———~_ | yr|=http://malicious.com

A

Cisco W./ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Malicious Emalil

Hey man, check out this attachment: Absolutely!
badthingshappenwhenyouopenthis.pdf

Cisco L‘V&~/ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Malicious Emall

| Sender
Date: Fri, 27 Oct 2023 15:02:47 +0000 .
From: 7 SupporDes | I Impersonation,

To
Subject: e-Mail Validation on October 27, 2023

Spoofed sender,

HtmlPayload
WARNING: This email was originated externally. DO NOT CLICK LINKS or ATTACHMENTS unless you recognize the sender and know the content is safe B d
% Microsoft <+

s Impersonation
Microsoft 2FA Policy .F' = .i p

Your Login Authenticator sessions is set to expire on 10-31-2023. Re-authenticate now with your mobile E
device to avoid being locked out of your e-mail account.

Malicious link in
QR payload

I L I ._rl‘l B
Scan the QR Code blow with mobile device to re-authenticate your login security. s

**DISCLAIMER*** Per Treasury Department Circular 230: Any U.S. federal tax advice contained in this communication (including any attachments) T
intended or written to be used, and cannot be used, for the purpose of (i) avoiding penalties under the Internal Revenue Code or (ii) promoting, marketing
or recommending to another party any transaction or matter addressed herein.

Cisco Lt/&_/ BRKSEC-2245
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Business Email Compromise

Absolutely!
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BEC - Gift Card Scam

From: George <onlythepresident@gmail.com> < Executive Impersonation (sender)
Subject: URGENTLY!!!

Date: July 1, 2022 at 06:22:32 PDT

To: undisclosed-recipients:;

Bcc:

Good Day

| will be having a busy day and | believe | can count on you to keep this confidential. | will be surprising some of the staff with gift Call to action:
cards and I'm appointing you to handle this because it's meant to come as a surprise when they receive it, | need you to make an <+ ’
online purchase on my behalf or what local store do you think we have around to make this purchase? I'm considering Amazon Gift Card

gift cards since they can be used anywhere, and we can get them almost everywhere.

How soon can you get this done? And you shall be reimbursed before the end of the day.

Regards

George 4 
President and CEO Executive Impersonation

Sent from my iPhone

(signature)

Impersonation of President and CEO of a certain College. The peculiar thing here is this BEC email was
sent as a campaign to many employees in the organization. This is an unusual trend.
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BEC: Initial Lure

[ Hey man, can you send me your WhatsApp

|
number? | need to send you something... } [Absolutely. RSOl e 22t

Cisco M./ BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



BEC - Initial Lure

From: Steven Abramson <llhu5766@gmail.com> —
Subject: RESPONSE

CEO Impersonation (sender)
Gmail / New Sender

Date: July 7, 2022 at 06:52:39 PDT
To:

Call to action, urgency

/ \

I've got a request that I'd like you to handle discreetly. Email me once you get this As soon as possible,

Hi William,

&

Steven Abramson <
President & Chief Executive Officer
Sent from mobile device

CEO Impersonation
(signature)

cisco Ld{a/./

BRKSEC-2245

\

The threat Actor is
Impersonating Steven
Abramson, President
and CEO of Universal
Display. Email was
sent to many
employees including
Senior Director,
Scientists of the
company. No
customer input
needed to detect the
VIP spoof.
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BEC: Payroll Scam

I’'ve got a new bank account; | want to update Absolutely! Please send your new
my payroll details. account info...
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Payroll Scam

From: Brad Green <ooficeonee@gmail.com> I(ranpellrs/oaatlog (Sznder)
Subject: [EXTERNAL] - PAYROLL ACCOUNT UPDATE mail /- New senaer
Date: July 11, 2022 at 07:25:36 PDT

To:

Good Day,
| have a new account details which | would like to be my new payroll

direct deposit information for all future payments. Can | please get a
direct deposit form to fill out or do | just email you the details?

Kindly Advice.

T~ Payroll Request
Thank you for your assistance coming from
Regards, external
Brad Green < Impersonation (signature)

Professor of Theological Studies

CISCO M‘/ BRKSEC-2245

v

This is another interesting
behavior in BEC Payroll
Scam which we detected.
The same sender is
changing its display name
and sending Payroll Scam
emails to people in the
same org with different
signatures but the same
message.
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Some of the logic behind the scenes

cisco Li//p/_/

Context vs Content

Context-based signals
consider the relationship
between entities

Content-based signals -
analyze the individual email ©)
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Communication Modelling

Senders Recipients

Frequent sender

Executive / CEO

Rare communication

cisco &

TBD

BRKSEC-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Example Content Signals
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Hidden Text example

Hello,

Hide text to confuse classic filter techniques

The official Oktoberfest, Munich may be cancelled again this year, but it
doesn’'t mean you can't find your own way of celebrating. Oktoberfest is the
biggest beer festival in the world, and is usually held every year, running
from mid or late September to the first Sunday in October. With that in mind
we thought we'd give you a roundup of everything you need to know to

ete Re: Your Password Expire!

P GotMessages v # write CJchat & Address Book QD Tag v =

From IT Notification <info@i80degrees.org.nz> ¥y Y Reply % Reply All v | - Forward  More v
Subject Re: Your Password Expiret 0972812021 1057 hold your very own Oktoberfest, plus you can win some amazing
opiy 10 Beer Merchants <info@baermerchants.coms £y ;
" ettt Okiobartes priees!
What can you win:
Grand prize (1x)
Alert Notification For Password
« Atable in the Paulaner tent during Oktoberfest 2022 for 8 people
redacted@redacted.ca from a contact.
Date: Tue, 28 Sep 2021 16:39:05 +0000 « Vouchers for beer and food worth €35 p.p.
Company: redacted <table border="0" cellpaddijg _ Scing * NOTE: Transport and accommodation is not included in this prize
L@@ id="bodyTable'" styleg ‘ iSplAy: nONe PO I oytoberfest at home package (3x)
Keep Your Password Now -table—1lspace: @pt;mso—tab D op t

cit—text—size—adjust: 100%; heig - 00>, margin e Paulaner Oktoberfest At Home Mixed Case
onmicrosoft.com. « Paulaner Oktoberfest goodies

Paulaner Oktoberfest Goodies (12x)

« Oktoberfest hats, mugs, key rings, bottle openers and coasters

How do you participate?

Taking part is easy! Buy any Paulaner product here at Beermerchants.com
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Unicode Masquerade

your credentials will expire on 2022/07/15. consider updating ? a K« -
O! <noreply.apcprd01. .apcprd21979@subserve.co.uk> Yesterday at 11:19
To: & |

Pa-ssw-ord support K-e-ep

or\ | expires on 2022/07/15
You need to update or retain your password now to avoid any login issues with all apps in your account.
Use the below button to keep or update current credentials. p: [U+03A1] Greek Capital Letter RhO
o: [U+03BF] Greek Sma.ll Letter Omicron
K: [U+039A] Greek Capital Letter Kappa
All Rights Reserved -: [U+00AD] Soft Hyphen (invisible unless the screen is narrow)

-> Not ASCII letters, tries to evade spam filters

Cisco M_/ BRKSEC-2245
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Cisco Email Threat Defense
Demo
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Extended
Detection and

Response with
Cisco XDR

cisco Li/&/




What is Extended Detection and Response?

5

Collection of Application of analytics to Response and
telemetry from the collected and remediation of that
multiple security tools homogenized data to maliciousness

arrive at a detection of
maliciousness

Cisco M‘/ BRKSEC-2245
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Cisco XDR: A new product offer

Data collection Cloud Analytics Incident framework
Analytics Enrichment
Detection Response

Evolved Into

Cisco XDR
Along with
Significant
Enhancements
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Integrations Make XDR Possible




ETD and XDR Integrations

5%

Email Threat Defense
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Extended Detection with XDR

< Incidents

New v Alerts Imply Unlawful Network Intrusion and Amassing Activity  ---- -

Reported by Cisco XDR Analytics (cisco-matthrob) on 2023-12-20T18:17:09.000Z

XDR Incident

Correlate data sources
together and reconstruct the
attack timeline

Email Network Endpoint |dentity laaS
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XDR Analytics Pipeline _

Data Acquisition Analytics Stack

Acquisition
Source and
i Normalisation
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ETD Data Analytics Pipeline

« Call API every 30 minutes

* Ingest Emails with = verdict

 Normalize and store data

« Associate to user/device (where
eI S
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New alerts are frequently

XD R An a |yt| CS Al e rt published into production

Suspicious Email Findings by Initial Access

Alert Type Details

Description One or more suspicious behaviors or attributes was detected in an email that was mapped to the MITRE ATT&CK Tactic Initial Access

Next Steps Investigate the supporting evidence and determine if this behavior was authorized. If not, broaden the scope of investigation to establish
the scope of the incident.

Alert Type Details MITRE Tactics Intal Access

MITRE Techniques

Alert Type Priority Normal (Default)

Alert Rule Details

Status Open
D 2866
Latest Observation  2024-02-04 23:10:03 PST

First Observation 2024-02-04 23:10:03 PST

Alert Occurrence Detected At 2024-02-05 01:20:53 PST
Details Assignee

Tags

Manual post to
Incident Manager

Post to Cisco XDR F to Cisco XDR
Close Alert X Close Alert
Supporting Observations

Suspicious Email Security Finding

One or more suspicious behaviors or attributes were reported in email

Supporting
O b S e rVa tl O n S ‘ User Vendor and Prod... Title Description Confidence To email address Delivered to ema...

A darrin™v Cisco Email Threat Mail reported as phishing High hosehead650@gmail.co
Defense phishing m
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Enrichment Integration Sources

Extending a Detection

Single alerts can optionally be
promoted as incidents

Enrichment (post-incident creation):

A detection of maliciousness is decorated

with data from integrated security tools.
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Correlated Incident Generation

: : ' rn :
Correlation Generative Al | Incident RISk 88?0 sk Information

Analysis Summarization Promotion S Enrichment
Prioritization

Decorate incident
Create Incident with data from
artifact in XDR Ul other integrated
sources

Compute Incident
score
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Correlation Analysis: Attack Chains

- Correlation Generative Al Incident
Analysis Summarization Promotion

High priority events
promoted as Incidents

Attack Timeline
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XDR AnalytiCS: Attack Chain | Automatic correlation of related alerts

&) XDRAnalytics  Monitor v Investigate ~  Report v Settings arw s 0, 4, | s
Alert Chain 75 / More Actions v

Alert Chain at a Glance
haning parers D OGRS W | o sicore (o [CRARD (R |t | | conninvacor | (RN

Alert Chain D 75 Postan Incident | Post nager | @

= Chained leveraging MITRE ATT&CK labels

10.0.26.5

Created 2023-04-06 17:21:47 EDT
Last Active 2023-04-18 16:47:27 EDT

10.0.1.27
10.0.1.5

attacker-deb-0

Total Alerts MITRE ATT&CK

TACTICS TECHNIQUES

Alert Timeline  Connection Graph ~ Devices & Roles Al Hosts

Group by
Alert Type
6-Apr-2023 - 18-Apr-2023

[ L | |of |u]

Distinct Alert Types / MITRE Tactic

Created: 2023-04-06 17:21 EOT

nal ( on Watchiist Hit

(Gresiad: 2023°04%32 15:00 £OT

> IDS Notice Spike (4)
Createa: 2023-04-14 16:04 EDT

© SMBIRDP: Connection to multiple destinat

> Potential Persistence Attempt (6) | SSwea

Greated: 2023-04-17 11:81 EDT

Biestec: 2023-04-14 16:07 EDT

Command And Control ‘Crestad: 2023-04-14 16:07 EDT

> LDAP Connection from Suspicious Process (2) ([ EfSSGRuapAcRSSl]

» Malicious Process Detected (2) Execution
Bcc: 2025-04-17 1250 0T

Command And Control

Timeline view of alert types

« [ Terms & Conditions « What's New




XDR Demo
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Summary

cisco L{V@/



Do NOT take Email Security lightly

After all, it is #1 threat vector

As attackers are using more Targeted attacks are harder to
advanced technigques, anomalous detect with systems that are solely
behavior can be detected using based on global threat feed

Al/ML based engines. intelligence.
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Cisco Secure Email Threat Defense
Adding Al/ML-based detection to your email scanning

(=
cisco §

o\_/

Email Threat Defense

Cisco XDR

Using vast Al/ML based libraries and Cisco developed models, we can
detect very advanced attacks. This way end users are not put to vulnerable
spot and organization can stay safer.

Using Cisco XDR, automation and incident handling will be more effective
and simplified.
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Get to know with ETD

Free Trial:

https://www.cisco.com/c/en/us/products/security/email-threat-defense-free-trial.html

cI1sco e

SECURE
Email Threat Defense

cisco L{{@/

Click the link!
You can trust me!

Sign up for your 30-day free trial

First Name *
Last Name *

Business Email Address *

Must be conmpany/professional emsi

Company Phone Number *
Company Name *

Country *
Please Select v

Unigue User Seat Count *
Select Range v

Email Threat Defense is for Microsoft 365 email users only.

Are you using Microsoft 3657 *
O Yes
O No

|I'am an MSP, IT Provider or Reseller contacting you on behalf of a customer

J Yes
O No

| am a client referred by a partner *

QO Yes

O No

Cisco would like to use your information above to provide you with the latest
offers, promotions, and news regarding Cisco products and services. You

can unsubscribe at any time. See Cisco's Online Privacy Statement for
more information.

O Yes! | want to receive newsletters, updates and promotions about Email
Threat Defense and related offers
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Related Sessions

Session ID

Title When

BRKSEC-2113

BRKSEC-2178

BRKSEC-2227

BRKSEC-2913

Cisco XDR - Making sense of the Solution and how

it’s a Security Productivity Tool dtied 10e9

Extended Detection with Cisco XDR: Security

Analytics across the enterprise Thursday 4:45 PM

Evaluating and Improving Defenses with MITRE
ATT&CK

Why Cisco Secure Email if You Have Microsoft 365 Friday 9:00 AM

Thursday 4:30 PM

cisco L{Vp/_/
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Parting Thoughts

Please rate my session! J [ Absolutely! It was Excellent!
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Thank you






