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A View on User Authentication with Cisco Umbrella

Who is Behind the 
Umbrella? 



The world has changed.



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

the pressure on IT and facilities teams to deliver 
effective technologies is higher than ever.

of high-growth 
organizations have 
enabled productivity 
anywhere workforce 
models. 

of employees would likely 
look for another job if their 
employer didn’t offer 
hybrid work options. 

of those who work 
remotely at least a few 
times per month show 
increased productivity.
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89% 63% 

Cisco Hybrid Work Index 2022Accenture Future of Work Study 2021

77% 

ConnectSolutions study 2022
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Session abstract

Controlling access is the basis of all security. 

Is it possible to have the same level of granularity of access policies 
for roaming users as we used to have for users in the office? 
What user authentication options do we have in Umbrella? 
Can a third-party identity provider be used? 

This session intends to demonstrate types of user authentication 
methods supported by Umbrella and walk the participants through 
authentication use cases.

BRKSEC-2287
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For Your Reference

• There are slides in your print-outs that will not be presented.  

• They are there “For your Reference”

For Your
Reference

7BRKSEC-2287



Agenda
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• Umbrella for Beginners 

• Traffic Flow: User Authentication 

• What a Proxy Needs to Know? 

• Authentication Methods: 

• SAML 

• Remote User

• Seamless Identity

• Headers in Authentication Process

• Key take aways
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Umbrella for Beginners
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From DC-centric topology to SASE

BRKSEC-2287

DC-centric

MPLS VPN

Cloud-Enabled

S  A  S  E

Perimeter security
appliances to 
protect network

Internet
Private
Apps Internet SaaS
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Cisco Umbrella - SIG overview

SD-WAN ON/OFF NETWORK DEVICES

Cisco Umbrella

DNS-layer
security

Cloud-delivered
firewall (with 
IPS and L7)

Secure 
web
gateway

Cloud access
security 
broker

Interactive 
threat 
intelligence

Remote 
browser
Isolation

Data
loss
prevention

Cloud 
malware 
detection

UMB SIG

DNS NATCDFW L7 SWG

CASB

DLP

RBI
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Enforcement that works together

Layered approach

1. DNS-layer security
First check for domains associated with malware

2. Cloud-delivered firewall (CDFW)
Next check for IP, port, protocol and application 
rules

3. Secure web gateway (SWG) 
Final check of all web traffic for malware and 
policy violations

4. Data loss prevention (DLP) 
Monitoring and/or blocking of sensitive data in 
outbound web traffic

Umbrella

SD-WAN

DNS, CDFW, and SWG blocks

DNS SWGCDFW

NAT

80/443

Port 21

Internet/
SaaS

DEVICES ON NETWORK

DLP

HTTP and 
decrypted 

HTTPS

BRKSEC-2287
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SIG Deployment Types & Traffic Flow Diagram
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SWG

Internet/SaaS

DLP

RBI

NAT

Egress IP 
146.112.0.0/16 & 
155.190.0.0/16

IPsec IKEv2

HTTP/s 
SC SWG

PAC File

Proxy Chaining

Tunnel

Redirection Methods

Non-Web traffic not blocked by FW 
rules or IPS - e.g. Port 21  

Web traffic
(80 & 443)
allowed by 

CDFW

CDFW
L7 & IPS

Cloud 
malware 
detection

Umbrella Cloud DC
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Secure web gateway: full web proxy
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UMB SIG

DNS NATCDFW L7 SWG

CASB

DLP

RBI

‣ Enforce acceptable use 
policy via granular app 
controls, content filtering, 
and URL block/allow lists

‣ Enrich file inspection 
(with retrospective alerts) 
via malware defense 
and analytics

‣ Gain additional visibility 
via full URL logging and 
cloud app discovery

‣ Extend protection against 
malware via SSL decryption 
and file inspection

Deep inspection and control of web traffic

How many seconds
it takes a user to decide 

that  a web site 
is not working? 

6 seconds
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SAFE Framework
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SAFE model: attack surfaces

BRKSEC-2287

Headquarter 
Employee

SaaS 
Applications

Branch
Employee

Internet

Remote
Workers

Workflow
Applications
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SAFE model: threats 
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Employees

Applications
Internet

Untrusted 
User

Infection

Web 
Vulnerabilities

Network 
Breach

Advanced 
Threats

Malware Infection
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We will focus on User Identity
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Headquarter 
Employee

SaaS 
Applications

Branch
Employee

Internet

Remote
Workers

Workflow
Applications

Identity

DNS 
Security

Segmentation

Web Reputation 
filtering 

&
Web Security

Threat 
Intelligence

Network 
Anti-malware

Malware 
Sandboxing

Anti-Virus

Application 
Visibility

Threat 
Visibility

VPN

Identity

Identity

UNKNOWN KNOWN

or
*This session will focus on end user authentication 
(does not cover management authentication, or 
user provisioning)



Traffic Flow: 
User Authentication 
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How proxy authenticates a user: explicit mode example

BRKSEC-2287

Alice Cisco Secure Web Appliance 

TCP 80

407 Proxy Authentication required

GET/HTTP 1.1
Host: cisco.com

301 Moved Permanently
Location https://cisco.com301 Move Permanently

I need your ID

Authentication Exchange

www.cisco.com

User IP is placed in 
authentication cache

alice

****

GET/HTTP 1.1
Host: cisco.com

TCP 80
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How proxy authenticates a user: explicit mode example

BRKSEC-2287

Alice’s computer sends an HTTP GET request to the proxy. 

Destination IP address: Secure Web Appliance IP 
Requested resource: http://www.cisco.com
Host header: cisco.com
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How proxy authenticates a user: explicit mode example

BRKSEC-2287

Secure Web Appliance responds with a 407 proxy authentication request.

Includes proxy authentication headers. In this example it shows that Alice is allowed to 
authenticate using Kerberos which is mentioned as negotiate or NTLM, or Basic. 
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Since Alice only typed cisco.com and not https cisco.com, the server will return 
301 Moved Permanently that upgrades the connection to HTTPS
and requires the TLS handshake before any data is exchanged. 

How proxy authenticates a user: explicit mode example
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Bob Cisco Secure Web Appliance

TCP 80

401 Proxy Authentication required

GET/HTTP 1.1 Host: cisco.com

307 Proxy Redirect
Location https://cisco.com307 Proxy Redirect

I need your ID

Authentication Exchange

www.cisco.com

User IP is placed in 
authentication cache

bob

****

GET/HTTP 1.1 Host: cisco.com

TCP 80

307 Proxy Redirect
Location http://p1-wsa...

GET/HTTP 1.1 Host: p1-wsa...

How proxy authenticates a user: transparent mode example
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When Bob types cisco.com into his browser, his computer makes a TCP connection to what it 
thinks is cisco.com. TCP SYN packet is redirected to the Secure Web Appliance. 

Destination IP address: cisco.com IP
Requested resource: http://www.cisco.com
Host header: cisco.com

Bob sends the HTTP GET request for cisco.com

How proxy authenticates a user: transparent mode example
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Secure Web Appliance responds with a 307 temporary redirect which
contains a unique location header.

This header redirects Bob to the configured redirect hostname of the proxy, 
which is built with a path from the UID, Bob’s IP address and the originally requested site.

How proxy authenticates a user: transparent mode example
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The Secure Web Appliance responds with a 401 Authorization Required 
that offers the available authentication mechanisms as the authenticate headers.

How proxy authenticates a user: transparent mode example
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Since Bob only typed cisco.com and not https cisco.com
the server will return a 301 Moved Permanently that upgrades the connection to HTTPS
and requires the TLS handshake before any data is exchanged. 

How proxy authenticates a user: transparent mode example
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What is Negotiate 
Authentication method? 

Kerberos



What a Proxy 
Needs to Know? 



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

How does Secure Web Appliance and Umbrella SWG 
define Identity?

Secure Web Appliance

combinations of the following:

• Subnet

• Protocol 

• Port

• URL Category

• Authentication Requirements

(Authentication Realm: Basic, NTLM, 

Kerberos or Transparent Identity-SGT)

Umbrella

WEB policy:

• Networks (or Internal IP in XFF HTTP header) 

• Users and Groups 

• Roaming Computer

BRKSEC-2287 31

PAC File Proxy Chaining IPsec tunnel

Cisco Secure Client Roaming Security Module

PAC File Proxy Chaining IPsec tunnel
Cisco Secure Client Roaming Security 
Module

Cisco Secure Client Roaming Security Module

T
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n
s
p

a
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n
t 

E
x
p
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it 



Authentication Methods
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We will focus on 3 main authentication types:

SAML Integrations (Duo, Azure, Okta, ADFS, PingID, etc.)

33BRKSEC-2287

1

2

3

Remote User (Secure Client SWG, Umbrella Client)

Proxy Chaining with Seamless Identity



1. SAML
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SAML recap

• Security Assertion Markup Language came in 2001 

• Current version in use v2.0 (2005)

• SAML is an open standard 

• Often used to provide single sign-on to web-based applications

35BRKSEC-2287
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Authorized

SAML high-level

36BRKSEC-2287

IdP

SP

SP

Service 
Providers

Identity Provider
User Agent

SAML
Assertion

SAML
Assertion

SAML
Assertion

Trust

Trust
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SAML flow: user ID format
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IdP SP

SAML

Usename: BOBS
Email.address:

bob@domain.com
Firstname: BOB
Lastname: SMITH

Usename: BSMITH
Email.address:

bob@domain.com
Firstname: BOB
Lastname: SMITH

“BOBS”

signed

Bob

mailto:bob@domain.com
mailto:bob@domain.com
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SAML flow: user ID format
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IdP SP

SAML

Usename: BOBS
Email.address:

bob@domain.com
Firstname: BOB
Lastname: SMITH

Usename: BSMITH
Email.address:

bob@domain.com
Firstname: BOB
Lastname: SMITH

Bob’s 
email

signed

Bob

SAML 
Configuration

I will send email 
address as user 
ID, and format will 
be email

SAML 
Configuration

I want email 
address as user 
ID, and the format 
to be email

mailto:bob@domain.com
mailto:bob@domain.com
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SAML flow: Metadata Exchange
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IdP SP

SAML 
Configuration

I will send email 
address as user 
ID, and format will 
be email

SAML 
Configuration

I want email 
address as user 
ID, and the format 
to be email

IDP XML
Config +
Certificate

SP XML
Config +
Certificate

Metadata 
Exchange

Trust
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SAML Metadata for Umbrella
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METADATA

• Entity ID
• Certificate (or 2)
• Etc.

Umbrella URL for dynamic Metadata downloads:
https://api.umbrella.com/admin/v2/samlsp/certificates/Cisco_Umbrella_SP_Metadata.xml
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SAML: Name ID requirements
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METADATA

• Entity ID
• Certificate (or 2)
• Etc.

Umbrella expects “User Principal NAME (UPN)” in NameID

manual claims map is required 
in ADFS

+
UPN in NameID from IdP

true by default for most IdPs
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SAML Flow: Full Picture
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SP and IdP never communicate directly!

Browser IdP Proxy SP Web Site

HTTP to Web Site

Authentication rule/already authenticated?
Not Authenticated No rule / Authenticated

Proxy redirects browser to SP

SP requests SAML Auth request

Browser redirects to IdP with SAML Auth request with RelayState

User challenged

User authenticates

IdP authenticates and authorizes the user and generates SAML assertion

Browser forwards SAML response to SP

SP redirects to original Site

Browser re-requests original site

Policy applied

Organization Umbrella



2. Remote Users
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Remote User Connection Options
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SWG 

Cisco Secure
Client

Umbrella Roaming
Client

www.cisco.com

Azure or AD
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Remote User: Traffic Flow
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SWG 

AD

1. AD sync: list of users/groups
unique identifier (hash Bob, Alice, etc.)

2. RC: “If the user logged in?”

Windows Registry check

3. Add User ID hash (Bob)
to the header

4. User ID hash lookup
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objectGuid

• globally unique ID for each object in Active 
Directory 

• the client gets it from Windows Registry

• should match the value detected on the AD 
server by the Connector.

Remote User: Hash Generation

UPN

• “userPrincipalName” AD attribute

• user@domain format

• usually is the same as the users' email 
address but does not have to be

• works in pure and hybrid AZURE 
environment

• preferred method starting

• AC 4.10 MR6+ / AC 5.0+ (Cisco Secure Client)

• Standalone 3.0.328+

BRKSEC-2287 46

HASH
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Cisco Security Client (Any Connect)
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Supports Windows and Mac desktops

Entitlement is included for use with an Umbrella subscription
(excludes VPN functionality)

• AnyConnect can be used across an entire 
enterprise

• Both Umbrella DNS and Secure Web Gateway 
services can co-exist

• Needs to be enabled in Umbrella Portal: 
“Deployments > Roaming Clients > Settings”
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Remote User: AnyConnect SWG closer look
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• The config is delivered from the cloud to the client during API sync. 

• Settings are copied to C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility 
Client\Umbrella\SWG\SWGConfig.json

• Includes:

• identity settings

• exception list

• special settings

• proxy address 

• SWG parameters 
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Remote User: Web Interception
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SWGacswgagen.exe

1. acswgagen.exe runs a kind of proxy 
process locally on the machine (TCP:5002):

2. process intercepts any web 

requests TCP 80/443

4. inserts encrypted headers in the user 
HTTP request and sends request to Umbrella

3. looks at destination address
and makes forwarding decision 
(exclusions)

5. Umbrella proxy applies policies and 
Makes forward/block decision

www.cisco.com
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Remote User: Traffic Flow
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AnyConnect for Umbrella

KDF
Driver

AC
SWG

SWG

a.b.c.d:80 127.0.0.1:5001
custom metadata

swg.umbrella.com:80

a.b.c.d:80

change source 
to a.b.c.d:80

a.b.c.d
Server
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Remote User: AC-SWG Headers
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• X-USWG-SK – Encrypted Session Key

• X-USWG-Data - Org ID + Identity (Device/User) + 'timestamp’

• X-USWG-PKH – Hash of RSA Private Key



3. Seamless Identity
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Seamless Identity: Proxy Chaining Concept

BRKSEC-2287 53

http(s) http(s)

Bob
Secure Web Appliance

www.cisco.com

Umbrella
SWG

Before AsyncOS (14.5):
WSA provides "Internal Network" policies 
(or X-Forwarded-For (XFF) headers for granular policies)
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Seamless Identity: Adding UserID to proxy Chaining
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• Granular policy/reporting based on User Identity

• Secure Web Appliance Customers can take advantage of authentication 
methods they may already be using in the Secure Web Appliance such as 
Kerberos/NTLM or ISE.

• Consistent user identity between Secure Web Appliance and Umbrella

• Better user experience compared with SAML
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Seamless Identity: Traffic Flow
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Policy and 
Reporting

web
SMA

Azure/AD

User

AD Connector

Secure Web Appliance

Management
Appliance

2

3

1

4

5
request

authentication

Users/groups provisioning

proxy chain

proxy request

Bypass Umbrella
Proxy some requests locally

6
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Seamless Identity: HTTP Headers
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• X-USWG-Data

• Org ID 

• Identity (Device/User) 

• 'timestamp’

• X-USWG-SK 

• Encrypted Session Key

• X-USWG-PKH

• Hash of RSA Private Key

forwarding device



Headers in 
Authentication Process



Demo
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Demo Scenario 1: 
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• User is trying to access blocked category “News” (www.bbc.com).

• Cisco Web Security Appliance is deployed in transparent mode.

• Kerberos authentication is enabled for domain users.

• Web Security Appliance is configured to pass traffic to Umbrella: 
proxy chaining with seamless identity feature enabled

http://www.bbc.com/
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Demo Scenario 1:

1. Traffic from default gateway is redirected to Secure Web Appliance

BRKSEC-2287 60
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Demo Scenario 1:

2. We start capture on Secure Web Appliance to check the headers

BRKSEC-2287 61
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Demo Scenario 1:

3. User access to web category ”News” is blocked by Umbrella configured policy, 
access to allowed web categories is working as expected. 

4. Capture on Secure Web Appliance is stopped and saved. 

BRKSEC-2287 62
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Demo Scenario 2: 
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• User is trying to access blocked category “News” (www.bbc.com).

• There is no proxy in the network, Secure Client is installed with 
Umbrella module

• Secure Web Gateway is enabled for the user PC in Umbrella portal

http://www.bbc.com/
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Demo Scenario 2:

1. We disable transparent redirection on the default gateway. All traffic from the user 
is going directly to the Internet.
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Demo Scenario 2:

2. Secure Client status changes from Umbrella Web Protection disabled to Enabled, 
after enabling the feature it on Umbrella portal.

BRKSEC-2287 65
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Demo Scenario 2:

2. Secure Client status changes from Umbrella Web Protection disabled to Enabled, 
after enabling the feature it on Umbrella portal.

BRKSEC-2287 66
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Demo Scenario 2:

3. Once the status changed to “protected”, we start packet capture on user PC and 
test restricted web category “News”. Site is blocked, as expected. 

4. Capture on user PC is stopped and saved.
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HTTP headers play important role in authentication process. 

Authentication headers are the same for Seamless Identity and 
Cisco Secure Client connection scenarios.
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X-USWG-SK – Encrypted Session Key
X-USWG-Data - Org ID + Identity 

(Device/User) + 'timestamp’
X-USWG-PKH – Hash of RSA Private Key

Seamless Identity Cisco Secure Client 



Key take aways
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Summary: user authentication options
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SAML Integrations (Duo, Azure, Okta, ADFS, PingID, etc.)1

2

3

Remote User (AnyConnect SWG, Umbrella Client)

Proxy Chaining with Seamless Identity
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Key takeaways
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SAML Integrations are wildly used in Umbrella deployments. 

Umbrella expects “User Principal NAME (UPN)” in NameID
1

2

3

Remote User (AnyConnect SWG, Umbrella Client) 

injects encrypted  HTTP headers with authentication status (with other info)

Proxy Chaining with Seamless Identity is a new feature. 

Allows consistent user identity between on prem proxy and Umbrella in 

Hybrid networks. Allows to use Kerberos or ISE for user authentication.

Authentication methods can be used in parallel for different 
user scenarios

4



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Useful links:
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3d Party SAML integration configuration:

Using Duo as the IdP for Umbrella SWG SAML

Using PingID as the IdP for Umbrella SWG SAML

Using Okta to Configure SAML 2.0 for Cisco Umbrella

Azure: Configure Cisco Umbrella User Management for automatic user provisioning

https://support.umbrella.com/hc/en-us/articles/4409285046420-Using-Duo-as-the-IdP-for-Umbrella-SWG-SAML
https://docs.umbrella.com/umbrella-user-guide/docs/enable-sso-with-pingid
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-OpenDNS.html
https://learn.microsoft.com/en-us/azure/active-directory/saas-apps/cisco-umbrella-user-management-provisioning-tutorial
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Please Fill Out The Survey!
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