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anywhere workforce hybrid work options. increased productivity.
models.

Accenture Future of Work Study 2021 Cisco Hybrid Work Index 2022 ConnectSolutions study 2022

=) the pressure on IT and facilities teams to deliver
effective technologies is higher than ever.
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Session abstract

Controlling access is the basis of all security.

Is it possible to have the same level of granularity of access policies
for roaming users as we used to have for users in the office?

What user authentication options do we have in Umbrella?

Can a third-party identity provider be used?

This session intends to demonstrate types of user authentication

methods supported by Umbrella and walk the participants through
authentication use cases.
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For Your Reference

- There are slides in your print-outs that will not be presented.
- They are there “For your Reference”

",
For Your
Reference
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. Umbrella for Beginners
- Traffic Flow: User Authentication

\ .~ . What a Proxy Needs to Know?

- Authentication Methods:
- SAML

- Remote User

- Seamless |dentity

- Headers in Authentication Process

- Key take aways
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Umbrella for Beginners
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From DC-centric topology to SASE

C_qerrn—et\) Aot C—qer(n—et\) C—r_sga;\)

Perimeter security

appliances to [ SASE

protect network

|
-

i _ i _
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Cisco Umbrella - SIG overview

Cisco Umbrella

o

cisco L{V&/

BRKSEC-2287

K/ Secure ey Cloud-delivered Cloud access
()
oo DNS-aver [} web firewall (with ﬁ security
L X ty Jy" gateway IPS and L7) broker
¢ Interactive Remote 101 Data i Cloud
/N threat (= browser 1010 loss malware
intelligence Isolation e ®® prevention ‘:“:' detection
p {umB siG] — N
Q (b) L4 —_—
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[ ] - O 000 — 4 DNS CDFW L7 SWG RBI NAT
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DS, W T

Enforcement that works together S
I

Layered approach , | \
NAT (_’
1. DNS-layer security
First check for domains associated with malware o 2;1, R
decrypted
2. Cloud-delivered firewall (CDFW) NS, s PLILENG S )
Next check for IP, port, protocol and application L Iy
rules DNS CDFW SWG DLP
13 R A
3. Secure web gateway (SWG) m
Final check of all web traffic for malware and L )
. . . Umbrella
policy violations (j/_)
4. Data loss prevention (DLP) L DNS, CDFW, and SWG blocks
Monitoring and/or blocking of sensitive data in v

outbound web traffic - o
=8
SD-WAN —— DEVICES ON NETWORK
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SIG Deployment Types & Traffic Flow Diagram

Redirection Methods

Umbrella Cloud DC —
“ NAT 146.112.0.0/16 &
Tunnel Non-Web traffic not blocked by FW , m— | 15519000716
IPsec IKEv2 m rules or IPS - e.g. Port 21 h —_—
CDFW

- L7 % IPS Internet/SaaS
. _I:_ Web traffic
=lm (80 & 443) -

allowed by OO

CDiW / RBI
R/
1 1
> S%' HrTeis —> || — 101
A" -® DLP
- SWG
PAC Flle! [ \

API
Proxy Chaining ° Webex Teams
O ooc Cloud i—i
o .. malware 1 off
o detection " Office 365 23 Dropbox
— ¢
box

- J
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Secure web gateway: full web proxy

Deep inspection and control of web traffic

» Extend protection against
malware via SSL decryption
and file inspection

» Gain additional visibilit
via full URL logging a

cloud app discovery
6 seconds

Enrich file inspection
(with retrospective alerts)
via malware defense

» Enforce acceptable u
policy via granular ap
controls, content filteri

and URL block/allow lists and analytics
. [UmB siG] \
DLP

_.. (O “ | | é
S __(_—V
DNS CDFW L7 RBI NAT
o
CASB

. J/
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SAFE Framework

Operation Domains

Places in the Network (PINs)
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SAFE model: attack surfaces

Webex Teams

Headquarter
Employee

Branch Internet
Employee

¥ smartsheet

% PASTEBIN

] Office 365

Remote Workflow
Workers Applications
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SAFE model: threats
N

[ 7 Y,

Untrusted Infection
User

Employees

P/

&y'
".‘9 :

Network Web
Breach Vulnerabilities

S

Advanced Malware  Infection Applications
Threats Internet
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We will focus on User Identity

Identity
Headquarter SaaS
Employee Applications

) Threat Malware Application
VPN Segmentation Intelligence Sandboxing Visibility

Identity DNS Web Reputation Network Anti-Virus Threat

Branch Security filtering Anti-malware Visibility Internet

Employee &
Web Security

Identity
Remote Workflow

Workers i *This session will focus on end user authentication = A‘PPlications
- or (does not cover management authentication, or

UNKNOWN KNOWN user provisioning)
cisco M/
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Traffic Flow:
User Authentication
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How proxy authenticates a user: explicit mode example

0 i )
- B
; @ www.cisco.com

Alice Cisco Secure Web Appliance WWW.CiSC0o.com
TCP 80

GET/HTTP 1.1 _
Host: cisco.com g’
| need your ID
407 Proxy Authentication required
Authentication Exchange Dﬁ
Sign in

The proy htg:/ coquires 8 usamams User IP is placed in
Yo eommion 1 i s ot authentication cache

semare alice TCP 80
. GET/HTTP 1.1
- Host: cisco.com
301 Moved Permanently
301 Move Permanently Location https://cisco.com

cisco Li%o/‘/
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How proxy authenticates a user: explicit mode example

Alice’s computer sends an HTTP GET request to the proxy.

NYPErLEAL 1ransicr rroLocoL
GET http://cisco.com/ HTTP/1.1\r\n
Host: cisco.com\rin
User-Agent: Mozilla/S5.@ (Windows NT 12.0; Win64; x64; rv:109.0) Gecko/22100101 Firefox/1@9.@\r\n
Accept: text/html,application/xhtml+:anl,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n
Accept-Encoding: gzip, deflate\r\n

rocc el aa e e T2, Y o

Destination IP address: Secure Web Appliance IP
Requested resource: http://www.cisco.com
Host header: cisco.com

c 1 SCO M- BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



How proxy authenticates a user: explicit mode example

Secure Web Appliance responds with a 407 proxy authentication request.

B e

HTTP/1.1 427 Proxy Authentication Required\r\n
Mime-Version: 1.@\r\n

Date: Thu, 19 Jan 2023 12:31:4Q2 GMT\r\n

Via: 1.1 wsa.dcloud.cisco.com:80 (Cisco-WSA/14.5.0-537)\r\n
Content-Type: text/htmlirin

Proxy-Authenticate: Negotiate\r\n

Proxy-Authenticate: NTLM\r\n

Proxy-Authenticate: Basic realm="Cisco IronPort Web Security Appliance™\r\
Connection: close\r\n

Proxy-Connection: close\r\n

Content-Length: 2121\r\n

R

Includes proxy authentication headers. In this example it shows that Alice is allowed to
authenticate using Kerberos which is mentioned as negotiate or NTLM, or Basic.

c 1 SCO M- BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



How proxy authenticates a user: explicit mode example

Since Alice only typed cisco.com and not https cisco.com, the server will return
301 Moved Permanently that upgrades the connection to HTTPS
and requires the TLS handshake before any data is exchanged.

MY i T M et W W

HTTP/1.1 301 Moved Permanently\r\n

Location: https://cisco.com/\r\n

Cache-Control: no-cache\r\n

Pragma: no-cache\r\n

Transfer-Encoding: chunked\rin

Date: Thu, 19 Jan 2023 12:31:45 GMT\r\n

Via: 1.1 wsa.dcloud.cisco.com:8@ (Cisco-WSA/14.5.0-537)\r\n
Connection: close\r\n

Proxy-Connection: close\r\n

Arin

c 1 sco M- BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



How proxy authenticates a user: transparent mode example

- 4

@ www.cisco.com

Bob Cisco Secure Web Appliance WWW.CiSCo.com

TCP 80

GET/HTTP 1.1 Host: cisco.com
307 Proxy Redirect
Location http://p1-wsa...

GET/HTTP 1.1 Host: p1-wsa... | need your ID
401 Proxy Authentication required

Authentication Exchange

Sign in

The proxy http:// requires a username User lP iS placed in TCP 80
wdpemwerd. authentication cache
Usermame bob GET/HTTP 1.1 Host: cisco.com

Password *kk*k

!

o o | ] 307 Proxy Redirect
307 Proxy Redirect Location https://cisco.com

BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24
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How proxy authenticates a user: transparent mode example

T,

~

When Bob types cisco.com into his browser, his computer makes a TCP connection to what it

thinks is cisco.com. TCP SYN packet is redirected to the Secure Web Appliance.
Bob sends the HTTP GET request for cisco.com

v Hypertext Transfer Protoccl
GET / HTTP/1.1\r\n
Host: www.cisco.com\rin
User-Agent: Mozilla/S5.@ (Windows NT 12.@; Winé4; x64; rv:109.2) Gecko/20102121 Firefox/1@9.@\r\n
Accept: text/html,application/xhtml+:ml,application/:ml;q=0.9,image/avif,image/webp,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=@.5\r\n
Accept-Encoding: gzip, deflatel\rin
Connection: keep-alive\ri\n
Upgrade-Insecure-Requests: 1\r\n
wrin
[Full request URI: http://www.cisco.com/]
[HTTP request 1/1]
[Response in frame: 1951

Destination IP address: cisco.com IP
Requested resource: http://www.cisco.com
Host header: cisco.com

cisco L{Ko//
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How proxy authenticates a user: transparent mode example

T,

~

Secure Web Appliance responds with a 307 temporary redirect which
contains a unique location header.

This header redirects Bob to the configured redirect hostname of the proxy,
which is built with a path from the UID, Bob’s IP address and the oriqinally reauested site.

Vv Hypertext Transfer Protocol
HTTP/1.1 307 Proxy Redirect\r\n
Mime-Version: 1.@\r\n
Date: Thu, 19 Jan 2023 20:23:14 GMT\r\n
Via: 1.1 wsa.dcloud.cisco.com:8@ (Cisco-WSA/14.5.@-537)\r\n
Content-Type: text/html\r\n
Cache-Control: no-cache\rin
Location: http://wsa.dcloud.cisco.com/B0221D2RRON2R2Q1NORR1F 200RS2RRERO4/198.19.10.15/http://www.cisco.com/\rin
Connection: close\r\n
Content-Length: 1857\r\n
Arin
[HTTP response 1/1]
[Time since request: 0.012453000 seconds]

CISCO Lt/&_/ BRKSEC-2287
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How proxy authenticates a user: transparent mode example

T,

~

The Secure Web Appliance responds with a 401 Authorization Required
that offers the available authentication mechanisms as the authenticate headers.

cisco L{{@/

Vv Hypertext Transfer Protocol \

HTTP/1.1 4021 Authorization Required\r\n

Mime-Version: 1.@\r\n ‘
Date: Thu, 19 Jan 2023 2@:23:14 GMT\r\n

Via: 1.1 wsa.dcloud.cisco.com:8@2 (Cisco-WSA/14.5.@-537)\r\n

Content-Type: text/htmlirin

WWW-Authenticate: Negotiate\rin

WWW-Authenticate: NTLM\rin

WWW-Authenticate: Basic realm="Cisco IronPort Web Security Appliance"\ri\n
Connection: keep-alive\r\n

Content-Length: 2195\r\n

\rin
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How proxy authenticates a user: transparent mode example

T,

~

Since Bob only typed cisco.com and not https cisco.com
the server will return a 301 Moved Permanently that upgrades the connection to HTTPS
and requires the TLS handshake before any data is exchanged.

v Hypertext Transfer Protocol ‘
HTTP/1.1 301 Moved Permanently\r\n
Server: AkamaiGHost\rin
Location: https://www.cisco.com/\r\n
Expires: Thu, 19 Jan 2023 20:23:17 GMT\r\n
Cache-Control: max-age=@, no-cache, no-store\r\n
Pragma: no-cache\r\n
Date: Thu, 19 Jan 2023 2@:23:17 GMT\r\n
[truncated]Content-Security-Policy: upgrade-insecure-requests; frame-ancest
Strict-Transport-Security: max-age=31536000\r\n

c 1 SCO M- BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Y

ime-Version: 1.@\r\n
Kerberos te: Thu, 19 Jan 2023 12:31:4@ GHT\r\n
1.1 wsa.dcloud.cisco.com:82 (Cisco-WSA/14.5.@-537)\r\n
Content-Type: text/htmlir\n
Proxy-Authenticate: Negotiate\rin
~— Proxy-Authenticate: NTLM\r\n
Proxy-Authenticate: Basic realm="Cisco IronPort Web Security Appliance™\r\
Connection: close\r\n
Proxy-Connection: close\r\n
> Content-Length: 2121\r\n

L IS .
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What a Proxy
Needs to Know?
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How does Secure Web Appliance and Umbrella SWG

define ldentity?

Secure Web Appliance

combinations of the following:

- Subnet

- Protocol ‘%ﬂ
- Port

- URL Category 3
- Authentication Requirements ?%

(Authentication Realm: Basic, NTLM,

Kerberos or Transparent Identity-SGT)

cisco Li%o/‘/

Umbrella
WEB policy:

. Networks (or Internal IP in XFF HTTP header)

PAC File Proxy Chaining IPsec tunnel
Cisco Secure Client Roaming Security Module

. Users and Groups

PAC File Proxy Chaining IPsec tunnel
Cisco Secure Client Roaming Security
Module

- Roaming Computer

Cisco Secure Client Roaming Security Module

BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Authentication Methods
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We will focus on 3 main authentication types:

0 SAML Integrations (Duo, Azure, Okta, ADFS, PingID, etc.)

Remote User (Secure Client SWG, Umbrella Client)

@ Proxy Chaining with Seamless |dentity

c 1 SCO M-/ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



1. SAML

cisco L{V&/




SAML recap

- Security Assertion Markup Language came in 2001
. Current version in use v2.0 (2005)
- SAML is an open standard

- Often used to provide single sign-on to web-based applications ‘

S [ET'SSTARTIAT THEVERYAN
@“ BEGINNING. g
k /gl v S

-
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SAML high-level

SAML p—
sp | [ =T

SAML
Assertion Q
@ -~ Service ~

5 7 Q Providers -
Authorized

User Agent . \\&>

Identity Provider [ gapmL SP
Assertion - %@Trust

Cisco M./ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



SAML flow: user ID format

Bob

Usename:- Usename:

Email.address: Email.address: \
bob@domain.com bob@domain.com

Firstname: BOB Firstname: BOB

Lastname: SMITH Lastname: SMITH

Cisco W./ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37


mailto:bob@domain.com
mailto:bob@domain.com

SAML flow: user ID format

‘. :i: .

Bob
Usename: BOBS SAML SAML Usename: BSMITH
Email.address: _ Configuration Configuration Email.address: _

bob@domain.com | bob@domam.coml
i . | will send email | want email : .
Firstname: BOB ot o address as user Firstname: BOB
Lastname: SMITH ID, and format will ID, and the format Lastname: SMITH
be email to be email

Cisco M. BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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SAML flow: Metadata Exchange

=%Trust
]

cisco Li%o/‘/

BRKSEC-2287

SAML SAML
Configuration Configuration
| will send email /_\ | want email
address as user

address as user

Ié), and _flormat will ICI):)PfXML Metadata gp ?ML ID, and the format
e emai onfig + ontig + to be email
Certificate Exchange Certificate

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SAML Metadata for Umbrella

<?xml version="1.8" encot
<md:EntityDescriptor xmlns
<md:SP550Descriptor Aut

n="PTE048005"lentity
s:names:tc:SA

aml.gateway. id.swg. umbrella, con"=}

<md:KeyDescriptor u
<ds:KeyInfa xmlr
Z0s: ata>

<ds:X509Ce rt1ficate-MIIHNTCCBOGAWIBAGIQQAFE]gUNYHOLXSWRTHhCBZANBOKahK1iGOWOBAQS FADBY [M ETADATA \

07ZRC/RQQpcU+vaTTj@aM7Hgn5No+3iM2Qhwino=</ds: X509Certificate=
</ds: x5@0Data>

</ds:KeyInfo= ° H
</md: KeyDescriptor= Entltle
<md:KeyDescriptor use="signing"= . Certificate (or 2)
<ds:Kevinfo xminside="hitpi S un, wi, org/2000/00 xnldeigh >
Zds: X5@9Data> » Etc.
=ds:¥5009Certificate=MITH1zCCBNn+gAWIBAg IQ0AGCKMYZ4rugIPPGozmldDANBgkghkiGOwABAQ S FADEY

JNRR7ZM7DNGIJ2y TUMMKQE7+PUTHPWDUCRe+=/ds: X589Certificates
</ds: X50%0ata=
</d5T nEy LITTTO=
</md:KeyDescriptor=
<md: AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.8:bindings:HTTP=POST" Location="https://gateway.id.swg.umbrella.com/gw/auth/acs/response” index='
isDefault="true" />
</md: SPSS{JDcscriptT.r

Il
<

</md:EntityDescriptor

Umbrella URL for dynamic Metadata downloads:
https://api.umbrella.com/admin/v2/samlsp/certificates/Cisco_Umbrella_SP_Metadata.xml

Cisco L‘V&. BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



SAML: Name ID requirements

Umbrella expects “User Principal NAME (UPN)” in NamelD

[M ETADATA

+ Entity ID
* Certificate (or 2)
+ Etc.

N

[

cisco L{V&/

\_

UPN in NamelD from IdP

true by default for most |dPs

o exira
from th
Claim

\ UPN to Name ID
Rule template: Send LDAP Attributes as Claims

J

BRKSEC-2287

ADFS Claims Map Example
manual claims map is required
in ADFS

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



SAML Flow: Eull Picture SP and IdP never communicate directly!

Organization Umbrella

HTTP to Web Site

n

Authentication rule/already authenticated?
Not Authenticated No rule / Authenticated

A
A

Proxy redirects browser to SP
SP requests SAML: Auth request
Browser redirects tp IdP with SAML Auth request with RelayState

v

A

User challenged

A

User authenticates

_ 1dP authenticates apd authorizes the user and generates SAML assertion

<

Browser forwards SAML response to SP

B

SP redirects to original Sité

<&
<«

Browser re-requests original site

\ 4

Policy applied

\ 4

Cisco M./ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



2. Remote Users
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Remote User Connection Options

Cisco Secure

Client

SWG
Umbrella Roaming (v

Client
Azure

Cisco W./ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44
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Remote User: Traffic Flow

1. AD sync: list of users/groups

unique identifier (hash Bob, Alice, etc.)
3. Add User ID hash (Bob)

to the header

L |

= 4. User ID hash lookup Q

2. RC: “If the user logged in?”
Windows Registry check

Cisco L‘V&. BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Remote User: Hash Generation

/\[ HASH ]’\

objectGuid

- globally unique ID for each object in Active
Directory

. the client gets it from Windows Registry

. should match the value detected on the AD
server by the Connector.

cisco L{Vp/_/

UPN

. “userPrincipalName” AD attribute
. user@domain format

. usually is the same as the users' email

address but does not have to be

- works in pure and hybrid AZURE

environment

- preferred method starting

. AC 4.10 MR6+ / AC 5.0+ (Cisco Secure Client)
. Standalone 3.0.328+

BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Cisco Security Client (Any Connect)

Entitlement is included for use with an Umbrella subscription
(excludes VPN functionality) I . y

. afr]n : 0]

- AnyConnect can be used across an entire asco. Secure Client

enterprise £ Umbr.'eHa
° Both Umbre”a DNS and Secure Web Gateway Umbrella Clignk Mame: HG-Host ’

. . User Name: DCLoUD administrator

services can co-exist ol
- Needs to be enabled in Umbrella Portal: T —rt

“Deployments > Roaming Clients > Settings” e

Secure Web Gateway DEFTEED ‘

Enable the Secure Web Gateway module to proxy all web traffic. For full details, please see documentation here.

.O Secure Web Gateway Currently Enabled

e @ Supports Windows and Mac desktops

Cisco M. BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47




Remote User: AnyConnect SWG closer look

- The config is delivered from the cloud to the client during API sync.

« Settings are copied to C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility

Client\Umbrella\SWG\SWGConfig.json

* Includes:
* identity settings
* exception list
* special settings

AN

* proxy address
« SWG parameters

cisco L{{@/

=

I

]

{

E fidentity™: {

Torgldt: "S07TIIL9TT,
A fdeviceId™: "O01015C3BEGCF1YS0E™,

"adUserIdUpn™: "c7dflcdlS07cc7E53e465E5714512011"
-t

"deviceConfig™: {}.,

[ "orgConfict: f
Eﬂ/v "exceptionList™: [ ]

"failOpen™: "1™ ]
dl "swglnyocast™: "146.112. 255,507, ]
/,)J7"§ﬁﬁﬁaﬁaln": FaWg-ur [-proxXy-https.S1gpLoxy.qdq.opendns, com”,
q "sugEchofervice”: "http://wyw.msftconnecttest.com/connecttest.bxe”,
/Y\"sngDnDrTND": i

.
foommonConfigt: {

"reaPubFey": "LI0tL31CRUAJTiBOVUIMATNg30VILEOCLE0KTULIQk1gQUSCEZ txaGtpRe 13 NEJETIVGOUFPQOFRC
"reaPubFeyId™: "52379614bb362028bbhdefesabeid?43e™,
"swgHosts": "swg-url-proxy-https.sigproxy.qdq.opendns.con'
|
"dnsbackoff": {
"ishnyConnectTHD™: false,
"dns4r: {
"hacked2f£f": false,
"reason™: "none'
Y.
"dn=at: {
"hackedDff": true,
"reagon™: "noNetwork"™
}
e
"vpnletails™: {
}

BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Remote User: Web Interception

4. inserts encrypted headers in the user
1. acswgagen.exe runs a kind of proxy HTTP request and sends request to Umbrella
Process IoIIy on thachine (TC2): 5. Umbrella proxy applies policies and

il Makes forward/block decision

_— v/_\A
@ a)Cs?j;gen.exe SWG S~ @

o y |

WWW.CiSCo.com

2. process intercepts any web
K-USUG-5K: tz198YT/UEk]eaaMbieG2crgisSAgul SEXuP THHEFuydwad 7+hGRuxFelmgha

-t TC P 8 O 443 o1nU2a110EEXGOVR X sevh sTHO WA aP BhFELNGH 2 cVEZW BWPEXaT 2 FO1 THOSRT gL AFdg@vi eyl 51Eery1PLEt keSmaDTvush
req uests d1AY@TOLIZ/hE3POUCKEEN2FYT11TL ZDF538L {Ex]l pFZdasFmi 1l 2FTPYashCaBspu==
X-UsSU5-Data:

CO¥lauwvcwinRNpBaYz]eAvkiDneNAqki7ilkrEnBS@7gHNRLIGT F4aC 1 oRWDROCSQ+HEUMGA ok DHOMZk c67s0FnglL 2k O EXHS A1
nyUMCESWHDEh1mzDk S 9qsL SEFNGKc0aLy jh/ 2gVEdUdBy Fphr 8YNUCXP f 1z Tudd@NL ZGIZ271K 942 qHLdN U3z RNW xR+ @meE

3 . | OO kS at d esti n a‘tio n a d d r‘eSS )anxgig::?ng33;22;&5;22;;;:;;:?i::g:;\‘;;igvaYhGSSOPZleK9r+6R)(edugv9QMMst:86511D8KT7f245f5TAy535
and makes forwarding decision
(exclusions)
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Remote User: Trafflc Flow

AnyConnect for Umbrella
G | KDF O
Driver : a.b.c.d
Server

SWG

a.b.c.d:80 127.0.0.1:5001
custom metadata

\ 4

swg.umbrella.com:80

A\ 4

a.b.c.d:80

A\ 4

A

A

A

change source
_ to a.b.c.d:80

<«
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Remote User: AC-SWG Headers

« X-USWG-SK - Encrypted Session Key
« X-USWG-Data - Org ID + Identity (Device/User) + 'timestamp’
« X-USWG-PKH - Hash of RSA Private Key

CONMECT 13.54.182.1@5:443 HTTR/1.@
Content-Length: @

Proxy-Connection: Keep-Alive

Host: 13.64.180.105:443

K-UsWG-5K: 1G1F&+UYfKARtyrzlhkpahneoMCeESL F101/
Prmrj 80r ZAF Cv 1%cRDJ euBNWNTOhrgnk 2qb45 AT PHEATULOdC 1K TqqoQ 9ntYEZv@3nOMBen 93] 25 iNIs1KgS fHx2HZCIHFqt+L DQDUans
AHUWBFnCzWHEHsK ZFLmBFCmMIStdMC 38y Twser Iny U BryCe3HIKEATtIHETs1InEa6Chugy E1NYN+szF 3013wy Eed 1 7 Skdzvh@HI nLhRT
¥-UsWa-Data: SLNHCBZhOOLASArTH4z8WLWwnBcSt]zkPKFz: Kz D1eh CEPINHFRERK Dk rNZMk ZW Ry 02wl BN 4 FGcRERanp IMUT Ky
KNSy WYS1InCeeSrZINTOjRoZkCTHL FaHaBY 913E Ly J fdiwyxNYG7ZK IGES culd+bvMNND Lpt BWENv O] FuHCowyymL jd5SLB59e2cuel fL51
rhféfao3F1vL1vL cvIhvul @2IXnHzedk Ky LF odgQQKHXEERrmRHEL WPy jUeSnfSihZall fYIDgAssdoy 25Xt BP hooMDs deX+1 NG allzdPY
X-USWE-PkH: 52379614bbsce@28bbde feeabe2d715e

HTTPf1.1 28@ Connection established
Wia:HTTRFf1.1 s_proxy_ash
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3. Seamless Identity
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Seamless |ldentity: Proxy Chaining Concept

@) http(s) @ ~ hitp(s)
Bob

Secure Web Appliance
2)
s NG
% 8
70 A
$
Before AsyncOS (14.5):
WSA provides "Internal Network" policies

(or X-Forwarded-For (XFF) headers for granular policies)

:

A

WWW.CISCO.COm
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Seamless ldentity: Adding UserlD to proxy Chaining

-« Granular policy/reporting based on User Identity

- Secure Web Appliance Customers can take advantage of authentication

methods they may already be using in the Secure Web Appliance such as
Kerberos/NTLM or ISE.

- Consistent user identity between Secure Web Appliance and Umbrella

- Better user experience compared with SAML
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Seamless ldentity: Traffic Flow

Bypass Umbrella
Proxy some requests locally

/ Management
e

Appliance

T

6 proxy reques’E

request

Policy and
Reporting

proxy chain
—@— —O-
A

= Secure Web Appliance

K AD Connector/ =

[ |
authentication Azure/AD ™

v

~

)

ny -
CISCO Lt/&‘ BRKSEC-2287

‘asts’ Cisco Umbrella

Users/groups proyisioning \
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Seamless Identity: HTTP Headers

GET http:f/bbc.com/ HTTPF1.1

° X—USWG—Data Connection: keep-alive

Host: bbe.com
Org |D User-fggent: Mozilla/S.@ (Windows NT 1@.@; Wingd; x64; rv:109.8) Gecko/201808181 Firefow,/102.0
fccept: tesxt/html,application/xhtml4zml,application/xml;q=0.9,imagelavif,imagefuechp,*/*;q=0.8
fccept-Language: en-Us,en;g=a.5

« |dentity (Device/User) hccept-Encoding: gzip

s , Upgrade-Insecure-Requests: 1 [
° tlmeStamp [K—IMFor‘wards: 2a ’4/
Wia: 1.1 wsa.dcloud.cisco.com:88 (Cisco-WSA14.5.@-537)

[)(—USNG—Data:

forwarding device}

CEInnyblEq8leokRipx@hdy7F24vaBzEomalnlNh2rblwHbSBAIYEP I SvI44AFN A+ sy p F 7NN o7b Sl 3+2 6 7EL ecEF e
hLI/OsATYEREAT e  rEddzREQKELME jrPyc S5 yue3B8dpg 7] ZyiatkOWYvd ga 70K 700z @rySmB Sy DfBbuk bMsxr BuM3 DsOE0RS

o X-USWG_SK —  p (W-USWG-3K: Re3qiGQuzDfvwlvYBagFzAshavgdaaykKhaZOUpMtutAdFWrn+y IensPORTWIVHIHNSbygEIZc2mius25vealr2
d9PCotlol f1/kRxPEMYPY L TQevATky Zgl g fxBYhXgpvz 1B 2EmneerS+5xy wDwyne9md3seltEpel+c PXEYHI1A1PP /==
(X-USHG-PKH: fod78edscbcb39@157caldbalasvscta )

* Encrypted Session Key
HTTP/1.1 283 See Other
server: Cisco Umbrella
Date: Fri, 2@ Jan 2023 @@:28:8% GMT
Content-Type: text/html

° X“USWG_PKH Content-Length: 172

Connection: keep-alive

° HaSh Of RSA Private Key Location: https:f/block.opendns.com/swgserver=sug-nginx-proxy-https-
c9cHoebfad7l. signginx. ashiv=eylhbGciOi AL SFHIMTIILCAL a21kI jogI JEINIHINTLIOTYIFD. eyIidHIwZSIGICIILG

ICTAMDARMDAWHDANHDARMDAMHDE W DANMDANMDEN DAUMD AWMDANHDAWN DAWMDAL L CALdX] s T ogImh@dHAGL y D1 YmMu Y2 L
Wig: HTTRSLl.1 s_proxy_ash
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Headers In
Authentication Process
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Demo
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Demo Scenario 1:

User is trying to access blocked category “News” (www.bbc.com).

» Cisco Web Security Appliance is deployed in transparent mode.
» Kerberos authentication is enabled for domain users.

« Web Security Appliance is configured to pass traffic to Umbrella:
proxy chaining with seamless identity feature enabled
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Demo Scenario 1:

1. Traffic from default gateway is redirected to Secure Web Appliance

traffic
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Demo Scenario 1;:

2. We start capture on Secure Web Appliance to check the headers

Secure Web appliance is getting a new lnok. Try it |

Cisco Secure Web Appliance

S600V

M Reporting Wweb Security Manager Security Services MNetwork Systermn Administration

Packet Capture

Success — Packet Capture has started

Current Packet Capture

Status: Capture in progress (Duration. 1s)
Fite Marne! S6001/-421 79FI38E6C0AEAFNFAE6-4F277AA9A29C-20230121 -20271 7 cap (Size: 2H)

Current Settings!
Mz File Size: 20008
Capture Lirwt Mo Lirmit
Capture Intarfaces: M1
Capture Fitter: {(profo gre && [p[5002] = 80) or top port 80 or (proto gre && ipf50:2] = 5128) or top port 3123 or (proto gre && (pf50:2] = 443) or tep port 445)

Manage Packet Capture Files

Delete Selected Files || Download File

Packet Capture Settings

Capture File Size Limit: 200 ME

Capture Duration: | Run Capture Indefinitely
Interfaces Selected: | M1
Filters Selected:

Edit Settings ..
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Demo Scenario 1:

3. User access to web category "News” is blocked by Umbrella configured policy,
access to allowed web categories is working as expected.

4. Capture on Secure Web Appliance is stopped and saved.

If it’s connected, it’s protected.
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Demo Scenario 2:

« User is trying to access blocked category “News” (www.bbc.com).

« There is no proxy in the network, Secure Client is installed with
Umbrella module

» Secure Web Gateway is enabled for the user PC in Umbrella portal

c 1 sco M-/ BRKSEC-2287 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63


http://www.bbc.com/

Demo Scenario 2:

1. We disable transparent redirection on the default gateway. All traffic from the user
is going directly to the Internet.

=g copilied in 0.100

config)# I
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Demo Scenario 2:

2. Secure Client status changes from Umbrella Web Protection disabled to Enabled,
after enabling the feature it on Umbrella portal.

Deployments / Core Identities

e alifn ) :é:
cisce. Roaming Computers e

Roaring Client  Settings

Roaming Computers are those that are protected by either the Umbrella Roaming Client, or Cisco Secure Client Umbrella modle (formerly AnyGonnect). This area of the Dashboard gives administrators the ability to deploy your clients with the
download button on the upper right and to manage your Roaming Computers below.

Q Ssearch Advanced ‘

10f 1 Selected GLEAR SELECTION REMOVETAG  ADD
Delete

Enable SWG Agent
Identity Name & Status Tags SWG Agent Last Syl

Disable SWG Agent

HQ-Host Offline 2 minu  Follow Global Settings .
Page: 1 v Results per page: 10 v 1-10f1
1 Total
()  Identity Name & Status Tags SWG Agent LastSync v
Offli
() HQ-Host ne Enabled 2 minutes ago v

Page: 1\  Results perpage: 10 ~ 1-10f1
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Demo Scenario 2:

2. Secure Client status changes from Umbrella Web Protection disabled to Enabled,
after enabling the feature it on Umbrella portal.

@ Cisco Secure Client — x @ Cisco Secure Client - ®

. @ [ ' ] H
el Secure Client il Secure Client

Status Overview Status Overview St i ew Umbrella

Statistics  Message Histary

Ar nect YPN Connect WPN

AnyConnect VPN (Disconnected) ~ (o
Umbrella Bytes Sent: o Umbrella Client: Name: HQ-Hast
Bytes Recsived: o User Name: DCLOUDadministratar
Time Connected: 00:00:00 Last Connected: Today 08:38:11 PM
Clisnt Address (TPv4): Hat Awalabl Logaing: Disablzd
Client: Address (TPve): Hot Awalabls Secure Web Gateway a
Server Address: Hat Awalable eerae valid
Session Discannect: Hone
Umbrella - HTTP Requests: [
1Pw4 DS Protection Status:  Frobected HTTRS Requests: E]
1Pw6 DS Protection Status:  Disabled (no netwark) Eypassed Requests: [
Urbrella Proxy: sw-url-proy-hetps.sigoroxy g, opendns. com
Last Connected: Tod 154 PM DNS Security [Pvd a
TCF Requests: 0
TCP Responses: a w2

Collect diagnostic information For all

Collect diagnastic information Far all
installed components.

installed components.

Diagnostics Diagnostics

ciIsco '.o/./
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Demo Scenario 2:

3. Once the status changed to “protected”, we start packet capture on user PC and
test restricted web category “News”. Site is blocked, as expected.

4. Capture on user PC is stopped and saved.

If it’s connected, it’s protected.
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TTP headers play important role in authentication process.

uthentication headers are the same for Seamless Identity and
isco Secure Client connection scenarios.

Seamless Identity Cisco Secure Client

[ htpreauest.methd — "Ger” 1 [hitep request. method == "GET"
Ho, Time: source Destination Protocal  Length Infa o, Time Source Destination Proorel  Length Tnfo
14620 4. 248950 198.19.10.226 198.19.10.52 HTTP 422 GET http:/fuww.sudioreview. cem/ HTTP/1.1 @80 10.510158 RN o
15192 5.304373 198.19.182.15 13.107.4.52 HTTR 193 GET fconnecttest.txt HTTR/1.1 S SPLSGE AL AEL GRS
15203 5.308184 198.19.18.52 146.112.43. 201 HTTP 1197 GET http://wwu.msftconnecttest. com/conne 3019 32384877 168.15.10.15 X_USWG_SK
25969 8.635095 198.19.18.212 198.19.182.52 HTTR 389 GET http://waw.troygroup.com/ HTTR/1.1
25934 &. 646750 198.19.18.52 192.124.249.107 HTTP 345 GET / HTTR/1.1 X_USWG_Data
32629 10. 785179 198.19.18.229 198.19.182.52 HTTR 418 GET http://wwu.cinemanon. con/ HTTR/1,1
36112 15.192520 198.19.10. 219 198.19.10.52 HTTP 460 GET http:/fcenturyproject. co/up-content.
45030 22.820250 198.19.1@. 281 198.19.182.52 HTTR 438 GET http://k2@xhremeq7z70. 924329928, car
47248 23.870722 198.19.18.15 34.107.221.82 HTTP 385 GET feanonical.html HTTP/1.1 1
47252 23.873213 198.19.18.52 146.112.43. 201 HTTR 1376 GET http://detectportal.firefosx. comfcam X'USWG'PKH
47294 23.924257 198.19.18.15 34.107.221.82 HTTP 387 GET fsuccess.txtipwd HTTP/1.1
47296 73. 926369 198.19.18.52 146.112.43. 201 HTTR 1378 GET http://detectportal.firefosx. com/suc
47534 24984176 198.19.18.15 151.101.0.81 HTTP 423 GET / HTTR/1.1
- 47545 24. 995376 198.19.18.52 146.112.43. 201 HTTR 1397 GET http://bbe.camf HTTPS1.1 &2
< >
* Internet Protocol Version 4, Src: 198.19.1@.52, Dst: 145.112.43.201 ~f » Frame 66@: 1323.4ftes on wire (12602 bits), 1325 bytes captured (12602 bits) on interface \Device\NPF_{16252554-670@-4242-ACLE-45990A
? Transmission Control Protocol, Src Port: 4866, Dst Port: 88, Seq: 1, Ack: Len: 1331 > Ethernet Src: VMuare 86:94:85 (Q0:50:56:86:34:85), Dst: VMuare b8:14:fd (@0:50:56:b8:14:fd)
v  Internef Protocol version 4, Src: 196.19.10.15, Dst: 146.112.43.24
> _Irnsmission Control Pretocol, Src Port: 49972, Dst Port:|8@, Seq: 1, Ack: 1, Len: 1271
Connection: keep-aliveirin
Host: bbc.camirin
User-Agent: Horilla/5.@ (Windous NT 10.0; Uingd; x64; rv:189.0) Gecko/28100101 Firefor/109.84wrin Host: bbc.comirin
Accept: test/html,application/xhtml+sml,application/sml;q=0.9,image/avif,image/uebp,*/*;q=0. 8\rin User-Agent: Morillas5.® (Windows NT 12.8; WinéA; x&4;Ww:189.8) Gecke /20182181 Firefox/103.@%r\n
pt-L U =t Accept: text/html,applicationxhtmltaml,application/snl;q=0.9,image/avif, image/webp,*/*;q=0. 84rin
Accept-Encoding: gripirin Bccept-Language: en-US,en;q=2.5\r\n )
Upgrade-Insecure-Requests: 1irin Accept-Encoding: gzip, deflatelrin
X-IHForuards: 28%rin Connection: keep-aliveirin
Via: 1.1 wsa.deloud.cisco.com:8@ (Cisco-WSA/14.5.8-537)\rkn Upgrade-Insecure-Requests: 1irin
[Eruncated [X-UsWG-Data: 1HF50T]uwlq7r 975bmCanclpeqR2AkQHaR2EL] 107 obeaFGraoGE s SrgUCr uLbOSNoDm, SFYP=YEmuTG, rp SNEBXERK £ 3 b — ; " a5l e ;
[truncated X-USHG-5K: LQY7rhIvBlank]cgl AusvZZRuImBTRN2PYIF@--HDNIIN/ qUGpPLApb1 F300f 51ALRpUODMIOER mkUSCHTNY LMCH@KEnzPr) [truncated]X-USHG-Data: kap282BI3KHTSbom] fmx@UrCd 1Py CBTZa)h TVoBLEERD pIowcUy-+Dlmpty BhShHr2g0nF8HYEqFh i BASOUFMIGE] gl /5yLuhoeEFO0Q
X-USWG-PKH: f@d78edBbhcb39@157calabal@d78cfalrin X-USHG-PKH: 52379614bb8Eed28bbdcfecabe2d 743ehrin
hrhn rin
[Full reguest URT: http://hbc. com/] [Full request URL: http://hbc.com/]
[HTTP request 1/1] [HTTP request 1/1]
[Response in frame: 47562] Response in frame: 663
v
< > < >
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Key take aways

cisco L{V&/



Summary: user authentication options

0 SAML Integrations (Duo, Azure, Okta, ADFS, PingID, etc.)
Remote User (AnyConnect SWG, Umbrella Client)

e Proxy Chaining with Seamless Identity
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Key takeaways

0 SAML Integrations are wildly used in Umbrella deployments.
Umbrella expects “User Principal NAME (UPN)” in NamelD
Remote User (AnyConnect SWG, Umbrella Client)

injects encrypted HTTP headers with authentication status (with other info)

Proxy Chaining with is a new feature.

Allows consistent user identity between on prem proxy and Umbrella in
Hybrid networks. Allows to use Kerberos or ISE for user authentication.

Authentication methods can be used in parallel for different
user scenarios
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Useful links:

3d Party SAML integration configuration:
Using Duo as the IdP for Umbrella SWG SAML

Using PinglD as the IdP for Umbrella SWG SAML
Using Okta to Configure SAML 2.0 for Cisco Umbrella

Azure: Configure Cisco Umbrella User Management for automatic user provisioning
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https://support.umbrella.com/hc/en-us/articles/4409285046420-Using-Duo-as-the-IdP-for-Umbrella-SWG-SAML
https://docs.umbrella.com/umbrella-user-guide/docs/enable-sso-with-pingid
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-OpenDNS.html
https://learn.microsoft.com/en-us/azure/active-directory/saas-apps/cisco-umbrella-user-management-provisioning-tutorial

Please Fill Out The Survey!

e oo e
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Q&A time
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Thank you
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