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Cisco role: Distinguished Engineer,
Threat Detection & Response

Unofficial title:
“Cisco History Professor”

Experience: Old enough to wonder
how | have been doing this for ~30
years

Fun fact 1: Father of 5 daughters

Fun fact 2: Oldest works for Cisco
now! Youngest is 2 years old!

Fun fact 3: Working through his
Cyber Security Master’s Degree
from SANS Institute (~04/24)
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“All Comments
are my own, and are not
representative of Cisco...
Any correlation to real live
persons or situations was
completely unintentional...
Blah Blah Blah...”

cisco L{V&/




Important: Hidden Slide Alert

| Look for this “For Your Reference”
Symbol in your PDF’s
For Your
There is a tremendous amount of
hidden content, for you to use later! Refe renCe
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Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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Let’s get this
road on the
show...

cisco Li/&/



“You cannot put another agent o
our endpoints unless it replaces

J)

two

Chris H., CISO Global Bank




- CSC Overview ]
- CSC Architecture

- Deploying / Managing from
Cloud

- Upgrading to CSC
- FAQs
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- Our customers have identified
operational challenges with
deploying multiple endpoint agents
(e.g., AnyConnect, AMPA4E, Orbital,
Umbrella, Duo, Meraki SM, etc.)

These operational challenges limit
ability to deploy and consume
various endpoint security functions

- Delivering a unified endpoint agent
addresses a key customer
operational pain point and meets
customer demand

CIsco
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Endpoint EDR
|

|
I_ Events | Something Bad Happened
1 with endpoint X

| Block
1 Endpoint X

No
Endpoint X
here

We need a common endpoint “object”

CIsco
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e X

CIsco
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Some basics @ + 9. — @

- Initial “unified agent” release was Windows only

- Seamless upgrade to new unified agent from existing AnyConnect &
Secure Endpoint Clients

- Leverages Existing AnyConnect Framework
- AC already has modules for many services

- AC Ul is starting point for new shared Ul

- Core AC services, such as trusted network detection, become available as
common services for all modules

- Ul represents only installed functions

- Introduced a new Cloud Management System inside SecureX & XDR
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@ Cisco Secure Client

Suite of security service enablement
modules

Network Access
Manager (Supplicant)

ISE Posture

Cisco Secure
Endpoint (EP
Detection & Response)
Umbrella DNS &
SIG Module

CIsco
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@ Cisco Secure Client

cleco Secure Client

Status Overview Secure Endpoint

Statistics  Update ~Advanced

AnyConnect VPN

Network Agent

Status
|S E POStu re Version
GUID

Secure Endpoint Last Scan
Isolation

Connected
8.0.1.20840
b2a7d93b-aac4-40a6-alfe-06eac90f9677
Never
Not Isolated

Secure Umbrella Policy
Name ATW-WindowsPolicy
409
09/30/21 12:33:51 PM

Serial Number
Last Update

Detection Engine

Tetra
Version 87000

Collect diagnostic information for all Last Update Today 05:13:59 AM
installed components.

Name

BRKSEC-2834
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Cisco Secure Endpoint Settings A

Service Status: Started

Password: |
Stop Service

Debug Logging Status:
Enable Debug Logging

Cisco Secure Endpoint 2,01 Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: iscoAMP

Dizplay name: Cisco Secure Endpoint 8.0.1

Description: sco Secure Endpoirt 8.0.1

Path to executable:
"C:\Program Fileg\Cisco’\AMP"8.0.1.21083 sfc exe”

Startup type: Automatic

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.
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€9 Cisco Secure Client (unofficial)

AnyConnect

Ready to connect. -I|I-I|I.

ciseo Secure Client

Status Overview Roaming Security
Statistics | Message History

AnyConnect VPN
System
Ma policy server detected, System Scan
Default network access s in effect. 4 DNS/IP Security Information
IPv4 DNS Protection Stahu Protected
Secure Endoaint 1Pv4 DNS Encryption: On

IPv4 Enforcement Status: Unprotected
Roaming Security 1Pv6 DNS Protection Status: Disabled (no network)
1Pv6 DNS Encryption: off
Client Name: ATWstudio
User Name:
Last Connected: 10/5/2021 09:27:04 AM
Logging: Disabled

Secure Web Gateway:
License valid
Web Protection Status: Disabled
HTTP Requests: (]
HTTPS Requests: (]

Roaming Security:
Umbrella is active.

Collect diagnostic information for all
installed components.

Diagnostics. ..

CIsco
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® Cisco Secure Client

AnyConnect VPN:
Ready to connect.

Metronic Employee

Cisco Secure Access

Zero Trust Access:
p@ Zero Trust Access service s active,

1> O)

MASQUE QUIC

CIsco
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r 0

n : ]
@® © ® CiscoSecure Client s

AnyConnect VPN:
Ready to connect.

| RTP Duo - SSL Connect

Zero Trust Access:

Registration is required to access
secure resources.

Cisco Secure Client - Zero Cisco Secure Client - Zero Trust Access.

il
aluln Cisco Secure Cllant
cisco

Single Sign-On -~

Enrolling...please wait.

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Installed on headend’s

Not even using the cloud
management

Install just CORE + Umbrella

It all works!!!

CIsco
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The Architecture

cisco L{V&/



- CSC Overview
[ - CSC Architecture ]

- Deploying / Managing from
Cloud

- Upgrading to CSC
- FAQs
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SecureX
Cloud XDR Cloud

Cisco Secure Client

Architectural Overview - Yes, even at Launch Time!

Existing components that are not Cisco Secure Client Cloud Management
fundamentally changing

Unified ID

PM

New components

AnyConnect

Components that form the Umbrella

Cisco Secure Client
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Cisco Secure Client - Architecture

SWG

|dentity

v Orbital
Cloud Umbrella cse AMP Cloud
Infrastructure Cloud Services "\ Cloud -
DNS Package Manager 1 1
B Flow Collector
Enterprise —> ISE
Network
v
CSC Identity Module
VPN Posture  Umbrella CSC Package Cisco Secure Endpoint orbital PO
Manager Connector
NVM NAM DART
CSC Client Services Unified Ul
; ISE Web
Endpomt Posture  Security
BT

Unified Ul

Cisco Secure Client
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What Happens w/ CSC Management & XDR?

Clients

GE 14 Devices Device Types
& 4
;.9, 0
Cisco XDR
Services Investigate U |
Dat Asset
R ata Automator Service L
epo D))
XDR e e Incident
Analytics 9 Rep MGR
CSC Services 1 \

PKG MGR§ ID MGR
APIs

« Ul leverages a Micro-FrontEnd (MFE) Architecture
* Ul components may run from any service & be part of
a single Ul Experience
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Micro Front End lllustrated

Security Cloud Control

ik Security Cloud Control

Clients

G0 14 Devices

cisco L{V@/

£ Aaron Woland

Device Types Deployments

Same Ul from
CSC Service

Admin

Common Services

il Secure Access

Clients.

G0 14 Devices

Cisco Secure Access

Device Types Deployments

BRKSEC-2834

@ A &L
o Cisco XDR
GA 14 Devices Device Types Deployments
A o F————— = o =
& pusesninovrroes B windowst0l . — = =
FE Hond Commonx lisiee 22 | Wirndees 11 " 1 om0 vz @ e Cotaprs
PR N—— =
e e e e e e e
Depiay 10140 Lok
i aremch ATV SAGISA  ALZIWT arenn W Wedews W
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Profiles

Cisco XDR
Services |,

CIsco
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- Open a TAC Case

- Product: Cisco Secure
Client

- Request a SecureX tenant
be provisioned for Cloud
Management of CSC

CIsco
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Deploying /
Managing from
Cloud

cisco L{V&/



- CSC Overview
- CSC Architecture

[- Deploying / Managing fromJ

Cloud
- Upgrading to CSC
- FAQs
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CAUTION:

Brain fried from

information overload
Don't expect much

CISCO from me today!
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Managed from XDR
or SecureX Ul

@ g Aaron Woland <
Cisco - aawoland

D & Full Installer & Network Installer

Deployments

- Links endpoints to get . :
specific modules + A Cloud Management
configs

- “Groups” are coming in
future version & can
assign entire groups to a
Deployment

Traditional AnyConnect Modules

- Builds the installer
dynamically

L‘V&~ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43
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= dd XDR

« Profiles
H Cloud Management Profiles

Managed from XDR / T e e
SecureX Ul R —

(: Enable Debug Logging

+ Profiles [t
- Cloud Management (UC) module
- Includes package manager
- Check-in timer
- Update Window: o

[ o

‘ Debug

Check-in Interval

‘ 2 Hours

@D Notify User When Reboat Is Required

Product Update Window

- If CM checks in with the cloud within
that time window, the updates will be
pushed to the endpoint

« CM has no idea what this window is,
it's all controlled at the cloud

/
L‘V&~ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




Module:

Profile:

Version;
Channel:

Deployment:

CIsco

Module Module

Profile  Profile Profile

* When module supports >1
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PN

J Preferences (Part1)
Profile: Untitled

Managed from XDR /
SecureX Ul

5 ]
@ A S

VPN Profiles

;.  CSC-Beta-VPN

. Profiles

- Each module has a profile for its
“configuration”

- Used to be standalone
Windows-only configuration
tool

M~ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



ATW-Deployment

Under_test (99.0.1.389)

Under_test (99.0.1.389)
Alpha (1.0.1.389) I
Beta (1.0.1.389)
Latest (1.0.1.389)
Recommended (1.0.1.353)
1.0.1.353
1.0.1.389

99.0.1.389
AnyCLonnect Choose

@

0 Upgraded whenever Cisco
es a new version to channel

~ . Start

Profiles

For CM and “AnyConnect” modules
SE module will use latest for bootstrap™

*SE upgrades handled by SE Cloud

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48
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{ {

"id" : "id";
"name" "name":
"Modules": [

{

"Modules": [
{

"name": "name"

"channel" "channel":

“profiles": [ “profiles": [

g

"type"

. . ETIE
name

"channel"

"value": <this is the actual JSON>

"name":
"channel":
"profiles": [

"profiles": [

"id" 'id" 'id"
"type" , “type' ) “type'
‘name" "name"

’ "name’
"value": <this is the actual JSON>

"value": <this is the actual JSON> "value": <this is the actual JSSON>

CIsco
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CIsco

Modules:

BRKSEC-2834

C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile

12/13/2022 AnyConnectProfile.xsd

NQ/22/2022

C:\ProgramData\Cisco\Cisco Secure Client\Umbrella

01/11/2023 <DIR> data
05/17/2022

C:\ProgramData\Cisco\Cisco Secure Client\NVM

12/13/2022 KConfig.dat
01/10/2023 NVM.db
09/28/2022

01/10/2023 PersistedData.dat

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client Management

Aar Wol;
@ A &5

B3 Gontrol Genter Clients Select Columns
=p Incidents ("] select Al
Clients 15 total ci Device Types Deployments
Q  Investigate
» — - - Deployment
n n m — 4 1 3 ATW-Deployment 2 ATW-Lab 1]
C C | I e t M a a g e E 3 l l = Inteligence b Not Seen In Over 7 Days Windows 10 O i CSC Version
Desktop (4) — Secure Endpaint Version
?.  Automate v 1 ploy O ) 0
0 3 (] virtual (1) Cloud Management Version

Assets ~ Need Connector Update Windows 11 Mobile (0] 0 TR () Defauit_XDR_Deployment 0 o B vodules

Is its own section in a
XDR —e e

‘ i@ Users Seen
Sources Advanced Search ‘ o

. Sources
‘ : | I e n t S Text Search Saved Filters Managed Status a
i N [ Managed
© Ewpm [Q User, IP, hostname. ] [ Select v ][ Select ~ | =Filters 15 matching resuits 2 9
2 Compromised
ED Sources  MustInclude: Secure Client Labels
Deployments
i ove to Deployment v 2 i
I g 0 Devices Selected Move to loyment Create New Deployment (7 Last Active
. ] esc ubip
P rofl | e S Profiles (] Device Name :  Deployment €SC Version  Secure Endpoint Version  Cloud Management Version ~ Modules os 0S Version @)
ACUDID
Device Events are. Server 2016 [ Type
X Cloud Management Standard
. (0 MemberSrvr.securityde ATW-Servers 51142 8.21.21650 10.1.400 v101:400, +3 § Windows Build [) source Groups/Tags
o Administration ~ mo.net S
14393.6351) [ Has Fauits
My Account () AV Definitions

[] Hardware Id

Integrations
eVI Ce Ve n S (J  ATW-SurfaceBook ATW-Deploy+NAM X 81721585 (& L LTl i e ErT (] Serial Number

R 1 v101.400 +7 19045.3930)
On-Premises Appliances [] MAG Addresses

AP Clients [ pubiic IPs

() LocalIPs,

(") system Model

Users

() ATW-SURFACEPRO4 ATW-NPI-Deploy 510136 8.21.21650 10..400 e AR DEEED (7] Enerypted
101400 +7 (64-bit)
[ Jail Broken
[ supervised
[ Tampered
atw-win10- 10 Enterprise
: § Cloud Management Enterp!
)  airwatch.securitydemo.  ATW-Lab 5000556 82121650 101400 TR (Build
net "' 19045.3930)
10 Pro N for
(] G- ATW-Deployment 51142 8.21.21650 10.1.400 Cloud Mam 2 Windows Ui
jump.securitydemo.net ES2 g - v10.1.400" (Build Cance

19045.3930)

BRKSEC-2834
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Moving Deployments - Admin Only

Device View  All Devices || Secure Cllent Devices Device View  All Devices [ICTTRe I us ) N on- Ad m | N

Q7 Q7 O

/ Devices Devices Not Seen Devices Need
In Over 7 Days Connector Upd
Basic Search | Select Saved Filter witch to A Ccé t Basic Search | Select Saved Filter v Switch to Advanced Search
Managed St S Operatir = Text Search Managed Status Operating System
Select Select Q User, IP, hostname Select v Select
Deployment figurations Policies Deployment Configurations
Select Select Not Seen In Over 7 Days (0) Select v Select v [ Not Seen In Over 7 Days

Must Include: Secure Client
7 Devices found [ es Select Move reate New Dep 7 Devices found

Device Name 1 Deployment =~ CSCVersion = Secure Endpoint Version = Cloud Device Name Tl Deployment  CSCVersion  Secure Endpoint Version  Clof

ATW- 5.0.00529 1.21083 1.0.1. ATW-SURFACEPRO4 ATW- 5.0.00529 8.0.1.21083 1.0
Deploymen Deploymen
t

t
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Installing

CIsco



Cloud Management Cloud Management

Unified ID Unified ID

PM PM

VPN + Umbrella
Configs + Orglnfo

SIE +
Bootstrap

@ Cisco Secure Client Deployment Tool

Secure Client installation is in progress...
Module Version Status
AnyConnect VPN 5.0.2810.0 ‘ Install Complete.
Network Visibility Module | 5.0.2810.0 ‘ Install Complete.
Diagnostics and Reporting Tool [ 5.0.2810.0 [ Install Complete.

Umbrella 5.0.2810.0 Install Complete.

Secure Endpoint 8.1.7.21417 Install in progress...

Cloud Management 1.0.1.400 Install Pending

Contin Close

CIsco
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SecureX

CM Module Registers to CSC Sub-system
Deployment: XYZ I

Manifest: VPN, DART, UMB, SE |
1

PM handles
installers

CIsco
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CIsco

; + Addapp @ Help
cisco |V

Cisco Secure Client - Cloud Management = v
Cisco

Details et

Name Cisco Secure Client - Cloud Management
Icentifier B27aba60-77e2-013a-c842-6d6572616069

Version 10.
Source

Cellular Gateway Type Meraki Cloud hosted

This app requires the Systems Manager agent to complete Installation. Please ensure that each of your targeted devices have the agent
installed.

Requirements
App file Update file & Download &  Show %
name csc-deploy-ATW-Deplayment(1).exe

Wirelags Updated at Jun 12022 1812

Systems Manager

Installin foreground O

Environmental
Installation arguments €
Command line &

Visible in S5P ©
Targets

Group type M Named  Configure tags

Scope with ANY of the following tags nvert to target group

. < MerakiTest
Device tags
Marual tags

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Deployments w/
Secure Endpoint
and Orbital

® D R

cisco L{V&/




CIsco

Choose a Group

Showing 27 of 27 groups
ATW-Lab

Secure Endpoint

Select Desired SE Version

Select your SE Integration

There can be more than one

Choose the SE Group

All endpoints who install the module
via this deployment, will be assigned
to this group, when the CSE module
registers with the CSE cloud.

Version Control | Latest (8.21.21650)

Secure Endpoint Profile
Group: ATW-Production

BRKSEC-2834
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SecureX

CM Module Registers to CSC Sub-system
Deployment: XYZ I

SE v8.x, SE Cloud = XYZ, Group = ABC :

SE Module
Installs

SE Module Registers to SE Cloud

SE Policy p1 is pushed to the module from SE Cloud

r Check—in with SE Cloud

SE Policy p2 is pushed to the module from SE Cloud 1
1

SE Module Upgrades to v8.x.y
1
|

CIsco
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ATW-Deployment

Latest (1.0.1.400)

) Cloud Management = ATW-CM-Config

Latest (5.0.1242.0)

AnyConn@ét | ATW-CEF
(@) ‘

Save

SECURE X

Latest (8.1.3.21242)

(E'b) Secure Endpoint

Group: ATW-Production

@ @) Umbrella  SBG-Umbrella

Latest (8.1.3.21242)

Secure Endpoint

Group: ATW-Production

Replace Bootstrap Profile

Highest Version Wins!

Edit Policy

Name | ATW-Production

Description | A policy we will use ta illustrate the power of AMP for Endpoints

Modes and Engines

@ Secure Client computers will update to the highest version of connector configured through SecureX
Exclusions or Secure Endpoint console.
41 exclusion sets

Proxy Product Version
1 of 30 computers must reboot.

Qutbreak Control

Device Control

Product Update~

Ad

Product Version

1 of 30 computers must reboot.

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Edit Policy

-

Orbital

¥ Enable Orbital €

Automatic

CIsco

SecureX

SE Module
Installs

SE Module Registers to SE Cloud

SE Policy p1 is pushed to the module from SE Cloud
1

Policy > Install Orbital

Orbital Node Registers to Orbital Cloud

Node v2 Published

C&C: Upgrade to v2
Orbital node
- upgrades

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



i

- The Ul tells the cloud

backend that the “desired
deployment” is XYZ.

- The move will not happen

until the endpoint checks in
with the cloud again.

- But the Ul may show that it
Is already in that target
deployment.

CIsco
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Upgrading

cisco L{V&/




- CSC Overview
- CSC Architecture

- Deploying / Managing from
Cloud

[ - Upgrading to CSC

- FAQs
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« Cisco Secure Client WILL
uninstall the old versions

when it is installed.

« Cloud Install from AMP

- Inline upgrade from
AnyConnect

CIsco
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The Epic Struggle of Competing Control Points

Endpoint
I Checkin with centralized management (SecureX)

O
ISE

CSC MGMT ASA / FTD Secu

|
Install
Profile v4

I
| VPN Establishment to ASA

New Profiles !

; ; Needed I

Push Profile v4 to Endpoint I
|

Overwrite

I I
l New Profiles
Needed

Push Profile v1 to Endpoint

Profile v4
w/ vl

|® Check-in Timer Expires
|

| Checkin with centralized management (SecureX)

Overwrite |

New Profiles
Push Profile v4 to Endpoint Needed

Profile v1
w/ v4 I

¢ o~

re Connect

|
1_VPN Establishment to Secure Connect (SASE Solution)
I

New Profiles
: Needed
i

w/ vl

Ove_nNrite . . Push Profile v2 to Endpoin
Profile v4 t i T
w/ v2 1 | | | |
| | | | |
I WiFi Connection where Auth is to ISE w/ Posture New Profiles D t t f
- 1 Needed n N Nnfi
OuaRumie Push Profile v1 to Endpoint | Ti 0 0 pu a y Co g
Profile v2 Ip

on the headends!!



- If filenames match: ASA will
overwrite the profile

. If flenames don't match: both

profiles will be detected by
VPN and behavior might be a
little wonky... Some settings
get merged from all detected
profiles

Cisco BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Hybrid (ASA & Cloud)

- Cloud management does not have to manage all modules
- The profiles (configs) can come from a either place
- Recommended to not host the same module profiles in both locations

@ Cloud Management ASA / FTD

CM | NVM | Umb | VPN | | ZTNA| |

o

1K
Eves

A

w / Endpoint
c 1 s co &_ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71




Hybrid (ASA & Cloud)

) CSC MGMT MDM tool

Endpoint Pust:]lclsC
w/ CM +

Install

-~
CSCv5.1.1 ” Register with centralized management (CSC Cloud)
r

Profile

[
1
& M
L}
I
|

|
Install CSE | !
&Umb+ |1
Orglnfo.json | |
|

|

|

|

1

I
New Profiles
Push VPN Profile to Endpoint | :Needed
|

I

[

I

I

]

[

|

I 1
CSCv5.1.2

ﬁ published to channel

|
I

| I
1 I
1 [ 1 [
| N £ o | |

Install 1
CSCv5.1.2 1

[

|
|
@I VPN Establishment to ASA 1
|
|

Push CSE Bootstrapper, Umbrella module. Put OrglInfo.json file in the Umbrella directory

I VPN Module (Core) installed with no (or
I basic-only) profile.
|
I

VPN Establishment to ASA

Overwrite
Merge
VPN
Profile

Install ZTA Module, 1K Eyes

: Client version >

version on ASA. 1
I VPN Tunnel | Backward Compatible |
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DART & CM - |
DiagnOStiCS B AMP Enabler Profile Editor

@ Cisco Cloud Management Diagnostics

@ Cisco Secure Client

( + Cisco Secure Client Diagnostics and...

- DART is still the perfect

' : Customer Experience Feedback Profi...
endpoint troubleshooting @ Customer Experience Feedback Pro

bundling tool. BB ISt Posture Profile Editor
- Only available when you install 3 [y Network Access Manager Profie ..
|t - ‘ Network Visibility Module Profile Edi...

- What about for troubleshooting B VPN Local Policy Editor

Cloud Management only?
E% VPN Management Tunnel Standalon...

)
. ol
/ \ . .
W~ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 73




Ul XDR ® G

Audit Logging

Incidents

Message Operation  Target Timestamp
Investigate -
Updated installations for computer "loxs- * (ID 1b997c56- : e .
R e write computer 24-01-19T21:01:31.9424232352
Intelligence - - -
gg:gfig;’;s_‘:z"fgﬂ;‘a;‘;;Z%’é‘g;s’ oK (D bg2fa4s1- computer 24-01-19T20:49:44.980564968Z
Automate
User *loxx@securitydema.net” updated configuration file “Secure a0min:99920271-a880-
Endpoint Bootstrapper - 18c42aB4-1493-4d81-b6b2-198(2150466¢ 4b0e-8a38-
Assets 3883164140 - 12{5(95a-b256-4cd2-Babf-9cB682eeadch” (format “amp") (ID config-file  2024-01-19T20:31:26.4159678252  58ad317c58af@2eleeaf-
82871742-2721-4337-92b9-191{c89b071). Configuration has 2 eaf7-4448-9c07-
Eorfiers dependent deployments. 91b1828aec78

Updated installations for computer “loxx-win10vic06" (ID Tce3545e-

. .
Users (Bata aga7-429a-bbea ceasaded I computer  2024-01-19T20:29:49.6907923267
- An audit trail for a LSRRI e e e
Updated installations for computer “loxx-win10vic07" (ID 8fa133d4-

Sources -01- 3,
1311 A0ac- Secc-086da5a8138). computer  2024-01-19T20:27:24.7592943Z

. . e —————————————————————————————————————
h 3 Updated installations for computer *loxx-win10vic02* (ID e6856baf- —
a Ct I V I ty re | a te d to t e (I T A 8771-43fa-b829-4c87309d2942) computer  2024-01-19T20:26:46.269256098Z

Clients Updated installations for computer “ATW-SurfaceBook" (ID o
9caBe18f-4110-4e7b-9054-0b1026bc8fOf). EEaiEr AR A R S e

t f < : S ( : Deployments T Ut eEReR T oMo |
I I I I I el I Iel I Updated installations for computer “loxx-win10vic03" (ID 1b997¢56- -~
a a g O . 0B66-4eBd-927a-B6fa3ce55656). COSPUSHI 1025011200128 St S8

” "

Audit Logs
Updated installations for computer
Profiles 03e8-49ee-a31c-a2a75d978406).

N Updated installations for computer jump” o S RFDA
[} D e p | Oyl I l e l It I l p d a te S Device Events 72014068-5120-4806-226b-192ba8da2d43). computer  2024-01-19T19:38:03 5650809942

N Updated installations for computer *loxx-win1Ovico7" (ID 8fa133d4-
LI 131f-40ac-9ecc-066dasa8d138).

.
- Profile Uploads / P, e 1ot

computer  2024-01-19T19:49:43.982545417Z

computer  2024-01-19T19:27:23.428667497

Integrations Updated installations for computer "ATWstudic" (ID e5036a97-

1 eaab-4824-afdd-e26bBc0d4589)
reations
Updated installations for computer “atw-win10-airwatch (ID

4626706a-e807-4bdB-b0c5-08189eb3351d).

computer  2024-01-19T19:16:18.743111645Z

computer  2024-01-19T19:10:05.990110508Z
. Updated installations for computer “loxx-win10vic03* (ID 16997¢56~
0B66-4e6d-927a-86fa3ce55656).
e pbeletions
Updated installations for computer “loxx-win10vicO1" (ID b82fa451-

03e8-49ee-a3lc-a2a75d978406).

computer  2024-01-19T19:01:28.722656628Z
computer 24-01-19T18:48:42.791125376Z
Updated installations for computer “loxx-win10vic06" (ID 1ce3545e-
4ea7-4a9a-bbea-6ceasgded /).
* C1C
. Updated installations for computer “loxx-win10vic07" (ID 8fa133d4-

131f-40ac-9ecc-066da5a8d138).

computer 24-01-19T18:29:47.070481378Z

computer  2024-01-19T18:27:21.6929060742

100 items loaded

.&/
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CIsco

X [on | o Step 1: Select the Computer

Step 2: (optional) Enter Time Range

3146-05:00 2022-06-08716:55:31.16-05:00 70.60.206.37

Step 3: Expand the Event
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- CSC Overview
- CSC Architecture

- Deploying / Managing from
Cloud

- Upgrading to CSC

[ . FAQs

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Software Downloaa

Downloads Home N and Endpoint Security

Secure Client 5

Release 5.0.01242 d Links and Documentation
& My Notifcations ient Ordering Guide
Latest Release 52 Notes for Secure Cl
e Client Administrat

5.0.01242
All Release
SecureFWPosture > H torm,

ISEComplianceModule
Andeoic File Information Release Date
Ciseo Secure Cli acka 19-Dec-2022

o (Linux B4-bit)

50
cisco secure client

Advisories [f Cisco Secure Client

Cisco Secure Client VPN and DART Pre-Deployment RPM

Cisco Secure Client- iy b0 0y b
c ro-chent- 242-predepioy-Tpm-18 ar g2
AnyConnect Advisaries [

- . y Connector
Application Programming Interface [API] (Linux 64-bit)
B
Advisories [

(Linux 64-bit)

AnyConnect Pre-Deployment Package (Mac OS)
cl 0.01242-predeploy dmg
Advisaries. [
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Frequently Asked Questions

Traditional AnyConnect A profile may only be in up-to
modules are still version locked 50 deployments

together TAC case to extend it

Duo is not in CSC yet CSC may be used with or

. without the Cloud
macOS in Beta ~March 2024 Management
Linux: no date yet No “web-deploy” package for
Future version of CSC will have the Cloud-Management

module independence Module

CIsco
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About VMware Tools

VMware Tools for Windows
Version 11.0.1, build-14773994

1998-2019 VMware, Inc. All rights reserved. This
stected by U.S. and international copyright and
property laws. VMware products are covered by one

About VMware Tools

VMware Tools for Windows

Fyne error: window creation error an s meniones el e 20 g o

Copyright © 1998-2022 VMware, Inc. All rights reserved. This

product is protected by U.S. and international copyright and

intellectual property laws. VMware products are covered by one
The VMware Tools Service is | | or more patents listed at

<http:/fwww.vmware.com/go/patents>.

VMware is a registered trademark or trademark of VMware, Inc.
in the United States and/or other jurisdictions. All other marks
and names mentioned herein may be trademaris of their
respective companies.

The VMware Tools Service is running.

C:\Users\x\Downloads>".\csc-deploy-ATW-Deployment.exe"
2022/05/17 13:13:29 Fyne error: window creation error

2022/05/17 13:13:29 Cause: APIUnavailable: WGL: The driver does not appear to support OpenGL
2022/05/17 13:13:29 At: E:/workspace/workspace/maine3a9e2e0/source/vendor/fyne.io/fyne/v2/internal/driver/glfw/driver.go:123

CLI Install w/ a =g option

CIsco
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https://fyne.io/fyne/v2/internal/driver/glfw/driver.go:123

Check the Product Update Window

Product Update Window l l l

@ Eneble Product Update Window

“l installed the Network
Installer, but it’s nothing is
getting installed”

Start Tim Yeriod
1:00 v AM PM
End Time Period
6:00 v AM PM

”| changed profile /
software version in the
deployment & it’s not
updating”

. Select Time Zone

SecureX > Insights > Profiles > Cloud Management > [Profile]
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Example Issue:
Virtual Machines
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Virtual Machine Troubleshooting

Cloning a VM:
CMID is dependent on BIOS serial number and BIOS UUID
Need to make sure either one of them are changed when a VM is cloned

Usually, VMware generates different BIOS UUID if the user selects
“copied” option when cloned VM boots the first time.

If not, that can be changed in cloned VM. VMware article about
changing BIOS UUID https://kb.vmware.com/s/article/1002403

Platform support:
Any hypervisors which supports BIOS serial number and BIOS UUID is supported

NVM Troubleshoot
Same as what would be followed for desktop/laptop
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Another Example - Virtual Machines

“Help, I'm not getting NVM data to show up...”
Step 1: get me a DART. Didn’t even bother with troubleshooting before DART.
Step 2: jumped to the Cloud Management Module Logs:
« Why? Because CM is REQUIRED for NVM to the Cloud to work.

What was seen in the logs?

=» Data grep -ri "ERROR" *

acnvmagent_cmidapi.log:3:[] [4264] T: 10FC F: CMIDStoreReader.cpp L: 55 f: cmid::CCMIDStoreReader::GetCMID S: error :: Fetching CMID failed. Returning CMID =[]
csc_cmid.exe.log:19:[][7064] T: 54C F: CMIDUtils.cpp L: 133 f: cmid::GetBinaryRegistryKey S: error :: RegOpenKeyEx failed The operation completed successfully.
csc_cmid.exe.log:20:[] [7064] T: 54C F: AttributeCollectorWin.cpp L: 802 f: cmid::CAttributeCollectorWin::getDevicelD S: error :: Failed to retrieve device details
csc_cmid.exe.log:22:[] [7064] T: 54C F: AttributeCollectorWin.cpp L: 91 f: cmid::CAttributeCollectorWin::GetAttributeList S: error :: Failed to retrieve AC UDID
csc_cmid.exe.log:23:[] [7064] T: 54C F: AttributeCollectorWin.cpp L: 162 f: cmid::CAttributeCollectorWin::getBIOSSerialNumber S: error :: Failed to encode BIOS serial number.
csc_cmid.exe.log:24:[][7064] T: 54C F: AttributeCollectorWin.cpp L: 107 f: cmid::CAttributeCollectorWin::GetAttributeList S: err or :: Failed to retrieve BIOS Serial Number.
csc_cmid.exe.log:40:[] [7064] T: 1938 F: CloudRequest.cpp L: 227 f: cmid::ldentityServiceRequest::Serialize S: error :: Mandatory Hardware data missing.

1[7064] T:

1[7064] T:

1[7064] T:

csc_cmid.exe.log:41
csc_cmid.exe.log:48
csc_cmid.exe.log:49:

1938 F: CloudCommunicator.cpp L: 120 f: cmid::CloudCommunicator::communicationThread S: error :: failed to serialise
54C F: CMIDAgent.cpp L: 217 f: cmid::CCMIDAgent::handleCloudResponse S: error :: CMID agent received Identity Response
54C F: CMIDAgent.cpp L: 330 f: cmid::CCMIDAgent::handleldentityServiceResponse S: error :: Error occured in communication with cloud service:

[
[
[

Result: was using QEMU hypervisor & it didn’t have usable hardware to generate the
CMID.
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QEMU & KVM Hypervisors

QEMU & KVM need to add these lines to the VM’s XML to pass BIOS arguments to the

Guest-0S.

To see whether the BIOS serial number is passed:

*  Windows and type 'wmic bios get serialnumber'

* Linux 'dmidecode -s system-serial-number’

* Example only.

* Replace the values with unique values

<sysinfo type='smbios'>
<bios>
<entry name='vendor'’>LENOVO</entry>
<entry name='version'>1.25</entry>
<entry name='date'>06/21/22</entry>
</bios>
<system>
<entry name="manufacturer>LENOVO</entry>
<entry name="product>Virt-Manager</entry>
<entry name='version'>0.9.4</entry>
<entry name='serial'’>WB61111610061</entry>
<entry name="uuid'>337e27d5-91b2-4108-79ch-07ebc7dbaf9d</entry>
</system>
</sysinfo>
<smbios mode='sysinfo'/>

cisco W‘/
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Other
Troubleshooting
Guidance
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Check the NVM Directory

%programdata%\Cisco\Cisco Secure Client\NVM\

2 files need to be there:
06/04/2023 03:00 PM
06/04/2023 03:25 PM

Make sure the BootstrapProfile.xml shows the Cloud Collector

Ensure the ServiceProfile includes the default collection policy<

311 NVM_BootstrapProfile.xml

1,019 NVM_ServiceProfile.xml

See later slides for the contents expected of these files.

If either of these files is missing, we start troubleshooting cloud management of Cisco

Secure Client (CSC).

cisco é{{/a_/
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Do we see traffic?

- Traffic is NOT in the older IPFIX
(netflow) format.

- ltis inside TLS1.2 tunnel to the
intake endpoint

intake.prod.apjc.tmc.nvmc.csc.cisco.com

13.238.113.132
3.104.86.153
3.105.255.219

intake.prod.eu.tmc.nvmc.csc.cisco.com

3.68.136.100
3.73.201.90
18.158.108.76

intake.prod.nam.tmc.nvmc.csc.cisco.com
3.228.155.179

34.193.26.136
44.197.148.29

‘ Ethernetl

File Edit View Capture  An atistics

7.818856 10.1.82.157

7.889794 44.215.189.243
10.1. 157
16.

101821

Destination Length Info
66 53958 + 443 [SYN] Seq=@ Win=64240 Le
66 443 = 53958 [SYN, ACK] Seq=8 Ack=1 W

44.215.189.243
10.1.82.157
44.215. 243

=

© oo

bits), 6@ bytes captured (488 bits) on i

Ethernet II, Src: C (ee:1d

Internet Protocol Version 4, Src: 44.215.1

Transmission Control Protocol, Src Port:
Source Por

ze scaling fact
fada [u

BRKSEC-2834

@8), Dst: Vi
9.2 Dst: 10.1.82.157
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Cisco Secure Endpoint adds Remote Uninstall

4 Secure Encpoint = Cisco Secure Endpoint added Remote Uninstall

Remote Uninstall Only supports standalone CSE

ie for
Secure Endpoint Windows connector

e e —— No Remote Uninstall Support with CSC (yet

Secure Endpoint Mac connector.
Secure Endpoint Linux connector

[eslsr-nd‘i‘—m:ln\dwm Search @ O 5 @ Qa ‘Aaron Woland
puters list and an audit 1og - isco - aawoland

quarantine

Android Network
-onnectors and connectors with a proxy enabled cannot be uninstalied remately. The uninstall bution will be unavailable
for isolated endpoints. End the isolation session then the uninstall bution will be available.

onnector Protection is enabled under Adm .
Jroup OrbitalOnly

Group

The user a 2 o 2 ) Palicy
ion 12.0. The uninstall will fail if the
with MDM: Full Dis} . g o Internal IP

External IP

0000000000000000

Sisco Secure Glient does not support remote
westigate in Orbital 4 Events § Dq uninstall

CIsco
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Continue your
education
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Continue
your education

cisco Lz{@/

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from February 23.
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Other XDR sessions

@ Matthew Robertson
Distinguished TME

. Aaron Woland
Distinguished TME

. Aaron Woland
Distinguished TME

Extended Detection with
Cisco XDR: Security
analytics across the
enterprise

Cisco's Unified Agent:
Cisco Secure Client.
Bringing AMP,
AnyConnect, Orbital &
Umbrella together

Cisco XDR - Making sense
of the Solution and how it's
a Security Productivity Tool

BRKSEC-2178
Thursday @ 4:45 PM

cisco W‘/

BRKSEC-2834
Tuesday @ 5:00 PM

BRKSEC-2834

BRKSEC-2113
Wednesday @ 10:30 AM
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Other Sessions

@ Serhii Kucherenko
\&)

Customer Escalations Engineer

Steven Chimes
Platform Security Architect

“ Radek Olszowy
\ Technical Consulting Engineer

Cisco Secure Client and
Device Insights - better
together

(ZTNA) Demystified - What It
Is, Why You Need It and the
New Cisco Technologies
That Make Frictionless
Security Possible

Best troubleshooting
practices in Secure
Endpoint deployment

LABSEC-2776
Walk-in Lab

cisco éd/@_/

BRKSEC-2079
Friday @ 11:00 AM

BRKSEC-2834

LABSEC-2313
Walk-in Lab
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CcISCO The bridge to possible

Thank you






