


me ) .
cisco The bridge to possible

The New, Encrypted
Protocol Stack

and how to deal with it

Andreas Enotiadis, MIG Mobility Sales CTO
Bart Van de Velde, Sr. Director, Engineering, Networking CTO Office

cisco L{V&/



- The New Internet

- The New IP protocol stack &
New Traffic Behaviour

- What’s left?
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The New
Internet
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The Internet Reality - circa 2020 - Major US

Carrier

>90% of >70% of
Volume: encrypted Volume: to Cloud

10 Cloud sites
“Elephant destinations”
not “Elephant flows”

« Destination: all-encrypted world
« Cloud: concentrating the Internet

cisco L{V&/

~50% of >20% of
Flows: DNS Traffic: QUIC

71D I]I]/I]II]
e

Many small flows
Micro-sessions

Content: DNS is the load-balancer
QUIC: Future Protocol of choice
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Fast forward 18 months - Tier-1 EU Mobile

Carrier

Overall Volume

\

QUIC has doubled
in 18 months

QUIC is 43% of total
and rising

cisco Li/@/

Volume

‘ QUIC is “default”

3 YouTube

Volume

“ ' Meta has gone
full QUIC

Meta

(snapshot 11/2/2022)
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Network Traffic by Volume and Flows
The big flows that matter are predominantly QUIC

Overall Volume by Apps

Big 5 is 48% of traffic
QUIC is 40% of traffic
“other traffic” still largely TCP, QUIC now visible (4.3%).

O
(ke Quic ® Other
’% ‘:,4':- 17.92% Youtube
% =0 . o !
?16 °YOIlTllhB @ Instagram ‘
® Facebook Video
@ Netflix
Facebook
cP
;3&%

‘ QuIC

8.43%
TCP l@)
43.82%

)CO/ ~— TCP 0.25%
“35,C
o,
Cl

¥
%

of a’)"

“— TCP 0.56%

Total Flows by Apps

Lots of TCP sessions (likely IOT related, transactional related)
Big 5 APPs QUIC sessions are very targeted and high efficiency
(video related behaviour); fewer but higher in volume

auc  quic I3 YouTube 4 G
12.86% 12.48%, e

@ Facebook
F book Vid
'\c’?\u’\“ e Facebook Video

> @ Instagram
G n @ Netflix
Sae

— TCP 253%

— QUIC 2.59%
-acel k Watch|
~— QUIC 2 25
~— TCP 1.549 @

(snapshot 11/2/2022)

TCP 50.93%
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The pattern

Total Network Data Volume Breakdown

c ® Other
o 9:‘% Facebook
% 3 @ Youtube
Z
> =] QUIC 26.63% ® Instagram
% ® Netflix

@ Facebook Video
® Snapchat

LATAM

TCP 40.56%

»5 auic
53 1081%

— TCP 157%

i

C
o

QUIC 22.14%

doL

§

TCcP
< wor,

QUIC: 46.52%

Qe 31T

TCP
=== 3.2%

cisco L{V&/

TCP 47.9%

persists worldwide into 2023

Total Network Data Volume Breakdown

s Oth
o Quic <
c 11.63% ® Facebook
<; — TCP 0.77% @ Youtube
‘@ ® Netflix
% @ Instagram
Quic Whatsapp
10.28%

® Facebook Video
® Snapchat

—— TCP 1.61%
o ' ‘ TCP 5,950,
TCP56.61% | Other63.12%
N\ ~
7
UsS =
% e —
@ Other
@ Youtube
N— TCP 0.57%
o e QuiC 0.15%
@ Snapchat
e Netflix

QUIC: 32.4%

EU
B Quic: 42.24%



Early 2024 Data: QUIC still going strong

TCP 21.66%

3
)
=

QUIC 29.58%
UDP_NQ
3.66%
Qu
2855,
QUIC 8.61%
L
— KO
iz Gy %
& >
Quic 04% — LS
(S) TCP 9.05%
(s}

QUIC: 47.31%

cisco L{V&/

TCP 13.38% E

TCP 33.7%

QUIC 11.58%

&
o
sx O
£ =
G o =2 4 3 TCPBT1% ' 1or 1ume
TGP 0.58%
QUIC: 41.5%
QUIC 14.29% . . (0]
~— TCP 0.85%
3 TCP11.37% SN
2 L
=
: UIC: 41.98%
. . (0]
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2024 APJC New Measurements

QUIC Volume:

57.97%

Flows:
QUIC: 46.12%
TCP: 52.7%

% QUIC 18.95%

TCP 0 OTS

TCP O 10%
OQUIC 024%
TCP 000N

BRKSPM-2024

37% is Meta

“Meta Addiction”

Volume

%ouncmm

Facetook
Youtsoe

® Al
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QUIC is growing across the world
various snapshots - Approaching 50% WW

QUIC traffic evolution data 2020-2024

70

60

50

40

30

% of QUIC traffic

20

10

0
2019 2020 2021 2022 2023 2024
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CIsco

Youtube
TCP QuIC
11.72% 17.63% Instagram

Facebook Video
@ Netflix
v Facebook

Spotify

@ Snapchat
3 YouTube

QuIC
37.31%

@ Facebook Watch

April 10 2022
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The New I[P
stack

New Stack, New Behaviour
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An application driven global transition
HTTP/3 Stack = UDP+QUIC+TLS

old App Stack New App Stack £ DoH 4= eSNI/ECH

QUIC - RFC 9000 DoT - RFC7858
HTTP/3 - RFC9114 DoH - RFC8484 RFC8744
HTTP/1.1/2 HTTP/3

TLS || ' ‘wo +TLS1.3 D
Client
UDP -
DNS communication over

P P

conoe=dJdH

Large Scale Adoption

cisco M-/ BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



IETF RFC 8446 - Underpins all others

(Ful Handohake) S - Simpler, Stronger Cipher Suites
F J () * No Compromised algorithms
Client Server p— o « Only PFS (Perfect Forward Secrecy)
(9) 7 T * No Renegotiation

iy T 2) el - - " 2)

@A R R A""—w*“‘m « 0-RTT (returning user to server)

xy 100ms Hh"n .-‘.u i st ) )

orge. :hg ‘*9;@ =] ,. 4) » |deal for Mobile connections
O/ M:‘:‘z‘a‘z“ """"" AR i » No RSA (or other) Static Keys

510, - B v « PSK(pre-shared key) for 0-RTT - session
?4 S e resumption
v
A Faster TLS Handshake

c ! s co M- BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Optimised for RPC

ETF RFC 9000 - The new “TCP” & Quic

| Client | |Server| | Client | m e & . P
HTTP/2 HTTP2 API TCP sy, [itia, ey, | QUIC e <o W
Hand- " Ceerg‘F\r Hand- s S
shake ST AC i \’\?\\0' shake
%, Clienttey, i Fin, data_|
TLS1.2 Tt begiglo: Deliver at all cost
shake e ) Fin - _
s, (Multiplex, no-HOL)
Application level (user space)

Q5 kemel level

N uoe

User Space
TLS 1.3 Encrypted

O—=NWhHO0

Throughput (Mbps)

cisco W‘/

20 40
Time (s)

Fast of the blocks

UDP is ”fire and forget”
App controls the rest

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Qauic

70% of interactions complete in
<53**

% LATENCY REDUCTION ACROSS NETWORK TYPES

daiall

Cong. Win. (KB)

Scenario Flow | Avg. throughput

(std. dev.)

QuIC 2.71 (0.46)

QUICvs. TCP | 1cp 1.62 (1.27)
QUIC 2.8 (1.16)

QUIC vs. TCPx2 | TCP 1 0.7 (0.21)
TCP 2 0.96 (0.3)

QuIC 2.75 (1.2)

TCP 1 0.45 (0.14)

QUIC vs. TCPx4 | TCP 2 0.36 (0.09)
TCP 3 0.41 (0.11)

TCP 4 0.45 (0.13)

80 F— T — T T —
1 L L L
20 21 22 23 24 25
Time (s)

QUIC is “Unfair?***

The poorer the network, the better the

improvement*

cisco Ld{a/./

BRKSPM-2024

Moves Control of the User Experience to the App
Apps do not play nice - they will deliver over everyone else

Impacted Areas

(e.g. wireless access)

— @) —

*uber engineering;**Cisco Analysis, cust.data;***APNIC study

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Secure DNS - Domain lookup Privacy by default

DoH - RFC8484 is becoming mainstream

Direct rm Root Direct rm  Root
Resolver ) — Resolver o
= D053 =
l q q O TLD l g Q TLD
(.com) ] o= (.com)
™ o O
o Authority Designated
e
o (xyz.com) o Resolver
(xyz.com)
From: DNS Hierarchy + cleartext fields To: DNS (direct) Connect + ciphered fields

+ DNS is controlled by Applications
cisco Lz/.o/
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Hiding the destination completely - eSNI & ECH

RFC6066 ) RFC8744  mmm) draft-ietf-tls-esni-16
8] ) ! $ | e 8 &=

~——__| ClientHella
« extensions {key
share, SNI, ALPN, ...}

erverticl
non-sensi
Begin (key share, .. )
handshake Begin
encryption | &e—— | g hand
handsh encryption
ancryption )]
Begi Bogin
transmitting Begin transmitting
application data transmitting - application data
application data | GET findex himl HTTP/11

GET /index.himl HTTR/1

—_
GET findex.html HTTP/1.1

Classic SNI m) eSNI w==) ECH
Destination & Destination leaked via DNS Only CDN address visible - DoH

Capabilities in the clear ALPN™ still in the clear SNI & Capabilities fully
encrypted

W / *Application layer Potocol Negotiation
c 1 SCO &. BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Bringing this all together

App Client App Web server

DNS
G gOt0: a.b.c.d

| OOK UP: XYZ.COM s EStandard V Well-understood protocol stack
' (Do53)

V Foundation of all web traffic
TLS @a.b.cd
V Adopted by Applications

or

€= established: Xyz.COM = | orp o /' Gilobally scaled

9 '— Connect SNI: xyz.com _,xyz.com

e NEW SESSION: XYZ.COM ey ' HTTP/1.1

cisco M- BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



App Client

L
2/

First, encrypt DNS

| OOK UP: XYZ.COM )y
'4— goto: a.b.c.d

s NEW SESSION: XYZ.COM -

= cstablished: Xyz.COM =—

cisco Li%o/‘/

' Standard

App Web server

' DNS
' (Do53)

| C t SNI: xyz. Xyz.com
onnec Xyz.com ?@a.b.c.d

HTTP/1.1
or

" HTTP/2

MITM
App Client ¢
PR ien N App Web server
e
~ e
fo1) e
e

BRKSPM-2024

Need TLS and HTTP
Inspection to recover
information

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Second, use TLS 1.3 Features VT

74
App Client App Web server App Client N App Web server

LITTTI— LTI
BN\L1O LTI ™10 LTI
e 5 TE—
LITTT— LTI

— LOOk up: XyZ.Com ﬁ i gtNagdard % i Secure

G (0t0: a.b.c.d (Do53) 0 DNS

9 TLS1.3 +
eSNI/ECH

onnec Xyz.com ?@a.b.c.d e a.b.c.d

or

HTTR/2 Session setup encrypted but session

e NEW SESSION: XYZ.COM ey ' HTTP/1.1
| patterns can provide insights

= cstablished: Xyz.COM =—

c 1 SCO M- BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Finally, HTTP/3 and QUIC multi-session

technology

Now

Only Layer 3
Remains ...

cv:sco L{Ko//

MITM

v

APD Cﬂent N App Web server

B —o—

|

Secure
' DNS

a.b.c.d
TLS1.3 + i
eSNI/ECH !

"

'HTTP/3
E + QUIC




Visibility is lost

MITM
Old way New way =
APPICliEn App Client
PP C_|e t App Web server PP -1 Ny S S Ay
e
l 1 e ) ——
T LTI I
LT
& [ )
i— Look up: — E[S)tl\?gdard :
| Xyz.com ) : :
! a.b.c.d : :
. t SNI: Xyz.com .
9 | fy';”é‘i; > TS > @a.b.cd i ——pa0
E | i eSNI/ECH !
' . New session: . 'HTTP/1.1 iHTTp/g
=M ostablished: S 9 : - quic
f Xyz.com ! ! |

c 1 s co M-/ BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



DPIl is gone

HTTP/3 Stack = UDP+QUIC+TLS+H3+DoH+eSNI/ECH

old App Stack New App Stack =i DoH 4= eSNI/ECH
QUIC - RFC 9000 DoT - RFC7858 RFC8744
HTTP/3 - RFC9114 DoH - RFC8484

LS Quic+TLs13 Application Controlled Target Domain is
I— B Ao opaque /
_ uDP DNS Traffic not observable unobservable

IP

P Google & CloudFlare serve 50%
of global DNS requests
Both support DoH

* Improved All major OSs & Browsers
Security support DoH (Firefox Defaults for
* Multi-session US to CloudFlare)

* Improved QoE

r .
GO 0@ & ¢ uer * A7 rendy e 2

< <t
Large Scale Adoption s DPI Ineffective ¢

including alternative hints e.g. DNS or SNI
cisco L{{{o/‘/ analysis



But there Is
more...

cisco L{V@/



Tunneling is the new normal for APPs

also: welcome to a new threat vector (exfiltration tool?)

H/3 // QUIC

APP Server
Firewall Proxy

Operating System

cisco L{V&/



Options for Masque

\ YW
QO -
S5 |

ﬁ o

.

Inside the App Inside the O/S Client to O/S Network Appliance
(tunnel IP)

Example: CLOUDFLARE

1.1.1.

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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Apple Private Relay: Dual Hop Masque

Private Relay Dual-hop Architecture

[ B0 &

Device Access Network Relay 1 Relay 2 Website

Py ot , New IP address
User’s original IP address ; [ (assigned by Private Relay) ‘
(not visible) :

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




SP Domain has less (or “no”) insights on traffic

5 SP Domain . Apple Domain'

ncrw‘edmd 3 |
e 1
guL\\c:‘l\ N ‘_“—\'PI : Secure DNS !

i
A

1

! DNS-0-HTTPS |

* Peering :
= >

- -

1 1
1 1
1 1
! o e ' Ingress Proxy Egress Prox
l L] - o GG = & | Y
Aggregation g pecriper “O"®

App ! Gateway ! !

! Access

4 ‘\‘ —) The New Services &

|dentity
ZERO Visibility Anchor Point

cisco M- BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



+ 70% of worldwide front-end servers deployed latest Windows

Server with HTTP/3 support
l | | a t + Chart below shows all EXO H2/H3 usage; including browser,
mobile and desktop clients
M S F T * HTTP Requests per Second by Protocol

f [
\ A A
**/ \v“\/\/\,\,‘/__/\lf\/ \/ /\\V/\‘\/\/—’/\/ \\ /\J/\/ \Vf\/'*/

Chrome Last-Mile Latency

Easy to adopt

l OWA Telemetry Sample Counts by HTTP Version
T . . 00,0008
-
.. W. d 1 150,000 10K 3
mm Windows1
50% 75% 0% 99

99.9% 99.99%

Latency (milliseconds)
5 o8 8 8
- g & R 8
a9
4
105
8
o | 238
166
W 2837
F ] 1,201
I 27,115
B 5780
I, 69,756
I 21,960

- 0000 WHTTR/2 WHTTR/3

' ‘ U e Nmov mwes B 2 mvos | Mo 20w s BN 0Nw  1Ds Reduction with HTTP/3
Office |
5%

xu: 58% 6%
Pervasive across Products = = Lo
], =) o 14% I
[Sigsrs <l " m [
TeeTisI2 TCPTLSIA Quic
(@) RTT 2RTT IRTT
s oo — Outlook web access *actually* runs better using H/3
o T e e

SMBoQUIC - No VPN
L‘V / * Source: EPIQ 20212, Nick banks, MSFT
Cisco &. BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



QUIC/H3/DoH stack is in business

; Googe K}

detI.y cLou DﬁE" =. Microsoft Uber
~ aws [EY*
Gkamai “ N

android

Content Delivery  Security Privacy  Loadbalancing App Infrastructure  App Experience

c 1 SCO M./ BBBBBB -2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Net Neutrality has effectively been subverted

Scenario Flow | Avg. throughput
o o - Net Neutrality implicit assumption is
UIC vs. TCP ; ; . .
: SSHPC 12-682(<11-1267)> that during network congestion the
QUIC vs. TCPx2 | TCP1 |  0.7(0.21) network will impartially impact all
TCP 2 0.96 (0.3) .
QUIC | 275(12) flows - and that all flows will respond
TCP 1 0.45 (0.14) . .
ouie e | Tor2 | a3s(0m in the same way (TCP assumption)
TCP 3 0.41 (0.11 ° 1
t el moin App owr!ed flow Coptrol breaks this
assumption conclusively
S « Therefore ~50% of the traffic in the
e internet is no longer conformant to

Snapchat

neutrality principles

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Standards are there

Continuous standard adoption

HTTP/3

RFC9114

Qauic
RFC 9000

eSNI via ECH
RFC8744
draft-ietf-tls-esni-14 (16 now)

TLS 1.3
RFC 8446

Secure DNS Standards
DoT - RFC7858
DoH - RFC8484

cisco Li%o/‘/

BRKSPM-2024

V At scale,
in production

Microsoft
chromium Edge Mozilla

V Client.’ﬁe e ﬁv

V Application @\
Vv Coud oilh

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



The consumers are observing benefits

QoE Drives QUIC Adoption

1.8B Daily Active Users - 3B Monthly
QUIC and H/3 are protocols of choice*

Cloud CDN throughput (50th percentile)

8000
kbps

7000
kbps

Google

s QUIC enabled

6000
kbps

Nov Dec Jan Feb
2017 2017 2018 2018

Date
Google CDN Performance increase

Uber

100
75
50

25

~40%-50% reduction

% REDUCTION IN LATENCY

0
P50 P75 P95 P99

LATENCY DISTRIBUTION

Latency
reduced significantly**

% LATENCY REDUCTION ACROSS NETWORK TYPES
B QUIC_OVER_TCP_P35 [ QUIC_OVER_TCP_P39
60

~40% reduction Uber

40

20

WiFi LTE 4G (HSPA+) 3G (HSPA)  2G (EDGE)

The more fragile the network, the more QUIC excels**

*source Facebook engineering

** source Uber engineering



SP Services Portfolio needs assessment
(non-exhaustive list) /Q‘

Differentiated Billing Regulated Services
m) Zero rated Apps m) Site blocking
=) App aware service m) Traffic intercept
) .
[L>>
Traffic Management Business Services
m) Peering =) VPN

asco /ye/ ™ Optimal interconnect m) Security



So what is left?
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Customers are looking for solutions
Example Use Cases Asked

‘ Manage video downloads vs video DPI won’t work anymore in QUIC
- streaming, downloads being the priority  Recognise type of flow and act accordingly

@ Manage Snap video vs Snap apps Same problem

@™  Account for encrypted traffic in terms of source/destination

£ More generically: Identify and manage QUIC flows; mitigate impact on Radio;
o optimise against industry metrics; future-proof network smarts

Cisco

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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There is some information that will not go away

Header

Payload

Header

Payload

Packet

N\,

Header ‘
Length

Version ‘

Type of Service ‘
(TOS)

15 16

Total Length (in bytes)

Identification

Flags
e | Fragment Offset

Header Checksum

CDN Information

C|scc>[14hé¢/

+ T+

Packet

o

Time Domain

Traffic Volume in Time Information

BRKSPM-2024

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



App (e.g. Video) Behavior varies by protocol and

use Case

3 Ly

Time s}

TCP based ABR video players prefer larger, sustained
downloads due to high cost of establishing the TCP
session and reducing time spent in TCP slow start.

Often use HTTP/2 connection. (DASH/HLS) to fix HOL.

Wireshark 1/0 Graphs: peregrine_file pcap

ikt sl pocket 253D (835 = 3714 e08).

Enabled Graph Name

Display Filter  Color

Style

Line

¥ Axis ¥ Field

All Packets

Bits
=) Filtered packets

|
paddr==1010... Il

cisco Lzﬁa/

Line Bits

/

QUIC Video Stream
Detection

.K

N
7 NTF

(2]
3
o
o
1
o
>
c
S
=
)
Bits/1 sec

\Y

QUIC based ABR video pl
smaller chunks.

Multiple QUIC Streams in
ars

Download Stream
Detection

SMA Period
None 1
None 1

ayers prefer requesting video in

many cases to (different)

2 Premium

NETFLIX

BRKSPM-2024

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

UDP Video Live Stream
Detection

15100 |- |

1.2510%

1108

I
a \H\lw.

111 1]
200
Time (s)

UDP based video players are extremely reliant on

consistent network performance. Small buffer, sustained
T’put

Applications: YouTube Live, WebEx, Microsoft Teams,

Zooh YouTubeTV 00 webex

by €15€O

zZoom

42



Time Domain Flow recognition

« Observe all flows

- Profile per flow (Time
domain matched)

* In real time

« The resulting profile will
allow to distinguish the
nature of the flow

* Content Download
« (x-Form) Streaming content

* Real time 2 way
communication

* \Video/non-video
Short lived flows

uscoéz{@

Flow #1
. W E— )
S Te= oo —=»

. Download ‘ Real time one way

‘ Real time 2-way Short form interactions

Short-Mid-Long Form ‘
Video

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Data Sending Rate

Inferring Traffic Behaviour (e.g. congestion)

- Different congestion algo’s have different behaviour

- Time-domain observation + anomaly detection -> congestion inference

Reno vs CUBIC vs BBR behaviour*

160

CUBIC s
BBR s
L

A

ReN0 s -

i L
0 0 40 50 60 70 80 90

cisco Li//p/_/

Time

100

Link Capacity

- Assessment of various flows in
parallel

- Understand Protocol
behaviour: congested or not

- This serves as input for Policy
Application

* https://blog.apnic.net/2017/05/09/bbr-new-kid-tcp-block/

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Correlation with other network data

Information

*  Power consumption
« |P traffic flows

User data (Profile, KPI, SLA)
Access data

Knowledge

Correlate IP traffic to users

Correlate IP traffic to power consumers
Understand capacity of consumers
Geo distribution of consumption

Action

« Manage usage of power consumers
« Manage services profile (KPI/SLA)
* Plan and upgrade

c 1 SCO M- BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Programmable Traffic Management

- Traffic can be
controlled in various
ways.

« Buffer
« Discard

 Flow control

- e.9. CUTO is a pre-
compiled example
where the parameters
are implicitly configured

cisco L{{@/

[0))
§ &
01&\

0110
.
:—
[

Pl
&

€«
€«

Flow #1 =) 110010

o EE——)
N I
Flow #in =——)
Traffic
Management

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Real Data from Real traffic

Basis for building use cases

Payload |
Metadata (DNS, SNI...) if

visible

Type of Servce TotalLength (in bytes)

Header ‘
Length (T08)
Fi
1:»:’,, Fragment Offset
Protocol+APP Profile
Source IP Address . 1

RVA )
Destination IP Address 3¢ E E

+ O 10 -
) 3 = B8 '
Enrichment Attributable

Header Payload
| Per flow
Per flow QoE

|

Data record

Aserve Flows Cell ID, Data Set
|| User, ...

e [

8

@ 4G/5G

CISCO M_/ BRKSPM-2024

| Header

Header Checksum

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Downiink Frame Sizes Percent

nc. Qok

Compute Metrics

« Application Metrics for Top apps (YouTube, Facebook,
Instagram, Netflix, (operator defined app)) : Median
throughput, Count of data sessions,Time to first 500KB,

Monitor all flows
. . Latency, Data volume
’ I(Efgﬁl)nfﬁgcva?ongcz%srf;Esrégil:saeizl\l,/igigI)’ CDN « Per Cell performance (aggregate accross all apps /
. Enrich’ With COyrSEI’O| Plane Info (S1-MME, S-11..) data sessions) : Average Simultaneous Active
. ELK (elastic Search, Logstash, Kibana) a,nalyticg engine Subscribers, Median Burst Rate Throughput (measured
’ ’ only during transmit time), Total Data Volume, Time to

+ Extensibl nrich DR pr ion :
tensible to enriched CDR productio first 500KB, Latency
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CUTO

User Experience optimisation under congestion

Congestion inference determines which links are congested and which flows are
impacted

Elephant Flow Detection identifies which (QUIC or not) Flows can be managed.
Then Machine Learning determines if that Flow is being delivered during
congestion (red circle) and require Flow Control or not (blue circle)

Video applications implement a
multi-minute video buffer — making
video a non-real-time application

&3
YouTube

Surplus
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Real World outcome: Tier-1 EU Operator
CUTO use case

Date
1/17/2022
1/18/2022
1/19/2022
1/20/2022
1/21/2022
1/22/2022
1/23/2022
Average

EFO Off EFO On Percent Change EFO Off
17 9 -47%
21 10 -52%
27 11 -59%
22 15 -32%
18 11 -39%
23 11 -52%
28 16 -43%
22 12 -47%

Congestion - Carriers
Congested Hours Count

Congested Carriers Count

(@ -47%

Frequency
Congestion

cisco Li%o/‘/

40
57
74
72
68
70
110
70

EFO On

16
26
33
46
30
36
57
35

Percent Change

-60%
-54%
-55%
-36%
-56%
-49%
-48%
-50%

& -50%

m Congestion

) 4

Network

os Speed Test
90 /0 Improvement

OOKLA

() SPEEDTEST

Qokla Speed
(Mbps)

Confidential and Proprietary Information of Opanga Networks, Inc.
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CUTO™ Wireline

Enhanced User Experience within SLA Boundaries

Situation

Broadband ISP Wholesale

Bandwidth Access Operator

Volume
Burst

Conform to SLA results in predictable Costv

Violate SLA results in additional cost x

Indiscriminate Policing leads to
bad user experience

cisco L{{@/

*Cisco Ultra Traffic Optimization

Solution

G—RJ

Bandwidth

Volume
Burst

"™N\110 U v
Gl = & 32
S 56—_:' 0110
Monitor Infer Congestion Police
Control Egress
(Pace Elephants)

« Conform to SLA
« Ensure QoE for every user

' Fair use capability



Custom Policy Enforcement

e.g. Differentiate between "download” and “streaming” (within same app)

Throughput
(Mbps)

Throughput

Bits/1 st

(Mbps)

Downloacl\i\A

wr |
w7 [
| ﬂ‘
of MM_ [
[ 25 50 100 125

Time
(s)

q’ Stream

/ Detected .

[f — Apply Policy (e.g.
1 limit BW usage) for
| stream
i /
|

il T
R I /\ “M u’ i UWHLL JAVAMIA

Time

. (s)
cisco Lz//p/_/

« Same Source/Destination Address

- Differentiate between download versus

streaming on the same SA/DA

- Apply Policy per flow type, e.qg.

* Download Policy: no action

» Streaming Policy: Limit to set BW profile
(police/buffery/...)

BRKSPM-2024

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RAN Energy Savings based on IP utilization metrics
(BRKSPG-2583)

()

IP Flow Measurements

Honor User Experience
@
(Correlate data) -ﬁ

20
7 MBps SLA Theoretical 5 MBps SLA
RAN KPI Decide where b eeeeeeeeeeeeeee o a5 e 5,

— to Optimize RAN

nfnfl
Save Energy
(RAN Optimization)
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Systematic Approach to Smart Energy Savmgs

# IP flow QoE

Understand IP Flows

Correlate Data and
Present decision

Manage Frequency bands
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Use Case : Protecting Real-time Traffic

Observe traffic, detect videoconferencing stream,
measure steady state Bandwith usage of video conf
stream, shape traffic to (total-videoconf BW)

o : :::°: °
Real-time Ci
@ Profile/model
l % w3t 2
Flow #1 m)
- - N0 —) &;, —) 0110
o E— 1031 —) 06?: m—)  13993° ——
F'ow H#n mee——)
Real-time Video flow(s) Calc Steady State Traffic Nicely conditioned
Real-time collab flow(s) For real-time flow(s) Management Real-time collab apps
‘ Real-time collab flow
- Any otherflow
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Use Cases Summary

Non-exhaustive list Visibility (Platform)

(Passive) Traffic Monitoring & Analytics
QoE derivation and monitoring

\ Policy Enforcement Engine

Dynamic Policy Enforcement per
(APN|MSISDN|Link|Base Station|...)

Selectable & Dynamic
Policy Enforcement

CUTO (Dynamic Congestion Alleviation by
Elephant Flow Shaping)

CUTO-Wireline (Interconnect link bandwidth
management while maintaing an enhanced
User Experience)

CUTO* CUTO-

(elehant flow _erellne
shaping) (Link BW mgmt
w/enhanced UE)

sbBuineg ABiaug NVY

uoI1108104d 2J4el] awl] [eay

Manage overall link congestion
dynamically to protect RTP traffic
(videoconf, collaboration, etc)

RAN Energy Savings / Sustainability

Dynamically switching bands on/off at a cell
site to match IP based real-time traffic demand

*Cisco Ultra Traffic Optimization & QoE from customers.
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Why does this scale

Simple

| only use state on the
important/interesting stuff

« 20% of the flows generate
80% of the volume

cisco L{{@/

Smart

- | only use state if | need it

- when there is a reason
e.g. congestion

BRKSPM-2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

57



Summary

- Traffic is encrypted, application controlled, and obfuscated
- Traditional DPI approaches (w)(d)on’t work
- This evolution will affect Service Provider consumer offering policy

- An IP centric approach is feasible and addresses several use cases
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Thank you
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