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The Challenge
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Silo’d data stores and dashboards

MyRedisServerDashboard

My New Redis Dashboard

Infrastructure Virtualization / Systems Cloud
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What if there was a way
to democratize that data”
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Enter
OpenTelemetry
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What is OpenTelemetry?

“OpenTelemetry is a collection of tools, APIs, and SDKs. Use it to instrument,
generate, collect, and export telemetry data (metrics, logs, and traces) to help
you analyze your software’s performance and behavior.”
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OpenTelemetry Signal Types

a set of measurements collected at regular intervals

strings of structured or unstructured text with an
associated timestamp

chains of events (or transactions) between different
components in an application
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Relevant OpenTelemetry Terminology

cisco L{V&/

In the OpenTelemetry project, used to define how telemetry data is generated

A telemetry SDK implements the OpenTelemetry API in a specific language

Defines standard names and values of Metadata in order to provide vendor-
agnostic telemetry data.

OpenTelemetry Protocol (OTLP) defines the protocol used to exchange data
between the client and the server over gRPC or HTTP
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OpenTelemetry reference Architecture

OTel Library OpenTelemetry OTel Library
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OpenTelemetry Collector as protocol translator
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Collector Use Cases (1)
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Collector Use Cases (2)
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Intersight and
OpenTelemetry?
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Intersight and OpenTelemetry?
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Intersight and OpenTelemetry
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88 General / Example Intersight Dashboa

v Overview

Security Advisories Objects with Securit... Objects with other a... NTP Policy Count Virtual Machine Cou...

16 206 161 19 673

v Alarms

Intersight Total Alar... Intersight Critical Al... Intersight Warning A...

309 131

v HyperFlex

Hyperflex IOPS

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
== intersight_hyperflex_read_iops{exported_job="unknown_service", instance="otel-collector:2112", intersight_hyperflex_device_id="\"5f0528996{72612d309575d¢
== intersight_hyperflex_read_iops{exported_job="unknown_service", instance="otel-collector:2112", intersight_hyperflex_devic: 00bd9396f72612d310adfee

== intercinht hvnerflex write ionslexnarted inh="tinknown service" instance=z"otel-collectar-2112" intersinht hvnerflex devire id="\"§f059899Af772A12d30Q575d

HyperFlex Throughput

5000000

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 20:00
== intersight_hyperflex_read_throughput{exported_job="unknown_service’, instance="otel-collector:2112", intersight_hyperflex_device_id="\"5f0528996f72612d30
== intersight_hyperflex_read_throughput{exported_job="unknown_service', instance="otel-collector:2112", intersight_hyperflex_device_id="\"600bd9396{72612d31

== intersinht hvnerflex write thronnhnit{exnarted inh="iinknown service® instance="atel-rollectnr2112* intersioht hvnerflex device id="\"Rf059R09AF72A12d30
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Cloudwatch Dashboards intersight

intersight v ¢

Intersight Alarms Total H

440

Intersight Critical Alarms H

156

@ alarms_total

Intersight Security Advisories i Objects with Security Advisories H

16
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206
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@ security_advisories

HyperFlex IOPS.

No unit

1 A
N\ u“uu

000 1000 100 1200 1m0 1400
® read_ops @ write_ops
HyperFlex Throughput

No unit

283

VUV
v

\lm_u‘w‘

@ security_advisories_affected_objects

1500 1800 1700

147%
1m0 1400

0900 1000 1100 1200

@ read_tp @ write_tp

HyperFlex Latency

No unit

s

Cisco

.&‘/

1500 1600 1700

1800 1900 2000 2100 2200 2500 0000 0100 0200 000 0400 0500 0600

@ nonsecurity_advisories_affected_objects

H.w«wru
[VNV

-\j‘w

100 1300 2000 2100 2200 2300 0000 0100 0200 OG0 0400 0500 0600 0700 0800

A
;:\P“'r\\,‘r\‘" ‘.M‘ W
ATRTATAIL

uyyv

A
“M.J‘,\‘Hm‘

mu
‘H-IH‘\‘]\“ 1AV,

I
v‘“‘“

DEVNET-2118 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

20



'510528996172612d309575de’

@ Observe
th  Explore
Configure

2. FSO Platform Exchange

°

Spacefleet

S

Intersight

cisco e/

) Hyperflex C

510528996172612430

Hyperflex Read I0Ps

anz-sydneyS

Hyperflex Write 10Ps

Hyperflex Read Throughput

Hyperflex Write Throughput

Hyperflex Cluster: "5f052899672612d309575de"

DEVNET-2118

PROPERTIES
intersightdevnet account name
anz-sydneyS

intersightdevnet hyperflex device.id
*510528996(72612d309575de"

HX Read 10Ps
558 10Ps

HX Write I0Ps
616.4110Ps

HX Read Latency
037ms

R

HX Write Latency
168ms

—e

HX Read Throughput
242 04K bytes/sec

HX Write Theoughput
6 01M bytes/sec
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What is intersight-otel?

- Lightweight collector (written in Rust)
- Periodically polls Intersight API to retrieve metrics

- Extremely configurable - APl requests and metrics generated are
configuration not code

- Available as binaries for multiple platforms or container image to
run on Docker, Kubernetes, AWS ECS, etc.

« https://aithub.com/cgascoig/intersight-otel
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https://github.com/cgascoig/intersight-otel

Configuration overview

key file = "/etc/ismetricskey/intersight-key.pem" GlOba| Conﬂguration
key id = "©123456789abcdef01234567/0123456789abcdef01234567/0123456789abcdef01234567" L .
otel collector_endpoint = "http://otel-collector:4317" ‘ lnterSIth aUth

« Otel destination

[[pollers]]

name = "virtual_machine_count"

api_query = "api/vil/virtualization/VirtualMachines?$count=true"
aggregator = "result_count"

ifigzivEl S 23 Regular Pollers
[[pollers]] — Call a regular Intersight APl and
name = "ntp_policy count” extract a metric value

api_query = "api/vil/ntp/Policies?$count=true"
aggregator = "result_count"
interval = 300

[[tspollers]]

name = "hx_performance"
datasource = "hx"
dimensions = ["deviceId"] ; ;

filter = { ...} TimeSeries qulers
aggregations = [... ~ Query the Intersight

post_aggregations “TimeSeries” API for metrics
interval = 300
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Regular Pollers in action

[[pollers]]
name = "virtual_machine_count"

api_query = "api/vl/virtualization/VirtualMachines?$count=true"
aggregator = "result_count"

interval = 300

GET https://intersight.com/
api/vl/virtualization/VirtualMac es?$count=true

{
"ObjectType - "mo.DocumentCount",

"Count": (658
)

: : OTel
intersight-otel CallEsr

Metric #4
Descriptor:

-> Name: virtual_machine_count

-> Description:

-> Unit:

-> DataType: Gauge
NumberDataPoints #0
StartTimestamp: 2023-05-05 ©5:33:15.411738108 +0000 UTC
Timestamp:.2023-05-10 08:04:15.41354285 +0000 UTC
Value: (658.0¢0000

result_count
aggregator
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TimeSeries Pollers - API

Developer Center API| Reference

Service

rst fapi/vi/telemetry/TimeSeries

Intersight

Request Model

API Reference v1.0.11-12203 =)

Q s n queryType: string
earch...

* dataSource: ol

REST Client @

telemetry/ |Imesounaaries v descending: boolean Whether to make descending ordered result. Default is false(ascending).

telemetry/TimeSeries

+ granularity: object
Perform a Druid TimeSeries

POST "
request. + filter: object

telemetry/Topns v *+ aggregations

* intervals: array A JSON Object representing ISO-8601 Intervals. This defines the time ranges to run the query over.

ect Aggregation functions are used to summarize data in buckets. Summarization functions include counting rows, calculating the

min/max/sum of metrics and retrieving the first/last value of metrics for each bucket. Additional summarization functions are available
with extensions. If no aggregator is provided, the results will be empty for each bucket.

terminal/AuditLogs

+ postAggregations: object Post-aggregations are specifications of processing that should happen on aggregated values as they come out of Apache Druid. If
terraform/Executors ‘ you include a post aggregation as part of a query, make sure to include all aggregators the post-aggregator requires.

thermal/Policies i

* context: object
top/Systems

cisco 'p//

limit: integer An integer that limits the number of resuits. The default is unlimited.
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TimeSeries Pollers - Naive strategy

This data arrived too late to
be included in the metric

< P ® ® o ° ® > Time

t-20m t-15m t-10m t-5m t t+5m

\ J
|
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TimeSeries Pollers - Actual strategy

« ® ® o ® ® O > Time
t-20m t-15m t-10m t-5m t t+5m

\ } |

cisco L‘V&~/ DEVNET-2118 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




TimeSeries Pollers

Hyperflex IOPS

50

1

AR AR 21:55 22:00 22:05 22:10 22:15 22:20 22:25 22:30 22:35 22:40
== intersight_hyperflex_read_iops{exported_job="unknown_service", instance="otel-collector:2112", intersight_hyperflex_device_id="\"5f0528996f72612d309575d¢

== intersight_hyperflex_read_iops{exported_job="unknown_service", instance="otel-collector:2112", intersight_hyperflex_device_id="\"600bd9396f72612d310adfee

mm intercinht hvnerfley write inneleynarted inh="inknnwn servica" instance="ntal-rnllartnar?2112" intercinht hvnerfley devire id="\"RfN52RQ9AFf72A12d3NA575d
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Demo time!
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Key Takeaways
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Key Takeaways

- OpenTelemetry provides a vendor-agnostic telemetry framework
- Once in OpenTelemetry we can do almost anything with that data

- Think of OpenTelemetry Collector as a protocol translator for
telemetry

- intersight-otel can generate OpenTelemetry metrics from almost
any Intersight API call you can think of
- Please try it out
- Give feedback
- “Star” | “Watch” the GitHub repository for updates
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