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When we trust too much...

Cor
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Reconnaissance
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When we trust too much...

Lateral Movement
DEEE0 o
Pivot to DC, pag$word harvesting
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Data Exfiltration using
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When we trust too much...

cisco L{Ko//

Information monetized

Co
,\rp()h.

Ooops, your files have been encrypted!

\What Happened to My Computer?

Y our important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
§ X way to recaver your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service.
5/15/2017 16:25:02

" T
Time Left Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. (Butyou __|
have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

Yourfies willbe lostion If you want to decrypt all your files, you need to pay.

5/19/2017 16:25:02 You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.
Time Left

How Do | Pay?

Send $300 worth of bitcoin to this address: de|
152G qZCTcys6eCiDKE3DypCiXiEQWRVEVA

Check Payment

bitcoin
ACCEPTED HERE

Contact Us

o
e dJo
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The Foundations of Zero Trust in Your \Workplace

Visibility Segmentation Containment

Grant the right level of Shrink zones of trust and Automate containment of
network access to users grant access based on infected endpoints and
across domains least privilege revoke network access
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Context Build, Summarize, Exchange

ISE builds context and applies access control restrictions to users and devices by eco-system partners for analysis & control

-
}’.i Threat Intelligence 9 Mobility Services Engine

QSystem managers _w Mobile Device Managers Who "

J \, Directory Services Q Vulnerability Scanners L:I_ What
¥D) When oxGrid dudi Secure Network Analytics
7 How RESTAPI il Secure Firewall
ISE v \::):je Sysio9 dsds’ DNAC
we Threat °3f° + 3™ Party Partners

- Q @ ¥ Vulnerability .
Y 80 4
@ Security Group Tag
Endpoints
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Multi-Factor Classification on ISE

MFC-Manufacturer: Cisco
MFC-EndpointType: IP-Phone

MFC-Model:
Phone 7980
MFC-0S:
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MFC-0S
e 5
I0S Linux
macOS Windows
12.0.1 Enterprise
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Cisco Al Machine Learning Profiling

o:oo

L P
Lﬁnown | S E
endpoints
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Clustering
ML groups different
endpoints into clusters
based on attribute data

Rule Creation
Creates a rule that
uniquely groups
together endpoint

A clusters
o

4 o = N
2 o o
é Cluster 1 . . .
<

% ®

®e ®e

Attribute

A l
Endpoint Labeling

System recommends labels or customer
can teach ML what to label the endpoints in

a cluster
1 |
Ihese are Bosch
ffee Machines )
‘ offee Machines ! !':

DEVWKS-2721

Active Learning
ML learns new labels
and validates existing

labels
New Labels
__ Bosch
": — Coffee
Machine
o __Arlo Pro
,J- — Wireless
Cam

Label Validation

‘ = Apple
Watch

| E __ Cisco IP
~— Phone

7980

= This step is done in the ML
Cloud
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Non-Fabric Group-Based Policy Enforcement

= Cisco ISE Work Centers -« TrustSec - TrustSec Policy Make a WEsteluation Mode 86Days 4 € Q @ [@ &
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Egress Policy Y PrOdUCtlon Matrlx
6 Refresh

Security Groups ACLs List > BlockMalware

Security Group ACLs

* Name
BlockMalware
Description
e Block common malware attacks|
IP Version O IPvd () IPv6 © Agnostic
* Security Group ACL content .
deny icmp

deny udp src dst eq domain
deny tcp src dst eq 3389
deny tcp src dst eq 1433
deny tcp src dst eq 1521
deny tcp src dst eq 445
deny tcp src dst eq 137
deny tcp src dst eq 138
deny tcp src dst eq 139
deny udp src dst eq snmp
deny tcp src dst eq telnet

ated cells: 304

t g Add

Destination »

neras
| ]

htractors
5

ployees
4
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S Clear ~ S Deploy S Verify Deploy S Monitor All - Off S Import S Export View ~ All v
8
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: 8 £ 8 §:8 §E8 §:2 498 s £ &8 § &8 % E H
§ $§ 8% | % &= ¢ g5 B3 §g= §E=z 335 7 =
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A Typical Customer Journey

Not a standard or recommended approach

Each use case may be the end goal

Use Case
Visibility

Ej Wireless i Guest Wired
- <
A D 8
i Corporate
customer g win | Secure Wired

Wireless Access
-
Non-disruptive 802.1X / MAB

due to SSIDs (with Profiling)

cisco L{{{o//

Visibility

Posture

See Apps &
HW inventory

Enforce system
compliance

DEVWKS-2721

Segmentation

XP

Use SGTs for
segmentation

Enforce Group
based policies

RTC

O

With eco-
system partners
or Automation

Contain threats
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Threat Visibility Rapid Threat Containment (RTC)

9 Secure Endpoint notifies the cloud

@ Cisco Secure Client - ®

Secure Endpoint
Connected

Fash Scan

Al
cisee

P

‘Threat from
Jim’s device

Cisco ISE
(4]

+ m [ ANC~ |Change Authorization v Clear Threats & Vulnerabilities Export~ Import ~ MDM Actions ~ Release Rejected Revoke

MAC Address Username IPv4 Address Threats Source Threat Severity
MAC Address Username IPv4 Address threat detected X Source Threat Severity
5C:F9:38:AA:1F:90 jim 10.42.36.67 Threat Detected AMP Painful
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Vulnerability Assessment (Threat-Centric NAC)

On-prem Scanner
l @ Scans @ Scan report 9

Jim @
- Us, T @ scan Jim's Endpoint
N ©
b & 4
C,
= A ) RAPIDP
e - CVSs=10 Otenable
Harry :
1 Cisco ISE
_®
Alice

Authorization Policy

Il CVSS is Greater than 5 = true, then

CVSS: Common Vulnerability Scoring System
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Context Sharing with pxGrid

Eco system partnership to enrich, exchange context and enact

Context to Partner

Cisco ISE

o

Eco-Partner

Enrich ISE Context

Cisco ISE Eco-Partner

D o &

Threat Mitigation

Cisco ISE

A o &

Eco-Partner

ISE makes Customer
IT Platforms User/Identity,
Device and Network Aware

cisco L{{@/

Enrich ISE context. Make
ISE a better Policy
Enforcement Platform

Enforce dynamic policies
into the network based on
Partner’s request

DEVWKS-2721

Context Brokerage

SN 1|
&
[ ISE 2.2+

ISE 2.2+

Eco-Partner

X,

ISE brokers Customer’s IT
platforms to share data
amongst themselves
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ISE APIs and Automation

." internaluser
/4"

SYg sgacl
Postman g0 i
REST policy
I P / |SE identitygroup
ngge portal
activedirectory

W -GO

o I :
& github.com/CiscolSE
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certificate




ISE Policy Management & Lifecycle Orchestration

€ ' 0>0°0

1. Zero Touch 2. Patch/Hot-patch 3. Certificate 4. Deployment
Provisioning installation Management Automation

ISE Zero-touch provisioning and
Lifecyle management via APIs

0 Y

ANSIBLE TERRAFORM

cisco L{{@/

®>0°0

5. Policy 6. License 7. Configuration
Management Management Backup and Restore

~ .
&2 cs.colise-api
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ISE API Gateway

From Cisco ISE Release 3.1 onwards, the MnT (Monitoring) APIs, the ERS APIs and the Open APIs all are
routed through the API Gateway. The following ports need to opened between the APl gateway node and all
other nodes in the deployment for the respective APIs.

* MnTAPIs: 9443

 Open APIs: 9070

 ERS APIs: standard HTTPS port 443 (port 9060 can also be used)

> Open API

.../ers/config/sgt/

.../apifv1/task

Gateway

Client

cisco W~/ DEVWKS-2721 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Lab!

Please access:

https://cs.co/ise
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CIsCO

DevNet

Continue to Learn, Code,
and Build with Cisco DevNet

Get access to exclusive resources including API
documentation, Code Exchange, self-paced learning
labs, sandboxes, community forums and events!

Scan QR Code to get started.



Answer to ISE List ANC policies

if  _name__ =="_ main__ "
#TODO : #1 Call the fucntion to get ISE ANC policies assign the value returned by function to "policies" variable
policies = get_ise_anc_policies()
print(
white("\nAdaptive Network Control (ANC) Policies:", bold=True),
pformat(policies),
sep="\n"
)
#TODO: #2 Use the policy/polices you have received from ISE to get the details on the policy.
devnet_anc_policy = get_ise_anc_policy_details("ANC_Devnet")
#Or, the query can be get_ise_anc_policy_details(policies[0]['id"])

#TODO: #3 Print the policy details you have received from ISE

print(
white("\nANC_Devnet Adaptive Network Control Policy:", bold=True),
pformat(devnet_anc_policy),
sep="\n"

)
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Answer to ISE optional Mission

#!/usr/bin/env python

importjson, sys, os, requests

from pathlib import Path

from crayons import blue, green, red

from requests.packages.urllib3.exceptions import InsecureRequestWarning
from requests.auth import HTTPBasicAuth

# Locate the directory containing this file and the repository root.

# Temporarily add these directories to the system path so that we can import
# local files.

here = Path(__file__).parent.absolute()

repository_root = (here / .resolve()

sys.path.insert(0, str(repository_root))

# Disable insecure request warnings
requests.packages.urllib3.disable_warnings(InsecureRequestWarning)

# Functions

def createPayload(maclist, policy):
data_to_send = {
‘OperationAdditionalData': {
"additionalData : [{
‘name’: 'macAddress’,
fvalue': maclist
h
{
‘name': 'policyName’,
f'value': policy

}

return data_to_send

def readmacaddr_file(filename) :
with open (filename, 'r') as fp:
maclist = json.loads(fp.read())
return maclist

headers = {
‘content-type": "application/json”,
‘accept": "application/json"

Cisco

.&‘/

username = "admin”

password = 0s.getenv('SESSION_ID")

host = os.getenv('ISE_INTERNAL')

port = "443"

authentication = HTTPBasicAuth(username, password)

def get_policy_ise():

#TODO: #1 Create the URL for the GET request to get the ANC policy from ISE. Hint: Make sure you pass the Auth paramenters for the API call

url = f"https:/{username}:{password}@{host}:{port}/ers/config/ancpolicy"

#Create GET Request
req = requests.get(url, verify=False, headers=headers, auth=authentication)
#req = requests.request("GET", url, verify=False, headers=headers)
namelist=""
if(req.status_code == 200):

resp_json = reg.json()

policies = resp_json["SearchResult"]["resources"]

for policy in policies:

namelist = policy['name"]

print("\nl've Found the Quarantine Policy {0} to Nuke the Rogue computers from the corp network... \n".format(namelist) )

else:

print("An error has ocurred with the following code %(error)s" % {'error" req.status_code})

return namelist

def post_to_ise(maclist, namelist):

#TODO: #2 Create the URL for the PUT request to apply the ANC policy! Hint: Make sure you pass the Auth paramenters for the API call

url = f"https:/{host}:{port}/ers/config/ancendpoint/apply"

foritems in maclist:

payload = "{\nn  \"OperationAdditionalData\": {\nn \"additionalData\": [{\r\n

“\nn - \An Anny
print(json.dumps(payload,sort_keys=True,indent=3))

\"name\": \"'macAddress\"\n\n  \"value\":\""+items +"\"\\n  }\nn  {\inn  \"name\": \"policyName\"\n\n  \"value\":\"" + namelist + " +

response = requests.request("PUT", url, data=payload, verify=False, headers=headers, auth=authentication)

if(response.status_code == 204):

print("Done!..Applied Quarantine policy to the rogue endpoint...MAC: {0} Threat is now contained

else:

format(items))

print("An error has ocurred with the following code %(error)s" % {'error": response.status_code})

if_name__=="_main_"
maclist_path = repository_root/ "mission-data/mac-addresses.json"
maclist = readmacaddr_file(maclist_path)

#TODO #3 Call the function for getting ANC policy and store it in the policylist variable

policylist = get_policy_ise()

#TODO #4 Call the function for applying policy to the endpoints
post_to_ise(maclist, policylist)

# # Finally, Display Mission Completed

print(green("ISE Mission Completed!!!"))
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