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Senior Solutions Architect, Security
Services

14 years @ Cisco, 10 in Security

Previously DOD contractor, Higher
Education
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About Jesse Dubois

- name: Jesse Dubois
Details.jessedubois:
Location: Durham, North Carolina
Interests: Brewing, Golf, Cooking
Pets: Dunkel, Apollo, Comet, Calypso
Travel: Lots

Fun Fact: Squirrels in your attic are not fun.
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ISE journey on public cloud

AWS Marketplace (AMI) /
ISE 3.1 Oracle Cloud (OCI)
Q3 CY22 Q
A
v7
Dellvered

\ Lo
AAzure

ISE on VMware-Cloud Google Cloud (GCP)
Q (AWS & Azure) MS Azure Marketplace Future*
Q3 CY22
vmware ISE 3.0

ISE 3.2

* Not committed
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Zero Touch Provisioning

Inir
CISCO

SNS Appliances ESXi AWS
w/ CIMC

Native APIs

Use configuration
ISO/IMG file mount

CIMC - Cisco Integrated Management
W / Controller
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ISE Architecture

Standalone ISE

Policy Administration Node (PAN)
« Single plane of glass for ISE admin
» Replication hub for all config changes

Monitoring & Troubleshooting Node (MnT)
» Reporting and logging node
» Syslog collector from ISE Nodes

Policy Services Node (PSN)
» Makes policy decisions
+ RADIUS / TACACS+ Servers

pxGrid Controller
 Facilitates sharing of context

-

Single Node (Virtual/Appliance)

Distributed ISE

O

A
2y
A
A

®

!

T

— Network

1

Co

T

Multiple Nodes (Virtual/Appliance)

-

Up to 25,000 concurrent endpoints

3600

Up to 2,000,000 concurrent endpoints

Up to 50,000 concurrent endpoints

3700

cisco L{V&/
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ISE 3.3 Supported AWS Platforms

Cisco ISE 1 ;

Cisco ISE /\ /\ Cisco ISE 1 :

CISCO SNS

|vmware xkvM o8

[vmware cLOUD' |

Cisco ISE 1 :
AWS

[ Any Server

| AWS | Azure

J

AWS Instance Type Shared PSN Sessions Dedicated PSN Sessions  Global Sessions Cores Memory Disk

T3.xlarge 100 100 100 4 16 GB 300 - 600 GB
M5.2xlarge N/A 12000 N/A 8 32 GB 300 - 600 GB
c5.4xlarge* 12,500 25,000 N/A 16 32 GB 300 GB - 600 GB
mS.4xlarge 20,000 40,000 500,000 16 64 GB 300 GB - 600 GB
c5.9xlarge* 36 72 GB B
m5.8xlarge 25,000 50,000 500,000 32 128 GB 300GB -2.4TB
mb5. 16xlarge 50,000 100,000 2,000,000 64 256 GB 300GB-24TB

*This instance is compute-optimized and provides better performance compared to the general purpose instances.

cisco W‘/
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ISE Cloud Instance Buying Experience

Marketplace Cisco Customer

54
0
Flexibility to move from virtual appliances

to AWS/Azure without license transaction. '\'

Customer buys VM/AMI

. license via CCW i
Cisco Identity Services Engine (ISE) - BYOL 0 ~ One,tlme
[ T ——s i _ i - to Cisco
! i Cisco fulfils the license
i Cisco Identity Services Engine (ISE) - BYOL Continue to Subscribe : purchase
1 | -
i <
: il i Customer selects the ISE
i i offer in the marketplace
: US East (N. Virginia) v ] < e
1
: Fulfillment Option ::.;::4:::,:;;::;:: :::::e‘:n“n:\v.';.:;:luu pricing for services hosted in US East : cUStOmer deploys |SE and
: 64-bit (xB6) Amazon Machin Image (AM) v s fLoca Zones o WeveLeneh st deployment may ks yor i | applies license (from #1)
1 Software Pricing Deta Cisco Identity Services Engine (ISE) - BYOL : " :
| o ey Sk - oo €02 tacetoe Sotwarty  fQ Tealf ! Cloud provider charges
il -
! e B w2 s | customer for resource usage Periodic
1 tr ‘d e 1 R €514 o 80 $14 s14 : 9 < to Cloud
Estil 1 sty G .
| RN P © a6 e ! Customer pays to the cloud provider
H . )
1 Available for customers with current licenses purchased via other : JnfraStFUCture prOWder
I channels. 1 <
\ .
N L R — S m e mmmm e E Em e m m E E e e e e e / Customer buys endpoint o
‘ t / device admin licenses
BYOL - Bring Your Own License

Customer will purchase VM license from
Cisco and use it in either in VM or Cloud laaS.

cisco é{{@‘/
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ISE Setup Options

)
l = oy @

\

AWS Marketplace AWS CloudFormation ~ Amazon Elastic Compute Infrastructure as Code Cisco MSX (Managed
Template Cloud AMI (Amazon (loC) tools Services Accelerator)
Machine Image) / \ /

Bring up ISE node Bring up multiple ISE
one at a time nodes at the same
time™
* Initial release of ISE + MSX will be single node only

c 1 SCO M-/ LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



ISE APIs

”

OpenAPls ERS

configuration configuration

MNT pxGrid
asynchronous
sessions endpoint
context

cisco Li%o/‘/

2 cs.colise-api

%
‘({2 github.com/cisco-pxgrid/pxgrid-rest-ws
)
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ISE Installation Prerequisites

Awscmud 1. Decide on Region and Availability zones
fe'glof et 2. Create VPC & Subnet
w;cr:ivate - 3. Create Security Group
_ oot 4. Decide on Instance Type
Seeurbygrony 5. Setup VPN between AWS and on-prem

""" @ network

= E @@
.| &

_ y i S @ 6. Create Key pair for SSH
VPN gateway| i 192.168.0.016 7. Collect ISE setup information: hostname,
| domain, DNS, NTP, Timezone, Admin
credentials

c 1 SCO M-/ LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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{JSON}

"object": { .
. . object:
"hostname": "lse.securitydemo.net", _ .
"port": 443 hostname: 1se.securitydemo.net
. ’
"auth": { port: 443
"username": "admin", auth:
"password": "Clscol2345" username: admin
i;erify"- frue password: Clscol2345
} verify: true

# YAML supports Comments!!!

CIsco
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oANSIBLE

Simple

Flexible

Agentless

« human-readable

« declarative configs

* ordered tasks

* no coding required

e start small and scale

config management
workstations
servers / containers
applications
networks

security services
workflows

SSH (Linux, macOS)
REST (ISE)

WinRM (Windows)
others as needed
efficient

secure

cisco L{Vp/_/
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Ansible Taxonomy

e N e R
Role Role
. Y e N
Playbook Playbook
- hosts: i depl
FLEb) B - oo
( ) - credentials.yml
h facts:
Task | goqer facts: no
Task
— name: Create/Update field-mrd6-1
. J
. J \_ J
\_ J \\§ J

Cisco M./ LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Ansible Collections

amazon.aws

ansible.builtin
ansible.netcommon
ansible.posix
ansible.utils
ansible.windows
arista.eos

awx.awx
azure.azcollection
check_point.mgmt
chocolatey.chocolatey
cisco.aci

cisco.asa
cisco.intersight
cisco.ios

cisco.iosxr

cisco L{Vp/_/

cisco.ise

cisco.meraki
Cisco.mso

CisC0.nso
CiSC0.Nx0s
cisco.ucs
cloudscale_ch.cloud
community.aws
community.azure
community.crypto
community.digitalocean
community.docker
community.fortios
community.general
community.google

community.grafana

community.hashi_vault

community.hrobot
community.kubernetes
community.kubevirt
community.libvirt
community.mongodb
community.mysq|
community.network
community.okd
community.postgresg|
community.proxysql
community.rabbitmq
community.routeros
community.skydive
community.sops

community.vmware

community.windows

community.zabbix
containers.podman
cyberark.conjur
cyberark.pas
dellemc.enterprise_sonic
dellemc.openmanage
dellemc.os10
dellemc.os6
dellemc.os9
fSnetworks.f5_modules
fortinet.fortimanager
fortinet.fortios

frr.frr

gluster.gluster

google.cloud

LTRSEC-2000

hetzner.hcloud

hpe.nimble
ibm.qgradar
infinidat.infinibox
inspur.sm
junipernetworks.junos
kubernetes.core
mellanox.onyx
netapp.aws
netapp.azure
netapp.cloudmanager
netapp.elementsw
netapp.ontap
netapp.um_info
netapp_eseries.santricity

netbox.netbox

ngine_io.cloudstack

ngine_io.exoscale
ngine_io.vultr
openstack.cloud
openvswitch.openvswitch
ovirt.ovirt
purestorage.flasharray
purestorage.flashblade
sensu.sensu_go
servicenow.servicenow

splunk.es

t_systems_mms.icinga_direc

tor
theforeman.foreman

VYO0S.VyO0s

wti.remote

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What Are We Doing?

. If you were to deploy this manually, the following tasks would be
accomplished:

- Create an SSH Key Pair

. Create AWS VPC

- Create Subnets

. Create Route Tables

- Edit Route Tables

- Create a Linux Test Instance for Pinging

c 1 s co M-/ LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Topology

Pod 0 - 10.0.0.0/16
DNs NTP

P

Primary ISE  Secondary ISE

10.N.0.2 169.254.169.123 10.NA.O.5 1%.6
O O
T4 THd QT) QT)

Pod 1 - 10.1.0.0/16

r

Main VPC

== :
== . Windows
S : VPN Client
Initial Setup Box
. Used in Last Task for VPN
172.18.26.N

Ansible Provisioning
Server
172.18.25.N

Inside Subnelf

ASAv Public IP
Public IP: 18.190.34.9
Private IP: 172.18.0.254

Linux Ping Client
Used in Last Task
172.18.16.10

DMZ Subnet:

Ubuntu :’

Cisco

.&/

DNS Primary ISE  Secondary ISE
10.N.0.2 169.254.169.123 10.N.O.5 10.N.0.6
Transit Gateway 5 5 A A
CIDR: 172.18.32.0/21 / Q Q
L

/ransit Gateway

@ Connection Interface
172.18.33.74

e DNS NTP

10.N.0.2 169.254.169.123

Primary ISE  Secondary ISE
10.N.0.5 10.N.0.6

Pod N - 10.N.0.0/16

DNS NTP
10.N.0.2 169.254.169.123

Primary ISE Secondary ISE
10.N.0.5 10.N.0.6

LTRSEC-2000
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What You’ll Need

- An AWS Account (and preferably budget to run that AWS instance!)

- An Ubuntu Deployment Machine
- Access to Git
- Ansible Installed

- Knowledge of your Deployment
- AWS Region
- AWS Access Key
- AWS Secret Key
- Expected ISE Credentials

CISCO M_/ LTRSEC-2000

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

26



Identity and Access Users > automation
Management (IAM) ‘

Summary

What You’ll Need

+ Access management

User groups Path
Users Creation time
* A n AWS AC C O u nt W I t h Roles Permissions Groups Tags Security credentials Ad|

Policies

Programmatic Access . Access keys

Identity providers
Use access keys to make programmatic calls to AWS from the AWS CL
Account settings

D ) b | I k P I k' For your protection, you should never share your secret keys with anyo
* O n t e I e atrl C ) v Access reports If you lose or forget your secret key, you cannot retrieve it. Instead, cr
- Save files and hidden files .
rchive rules

- Search for secrets with Linux Analyzers Rccess ey D create .
Utllltles Serings R 2022-03-11 15:38 EDT 2|

fl n d ; / - type f -execCc g re p - H Amazon Web Services has opened case [JJJ NIl <n your beharr.
‘YO U R_S E C RET_ KEY' {} \, The details of the case are as follows:

case 10: [N

Subject: ACTION REQUIRED: Your AWS Access Key is Exposed for Aws Account [ | N NI
Severity: Urgent

Correspondence: Dear AWS customer,

Access analyzer

ubuntu@ip-10-0-1-217:~/CiscoLive_TSE_in_AWS/ISE w1thJ1erak1 _in_ais§ find ./ -type f -exec grep -H | RN 75' {1 \;
./vars/main.yaml,save:AWS_ACCESS_KEY:
./vars/main.yanl,save:export AWS_ACCESS_KEY= 75

c 1 s co M- LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Azure AD / ROPC

ISE PROCESS NAME PROCESS ID
- Resource Owner Password Credentials oetaness Server ming 115 Peocesses
. Application Server running 26777
Profil Datab i 17001
(ROPC) is an OAuth 2.0 grant type that e e
. . . AD Connect runni 30324
allows Cisco ISE to carry out authorization — |EEceEEEEs running
Pr i 27
d th t- t- = t k -th Eiﬂt%?%ca;gc:i::;rity Service :t::::: 3@?3
EST S i 74954
and autnhentication in a nEtwork wi ore
H . H TC-NAC MongoDB Contai i 3508280
ClOUd—based |dent|ty prOV|derS TC-NAC Core Engine Container Funning 3569361
running 3511016
i 3511272
. Passw:veID WMI Servicer ::::1:5 3486473
. Controlled Access Introduction Feature PassivelD Sysiog Service running 47263
PassiveID Agent Service running 3489868
PassiveID Endpoint Service running 3493221
i i 3
.- Supports EAP-TTLS and PAP oA Server heny e e
. . . DNS Server (named) disabled
ISE M gi 5 i i 12100
authentications with ISE 3.0+ [SE Aot Gmtecey Detdbase Service  romning
ISE API Gateway Service running 21553
ESE EDDA Servlc_e ) ) r'gnnipg 51664
.- Supports EAP-TLS and TEAP with ISE
Hermes (pxGrid Cloud Agent) disabled
3 _2 + ISE Node Exporter running 40606
ISE Prometheus Service running 43036
ISE Grafana Service running 45934
. . ISE MNT LogAnalytj(s Elasticsearch dl:sabled
- Introduced with new REST Auth Service

ISE Kibana Service disabled

c ! s co M. LTRSEC-2000 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Azure AD Integration with ISE - High Level Flow
Overview
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- Resources
cs.co/ise-resources

- Community
T —— ; CS.co/ise-community

- YouTube Channel
cs.co/ise-videos

- Licensing Guide
cs.co/ise-licensing

- API SDK cs.co/ise-api

- Future webinars! cs.co/ise-webinars

- Devnet https://cs.co/ise-devnet
- ISE Github https://github.com/CiscolSE
oo : . Patrick Lloyd’s GitHub

- Cisco Secure Net

T https://github.com/plloyd44
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Thank you
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