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Troubleshooting Methodology
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Methodology

Layers 5-7

cisco L{V&/

Tools

Hardware bypass
Conn Events

show iCapture
w/Trace
nterface

Capture w/Trace
Conn Events

Capture w/Trace
Packet Tracer
Conn Events

Capture w/Trace
Packet Tracer
Conn Events

Capture w/Trace
firewall-engine-debug
Conn Events

system support trace

LTRSEC-3880

Trace Phases

CAPTURE
ACCESS-LIST
EXTERNAL-INSPECT

ADJACENCY-LOOKUP
EXTERNAL-INSPECT

SNORT
ACCESS-LIST

ACCESS-LIST SNORT
ROUTE-LOOKUP NAT
FLOW-LOOKUP IP-OPTIONS
CONN-SETTINGS NAT
EXTERNAL-INSPECT FLOW-CREATION

ACCESS-LIST
CONN-SETTINGS
FLOW-LOOKUP
NAT

EXTERNAL-INSPECT
FLOW-CREATION
SNORT

ACCESS-LIST
SNORT
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Firepower Data-Path Troubleshooting Framework
flow diagram
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Tool Introduction

- Capture w/Trace

 Prefilter policy
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DAQ (Data Acquisition)

P
% Tools

« Capture W/ Trace
* Debug Packet

cisco L;'V&/

@ Remediations

* Prefilter Policy

* Policies > Access Control >
Prefilter

* Create or edit Prefilter policy
* Add a fastpath rule for the traffic

 Make sure to use the Prefilter
policy in the AC policy

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Capture w/Trace:

[&)l=|=] s

bl Cisco Firepower Manageme: \D
& c 0 | @ Secure | hitps:/ffme.dooud.local/ddd; #SensorList 13r| 0

. Migration Tool 2% wsA [ APIExplorer [ Unguarentine Dibert [3 FDM

Devices > ( i) em Help v  admin v

Device Management MAT W QoS Platform Settings FlexConfig Certificates

Devic Management

List of all devices currently registered on the Firepower Management Center,

Wiew By @ | Group | Al (1Y) | Error {0) | warning (D) | oOffline {0) | Mormal (1) | Deployment Pending (0) —, Search Device l@ Add - |

a ] Ungrouped (1)

e o Base, Threat
. 5 )
I'I:"lrll?.l'?atrEEfense for 6.2.3 Malware, URL Filtering Labs o x

© NGFW1
198.19.10.80 - Routed
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Capture w/Trace:

/i Cisco Firepower Manageme: X \

& (& 0 @ Secure | https:/ffmc.dcloud localhealth/healthmonsensor.cgirsensorid=fB065a%e-e 787- 112 7-94 1c-af 1a7 38eb 385 W

50 ppps W Bookmarks [ Certificate Server @8 ISE b FMC b Migration Tool i wsa [ APIExplorer [ Unquarentine Dibert [% FDM

System [EglIa ST 1] R

Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitaring v Tools v

Alerts

Health Monitor

appliance Module Status Summary

@ MGFW1 | Generate Troubleshooting Files |

Disabled [63 £4%)

| Advanced Troubleshoaoting |

Maorrnal [36.36%)

Alert Detail (NGFW 1)

cisco M-/ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Capture w/Trace:

Add Capture

Mame*: Interface®:

Select an interface...

Match Criteria:

Protocol®:

Source Host*: Source Metwork:

Destination Drestination
Host*: Metwork:

|| SGT number: (0-65533)
Buffer:

Packet Size:

1518 14-1522 bytes
1534-33554452
524288 bytos

) Continuous Capture

Buffer Size: C} Stop when full

cisco L;'V&/

LTRSEC-3880

Trace

Trace Count:

Save J l Cancel

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Add Capture ? X

Name*: | Test | Interface*: Inside | v ‘

Match Criteria:

Protocol*: |TCP |" ‘ Error
Source Host*: | 192.168.1.200 | Source Network: |255.255.255.255
Unable to execute the command
Destination | | Destination prop‘erly. Please see logs for more
Host*: any Network: details.
[ | SGT number: 0 (0-65535)
Buffer:

Packet Size: 14-1522 bytes " Continuous Capture Trace Clickin g Add
Sufer Sive: RS © stop when full Trace Count: C ap ture button

will display this
popup window

[ Save ][ Cancel ]

Advanced Troubleshooting

10.83.181.27

File Download  Threat Defense CLI  Packet Tracer [WTUTNLERYE /T

€ Auto Refresh Interval (seconds): 10 | Enable Auto Refresh &) Add Capture
Test Inside raw-data. < ] 524288 1518 Capturing TGP 192,168.1.200 any rRning 7 B 2 Il BH

CiIsco Lt/&~/ LTRSEC-3880
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Capture w/Trace Tree view

Ports

Use
Tree (Trace Only)
View

>/

()21:17:56:58.870453 198,19,10.21 49970 > 104 16,6275 443: S 2416767614:2416767614(0) win 8192 <mss 1460,nop,wscale 8,nop,nop,sackOK >

¢ Pa ts Shown: 26 / Packets Captured: 26 / Traces: 15 b

(J1:17:56:5 3477 198.19,10.21.49962 > 162.247,242.20.443: F 510328941:510328941(0) ack 2017621740 win 64519

(/4:17:56:50,931 1958.19.10.21.49962 > 162.247.242.20443: ., ack 2017621741 win 64519

() 5:17:56:54,910688 199WQ.10.21.49969 > 35,161.233.132.443: S 3611787952:3611787952(0) win 8192 <mss 1460,nop
() 7:17:56:55.004852 198,19, 101 49969 > 35.161.233.132.443: . ack 949872344 win 258

() 8:17:56:55.005706 198.19.10.21.4 9 > 35.161.233.132.443: P 3611787953:3611788470(517) ack 9498 4 win 258

() 13:17:56:55,113321 198.,19.10.21.49969
[/ 14:17:56:55.114541 198.19.10.21.49969
() 16:17:56:55.223377 198.19.10.21.49969
()18:17:56:55.532672 198.19.10.21.49969
() 20:17:56:55.612852 198.19.10.21.49969

5.161.233.132.443: . ack 949875519 win 258
> 35. 233.132.443: P 3611788470:3611788596 ) ack 949875519 win 258
> 35.161.23 2.443: P 3611788596:3611 63(867) ack 949875777 win 257
> 35.161.233.132. ;. ack 949876 win 254

Format: Tree (Trace Only) N

ale 8,nop,nop,sackOK >

> 35,161.233.132.443; . 76484 win 254 <nop,nop,sack sack 1 {949875777:949876484} >

l () 21:17:56:58,870453 198,19.10.21.49970

> 104,16.62.75.443: S 2416767614:2416767614(0) win 8192 <mss 1460,nop,wscale 8,nop,nop,sackOK > l

() 22:17:56:59,055325 198,19.10.21.49971
() 23:17:57:01.292404 198,19.10.21.49957
() 25:17:57:01,859971 198.,19.10.21.49970
(| 26:17:57:02,052045 198,19.10.21.49971

cisco L{Ko//

> 104,16.62.75.443: S 605356657:605356657(0) win 8192 <mss 1460,nop,wscale 8,nop,nop,sackOK >

> 151.101.0.176.443: , 2251439375:2251439376(1) ack 486175981 win 258

> 104.,16.62.75.443: S 2416767614:2416767614(0) win 8192 <mss 1460,nop,wscale 8,nop,nop,sackOK >
> 104.16.62.75.443: S 605356657:605356657(0) win 8192 <mss 1460,nop,wscale 8,nop,nop,sackOK =

LTRSEC-3880
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Advanced Troubleshooting
10.83.181.27

File Download  Threat Defense CLI  Packet Tracer

€ Packets Shown; 577 / Packets Captured: 577 / Traces: 298

Type: CAPTURE
Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2
Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Inplicit Rule
Additienal Information:
MAC Access liat

Phase: 3
Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 2672128, using existing flow

Phase: 4
Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

config:

Additional Information:

Application: 'SNORT Inspect’
Phase: 5
Type: SNORT

Config:

Additional Information:

snort Verdict: (block-packet) drop this packet @

Result:
input-interface: Inside
input-status: up

v Format: | Raw ~

Snort Verdict: (block-packet) drop thi

Example output
shows the
packet was
blocked by
Snort

5 packet

c1sco 'p/‘/

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

37



!"aCKeI |_racer I -ivio = 1INCciuadiryg oriort
iInformation

S LiUGU | ST EIETaE wat | FauAe wepue

New Trace New Trace +

Trace Result: @ ALLOW
% Packet Details: 22:54:32.14 -
@ inside(vrfid:0)

Koy 9oesy

> Q SUBOPTIMAL-LOOKUP

> Q PBR-LOOKUP

> @ INPUT-ROUTE-LOOKUP

> @ OBJECT_GROUP_SEARCH
> Q ACCESS-LIST

> @ CONN-SETTINGS

> @ NAT

> @ NAT

> @ IP-OPTIONS
Packet Tr. nd Capture W/ Tr. n
. acket Trace a apture ace now
> @ Qos

o have Firewall Engine Debug output
incluapd

> @ FLOW-CREATION
> @ EXTERNAL-INSPECT

v @ SNORT
Result: @ ALLOW
Subtype: appid
Config:
Type SNORT
l v Additional Information service: (0), client: (0), payload: (0), misc: (0) l
Result: © ALLOW
Config: Network 0, Inspection 0, Detection 2, Rule ID 268434433
Subtype: firewall
Elapsed Time: 52005 ns.
it
v Additional Information Starting rule matching, zone 1 -> 3, geo 0 -> 0, vian 0, src sgt: 0, src sqt type: unknown, dst sgt: 0, dst st type: unknown, user 9999997, no url or host, no xff
Matched rule ids 268434433 - Allow
D

> @ ADJACENCY-LOOKUP

c 1 s co &. LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



> capture ssh_traffic trace interface inside match tcp any any eq 22
> show capture ssh_traffic

7 packets captured

1:01:17:38.498906 192.168.62.70.48560 > 10.83.180.173.22: S 4250994241:4250994241(0) win 29200 <mss 1460,sackOK,timestamp 1045829951 0,nop,wscale 7>

2:01:17:38.510898 10.83.180.173.22 > 192.168.62.70.48560: S 903999422:903999422(0) ack 4250994242 win 17896 <mss 1380,sackOK,timestamp 513898266
1045829951,nop,wscale 7>

3:01:17:38.511402 192.168.62.70.48560 > 10.83.180.173.22: . ack 903999423 win 229 <nop,nop,timestamp 1045829956 513898266>

4:01:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: P 4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp 1045829957
513898266>

5:01:17:38.513294 10.83.180.173.22 > 192.168.62.70.48560: . ack 4250994283 win 140 <nop,nop,timestamp 513898268 1045829957>

6:01:17:38.528125 10.83.180.173.22 > 192.168.62.70.48560: P 903999423:903999444(21) ack 4250994283 win 140 <nop,nop,timestamp 513898282
1045829957>

7:01:17:38.528613 192.168.62.70.48560 > 10.83.180.173.22: . ack 903999444 win 229 <nop,nop,timestamp 1045829961 513898282>

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



> show capture ssh_traffic packet-number 4 trace
7 packets captured

4:01:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: P
4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp
1045829957 513898266>
Phase: 1
Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 626406, using existing flow

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 4250994242, ack 903999423

ApplD: service SSH (846), application unknown (0)

Firewall: starting rule matching, zone 1 -> 2, geo 0 -> 0, vlan 0, sgt 65535, user 2, icmpType 0, icmpCode 0

c 1 s co LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Add Prefilter Rule

0 Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name |Fastpath 152.168.62.60 | Enabled

Insert | below rule |"| |1

Action |= Fastpath [~]

Interface Objects l::mn VLAN Tags Ports

Comment Logging

Available Networks ¢ @ Source Networks (1)

Destination Networks (0)
‘ | = 192.168.62.60 G| |anr
% any
3 1Pv4-Private-All-RFC1918
5910 83_181_1
@ 62_network ;;I:“t;
any-ipvd
& env-ip Add to
=l any-ipv6 Destination
@ IPv4-Benchmark-Tests
52 1Pv4-Link-Local
=8 IPv4-Multicast
=2 IPv4-Private-10.0.0.0-8

Enter an IP address | ‘ Enter an IF address

(oaaa

fastpath test

Enter Description

Il rules |

=]

4

Clicking Add
Prefilter Rule
button will
display this
popup window.

1 fastpath 192.168.62.60  Prefilter any any 7 192.168.62.60 any any

Nen-tunneled traffic is

(@ Add TunnelRule () Add Prefilter Rule  Search Rules
e | e ViEW OF 2l

any any = Fastpath  na

Lfo

rules in the

cisco L{V&/

LTRSEC-3880

fastpath test
Prefilter policy

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

42



Prefilter Policy

The prefilter policy performs early traffic handling using simple network
characteristics, including non-encrypted encapsulation. (Firepower Threat
Defense only.)

From AC policy
== make sure the
Prefilter Policy is
set to the custom
Prefilter Policy

fastpath test v| &

I

)

oK

Cancel

View of connection events matching

32 O 2017-05-15 16:05:14 2017-05-15 16:05:14  Fastpath Liﬂ 152.168.62.60 |§i| 10.83.180.173 48480/ tcp fastpath test fastpath 192.168.62.60

c 1 s CO L‘V&~ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43






Tool Introduction

Connection / Security
Intelligence Events

Unified Event Viewer
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Security Intelligence

w Tools @ Remediations

+ Capture W/ Trace

« Add to do-not-block IP/URL/DNS
" Check Slevents for Blocks - Remove IP/URL/DNS from Block List
Analysis > Connections > Security if custom list
Intelligence Events
Unified Event Viewer + If reputation is wrong open Talos

reputation ticket

cisco Li/&/
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Talos Reputation Center

https://www.talosintelligence.com/reputation center

« C @ talosintelligence.com

@ 0
@ CDETS B3 Cylon/Fireonsole [ SX0/A0 [ Ciscolinks [ APls [ B0B B3 TechZone [ Mylab

Error

B etherpads B3 Articles EasyBems Test SR.. [l 1cAA [l Cisco AWS Login B sharepoint 3 Other Bookmarks
CS00 LOGIN

alialn - = =

cisco | [ | B o | e Vulnerability Informatic Reputation Cents port  Incident Re

up d

REPUTATION DETAILS

WEB REPUTATION Trusted @ Submit Web Reputation Ticket

OWNER DETAILS

REPUTATION DETAILS
DOMAIN

WEB REPUTATION Truste @ Submit Web Reputation Ticket
MAIL SERVERS
BLO ISTS

TALOS SECURITY INTELLIGENCE BLOCK LIST
ADDED TO BLOCK LIST

STATUS

CONTENT DETAILS

CONTENT CATEGORY i

@ Submit Content Categorization Ticket

LTRSEC-3880
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Unified Event Viewer

Firewall Management Center

A Overview
[ | Analysi Jnified Events
Q Select...
© Showing all 2,195 events (& 2,031 [ 82 # 82) ¥
0l Time Event Type Action
> 2023-04-26 08:10:45 S Connection @ Allow
v  2023-04-26 08:10:45 S Connection @ Block

Event Type:

Time:

Last Packet:

Action:

Reason:

Source IP:

Destination IP:

Ingress Security Zone:

Egress Security Zone:

Source Port / ICMP Type:

Destination Port / ICMP Code:

Application Protocol:

Application Protocol Category:
>  2023-04-26 08:10:45 [ File

> 2023-04-26 08:10:45

> 2023-04-26 08:10:42

> 2023-04-26 08:10:42 S Connection
5

S Connection
2023-04-26 08:10:45
2023-04-26 08:10:45
@ Block

File Block
192.168.147.50
10.83.79.20
inside_routed

outside_routed

37860 / tcp
80 (http) / tcp
HTTP

network protocols/services

Malware Block

# Malware Malware Block
@ Allow
Connection @ Allow

Analysis Policies

Devices Objects Integration
Reason Source IP Destination IP
192.168.147.50 172.18.108.43
File Block 192.168.147.50 10.83.79.20

Client Application Tag:
Application Risk:
Business Relevance:
URL:

URL Category:

URL Reputation:

HTTP Response Code:
Referenced Host:
User Agent:

Intrusion Events:
Files:

Access Control Policy:

Access Control Rule:

10.83.79.20
10.83.79.20
192.168.147.50

192.168.147.50

file sharing/transfer, User-Agent Exclusion, e...
Medium

Medium

http://stubbedtoe.devit.ciscolabs.com/archive...

Computers and Internet
Trusted

200

stubbedtoe.devit ciscolabs,com
Waet/1.21.2

0

JG AC

omni_inspect

192.168.147.50
192.168.147.50
91.189.94.4

172.18.108.43

Deploy

IFy 2023-04-26 00:52:08 EDT — 2023-04-27 12:52:09 EDT 1d 12h Go |

Source Port /

ICMP Type ICMP Code
57843 [ udp 53 (domain) / ud omni_inspet
37860 / tcp 80 (http) / tcp omni_inspe
Ingress Interface: inside
Egress Interface: outside
Ingress Virtual Router: Global
Egress Virtual Router: Global
Initiator Packets: 81
Responder Packets: 96
QoS-Dropped Initiator Packets: 0
QoS-Dropped Responder Packets: 0
Initiator Bytes: 5539
Responder Bytes: 134,136
QoS-Dropped Initiator Bytes: 0
QoS-Dropped Responder Bytes: 0
Detection Type: ApplD
80 (http) / tcp 37860 / tcp
80 (http) / tcp 37860 / tcp
41325 [ udp 123 (ntp) / udp omni_inspet
53533 / udp 53 (domain) / ud omni_inspet

Destination Port /

Q @ % @ adminv  dil sec

X I Refre]

Web Application Access Cont|

Cisco

.&‘/

LTRSEC-3880
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Security Intelligence - Loggin

Rules  Security Intelligence  HTTP Responses  Logging

DNS Protection

DNS Protection blocks traffic from known threats by the domain name. Intelligence for these threats is derived from both TALOS and Cisco Umbrella.

DNSPolicy ' B

Advanced

Default DNS Policy_1

Network and URL Block List
Available Objects (33) ¢

Q Search for a URL

Networks URLs

e —

Global-Block-List-for-URL_1
Global-Do-Not-Block-List-for-URL_1
URL Attackers

URL Bogon
URL Bots

URL CnC
URL Ci

Available Zones ¢

InZone

OutZone

Cisco

.&‘/

Ensure loqqing is enabled

Umbrella DNS Policy  # & >-

Settings | Policy

Q)

Prefilter Policy: Demo Prefilter Policy SSL Policy: None

None

Do-Not-Block List{2)

Block Lis gy

Identity Policy: None

Networks

etworl B

Global-Do-Not-Block-List_1 (Any Zone) bal-Block-List_1 (Any Zone) ow
URLs Attackers (Any Zone) e
Global-Do-Not-Block-List-for-URL_1 (Any Zone) Bankif ud (Any Zone) ow
URL|
Global=Block-List-for-URL_1 (Any Zone) o
URL Attackers (Any Zone) L]
1IDI Danki P -
LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Analysis > Connections > Security Intelligence Events

2017-05-16 17:00:16 Domain Not Found DNS Block Li 152.168.1.95 - E'E B DMNS Response
2017-05-16 16:57:50 2017-05-16 16:57:50 Block URL Block Lﬁ 192.168.1.95 Lﬁ 10.83.48.40 my custom url
2017-05-16 16:50:05 Block IF Block Lﬁ 192.168.1.95 @ m » Malware

With logging enabled for all Sl types you should be able to easily see
what is being blocked by SI.

c 1 s CO L‘V&~/ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Security Intelligence - Domain and Glob

Destination Port | Application
JICMP Code Pratacal

client | eb

PRES RTINS — L

Application

URL

Cpen in New Window
Exclude

Add URL to Global Block List for URL

Add Domain to Global Block List for URL

Alexa Domain
AlienVault Domain
IBM X-Force Exchange Domain

Recorded Future Domain

Part

i Applicati )
IGMP Code Protocol | Clent

43 (https} [ top 1 HTTPS
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DNS Lists and Feeds

DNS lists and feeds helps you quickly filter traffic by collecting Domain Names. Its used in DNS polic|

Intelligence

Name

Cisco-DNS-and-URL-Intelligence-Feed
Last Updated: 2024-02-06 12:18:51

Domain-Block-List-for-DNS-Seat2

Domain-Do-Not-Block-List-for-DNS-Seat2
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Tool Introduction

- firewall-engine-debug

cisco Li/&/



|dentification - Access Control Policy

Packet

Ingress

w Tools

+ Capture W/ Trace
+ Check Connection Events

* Firewall Engine Debug
> system support firewall-engine-debug

cisco Li/&/

@ Remediations

« Update Access Control Rule to
comply with intent of the policy

 Create atrust rule for traffic above
rule that is blocking

 Disable block rules

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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system support firewall-engine-debug

> system support firewall-engine-debug

Please specify an IP protocol: tcp . .

Please specify a client IP address: 192.168.62.51 _ SpeC|fy F | Ite r
Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Monitoring firewall engine debug messages

See Verdict Info per packet

192.168.62.51-51216 > 173.37.145.84-80 6 AS110 \
192.168.62.51-51216 > 173.37.145.84-80 6 AS 1 |1 0 Starting with minimum 3, 'block urls', and SrcZone first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline

sgt tag: untagged, ISE sgt id: 0, svc 0, payload O, client O, misc 0, user 9999997, icmpType 0, icmpCode O

192.168.62.51-51216 > 173.37.145.84-80 6 AS1 10

192.168.62.51-51216 > 173.37.145.84-80 6 AS 1 | 0 Starting with minimum 3, 'block urls', and SrcZone first with zones 1 -> 2, geo 0(0) -> 0, vlan 0,
inline sgt tag: untagged, ISE sgt id: 0, svc 676, payload 2655, client 638, misc 0, user 9999997, i
192.168.62.51-51216 > 173.37.145.84-80 6 AS 1 | 0: DataMessaging_GetURLData: Returning URL_BCTYPE for www.cisco.com
192.168.62.51-51216 > 173.37.145.84-80 6 AS 110 rule order 3, 'block urls', URL Lookup Success: http://www.cisco.com/ waited: Oms
192.168.62.51-51216 > 173.37.145.84-80 6 AS1 10

192.168.62.51-51216 > 173.37.145.84-80 6 AS1 10

192.168.62.51-51216 > 173.37.145.84-80 6 AS1 10

192.168.62.51-51216 > 173.37.145.84-80 6 AS1 10

\_ _/
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system support firewall-engine-debug

198.18.133.200-80 - 198.19.10.21-57952 6 Packet: TCP, ACK, seq 4158339379, ack 3255462552
198.18.133.200-80 - 198.19.10.21-57952 6 Stream: TCP session was already blocked, drop

198.18.133.200-80 - 198.19.10.21-57952 6 AppID: service unknown (0), application unknown (0), out-of-order
198.19.10.21-57952 > 198.18.133.200-80 6 Firewall: allow rule, 'Default Action', allow

198.19.10.21-57952 > 198.18.133.200-80 6 Snort: processed decoder alerts or actions queue, drop
198.19.10.21-57952 > 198.18.133.200-80 6 Snort id 0, NAP id 2, IPS id 1, Verdict BLACKLIST
198.19.10.21-57952 > 198.18.133.200-80 6 ===> Blocked by Stream

Verdict reason is sent to DAQ

Flow is blocklisted, to see
reason you need to find first
block message for this
session
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Check logging for block rules

w Mandatory - My AC Policy (1-2)

1 block with logging any any any any any any g zgz; any any any any 3¢ Blocl T VB

J¢ Blocl

block no logging any any any any any any any any any " Gaml any

0 A8 B

‘ Add trust rule
1 Trust traffic any any @192‘ any any any any any any any any = Trus L'B i Q 0 & O
! ) [ YouT < ;
2 block with logging any any any any any any DYOﬂtI any any any any XBloc ] QE | Q 0 (,? B
3 block no logging any any any any any any any any any ® Gam any J¢ Bloc LE /gLl o (,? ﬂ

Create blank AC policy

w Mandatory - Test - No rules (-)

There are no rules in this section. Add Rule or Add Category

w Default - Test - No rules (-)

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity
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v

w Mandatory - JG AC (all) (1-6)

1 Trustsshfor host  Any Any 52192.168.0.7 Any Any Any Any Any JSSH  Any Any = Trust
2 inspect Any Any = 10.0.0.0/8 . OriginalClient IP{HTTP)» Any Any Any Any o Allow | [
3 trust server backup Any Any @ 192.168.62.3 @ 10.123.175.22  Any Any Any Any Any Any Any = Trust

SSH Connection from 192.168.62.3to 10.123.175.22

1. SYN 192.168.62.3 2 10.123.175.22 Starts evaluation at ‘inspect’ rule
2. SYN,ACK 10.123.175.22 - 192.168.62.3
3. ACK 192.168.62.3 2 10.123.175.22 Pending AppID

4. SSH 192.168.62.3 = 10.123.175.22

Service identified as SSH
No match ‘inspect’ rule (non-http)
Match ‘trust server backup’ rule and Trust flow
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SYN,ACK SSH Connection from 192.168.62.3 to 10.123.175.22

firewall-engine-
debug

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 New session

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 | 0 Starting with minimum 4, 'inspect’, and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline sgt tag:
untagged, ISE sgt id: 1 load 0, client 0, misc 0, user 9999997, icmpTyp gLicirpioce-L

192.168.62.3-46594 >TU.IZ3.175.22-22 6 AS 11 0 pending rule order 4, ‘inspecl{, XFF wait for Appld

[0

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 Starting with minimum 4, 'inspect', and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0O, inline sgt tag:
untagged, ISE sgt id:E, svc 0, ppyload 0, client 0, misc 0, user 9999997, icmpType 0, icmpCode 0
192.168.62.3-46594 > .175.22-22 6 AS 110 pending rule order 4, 'inspect’, XFF wait for Appld

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 Starting with minimum 4, 'inspect', and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline sgt tag:
untagged, ISE sgt id: {, svc 846, phyload -1, client 2000000846, misc 0, user 999iﬂw&0¢m.iCode 0

192.168.62.3-46594 0. . .22-22 6 AS 110 no match rule order 4, 'inspegt', XFF non-http

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 match rule order 5, 'trust server backup', action Trust
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How to Map service ID (svc) to name deoug o @

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 New session

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 Starting with minimum 4, 'inspect', and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline sgt tag:
untagged, ISE sgt id: 0, svc O, payload O, client 0, misc 0, user 9999997, icmpType 0, icmpCode 0

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 1 0 pending rule order 4, 'inspect', XFF wait for Appld

192.168.62.3-46594 > 10.123.175.22-22 6 AS 1 | 0 Starting with minimum 4, 'inspect’, and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline sgt tag:
untagged, ISE sgt id: 0, svc 846, payload -1, client 2000000846, misc 0, user 9999997, icmpType 0, icmpCode 0O

192.168.62.3-46594 > 10.1X3.175.22-22 6 AS 1 1 0 no match rule order 4, 'inspect', XFF non-http
192.168.62.3-46594 > 10.12X.175.22-22 6 AS 1 | 0 match rule order 5, 'trust server backup', action Trust

[! How to map service/application ID to name]

> expert

S grep "7846["0-9]" /var/sf/appid/odp/appMapping.data
846 SSH 32 0 0 ssh
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Tool Introduction

. system support trace

cisco L{V&/



|dentification - Intrusion Policy

Packet

Ingress
w Tools @ Remediations
+ Capture W/ Trace « Disable rule(s) impacting traffic
« Check Connection Events « Targeted intrusion policies

. . : * Open SR for False Positive/Coverage
* Review Snort Configurations | _ '
* Check Intrusion Events ) U_Se No Rules Active p.o 'y
« Disable Drop when Inline

* System Support Trace
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system support trace

> system support trace

Please specify an IP protocol: tcp _ H H

Please specify a client IP address: 192.168.62.69 SpeCIfy F I Ite r
Please specify a client port:

Please specify a server IP address:

Please specify a server port:
Enable firewall-engine-debug too? [n]: y

Monitoring packet tracer debug messages See Ve rd | Ct | nfO pe r pa C ket

ﬁutput omitted for brevity] \
173.37.145.84-80- 192.168.62.69-38488 6 Packet: TCP, ACK, seq 3594105349, ack 3856774965

173.37.145.84-80- 192.168.62.69-38488 6 ApplD: service HTTP (676), application Cisco (2655)
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 1 0 URL SI: ShmDBLookupURL("http://www.cisco.com/<?php") returned 0

192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 | 0 match rule order 5, 'inspect it all', action Allow
192.168.62.69-38488 > 173.37.145.84-806 AS 1 |1 0 allow action

192.168.62.69-38488 > 173.37.145.84-80 6 Firewall: allow rule, 'inspect it all', allow
192.168.62.69-38488 > 173.37.145.84-80 6

192.168.62.69-38488 > 173.37.145.84-80 6

192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 | 0 Deleting session

192.168.62.69-38488 > 173.37.145.84-80 6

192.168.62.69-38488 > 173.37.145.84-80 6

Qﬂict reason is sent to DAQ's PDTS
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Network Analysis and Intrusion Policies

Default-Set

Network Analysis Rules Mo Custom Rules Network Analysis Policy List

Default Network Analysis Policy Balanced Security and Connectivity

Revert to Defaults

Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Tz Inheritance Settings | [¥] Policy Assignments (0)
Security Intelligence  HTTP Responses  Advanced
&8 Filter by Device & @ Add category &) AddRule  Search Rules

w Mandatory - test_rest (-)

There are no rules in this section. Add Rule or Add Category
w Default - test_rest (-

There are no rules in this section. Add Rule or Add Category

Default Action Network Discovery Only
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Targeted
intrusion

Create a new Intrusion policy policy

Create Intrusion Policy ? %

Palicy Information

Name * |Targeted disabled rules |
Description | |
Drop when Inline

Base Policy [MYIHtrL.ISfUI‘IF'DHEY :] — Use your Custom pOIicy aS
base policy

* Required

[ Create Pclicyil Create and Edit Policy i Cancel ]
|

l | <j:| Filter: [sID:"23111

Create and =y ¥v Qv O O
— Rule State Ewvent Filtering Dynamic State Alerting Comments

edit policy Generate Everta
an d S et ru I e Drop and Generate Events [CY-OTHER PHP uri tag injection attempt
State(S) Disable
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Add AC rule to use intrusion policy Targeted

on targeted hosts ntrusion

Editing Rule - Targeted IPS inspection ?

Name | Targeted IPS inspection Enabled Maove
Action |« Allow MBRTARP | Q

Targ et miiages | Networks |VLANTags Users Applications Ports URLs  SGT/ISE Attributes  [lEiie s Logging Comments
Intrusion Policy Variable Set

S 0 u r C e US e ‘ Targeted disabled rules M 2 Default Set

targeted

hOStS p0|ICy File Policy

jg file v | g
Save | | Cancel
4 Targeted IPS inspection Any Any =-.:i162_netw Any Any Any Any Any Any Any Any « Allo E_| -j 5] Q v} 3/’ Ed

5 inspect it all Any Any Any Any Any Any Any Any Any Any Any « Allow \_,j' g | Q 0 5/) Ed

Default Action Intrusion Prevention: My Intrusion Policy v
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Low IPS performance? ... rule it out by FTD rule

profiling!

Edit /ngfw/var/sf/detection_engines/<uuid>/ advanced/perf monitor.conf

config profile rules: print all, sort avg_ticks, filename /ngfw/var/log/profiling-rules.log

config profile preprocs: print all, sort avg ticks, filename /ngfw/var/log/profiling-preprocs.log

Performance Settings

Pattern Matching Limits BUEL G ELEERS <1< 8  Regular Expression Limits  Intrusion Event Logging Limits

Sample time (seconds)

300

Minimum number of packets 0

Troubleshooting Options

Log Session/Protocol Distribution
Summary
Revert to Defaults [ OK ] [ Cancel ]

cisco L{Ko//

LTRSEC-3880

Restart Snort
pmtool restartbytype snort

Start rule profiling

> system support run-rule-profiling

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Low IPS performance? ... rule it out by FTD rule
profiling!

7 ciscoasa Preprocessor Profile Statistics (worst
ciscoasa =
ciscoasa Preprocessor La Checks i Microsecs eck Pct of Caller Pct of Total
/ ciscoasa = =
ciscoasa fwApp
ciscoasa fwAppTP
ciscoasa fwLibAppTP
ciscoasa fwServicePat
/ clscoasa luaDetectors
7/ ciscoasa cisco
/ ciscoasa isco_7ellczfa-d3dd- -b71a-
/ ciscoasa isc0_90d30535- - - -e20c321b562e
/ ciscoasa fwClientPat

s

ciscoasa Rule Profile Statistics (all rules)
ciscoasa

NS

ciscoasa i Avg/Check
ciscoasa == =
ciscoasa
ciscoasa

s

wwwwww
.

>

Cisco
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Performance graphs from the WebUI

Overview lysis Policies Devices Objects = AMP Intelli Why doeS

Dashboards v Reporting Summary » Intrusion Event Performance

ool Bytes/Packet matter?

Intrusion Event Statistics Select Device Select Graph(s) _ Select Time Range
i I [Avg Bytes/Packet [Last Hour

Intrusion Event Performance ‘ECN Flags Normalized in TCP Traffic/Packet Last Day

1 ECN Flags Normalized in TCP Traffic/Packet * |Last Week
MR SRS ECN Flags Normalized in TCP Traffic/Session |Last Month
Discovery ECN Flags Normalized in TCP Traffic/Session *

Events/Sec

Discovery Statistics |ICMPv4 Echo Normalizations

|1CMPv4 Echo Normalizations *
Discovery Performance

Connection Summary *Occurred when Inline Mode was disabled | Graph

”Average Bytes Per Packet (Last Day (24 hours)) - (2018-01-29 05:00:00 - 2018-01-30 04:09:24)

20(
15 16 17 8 19 20 1 2 23 ) 1 2 3 4

5 6 7 8 9 10 1 12 13 14

Avg Bytes/Packet

Hours

@ Avg Bytes/Packet
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Reassembly...

Posted throughput ratings for the Firepower appliances are usually
rated at 1518 bytes packets. Smaller packets results in more

processing.

= TMB of traffic with 1518 bytes/packets = ~ 658 packets
= TMB of traffic with 400 bytes/packet = ~ 2500 packets

Every packet header must be evaluated and the packet has to be
placed into the buffer for re-assembly. The larger number of packets
to process requires more CPU time.
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Let’s talk about the elephant in the room...

= Large flows are generally related backup, database replication, etc. which usually
does not require inspection

=  Sort Analysis > Connections for connection size to find top talkers

= Once we determine the top talkers, and confirm they can be safely ignored, we
create trust rule for the IP conversations.

Policies |
= Mitigations IAB / Pre-Filter fast path = f

Access Control » Prefilter Netw
Intelligent Application Bypass Settings

Access Control

1
1
i
1
1
State on v H . - H
I a
Performance Sample Interval (seconds) 0 : - fl Ite r PD | I Cy_i
o . i Intrusion .
Il ([ iters i 7
Bypassable Applications and Filters © 0 Applications/Filte: i cy with default action ti
All applications including unidentified applications 1 2 1
1
Inspection Performance Thresholds Hide : Ma |wa = & FIIE i
T rmm e e e e e ————————————————
1 1
Drop Percentage [1] : D NS i 4 FaSt p ath
Processor Utilization Percentage 90 : 1
i Identity i
Packet Latency (microseconds) 5000 : i \.-'/ ﬁl"l d |}".Z B2
Flow Rate (flows/second) 1] : :
| SSL | o
Flow Bypass Thresholds Configure : : d?'"'c BIG’:K
1 1
1
Revert to Defaults 0K Cancel i Prefilter _i = Fastpath
[
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Lab Overview &
Instructions

cisco L{V&/



Lab Topology - Interfaces, IPs and Credentials

Mgmt traffic
Lab traffic

Local Laptop™=—T1

RDP IP: (see local note)

labuser / SnortY123

FMC IP:
HTTP {@ https://3.79.224.103

Login: (see local note)

FTD IP: (see local note)
\ SSH J admin / SnortY123

cisco W‘/

P

<

Ethernet 2
172.31.20.x

afren]n
CISCO

FMC

=2

-

Ethernet 4
(filter on this IP)
172.371.10x.x

Inside - DHCP
172.31.10x.X

ﬁ inside ﬁ

_/

dWs$s

N

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



Make Copy of AC Policy in local domain

For labs 2-4 you will need to make a copy of the AC Policy in your local domain and assign it to the device and
deploy in order to start the lab. Some example screenshots for doing this are below.

In the FMC Ul Navigate to Polices > Access Control Click the copy icon
next to the policy for
ooy S veman s, the desired lab
Branch Access Co Global Targeting O de r%ﬂgzddl'f:g(] _bzygjl FE Q

Give it a name, hit OK
then edit the new

policy.

Lab 2 (SI) Global - -~ . 2024-01-261
Copy Access Control Policy

Name:

Local Lab 2 (SI) @ }

I ah R (AC) Globhal

ot |

CISCO M‘/ LTRSEC-3880

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Make Copy of AC Policy in local domain (cont)

Edit new policy
Try New Ul Layout C)‘ Analyze Hit Counts ’ , ) )
click Policy Assignments
Local Lab 2 (SI) y J

Inheritance Settings | Policy Assignments (0)

Policy Assignments

Confirm
Targeted Devices
Select devices to which you want to apply this policy. . . . . . .
Available Devices Impacted Devices A Following devices already have assignments listed below. These devices will be
@ Search by name or value reassigned to current policy
Add to Polcy device: NGFW1 - policy: Lab 2 (Sl)
A Do you want to continue with above changes?

(]

]
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Goals / Best Practices / Hints

1. Fix the problem without degrading the security posture of the network
2. Avoid deploys as a troubleshooting step to save time
« Leverage tools to identify the problem
* Deploy when you have possible solution
3. Some labs may have more than 1 problem
4. Do NOT change your security zones
5. Ask for help if you are stuck
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Goals / Best Practices / Hints On your local desktop you

WKST Desktop background — This is NOT the will see a link to box that has
inside IP, it is the all of the information for your

Hostname : EC2AMAZ-KKBF7JP ' personal lab. Use this to find
Instance ID : i-0903b575521578f9a RDP prlvate |P do

Private IP Address : 172.31.250.35 not filter on this on the IPs you_ n_eed to C_OnneCt
Public IP Address : 52.28.167.54 the ETD " to and login information for
Instance Size : t2.small e y yOU WI the FMC, FTD, WKST

Availability Zone : eu-central-1a

Architecture : AMD64 nOt see |t there-

Total Memory : 2048
Network : Low to Moderate

CISCO M‘/ LTRSEC-3880
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Lab 1 steps

Open an RDP session to WKST (IP address is on your sticky note)
Open a new window in chrome

Type “www.cisco.com” into the browser URL bar and hit enter
Troubleshoot! Figure out why this connection is being blocked and make
the least intrusive change(s) to resolve the issue.

Hwnh e
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Lab 1 Scenario Problem Description

. aws WKST is unable to
inside i
~—- reach www.cisco.com

Instructions

Using the tools introduced,
determine why the connection is
unsuccessful.

Hints

X Prefilter policy fastpath
+/ Capture w/ Trace

- VPing next hop
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Lab 1 Hints Q

« What is the first thing that a connection will do ?

\
N
-O Domain Name Resolution

?

* What should be your Capture W/ Trace Filter o
» Protocol IP

\\'
-O . Network 172.31.100.0 Netmask 255.255.252.0
 Look for Port 53 traffic

CiIsco Lt/&~/ LTRSEC-3880

Capture W/ Trace output
structure

172.31.100.7.64579 > 8.8.8.8.53 UDP 28
Src IP.Port > Dst IP.Port Proto length
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Lab 1 Solution

inside

aWws

\-._—/_7

No route to host

Solution

Correct the default route by either
specifying manually or by enabling
DHCP route
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Lab 1 - Troubleshooting

> ping 172.31.1.1
Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to 172.31.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
>

> show interface outside
Interface TenGigabitEthernet0/1 "outside", is up, line protocol is up
Hardware is net_ena, BW 10000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(10000 Mbps)
Input flow control is unsupported, output flow control is unsupported
MAC address 020b.7c28.ac87, MTU 1500
IP address , subnet mask

Cisco

Capture w/trace

C Packets Shown: 26 / Packets Captured: 26 / Traces: 26
v ‘_] 1: 19:46:26.687159 172.31.100.12.58230 > 172.31.0.2.53: udp 34
» ([ Phase 1: Result=ALLOW Type=CAPTURE
> ,‘_J Phase 2: Result=ALLOW Type=ACCESS-LIST
> (] Phase 3: Result=ALLOW Type=INPUT-ROUTE-LOOKUP
> ,‘_J Phase 4: Result=ALLOW Type=undefined
> [ 7] Phase 5: Result=ALLOW Type=ACCESS-LIST
> ,‘_J Phase 6: Result=ALLOW Type=CONN-SETTINGS
> ,‘_J Phase 7: Result=ALLOW Type=NAT
>0 7] Phase 8: Result=ALLOW Type=NAT
> ,‘_J Phase 9: Result=ALLOW Type=IP-OPTIONS
> (] Phase 10: Result=ALLOW Type=Q0S
> ,‘_J Phase 11: Result=ALLOW Type=INSPECT
> (] Phase 12: Resuit=ALLOW Type=NAT
> ,‘_J Phase 13: Result=ALLOW Type=QO0S
> ,'_J Phase 14: Result=ALLOW Type=NAT
» ([ Phase 15: Result=ALLOW Type=IP-OPTIONS
> ,‘_J Phase 16: Result=ALLOW Type=FLOW-CREATION
>0 7] Phase 17: Result=ALLOW Type=EXTERNAL-INSPECT
> ,‘_J Phase 18: Result=ALLOW Type=SNORT
> (] Phase 19: Result=ALLOW Type=SNORT
> ,‘_J Phase 20: Result=ALLOW Type=SNORT
e I-W Phase 21: Result=ALLOW Type=INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Phase: 21
Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface
Result: ALLOW
Elapsed time: 11253 ns
Config:
o= = = AddIeAUNfOIMAlOL — - - - ——— - —_— -

Found next-hop 172.31.1.1 using egress ifc outside{vrfid:0) 1

input-interface: inside(vrfid:0) \

RN

input-status: up

input-line-status: up

output-interface: outside (vrfid:0)
output-status: up

output-line-status: up

Action: allow

~ Time Taken: 19067933 ns /

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 1 - Root Cause

Misconfigured routes - Only static route is for GW 172.31.1.1 which is incorrect for the
outside subnet 172.31.200.0/24 the GW should be 172.31.200.1

FTD-Seat1
Cisco Firepower Threat Defense for AWS

Edit Static Route Configuration e
Device Routing Interfaces Inline Sets DHCP VTEP
Type: o IPud PG
Interface*
Network & ort Losked from Vietual Gate
(interface starting with this icon [@signifies it is available for route leak)
¥ IPvd Routes
Available Network + Selected Network
any-ipvd outside Global LB, o " -
Q_ Search any-ipvd N
* IPv6 Routes 203.14.10.0
backuo_s1
backup_c1

c ! s co M. LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 1 - Solution

Step 1: Delete Static Route

Routing Interfaces Inline Sets DHCP VTEP

Edit Static Route Configuration

Type o Pve
Interface*

latg | outsice

(Interface starting with this icon

Auallable Network
#8 q search

202.14.10.0

203.14.10.0

backuo_s1

backup_c1

UPSTREAM, Las_ow
7230

v

in
c—

1Pv6

v+

Configure

___thedefault

GW correctly

cisco L{{@/

¥ IPvd Routes

any-ipud lobal 1
¥ IPv6 Routes ﬁ

Step 2: Set outside interface to use DHCP route ]

Edit Physical Interface

»
General IPvd IPvE Path Monitoring
15i —
ks IP Type:
| Use DHCP v |

Obtain default route O

using DHCP:

DHCP route metric: ﬁ
1

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 1 - Solution - Continued

i — If you see this, you likely
deleted the Static route,
U but didn’t enable DHCP
oute

c 1 SCO M-/ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90






Lab 2 steps

1. Make a copy of the “Lab 2 (SI)” AC Policy in your local domain and assign
it to the FTD and deploy (see help slide)

2. Open an RDP session to WKST (see local note)

3. Open a new incognito window in chrome

4. Type “https://snort.org” into the browser URL bar and hit enter

5. Troubleshoot! Figure out why this connection is being blocked and make
the least intrusive change(s) to resolve the issue.

6. Do NOT try to modify anything in the Global Sl lists and do not delete them

from the policy to fix this. Figure out how.....

c ! s co M-/ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 92



Make a copy of the “Lab 2 (SI)” AC Policy in your
local domain

Copy Access Control Policy

Name:
Local Lab 2 (SI)

cisco L‘V&./ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Assign Policy

Deploy Q @ % @ adminv M secure

Try New Ul Layout )I Analyze Hit Counts }

Inheritance Settings
Default Prefilter Policy_3 SSL Policy: None

X | [_] Show Rule Conflicts @ -+ Add Cate

Policy Assignments

Targeted Devices

Cancel

l Policy Assignments (0)

gory

Confirm

Select devices to which you want to apply this policy.
Available Devices

‘ Q, Search by name or value

cisco L;'V&/

Selected Devices Impacted Devices

reassigned to current policy
device: NGFW1 - policy: Lab 2 (S}

A Do you want to continue with above changes?

LTRSEC-3880

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 2 Scenario

inside dWs

~—"
- L
Ethernet 2 (filter on this IP)
172.31.100.x
outside

http://172.31.200.8/

T

Snodri.org

cisco W‘/

Problem Description

WKST is unable to reach snort.org

Instructions

1. Using the tools introduced,
determine why you cannot
reach snort.org.

2. BONUS Resolve the issue

Hints
X  Connection Events

= V Capture w/Trace

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



Lab 2 - Troubleshooting Capture witrace

Capture W/ Trace tells us its
dropped by Security Intelligence.. /= ] Ao ot nana cons | 10|

| || Enable Auto Refresh | Clear All Packets ‘
Buffer Buffer Packet Buffer -
N. Interface Type Trace Mode Size Length Status Protocol Source Destination Status

outside raw... [-] >l 33554432 1518 Cap... 123 any any e
. . .
¢ ...But which Security Intelligence
.
list?
¢ Packets Shown: 109 / Packets Captured: 109 / Traces: 75 ~ Format: ‘ Tree (Full)
31.721047 172.31.100.10.53626 > 104.18.139.9.443: 5 567434125:567434125(0) win 62727 <mss B961,nop,wscale B,nop,nop,sackOK>
Drop-reason: (snort-blacklist) Packet is blacklisted by snort, Drop-location: frame 0x00005574dc341f61 flow (NA)/NA 1: Result=ALLOW Type=CAPTURE
__ 2: Result=ALLOW Type=ACCESS-LIST

> (] Phase 3: Result=ALLOW Type=FLOW-LOOKUP
> (] Phase 4: Resuh=DROP Type=SNORT
~ 2] Result :drop

Result

input-interface: inside(vrfid:0)

input-status: up

input-line-status: up

Action: drop

B ) Packet is by snort, Drop n: frame 0x00005574dc341767 flow (NA)/NA
>dz e T T T T x o OT e, SackOK >

> () 3: 19:54:31.955547 172.31.100.10.53628 > 104.18.139.9.443: 5 3342407677:3342407677(0) win 62727 <mss B961,nop,wscale B,nop,nop,sackOK=
> 1] 4: 19:54:34.676097 172.31.100.10.50788 > 172.217.16.196.443: udp 1250

cisco 'p/_/
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Lab 2 - Continued

Security Intelligence Events i woiton)

No Search Constraints (Edit Search)

Security Intelligence with Application Details

Table View of Security Intelligence Events

Do-Not-Block List(2) Block List {4}
Networks Networks B
Global-Do-Not-Block-List (Any Zone) v Global-Block-List {(Any Zone) (- X7
URLs Custom_List {Any Zone) (- X
Global- Do-Not-Block-List-for-URL (Any Zo... ™ URLs H

Global-Block-List-for-URL {Any Zone)

Custom_URL_List_1 {Any Zone)

MAKE SURE = Delete URL
LOGGING IS  gnd Network

ENABLED

[] < FirstPacket

] 2024-01-26 10:43:24

v

] 2024-01-26 10:42:25

v [] 2024-01-26 10:42:04

Page| 1 |of1

.

Last
Packet

Displaying rows 1-3 of 3 rows

Action

Black

Block
Block

Reason

IP Block

1P Block
1P Block

cisco L{V&/

Initiator IP

172.31.100.10
172.31.100.10

172.31.100.10

Responder IP

Responder
Col

©104.18.139.9  B5USA
©104.18.138.9 E5USA
USA

Open in New Window

©104.18.139.9

Exclude

Whois
View Host Profile

Add IP to Block List

Onen in Cantext Fxnlarar

ence
ca

Custom_List
Custom_List

Custom_List

Ingress Security
Zone
InZone

InZone

InZone

LTRSEC-3880

SI List

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 2 - Continued - Do-Not-Block-List

v We added the IP to the Do-Not-Block List |« = *2

9 ...Why does it still not work? vy /0>
o

c 1 S CO L‘V&~/ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 98



Lab 2 - Solution

cisco L{Vp/_/

O

Add Domain-Do-Not-Block URL & Network
List to Access Control Policy

Add the 2 Snort.org IP addresses to the
Domain-Do-Not-Block-List

Enable Logging for URL Security
Intelligence Events

Add snort.org to the URL Domain-Do-Not-
Block-List

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights

reserved. Cisco Public
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Lab 3 steps

=

Make a copy of the “Lab 3 (AC)” AC Policy in your local domain and assign
it to the FTD and deploy (see help slide)

Open an RDP session to your WKST (See local note for IP)

Open a new incognito window in chrome

Type “http://www.cnn.com” into the browser URL bar and hit enter
Troubleshoot! Figure out why this connection is being blocked and make
the least intrusive change(s) to resolve the issue. You should only modify
the configuration to allow cnn traffic but do not just fastpath at the top of the
policy, that is too easy ;) find what is blocking and make the appropriate
change(s). Once you have the site allowed, see if anything else on the
page isn’t loading properly (but don’t worry about fixing everything for the
lab, just main site loading is all that is required but feel free to do more to
get the site working to learn more)

c ! s co M- LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 101
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Lab 3 Scenario

dWs
inside

"l \/\/K ST | Ethernet 2 (filter on this IP)
' ~ 172.31.10x.x

cisco L{{@/ ‘

Problem Description

WKST is unable to reach
WWW.CNN.com

Instructions

Using the tools introduced,

determine why the connection is

unsuccessful.
Hints

+/ Prefilter policy fastpath
+/ Enable AC rule logging

= « firewall-engine-debug

LTRSEC-3880

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lab 3 Solution

Multiple AC Rules blocking the

connection
. adWs
inside ~—"
WKST | Ethernet 2 (filter on this IP) Solution

172.371.10x.x

Correct the AC rules to allow the
traffic

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 103



Lab 3 Troubleshooting

&« C (Y @ Notsecure | www.cnn.com

% Bookmarks [3 Outside [ Ak-Outside [9 HoneyPot [ Branch Office

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

Destination . N
. . Responder Application
Action X Initiator IP % Responder IP x Country Port/[ICMP X | o ol
Code
Block with reset 172.31.100.10 146.75.119.5 E= USA 443 (https) ftep I HTTPS
Block with reset 172.31.100.10 146.75.119.5 E= USA 443 (https) / tep T HTTPS
Block with reset 172.31.100.10 146.75.119.5 E== USA 80 (http) / tcp CIHTTP

cisco Li%o/‘/

Connection events show
this is being blocked by the
“Block Fake News” AC

Rule

Web
Application

] CNN.com
[ CHM.com

] CNN.com

LTRSEC-3880

Access

Access
Control Rule

ks Control Polic
https://www.cnn.com Local Lab 3 (AC)
https: //www.cnn.com Local Lab 3 (AC)

http://www.cnn.com/favicon.ico Local Lab 3 (AC)

Block Fake Mews

Block Fake Mews

Block Fake Mews

© 2024 Cisco and/or its affiliates. All rights reserved.
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Lab 3 Troubleshooting ,

AR EM 5

Comments
@@ Check the rule comments... B Orsw

B 1/

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attribut

Inspection Logging Comments

Comment History

Comment User Date

This is to troll Foster and is not a real rule. you can disable this any time.

cisco L{V&/

jgroetzi 2024-1-25 21:06:23
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Lab 3 Solution

~ Mandatory - Local Lab 3 (AC) (1-3)

1 trust backups
2 Block Fake News
3 trust ssh

« Default - Local Lab 3 (AC) (4-11

1).
Disable
the rule

bloek the hateis

8 allow the bosses

9 block multimedia

3) Try again

cisco L{{/&/

backup_clier backup_serv

Any Any Any

b=

Any Any Any
Cut ;
Copy to » 4. 3.3.3.0/24 Ay Any Y SSH

Move to another policy

@ Trust
@ Block w

fosters_new: Any Any

@ Trust

[ H

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

LTRSEC-3880

2) De p I O y v NGFW1 Deployment to device successful.

Edit... TERRAT TR
Delete

Pornography

e

Insert new rule... Enable 1104 Hate Speech — An © Block
Insert new category... 192.168.60.1 © Allow
Show events . , v}'m“"‘!lh‘_ X @ Block

Y
r
Es
A

[ 1]
- o
ALY
- -

[
o o o
A
- o e

N
Rt
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Lab 3 Troubleshooting

Prefilter
fastpath

cisco L{V&/

Still Blocked...No Connection events!? Now

what?

Pros
Might fix issue right away
J

Cons \

May allow unwanted
traffic

No inspection

No immediate RC
Requires config change

J

firewall-
engine-
debug

LTRSEC-3880

Pros )
No config change
Same inspection
Immediate RC (maybe)

. _J

Cons
 Won't fix issue right away
» Higher Difficulty

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 107



firewall-engine- 3

Lab 3 Troubleshooting debug

> system support firewall-engine-debug

Please specify an IP protocol:

Please specify a client IP address:

Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Monitoring firewall engine debug messages

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 Starting with minimum 9, 'block multimedia', and VLan first with zones 3 -> 4, geo 0 -> 0, vlan 0, src
sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, svc 0, payload O, client 0, misc 0, user 9999997

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 ApplID

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 ) , referred no change, misc no
change, , tls host no change, bits 0x969C

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 Starting with minimum 9, 'block multimedia', and VLan first with zones 3 -> 4, geo 0(xff 0) -> 0, vlan O,
src sgt: 0, src sgt type: unknown, dst sgt: O, dst sgt type: unknown, svc 676, payload 1190, client 589, misc 0, user 9999997, host
www.cnn.com, no xff

172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 , action Block
172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 Sending HTTP block response page (605 bytes)
172.31.100.10 54851 -> 146.75.123.5 80 6 AS=0 ID=0 GR=1-1 Deleting Firewall session
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Lab 3 Troubleshooting Enable logging
9 I Categories: mulimedia LTindeoI ay Ay Ay A iy @Block DU P - E

Ingress | Egress

. . Initiator Responder N N Source Port Destination Port /| | Application . Web
Action = Reason Initiator IP Country Responder IP Country gg;:rlw gzg: rity 11ICMP Type ICMP Code Protocol Client Application URL
Block 172.31.100.10 146.75.119.5 B USA InZone OutZone 54403 /tcp 80 (http) / tcp CIHTTP 1 Chrome II:I CNN.comII http://www.cnn.com/
CNN.com
Turner Broadcasting System's news website. 0
Type Weh Application ‘ w
Risk Very Low .
Categorles multimedia (trfvideo), news
Tags displavs ads, N3G, S50 protocol d
e Context Explorer Wy Wikipedia o Google vahoo! 5 Bing

Cisco M- LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 109



Lab 3 Solution

Add a rule above “block multimedia” (Rule 9)
to allows certain apps and add CNN.com app

Add Rule (2]
Name Insert
[ Allow some multimedia | Enabled [ above rule A | [ 9
Action Time Range
| © Allow v | B | None v | +
Zones Networks VLAN Tags 4 Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Application Filters ¢ Clear All Filters Awvailable Applications (6059) ¢ Selected Applications and Filters (1) +
| Q, Search by name | | Q, Search by name | Applications
v User-Created Filters 050plus o ChN.com v
v Risks (Any Selected) 1&1 Internet [ )

cisco L;'V&/
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Lab 4 steps

1.

abkown

6.

Make a copy of the “Lab 4 (IPS)” AC Policy in your local domain and assign it to
the FTD and deploy (see deploy help slide)
Open an RDP session to WKST (see local note for IP)
Open a new incognito window in chrome
Navigate to http://172.31.200.8/evil.pdf (browser may try to force https, type “http://”)
Troubleshoot! Figure out why this connection is being blocked and make the
least intrusive change(s) to resolve the issue and retain as much security
efficacy as possible ( . Changes made should only impact

).

Note: for proper completion of lab make sure you have a File event for the PDF

Use https://docs.snort.ora/start/rules for snort3 rule documentation

. Multiple rules blocked this, can you make 1 rule which has the criteria of all rules that

were blocking this and still match? If you do show the instructor for a prize.
Hint; https://docs.snort.org/rules/options/payload/http/req resp detection

cisco M./ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 112



http://172.31.200.8/evil.pdf
https://docs.snort.org/start/rules
https://docs.snort.org/rules/options/payload/http/req_resp_detection

Lab 4 Scenario

inside dWs

mWKST Ethernet 2 (filter on this IP)
172.31.10x.X

outside

O

http://172.31.200.8/evil.pdf

cisco L{{(o/‘/

Problem Description

WKST is unable to download the
teNatinttp=//i12%31182 0!8/ evil*pdf

Instructions

Using the tools introduced,
determine why the connection is
unsuccessful.

Hints

V Intrusion Events
V system support trace

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 113



Lab 4 Verify Completion

If the file is allowed you should see a file event with sha256
2f55d0b4d7bfe0f78636a990c8dd152245a0e6bc2daf3eee445c0300ea746672

Sending IP x Sending % Receiving IP X Receiving % Sending % Receiving S5L File

. Threat Size
Country Country Port Port Status > e b Name * SHA256 x Score Type x | Category x (KB) X | URIX
172.31.200.8 172.31.100.88 80 (http) [ tcp 49791/ tcp evil.pdf (D) 2f55d0b4...ea746672 PDF PDF files 33.558 [evil.pdf

Please note: If you just fastpath traffic and the PDF loads but you still want to try the lab after you

have downloaded the PDF be aware the browser local cache will prevent more downloads, clear
browser cache/history before retrying.

cisco Li%o/‘/
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Lab 4 Troubleshooting (events

Blocked by IPS rule

v | 2024-02-01 @ Intrusion @ Block 2 172.31.100.88 49853 / tcp 80 (http) / tcp omni inspect
Event Type: @ Intrusion Intrusion Message: Evil pdf uri (2000:3000001:4) Ingress Virtual Router: Global
Time: 2024-02-01 12:30:51 Classification: Misc Activity Egress Virtual Router: Global
Priority: low Generator: Standard Text Rule Intrusion Policy: |PS Lab IPS Policy I
Impact: |Impact O Ingress Security Zone: InZone Access Control Policy: Local Lab 4 (IPS)
Action: @ Block Egress Security Zone: COutZone Access Control Rule: omni inspect
Source IP: 172.31.100.88 Domain: Global \ Seaté Network Analysis Policy: Security Over Connectivity
Destination IP: 172.31.200.8 Device: FTD-Seat6 HTTP Hostname: 172.31.200.8
Source Port | ICMP Type: 49853/ tcp Ingress Interface: inside URL: /evil.pdf
Destination Port [ ICMP Code: 80 (http) / tcp Egress Interface: outside
Rule

alert http any any -> any any ( msg:"Evil pdf uri"; flow:to_server,established; http_uri; content:"/evil.pdf"; classtype:misc-activity; sid:3000001; gid:2000; rev:4; )

Unified Event Viewer (UEV)

Cisco &. LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 115



Lab 4 Solution (Variant: Disable IPS Rule from global rule settings)

Analysis > Intrusions > Events

LAN

3 x Message X

Evil pdf uri (2000:3000001:4),
Evil pdf uri (2000:3000001:4)
Evil pdf uri (2000:3000001:4)
Evil pdf uri (2000:3000001:4)
Evil pdf uri (2000:3000001:4)
Evil pdf uri (2000:3000001:4)

Evil pdf uri (2000:3000001:4)

Threshold !

cisco L{{/&/

Classification X Generator X

Standal

rd Text Rule
Open in New Window 14 Text Rule
Exclude 'd Text Rule
Alert Rule 'd Text Rule
Block Rule 'd Text Rule
Reject Rule
Pass Rule
Drop Rule
Rewrite Rule

Edit Rule Action
2000:300... | Evil paf uri

© @ AlPolicies Per Intrusion Policy
DISABLE

Comments (optional)

Provide a reasan to change if applicable

Right click on the rule message > Disable Rule takes you to
the global snort3 rules

If there are no IPS policies in your local
domain you will see this view and you
can not make changes from here since
all polices are in global domain. You will
need to create a new IPS policy in your
domain

I All Rules

All rules assigned to current intrusion policy irrespective of rule group

Rule Actions v Y GID:2000 X  SIB:3000001 X

— v | 49,828 rutes

( GID:SID Info Rule Action Assigned Groups

> 2000:3000001  Evil pdf uri @ Block v (Overridder ciscolive

If there are IPS policies in your local
domain you will see this view and
you can disable per policy from here
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Lab 4 Solution (make new IPS policy)

Navigate to Policies > Intrusion and create a new policy. Use “IPS Lab IPS
Policy” as the base policy to keep same security posture.

Create new Policy

Create Intrusion Policy

Use “IPS Lab IPS Policy”
as base policy

Name*
[ Local Lab IPS Policy Seat 6 ]

Description

[ |

Inspection Mode

Error

() Detection  (® Prevention

Error saving policy: Policy name "Local Lab IPS Policy" is in use.
Policy names must be unique (Duplicate policy might exist in a
different domain)

If you get this error just add something
unique to your policy name, like seatt

Intrusion rule actions are always applied. Connections that
match a drop rule are blocked

Base Policy

IPS Lab IPS Policy v

Cisco L‘V&~ LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17




Lab 4 Solution (edit new IPS policy)

Edit the newly created IPS Policy

‘tts’ SECURE

Click “Snort 3 Version” to edit the policy rules

Deploy Q @ 4+ @ Seat6\Seat6v

les

‘ules assigned to current intrusion policy irrespective of rule group

IPS Mapping @ } [ Compare Policies Create Policy
le Action v Y sid:3000001 X
. ) : | 49,848 rules Preset Filters: 0 Alertrules | 1 Block rules | O Disabled rules | 0 Overridden rules | Advance
Snort 2 Version Snort 3 Version /8
(] GiD:siD Info Rule Action @
Snort 2 Version Snort 3 Version ZH[* W _
) 0:3000001 Evil pdf uri b Block (Default) v

Rule Action
Block (Default)

A Alert

Filter on the sid and
disable the rule

2 Rewrite
% Drop
@ Reject

@) Disable

@ Pass

*> Revert to default

Cisco M. LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 118



Lab 4 Solution (edit AC policy)

Edit the AC Policy and use the new IPS Policy to target by IP
Add a rule above omni inspect (rule 2)

Add Rule .
and use new IPS Policy
Name Inse )
| custom IPS for EC2 Enabled ‘ above rule v \ 2 ]
Action Time Range
| © Allow v| @ B [ None v I + )
Enable logging
Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection
Intrusion Policy v Variable Set
| Local Lab IP Policy Seat 6 v Default Set v |
. . Destination Networks (1)
e Pori * Add same file policy —
ile Policy o Networks —) | 172.31.200.8 | ]

[ IPS Lab File Policy v ] Vs -

Add destination
network of EC2 IP
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Lab 4 Troubleshooting

v @ AccessDenied X @ 18196.106219/evilpcf x 4+

- c A Not secure  18,196.106.219/evil.pdf

Component
Troubleshooting
- ‘

system support trace!
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Lab 4 Troubleshooting

> system support trace

Please specify an IP protocol: tcp

Please specify a client IP address:

Please specify a client port:

Please specify a server IP address: 172.31.200.8
Please specify a server port: 80

Enable firewall-engine-debug too? [n]: n
Monitoring packet tracer debug messages

172.31.200.8 80 -> 172.31.100.87 51617 6 AS=0 ID=0 GR=1-1 Packet 1297: TCP ***A**** (02/07-07:39:13.504353, seq 1778302888, ack
988312753, dsize 1380

172.31.200.8 80 -> 172.31.100.87 51617 6 AS=0 ID=0 GR=1-1 File: Type-PDF found

172.31.200.8 80 ->172.31.100.87 51617 6 AS=0 ID=0 GR=1-1

172.31.200.8 80 ->172.31.100.87 51617 6 AS=0 ID=0 GR=1-1 Stream: pending block, drop

172.31.200.8 80 ->172.31.100.87 51617 6 AS=0 ID=0 GR=1-1 Policies: Network 0, Inspection 0, Detection 5

172.31.200.8 80 ->172.31.100.87 51617 6 AS=0 ID=0 GR=1-1 Verdict: blacklist

172.31.200.8 80 ->172.31.100.87 51617 6 AS=0 ID=0 GR=1-1

LTRSEC-3880 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Lab 4 Solution (Find the suppression)! configurations &

Go to Objects > Intrusion Rules [Snort3 All Rules]
Then expand the local rules group and click “ciscolive”

> [ 2000:3000002 detect PDF options J @ Block (Default) (Overridden) ciscolive Suppression L
> [ 2000:3000005 this is a bad rule, do not even look \ @ Disable (Default) ‘ ciscolive None L
> []  2000:3000006 no bad-mouthing snort3! ‘ @ Block (Default) ‘ (Overridden) ciscolive None Kol
> [ 2000:3000003 block evil text [O Block (Default) \ (Overridden) ciscolive None Lo
> O 2000:3000004 johns test rule {A Alert (Default) } (Overridden) ciscolive None |
If trying to disable from this view you may get an g -
error since this is trying to set the global setting [ a aen
and you don’t have permission from this domain. |®®?ewie
“ H H ” % Dro
Select “Per Intrusion Policy” instead arm
@ Reject
| ° Block ’ (Overridden) q ciscolive @ Disable (Default)
Error while saving. Retry > Revert to defaut
r_ . | Per Intrusion Policy
Ltz/ / Alternatively, you can go to the intrusion policy to disable it
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Lab 4 SO'UUO” cs:gr?frii:]urations °

Disable for local IPS policy from Global rules view

Edit Rule Action 7]

2000:300... | detect PDF options

@ O All Policies (® Per Intrusion Policy

Policy Rule Action

l Local Lab IP Policy Seat 6 l BLOCK v
ALERT

Comments (optional)
REWRITE

Provide a reason to change if applicable

PASS
DROP N
REJECT

DISABLE

nreATnT
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Lab 4 Solution

inside dWs

" \\/K ST | Ethernet 2 (filter on this IP)
' ~ 172.31.10x.x

)
Vy
04

outside

s,

http://172.31.200.8/evil.pdf

Multiple IPS Rules blocking the
connection

Solution

Disable the IPS rules using a
custom IPS policy and AC rule to
only target the EC2 instance IP
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Lab 4 Pro Mode Check and Extra Questions

1. If you navigate to the external IP of the EC2 from WKST

(http://18.196.106.219/evil.pdf), is the pdf blocked? If you targeted the

internal IP of the EC2 correctly this should still be blocked (Assuming no

local cache of the PDF)

Can you find the “hidden” text message in the PDF?

3. Goto /evil.txt uri on the EC2, is it blocked? It should block if you didn’t
break security posture during lab.

4. There is a rule for that text message, why didn'’t the IPS rule block the
text in the PDF but it blocked the text in the .txt file?

N
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Lab 4 Bonus

. Multiple rules blocked this pdf, can you make 1 rule which has the
criteria of all of the rules that were successfully blocking this and still match?
If you do show the instructor for a prize.

l.e. if 3 rules blocked this then can you combine all of the constraints (rule
bodies) from those rules into 1 rule and have it block the pdf?
If you do show the instructor for a prize.

Hint: https://docs.snort.org/rules/options/pavload/http/req resp detection
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https://docs.snort.org/rules/options/payload/http/req_resp_detection

Continuing Education
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CISCO Secure Flrewa” YOUTUbe Cisco Secure

Knowledge from TAC / TMEs

Firewall YouTube
Channel

- New Feature Walkthroughs
- Troubleshooting Tips

« Automation Guides

"1‘*5—2}"“.

. ﬁﬁ&t«%

cisco éd/a_/

o] |
CISCO | §

YouTube
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me _ _
c1Sco The bridge to possible

Cisco Security Beta Programs

Influence product design
Design research participants shape the look, feel, & functionality
of new product features and offerings

@ Attention to Feedback
Beta customer bugs and enhancements receive high visibility &
priority

ODO Top notch communication
MM Private conference calls with product team

EEe] Training
34 Customers receive early training & experience with new features

O‘? Customer Support
Q Feature experts will be on-hand & responsive to your issues

Sign-Up Now: https://cs.co/security-beta
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