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• Cisco Unified AI Assistant

• Conclusion
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AI is transforming the workplace

Automating Repetitive TasksEnhanced Decision Making & 
Analytics

Content Personalization & 
Recommendations
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AI Assisted Collaboration & Productivity 
Tools
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Evaluating AI technology

Image & Video UnderstandingCode Generation

Reasoning & Problem Solving
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Language Understanding & 
Comprehension
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Frontiers of AI tech

Adversarial RobustnessMulti-Agent Orchestration

Autonomous Agents
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General Intelligence & Reasoning
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AI Assistant mission at Cisco

Driving Innovation & Problem-
solving

Enhancing User experience

Enabling & streamlining workflows
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Providing Real-time Assistance & 
Collaboration
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Cisco AI Assistants
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Cisco Assistant Ecosystem

9BRKAI-1623



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

AI Assistants Have “Skills”, Not Features
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• Definition: Any action that a Cisco AI 
Assistant can performance.

• Skills: Troubleshooting, configuration, 
recommendations, etc. 

AI Skills

AI Assistant Platform
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Documentation Search
Search Cisco's product docs for clear, 

actionable, and simplified insights.

Configuration Insights
Understanding & modifying configuration

Troubleshooting help
Enables quick discovery of policies with 
fast, rich data responses on-demand

Ticketing Integration with CX
Enables TAC case creation and modification

Recommended Actions
Proactively suggest actions to enable 
workflows and usage

AIOps Integration 
Insights into traffic, configuration, capacity to 
maintain operational capabilities

Skills across AI Assistants
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AI Assistants for 
Cisco Security



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

XDR

Detect a phishing attack that has setup a 
C&C and is exfiltrating data outside the 

network.

Block any outbound exfiltration to 
the IP address identified from the 

C&C

Firewall Duo

Lock affected user out of 
critical applications

Secure Access

Ensure users access only resources 
they need securely

Cisco Security’s Suite of AI Assistants
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AI Assistant for 
Firewall Management Center
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Firewall

Documentation Summarization
Search Cisco's product docs for clear, 

actionable, and simplified insights.

Policy Rule Creation
Create policies with natural language

Policy Insights
Enables quick discovery of policies with 
fast, rich data responses on-demand

Ticketing Integration with CX
Enables TAC case creation and modification

Policy Analysis & Optimization
Proactively discover and remediate policy 
misconfigurations and anomalies

AIOps Integration 
Insights into firewall traffic, configuration, 
capacity to enhance security posture.

Cisco Firewall AI Assistant Skills
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Documentation Summarization
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Firewall AI Assistant
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Policy Rule Creation
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Firewall AI Assistant
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Policy Insights
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Firewall AI Assistant
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Policy Analyzer & Optimizer
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Firewall AI Assistant
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CX Ticketing
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Firewall AI Assistant
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AI Assistant for 
Cisco Secure Access
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Secure Access

Documentation Summarization
Search Cisco's product docs for clear, actionable, 

and simplified insights.

Policy Rule Creation
Create policies with natural language

Policy Insights
Enables quick discovery of policies with fast, rich 
data responses on-demand

Troubleshooting User Access
Automates triaging for access issues

Policy Analysis & Optimization
Proactively discover and remediate policy 
misconfigurations and anomalies

Digital Experience Monitoring
Quick issue research, trend analysis, insights

Cisco Secure Access AI Assistant Skills
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Quick Access to Documentation
• Find relevant information directly within the 

dashboard.

Contextual Citations
• Provides citations for clarity and reference.

Example Prompts
• “What are the key capabilities of Experience 

Insights?”

• “How do I change IPS profiles in Cisco Secure 
Access?”

Documentation
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Secure Access AI Assistant
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Policy Creation
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Secure Access AI Assistant

Flexible Rule Creation
• Set up single or multiple rules at once.

Access Inference
• The assistant automatically identifies the type of 

access required.

Example Prompts

• “Allow Lee access to Jira”

• “Block Finance access to gambling sites”

• “Allow HR access to Workday and block 
Engineering from streaming video”
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Troubleshooting
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Secure Access AI Assistant

Private App Access Issue
• Resolve access issues to internal 

applications.

Multi-Agent Orchestration
• Coordinate multiple agents to streamline 

troubleshooting.

Faster Time to Resolution
• Quickly identify and address the root 

cause of issues.

Example Prompt

• “Why can’t Lee Parker access Jira?”
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Digital Experience Monitoring
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Secure Access AI Assistant
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AI Assistant for 
Cisco Duo
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Duo

Documentation Summarization
Search Cisco's product docs for clear, 

actionable, and simplified insights.

Troubleshooting User Access 
Troubleshoots auth issues by looking at auth 
sequences, policy breakdown, group status, etc.

Cisco Duo AI Assistant Skills
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User Access Troubleshooting
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Duo AI Assistant

Remediating User Access 
Issues
• Assists administrators in identifying 

why end users are unable to 
authenticate, including:

• Authentication sequence 
analysis

• Policy breakdowns

• Group status checks

• Etc.

Example Prompt

• “Why can’t cdedmundo login?”
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AI Assistant for 
Cisco XDR
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Investigate, prioritize, respond, 
and recover from one AI-assisted 
console

Command every response and 
action with AI-driven automation

Get confident verdict with 
cross-domain telemetry and
threat intelligence enrichment

AI Assisted Threat Event Management
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XDR

Documentation Summarization
Provides concise incident summary to enable 

quick understanding of an ongoing incident. 

Respond and Remediate

Automate response actions, create Webex War 
rooms, and generate incident reports

Explain and Recommend

Provides recommendations to remediate 
incidents, thereby reducing response times 

AI-Generated Notes

Automatic generation of incident investigation 
notes of manual actions for XDR audit logs

Interpret Incidents

Ask natural language questions to rapidly 
understand an ongoing incident

Preemptive Detection & Response

Augment attack chain detection in XDR with 
recommended response actions

Cisco XDR AI Assistant Skills
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AI Assistant for 
Security Cloud 
Control
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Gain end-to-end visibility from a single screen
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Access comprehensive insights
across all security platforms.

Enable prompt issue resolution 
through a live view of network
traffic and security events

Empower informed decisions 
with operational insights from
network data
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One Security Assistant
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SCC AI Assistant interfaces to 
individual Assistants on various 
platform.

Seamless integration with Firewall, 
Secure Access, and Hypershield AI 
Assistants 
(more to come)

Security Cloud Control AI Assistant
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AI Assistants for 
Cisco Networking
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Cisco Networking’s Suite of AI Assistants
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Meraki

Cloud-managed networking with 
security, visibility, and device control.

On-prem network 
management for automation, 
policy, security & assurance.

Catalyst Center Identity Service Engine

Enforces identity-based access 
policies, ensuring secure network 

access and compliance

SD-WAN

Optimizes WAN traffic and 
security across remote sites.



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Networking

Documentation Summarization
Summarize key documentation and best 

practices for quick guidance.

Troubleshooting
Diagnose issues and recommend solutions 

based on network data.

Network Visibility
Monitor real-time and historical network health 
and performance.

Impact Analysis & Optimization
Assess impacts of changes and optimize for 

efficiency.

Configuration & Migration
Assist with feature setup and migration readiness.

Cisco Networking AI Assistant Skills
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Support & Case Management
Streamline TAC support and automate 
case management tasks.
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AI Assistant for 
Meraki
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Cisco Meraki use cases and personas
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NetOps
Automation and workflows to streamline 
and simplify complex or repetitive tasks

AIOps
AI/ML to ensure consistent performance 
and optimal user experience

SecOps
Complete zero trust solution for flexible 
segmentation and policy enforcement 
including AI-driven device identification

DevOps
APIs combined with playbooks for 
managing networks at scale and 
numerous out-of-the-box integrations

Physical and virtual infrastructure

Automation

Observability 
and insights

Zero trust

Visibility Programmability
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Cisco Meraki AI Assistant Video Demo
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AI Assistant for 
Catalyst Center
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Catalyst Center use cases and personas
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NetOps
Automation and workflows to streamline 
and simplify complex or repetitive tasks

AIOps
AI/ML to ensure consistent performance 
and optimal user experience

SecOps
Complete zero trust solution for flexible 
segmentation and policy enforcement 
including AI-driven device identification

DevOps
APIs combined with playbooks for 
managing networks at scale and 
numerous out-of-the-box integrations

Physical and virtual infrastructure

Automation

Observability 
and insights

Zero trust

Visibility

Catalyst Center

Programmability
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AI Assistant for
Collaboration
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Cisco Webex’s Suite of AI Assistants

Teams Control HubMeetings

Collaboration workspace with chat, 
file sharing, and video meetings

High-quality video conferencing for 
virtual meetings and webinars.

Centralized management for Webex 
services, users, and security

BRKAI-1623
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Conversation Catch up & Summary
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• AI summarizes entire 
spaces, threads and 
messages for you.

• Get to the point and 
stay productive!

Available
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AI Assistant in Meetings
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• Ask AI about this meeting! 

• Catch up on what you 
missed or if your name was 
mentioned.

• Save the summary without 
having to record and more!

Available
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Cisco DevicesWebex Contact Center

Video MessagingWebinars PollingEvents WhiteboardingCallingMeetings Messaging

Webex Suite

Control Hub
A single-pane-of-glass management 
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Control Hub

Setup and Configure
Easily configure settings and manage setups. 

Ask “How do I…?” or request, “Do it for me.”.

Troubleshooting
Receive proactive notifications of issues, 

along with root cause analysis.

Analytics and Insights
Query your data for valuable insights and 
metrics to enhance decision-making.

Contextual Q&A with Recall
Get answers with context-based memory for 

accurate, relevant responses.

Converse with Reports
Engage with your reports seamlessly for 
enhanced, conversational insights.

Cisco Control Hub AI Assistant Skills
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Smart Search with AI
Leverage AI-driven search for faster, smarter 
information retrieval.
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Cisco Unified AI 
Assistant



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

AI Assistants Integrated Across Cisco

57BRKAI-1623

Collaboration

Networking

Observability

Security Firewall, Secure Access, XDR, Hypershield, Duo 

Meraki, Catalyst Center, ISE, Catalyst SD-WAN

Splunk Enterprise Security, Splunk Observability, Splunk Enterprise

Webex Meeting, Webex Teams, Webex Control Hub
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Unified AI Assistant Increases Productivity 

Configuration

Documentation 
Summarization

Troubleshooting 

& Visibility

Recommendation 

& Optimization
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Unifying Cisco AI Assistants
Bring “Skills” from across Cisco to 10x customer experience
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• Definition: Insights and actions taken for a 
single platform at a time.

• Example: Checking the client's health on 
Meraki.

Simple Skills

Individual AI Assistant Skills for One Platform

• Definition: Combines intelligence across 
multiple products for enriched insights to 
accelerate RCA action.

• Example: Correlating a poor-performing 
Meraki client with XDR, Firewall, & 
ThousandEyes data for cross-domain context.

Composite Skills

Unified AI Assistant Skills for Many Platforms

Unified AI Assistant introduces “Composite” Skills

60BRKAI-1623



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

XDR

Secure Access

Control Hub

FirewallDuo

ThousandEyes

Meraki

Multi-Source Docs 
Summarization

All Platforms

Cross-Platform Correlation
for Threat Investigation

XDR + Any Other Platform

Cross-Platform Correlation 
for Troubleshooting
Any Platform + Any Other Platform

Cross-Platform Correlation 
for Threat Mitigation
XDR + Any Other Platform

Key Composite Skill Use Cases
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Log into SSO in AI Assistant Settings User’s Platforms

XDR

Secure Access

Webex

FirewallDuo

ThousandEyes

Meraki

Catalyst 
Center

SD-WAN ISE

SSO

Connect Cisco’s AI Assistant to All Platforms
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XDR

Secure Access

Webex

FirewallDuo

ThousandEyes

Meraki

Catalyst 
Center

SD-WAN ISE
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Seamless Knowledge Access Across Cisco 
Products

Multi-Source Documentation Summarization

Firewall Assistant

What are the best practices for 
using Cisco Firewall?

Duo Assistant

What are the best practices for 
using Cisco Duo?

Duo Docs Firewall Docs

Unified AI Assistant

How do I secure my network 
with Cisco Security?

XDR Docs Secure Access Docs

                           

     

Unified AI Assistant

How do I secure my network 
with Cisco Security?
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Cross-Platform Troubleshooting is Complex

• Cisco platforms often only have basic 

integrations with each other.

• Users must manually correlate data 

across platforms for troubleshooting.

Integrations Are Seldom 

Comprehensive 

• It can require multiple teams & 

tickets, hours to days to resolve.

• Example: Poor Webex experience 

could require Meraki, 

ThousandEyes, & Firewall teams.

Troubleshooting
is Time-consuming
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Troubleshooting is complex when 
multiple platforms are needed!

Cross-Platform Troubleshooting

Meraki
Clients Can’t Access 

an Application
Firewall

Is Traffic Blocked?

Step 2

Secure Access
Do Users Have Access?

                           

     Step 1

Duo
Are Users Being 

Denied?

Step 3

Is There Internet 
Outage?

Step 4

BRKAI-1623

Troubleshooting Clients, Devices, & Apps Often 
Requires Data From Multiple Platforms
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Issue Identified Network Assessed WAN Analyzed Firewall InspectedIssue Resolved!

Cisco Firewall

Troubleshooting with the Unified AI Assistant
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Accelerate Troubleshooting with Cross-Platform Insights

Client has an issue accessing an app

Relevant Data

User’s Platforms

Firewall

Duo

XDR

BRKAI-1623

Cross-Platform Troubleshooting
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Accelerate Threat Investigations with Cross-Platform 
Insights

Relevant Data

Compromised Client Discovered on XDR

Cross-Platform Correlation for Threat Investigation
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User’s Platforms

Firewall

Duo
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All Platforms

Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS 

Resource Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

User trust level, identity 

checks & reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Third-Party platform insightsTopology, client details, 

location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experienceWAN Details

SD-WANAny Platform

Originating Platform

Correlate Data Across All Platforms
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Cross-Platform Correlation for Troubleshooting
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Conclusion
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Accelerated resolution

Troubleshooting is consuming, but the 
AI Assistant enables RCA in minutes 
by correlating cross-domain insights!

One assistant, many skills

Each Cisco product enhances the 
Unified AI Assistant with additional 
“simple” skills to troubleshoot issues.

Compounding value

Combines cross-platform ‘simple’ skills 
into ‘composite’ skills—more Cisco 
products mean exponentially richer 
context and smarter recommendations.

Benefits of the Unified AI Assistant

BRKAI-1623 71



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Better User Experience & Productivity
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Security Networking Collaboration
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Click the “join the discussion” 
button for this session on the 
Cisco Events Mobile app to ask 
any questions

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.
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http://www.ciscolive.com/on-demand.html
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Thank you
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