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Artificial
Intelligence

In the Workplace
today
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Al is transforming the workplace

Al Assisted Collaboration & Productivity Content Personalization &
Tools Recommendations

Enhanced Decision Making & Automating Repetitive Tasks
Analytics
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Evaluating Al technology

Language Understanding & Reasoning & Problem Solving
Comprehension

Code Generation Image & Video Understanding
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Frontiers of Al tech

General Intelligence & Reasoning Autonomous Agents

Multi-Agent Orchestration Adversarial Robustness
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Al Assistant mission at Cisco

Providing Real-time Assistance & Enabling & streamlining workflows
Collaboration

Enhancing User experience Driving Innovation & Problem-
solving
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Cisco Al Assistants
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Cisco Assistant Ecosystem

Meraki

= Al Assistant & [S RN S
XDR c
Splunk
| Ask ything... B
Security Network Observability

CISCO Lt/&~/ BRKAI-1623

k-
»

SOC

Collaboration
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Al Assistants Have “Skills”, Not Features

cisco L{{@/

Al Skills

Definition: Any action that a Cisco Al
Assistant can performance.

Skills: Troubleshooting, configuration,

recommendations, etc.

04_’ .

Al Assistant Platform

BRKAI-1623
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Skills across Al Assistants

Documentation Search
Search Cisco's product docs for clear, /
actionable, and simplified insights

Configuration Insights

Understanding & modifying configuration

Ticketing Integration with CX
Enables TAC case creation and modification K

/

cisco L{V&/

BRKAI-1623

Troubleshooting help

Enables quick discovery of policies with
fast, rich data responses on-demand

Recommended Actions

Proactively suggest actions to enable
workflows and usage

AlOps Integration

Insights into traffic, configuration, capacity to
maintain operational capabilities

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Al Assistants for
Cisco Security
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Cisco Security’s Suite of Al Assistants

Firewall

Secure Access

el
!

Duo XDR

Block any outbound exfiltration to
the IP address identified from the
C&C

cisco L{V&/

Ensure users only resources
they need securely

Lock affected user out of

Detect a phishing attack that has setup a
critical applications

C&C and is exfiltrating data outside the
network.

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Al Assistant for
Firewall Management Center

cisco Li/&/



Cisco Firewall Al Assistant Skills

Documentation Summarization
Search Cisco's product docs for clear,
actionable, and simplified insights

Policy Rule Creation

Create policies with natural language

Ticketing Integration with CX

Enables TAC case creation and modification

cisco L{V&/

Policy Insights

Enables quick discovery of policies with
fast, rich data responses on-demand

Policy Analysis & Optimization

Proactively discover and remediate policy
misconfigurations and anomalies

AlOps Integration

Insights into firewall traffic, configuration,
capacity to enhance security posture.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Documentation Summarization

I aiteam-uni Py
Defense Orchestrator g ; - -
Al Assistant = X 0

[ >

You

How do | exclude Webex traffic from the remote access VPN?

O Al Assistant

You can exclude specific traffic, such as Webex, from the remote access VPN by using the dynamic split tunneling feature based on DNS
domain names.
Here are the steps to follow:
From the CDO home page, click Inventory.
. Locate the Secure Firewall Threat Defense device you want to apply this rule to.
. Select the device and click Device Overview in the Device Management pane.
. Configure the group policy to use Dynamic Split Tunnel:

1. Choose Devices > Remote Access.

2. Click Edit on the remote access VPN policy you want to configure for dynamic split tunneling.

3. Click Edit on the required connection profile.
4. Click Edit Group Policy.

Configure the Secure Client custom attribute:

1. Click the Secure Client tab.

2. Click Custom Attributes and then click +.

3. Select Dynamic Split Tunneling from the Secure Client Attrib |
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Policy Rule Creation

Al Assistant = X co.com

You

Create a rule to block facebook over sourceNetwork fqdn_1

O Al Assistant @ Confirmation

Here is your rule recommendation. This rule will be added in policy.

Rule Name Source Networks Applications Section Policy Name

Rules1 fqdn1 Facebook Comment, DEFAULT anna_acpl
Facebook Games

Congratulations, your rule named Rules1 is successfully created. The rule is created in a disabled state as of now. You can enable it from your policy detail
page.
[y

Go to policy detail page

Last data sync: about 20 hours ago

o Your feedback helps us improve the Al Assistant
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Policy Insights

Al Assistant
Hide Menu
You
id Dashboard Can you scan my access control policies, except the raj-acp policy, and return the name of the user that last modified each policy with
timestamp?

( Al Assistant

The access control policies, excluding 'raj-acp’, were reviewed. The names of the users who last modified each policy along with the
timestamps were provided

»“ Hide details

At

Policy Name Last Modified User Last Modified Date

anna_acp2 Firepower System 2024-10-04
02:26:50+00:00

chuy_test] Firepower System 2024-10-04
02:26:50+00:00

Firepower System 2024-10-04
02:26:50+00:00

Tools & Services

comparison_acp2 Firepower System 2024-10-04
02:26:50+00:00

Settings

ethanz@cisco.com 2024-08-09

20:01:06+00:00

child_policy1 Firepower System 2024-10-04
02:26:50+00:00
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Policy Analyzer & Optimizer

' Defense Orchestrator
- thovargh

Al Assistant
Hide Menu 10:00:00+00:00
. Dashboard

How this response was generated

bjects
You 155
Show me duplicate rules for nyc_access_control_policy 0
O Al Assistant

The NYC access control policy has 1358 redundant rules, 8612 shadowed rules, 15860 total rules, and 9970 duplicate rules.

B 87% Fully jowed Rules (8612) 14% Fully Redundant Rules (1358)

[u»-,m-u all redundant rules for policy “nyc_access_control_policy ] [3“;¢t e all shadowed rules for policy "nyc_access_control_pol

[Dlsable'ully shadowed rules for policy "nyc_acccss,connm_poncy--] [D\smh fully redundant rules for policy "nyc_access_control_policy" ]

[D\snl)'( all for policy "nyc_access_con y

| How this response was generated

@ Your feedback helps us improve the Al Assistant

©=
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CX Ticketing

dutli security Cloud Control Q Type‘ctri' + /' to SBNIE LREOF 0D

rijang@cisco.com

Customize

Home Al Assistant

Multicloud Defense

Insights & Reports

Events & Logs

+ Add Account
Policies

flulticloud Defense Controller (7'
Objects

How can | help today?

Security Devices Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve

Secure Connections

Administration

How do | create a basic security policy for FTD? What URL categories are being blocked?

What access control rules are disabled? How do | schedule a recurring backup?

firepower_192.168.0.25 Read policy successfully System User

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Al Assistant for
Cisco Secure Access
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Cisco Secure Access Al Assistant Skills

Documentation Summarization

Search Cisco's product docs for clear, actionable,
and simplified insights

Policy Rule Creation

Create policies with natural language

Troubleshooting User Access

Automates triaging for access issues

cisco L{V&/

Policy Insights

Enables quick discovery of policies with fast, rich
data responses on-demand

Policy Analysis & Optimization

Proactively discover and remediate policy
misconfigurations and anomalies

Digital Experience Monitoring

Quick issue research, trend analysis, insights

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Documentation

Quick Access to Documentation
* Find relevant information directly within the
dashboard.

Contextual Citations
» Provides citations for clarity and reference.

Example Prompts
» “What are the key capabilities of Experience
Insights?”

* “How do | change IPS profiles in Cisco Secure
Access?”

cisco L{V&/

‘dsch Secure Access ¥ @ A Naveen Elango

Overview

view dashboard nd health metri organization. Use this information to address se

Cisco Al Assistant

O Al Assistant

ith that. Here's a high-level procedure to deploy a resource connector in Amazon Web

Select All

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 24
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Policy Creation

Access:

Flexible Rule Creation |

*  Set up single or multiple rules at once. sources: [

Access Inference

+  The assistant automatically identifies the type of
access required.

Example Prompts

Let the Cisco Assistant help you!

Just type your request and let the Assistant simplif

. “Allow Lee access to Jira”

asingle rule < ultiple rules

. “Block Finance access to gambling sites”

Deploying a Resource Connector: A How-To Guide Understanding Experience Destinations: | Gambling
A What s Experience Insights a

+  “Allow HR access to Workday and block
Engineering from streaming video” . S — : Acton:

Sources: engineering

Des ns: jira

Endpoint Requirements

c 1 S c o M- BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Troubleshooting

Private App Access Issue
» Resolve access issues to internal
applications.

Multi-Agent Orchestration
» Coordinate multiple agents to streamline
troubleshooting.

Faster Time to Resolution
*  Quickly identify and address the root
cause of issues.

Example Prompt

* “Why can’t Lee Parker access Jira?”

cisco L{V&/

‘dild Secure Access

Access Policy

894 Rules

# @ Rule name

Default Access Rules (D

BRKAI-1623

Nik
P @ 0 | A Brnesscopinc ©

Cisco Al Assistant -

y Lee Meadows

7/7 checks

Ask a follow up question

[ show me suggested remediatio

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Digital Experience Monitoring

il o - v
asco. Secure Access ® Q | o3 Network Administrator

Experience Insights

Thousand

Summary  Allnsights

Al Generated Action Center

Latency Alert Summary Unhealthy Regions Detected 1850/4500 Worst Performing SaaS Applications

Experience

nsights

CIsco 2
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Al Assistant for
Cisco Duo

cisco Li/&/



Cisco Duo Al Assistant Skills

Documentation Summarization
Search Cisco's product docs for clear,
actionable, and simplified insights

Troubleshooting User Access

Troubleshoots auth issues by looking at auth
sequences, policy breakdown, group status, etc.

c 1 sco L‘V&~ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



User Access Troubleshooting

Account . "
. < 9
((((( =Uus Q. search ‘AuthToNowhere Al Assistant ® Help  Q Brianna Penney

| Tt Dashboard

SEERLET Users Endpoints. &
Policies
. 2 a4 563 48 30.3% ° 2 Administrators
. . . . . . . G-t ’ Bypass Users Locked Out Inactive Out of Date OS Change
+ Assists administrators in identifying

Single Sign-0n

Why end users are unable to D 601 Total Users 184 Totl Endpoints ”
authenticate, including: P——

Endpoints v 61 Priority Events

Groups

« Authentication sequence

a n a |yS I S 114 Authentications

Trusted Endpoints
In the last 48 hours, shown at every 30 minutes.

« Policy breakdowns

Reports

Settings

» Group status checks

, |
» Etc. n:. . Ilill

SAM SAM 5PM
Mon. Oct7 Tue. Oct 8

«  “Why can’t cdedmundo login?”

CISCO M‘/ BRKAI-1623
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Al Assistant for
Cisco XDR
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Al Assisted Threat Event Management

Investigate, prioritize, respond,
and recover from one Al-assisted
console

Command every response and
action with Al-driven automation

Get confident verdict with

cross-domain telemetry and
threat intelligence enrichment

cisco L{V&/

Incidents

93 inciaents

Status: Incident Reparted =

aaaaaaaa

Suspected Malicious URL
on ip-192-168-249-115

HillneA 780 Status Incident Report...

rtp) 18 hours ago
Unassigned

Priority score breakdown

Suspected Malicious URL on ip- 7 8 0

8606608 @ 86080860

BRKAI-1623

78 10

Detection Asset

Risk Value at Risk
Short description

The device communicated with a suspected
malicious URL. The alert uses the Suspected

Malicious URL observation and requires URL data

provided by firewalls via the Cisco Security
Analytics and Logging (SAL) integration or
Enhanced Netflow.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco XDR Al Assistant Skills

Documentation Summarization Explain and Recommend
Provides concise incident summary to enable / \ Provides recommendations to remediate
quick understanding of an ongoing incident. incidents, thereby reducing response times

Interpret Incidents

Ask natural language questions to rapidly
understand an ongoing incident

Respond and Remediate

Automate response actions, create Webex War
rooms, and generate incident reports

Al-Generated Notes Preemptive Detection & Response

Automatic generation of incident investigation Augment attack chain detection in XDR with
notes of manual actions for XDR audit logs K / recommended response actions

c 1 s co L‘V&~/ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



L XOR ¢ o 0 2k

= « Incidents @ Automatic incident assignment to current user and
@@ o« Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation - e i L s i
BE  Control Center >
Reported by Cisco XDR Automation I on 10, Oct 2024 @ 12:36 AM IST - 1 Linked Incident
Incidents View detailed d ipt
o e detad descripion A Acsietant o

Created by an Automation workflow.
“Q Investigate
Overview Detection Response Worklog Report

£8  Intelligence >
0-8 Automate > «” Expand
Wi  Assets >
43¢ Administration >
I
w
FHS
2
L)
o

B maiicious [l suspicious [l common [ unknown [l clean [ Asset How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations and
won't always get it right, but your feedback will help me improve.

Show timeline 0

3 Assets View all 10 observables View all
TOP ACTIVE TOP ACTIVE !
How do | respond to an incident? How are integrations used in XDR?
B Endpoint D5 Unknown URL
MY-DEVICE-42 2 events http://www.internetbadguys.com - 3 events
& Person % Unknown File Name How are incident priority scores How do | trigger an Automation
Aditya Sankar | - 1event christmas_bonus.exe - 2 svents calculated? workflow to run?
[E] endpoint DY Unknown SHA-256
©1-6300-2-g1-4-win10 (- Yo a3973e2fca3fedbod964efdc2bedde3b52fdde547311c705541de... () 2 events lask the Al Assistant a question
@) unknown Email View User Guide to lear more. N
badguy@evil.com - 1 event

ciIsco '&/
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Al Assistant for
Security Cloud
Control
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Gain end-to-end visibility from

@

®

cisco L{V&/

Y2k Security Cloud Control

Access comprehensive insights =
across all security platforms.

Dashboard

e \ Top insights & alerts (e

a single screen

Gk 0O %O O | RN v i

7 Elophant flow spike observad
ow

Enable prompt issue resolution

through a live view of network
traffic and security events

Top actions

Policy optimizer

Data sourcae: (F10)

Empower informed decisions
with operational insights from
network data

BRKAI-1623

Top information

18263 ruies wihanomates  §T 23 snadowes

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



One Security Assistant

i —
I il Security Cloud Control Q searen > p QO HO @ | R v H
= Dashboard
SCC Al Assistant interfaces to s T T,
individual Assistants on various 5 | o
platform. =
Seamless integration with Firewall, % 18263 e & 60k

12 recent protections v
Aot

Secure Access, and Hypershield Al . N
Assistants
(more to come)

CISCO M‘/ BRKAI-1623
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Al Assistants for
Cisco Networking
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Cisco Networking’s Suite of Al Assistants

Meraki Catalyst Center Identity Service Engine

Cloud-managed networking with On-prem network ) Enforces identity-based access Optimizes WAN traffic and
security, visibility, and device control. management for automation, policies, ensuring secure network security across remote sites.
policy, security & assurance. access and compliance

cisco M./ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Cisco Networking Al Assistant Skills

Documentation Summarization / ™~ Network Visibility
Summarize key documentation and best Monitor real-time and historical network health
practices for quick guidance. and performance.

Troubleshooting
Diagnose issues and recommend solutions
based on network data.

Configuration & Migration
Assist with feature setup and migration readiness

Impact Analysis & Optimization Support & Case Management
Assess impacts of changes and optimize for Streamline TAC support and automate
efficiency. K J case management tasks.

c 1 sco L‘V&~ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Al Assistant for
Meraki
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Cisco Meraki use cases and personas

(&
Q £ ©

Observability Zero trust
and insights
’/nm G bty Namp i Mo a se=e 1-\ </>
U5 Wast Coant Matworks Overview for this woek -

Visibility Your overall health is Good. Programmability

Physical and virtual infrastructure

H 8 & =

cisco L{{/&/

NetOps

AlOps

SecOps

DevOps

BRKAI-1623

Automation and workflows to streamline
and simplify complex or repetitive tasks

Al/ML to ensure consistent performance
and optimal user experience

Complete zero trust solution for flexible
segmentation and policy enforcement
including Al-driven device identification

APIs combined with playbooks for
managing networks at scale and
numerous out-of-the-box integrations

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



"cllls'élo" Meraki Q, Search Dashboard

“5-| Network Overview [N

Meraki San Francisco v

SFO12

Your network health score is ) 100
@  Secure Connect Some end clients are unable their applications and have

moderate interruption from the network 80

<.* Network-wide
Jg Assurance New

|  security & SD-WAN

&  Switching 0
/100 3:00 PM 6:00 PM 9:00 PM 12:00 AM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
0 100
B Wireless SSgis) last day —e— Network health score —#— Previous day -®- Previous day average
§ Systems Manager
——ar %
= . 2
— R Clients 2029total 4\ Fair 86/100 -1pts last day %
5
&' Sensors & Wireless 6 issues 86/100 -8 pts g
540 Clients impacted
il Insight
®  Organization © Remote 0issues —/100 —pts
Q  Findin Menu © Wired 2 issues 100/100 +0 pts
24 Clients impacted
i1 Applications 11total @ Good &) 99/100 Opts last day
© Salesforce - meraki & 98/100 +0 pts
© meraki.enterprise.slack.com 98/100 +0 pts

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Al Assistant for
Catalyst Center
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Catalyst Center use cases and personas

(&
s

Observability Zero trust
and insights

<>

Programmability

Visibility

Catalyst Center

Physical and virtual infrastructure

H 8 & =

cisco L{{@/

Automation and workflows to streamline
NetOpS and simplify complex or repetitive tasks

AlODS Al/ML to ensure consistent performance
P and optimal user experience

Complete zero trust solution for flexible
SecOps segmentation and policy enforcement
including Al-driven device identification

APIs combined with playbooks for
DevOps managing networks at scale and
numerous out-of-the-box integrations

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



= il Catalyst Center Assurance / Dashboards / Health

= Al Assistant Beta

 New conversation

Actions

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn INTERFERENCE

more

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Al Assistant for
Collaboration
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Teo galy e

Cisco Webex’s Suite of Al Assistants

ICE S

= @  spring campaign *

Meetings

Control Hub

Collaboration workspace with chat,
file sharing, and video meetings

cisco L{{/&/

High-quality video conferencing for
virtual meetings and webinars.

BRKAI-1623

Centralized management for Webex
services, users, and security

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Conversation Catch up & Summary

* Al summarizes entire
spaces, threads and
messages for you.

* (et to the point and
stay productive

CIsco

.&'/

Working from home & <

3
20 o
® Messaging
@® (Al Direct Sspaces Ppublic

Office Hours

Renergize

B v Favorites %
@“ 3 Clarissa Smith
.+ i i
e s Spring campaign
Renergize

‘p Matthew Baker
&S Do Not Disturb until 16:00 « Catc

JS John Smith %

(? Kristin Stone
& Quiet until tomorrow, 10:00

Renergize ®
~ Other spaces

) Emily Nakagawa

Working from home &

@

® |n a meeting «
# q\ Umar Patel
963 Presenting

Project Energize G

P

S Call Settings 22 &% @ “L1) Multiline

Q Search, meet, and call

Spring campaign *

Rener

e

Messa...

&

& Call pickup

People... +3 Vv 2 Q @& O

Austen Jones Yesterday, 12:38 PM
Wait, | think there’s something missing. Isn‘t
a diagram supposed to be on page 4?

e\ Umar Patel Yesterday, 12:38 PM
"0

Oh no, which one was that
supposed to be?

g Austen Jones Yesterday, 12:40 PM
N

Available

& Connect to a device B - 0O X

Webex Al X

@)
Let’s work smarter

I'm your Al-powered assistant, here to lend a

hand. | can make mistakes, so consider double:

checking my responses. I'll always resp

privacy and won't use your data tc

models without your permission.

All time
I think it’s this one? Lveek
é2)@1.© 1 day a summary of your
X icap the past hour,
S Ranh: ®> Callanca 1 hour
( oD © 68 & Shift + Enter
Write a message to Spring campaign Summarize ~~ | Summarize unread
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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[ Available ]

Al Assistant iIn Meetings

0 Webex & Meeting info 0608 (@ (6Blayout = @ 25

Cisco Al Assistant © & O X

« Ask Al about this meeting!
@

Hi %First name%. What can | help you do?

» Catch up on what you
missed or if your name was

Summarize >
m e n ti O n e d Was my name mentioned? B>
What are the action items? >

» Save the summary without
having to record and more!

I can make mistakes, so double-check my responses.

(® The meeting summary is on for everyone.

Ask me anything about this meeting

CISCO Lt/&~/ BRKAI-1623
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Control Hub

A single-pane-of-glass management

- Webex Con N

N\’

[ Q Webex Contact Center ] (O Webex Suite [ [:G Cisco Devices

G O & (&) 1K; s >

Meetings Messaging Calling Webinars Events  Whiteboarding Polling Video Messaging

- /

cisco M. BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Cisco Control Hub Al Assistant Skills

Setup and Configure
Easily configure settings and manage setups.
Ask “How do I...?” or request, “Do it for me.”

Analytics and Insights
\ Query your data for valuable insights and
metrics to enhance decision-making.

Converse with Reports
Engage with your reports seamlessly for
enhanced, conversational insights.

Troubleshooting

Receive proactive notifications of issues,
along with root cause analysis.

Contextual Q&A with Recall Smart Search with Al
Get answers with context-based memory for Leverage Al-driven search for faster, smarter
accurate, relevant responses. K J information retrieval.

c 1 sco L‘V&~/ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



= Cisco Al Assistant (ST

C

Hi there.
nag le you ugl ( Ib and help wit admin task make iKe C( ler double I King V' Té Il always resg t you /acy and won't use your dat:
How do | add new users? What are the benefits of SS0O7? How do | enable transcription?

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Unified Al
Assistant
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Al Assistants Integrated Across Cisco

f@)\ Security Firewall, Secure Access, XDR, Hypershield, Duo

@ Networking Meraki, Catalyst Center, ISE, Catalyst SD-WAN

@ Observability Splunk Enterprise Security, Splunk Observability, Splunk Enterprise

U

J%Ogc Collaboration | Webex Meeting, Webex Teams, Webex Control Hub

cisco L{{/&/
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Unified Al Assistant Increases Productivity

Troubleshooting

5 .
ocumentation & Visibility

Summarization

Recommendation

Confi tl imizati
onriguration & Optimization

c 1 Sco M. BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Unifying Cisco Al Assistants

Bring “Skills” from across Cisco to 10x customer experience

Control Hub
XDR

Splunk

Security

cisco L{{@/

= Al Assistant &

Network

W

Observability

BRKAI-1623

WISTEIN

Thousand Eyes

SOC

Collaboration

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Unified Al Assistant introduces “Composite” Skills

Simple Skills

Definition: Insights and actions taken for a
single platform at a time.

Example: Checking the client's health on
Meraki.

| ZE—

Individual Al Assistant Skills for One Platform

cisco L{{/&/

Composite Skills

Definition: Combines intelligence across
multiple products for enriched insights to
accelerate RCA action.

Example: Correlating a poor-performing
Meraki client with XDR, Firewall, &
ThousandEyes data for cross-domain context.

Y

Unified Al Assistant Skills for Many Platforms

BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Key Composite Skill Use Cases

Multi-Source Docs

Summarization
All Platforms

Cross-Platform Correlation

for Threat Investigation
XDR + Any Other Platform

cisco L{V&/

.

\

Control Hub

\_

W

BRKAI-1623

Cross-Platform Correlation

for Troubleshooting
Any Platform + Any Other Platform

Cross-Platform Correlation

for Threat Mitigation
XDR + Any Other Platform

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Connect Cisco’s Al Assistant to All Platforms

Log into SSO in Al Assistant Settings User’s Platforms

Al Assistant A By X ( \
(o)
. Settings
c
Notifications Integrations
@ e
fou at sfully logged into SSO
Cisco

SSO

:JWM -

Cata'VSt] [SD WAN
Center
\_
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Multi-Source Documentation Summarization

Seamless Knowledge Access Across Cisco
Products

Duo Docs

A

XDR Docs

Firewall Docs

Secure Access Docs

B

How do | secure my network
with Cisco Security?
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Cross-Platform Troubleshooting is Complex

Integrations Are Seldom
Comprehensive

+ Cisco platforms often only have basic
integrations with each other.

» Users must manually correlate data
across platforms for troubleshooting.

cisco L{V&/

Troubleshooting
is Time-consuming

* |t can require multiple teams &
tickets, hours to days to resolve.

+ Example: Poor Webex experience
could require Meraki,
ThousandEyes, & Firewall teams.
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Cross-Platform Troubleshooting

Troubleshooting Clients, Devices, & Apps Often

Requires Data From Multiple Platforms

Step 4

Step 1 Step 2 Step 3
- (’\5 @ i IQB
Meraki J)
Clients Can’t Access Secure Access SEE Duo
an Application Do Users Have Access? Is Traffic Blocked? Are Users Being
Denied?
E Troubleshooting is complex when

G

ThousandEyes
Is There Internet
Outage?

)

multiple platforms are needed!
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Troubleshooting with the Unified Al Assistant

Issue Identified Network Assessed WAN Analyze |Issue Resolved!

Al Assistant % 8- X Al Assistant 2 8y X Al Assistant A &~ X Al Assistant 2 8y x
(2 AlAssistant { Severe waring 105.m (9 Al Asslstant e (® AlAssistant o (2 Al Assistant =
Degraded connectivity for user Chuck Robbins detected via (INESNEIRIINEN The follawing Is your clients connection topology queried from (D (BRI ovserves spikes in WAN latency and Webex app response time. Analysis of (BB ingested | Frewall | lags shows that paiicy “new-rule-black”

- ¢ Is blocking the UDP port.
Webex service status has been checked, and all statuses are up and running. No Wi-Fi nor switching issues have been detected. & =
AEOE Updating the firewall policy wil resolve this issue.
=1 @ @ What would you like to do?
Woukyouthe s s et B ) e e ‘ g ]
— ctaartopes [ e :
a8 Cc
@ You

Run | Fiewsll - diagnostics via (SRR 7
= You
Check WAN and Internet status via (i) 7 vea ) (o) L

Yes, raise ticket.

o (o Update the firewall policy
(9 Ml Assistant g i~ omac
Ticket #7078 has been raised. &0 6 C 2 Al Assistant nw
soac @ You Policy “new-rule-block” has been adjusted ta allow traffic through the UDP port.
@ You es, run (Fiat) diagnostics via (D The issue has been resolved!
View client network details via (S Yes, check WAN and Internet status via (TERERE)
oo Can1 help you with anything slse?
a6 Cc
@ You
Yes, view client details.
[ e P e e e

Assistant can make mistakes. Verify respenses.

Assistant can make mistakes, Verity respanses. Assistant can make mistakes. Verify responses. Assistant can make mistakes. Verify responses.

\‘ webex Meraki ThousandEyes Cisco Firewal

CISCO Lt/&~/ BRKAI-1623
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Cross-Platform Troubleshooting

Accelerate Troubleshooting with Cross-Platform Insights

Hoak-HQ-SF +

Network-wide

Sacurity & SD-WAN

Switch

Wireless

Systems Manager

Camera

Sensars

Insight

Organization-wide

Client has an issue accessing an app
e

[; Network

& Clients

Sam’s MacBook Pro @ onine

Status Currently connected
User [nameftitie] [Cliant VPN}
Device type, 05 Apple 2

OO e I

Packet capture

Current client connection

L
.-

Sam's MacBook Pro

oMbis
0200 0400 000 0800

Additional Client Details

Web App Health st2nous

cisco Li/&/

Policy

= Al Assistant 2 mv X
® vou
Cross-platform correlate data for Sam's MacBook Pro
1105 am

(@ AlAssistant © Confirmation

| was able to correlate data for Sam's MacBook Pro across the following platforms: Duo,
Firewall, and XDR.

Cross-platform summary 9:30 AM 10 10:30 AM
| have gathered data related to the troubleshooting issue for Sam's MacBook Pro.

Data sources: Duo  Firewall  XDR

3 100 8

XDR incidents Duo MFA attempts
5 Denied ®

Firewall events
33 Blocked ®

For more detalls from each platform, expand the sections below.

Duo details v
Firewall details ~
XOR details v

4 B8 C

v

Ask the Al Assistant a question

Assistant can make mistakes. Verity responses.

BRKAI-1623

Relevant Data

User’s Platforms

s

Duo

Firewall

XDR

(‘o

9=

~
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Cross-Platform Correlation for Threat Investigation

Accelerate Threat Investigations with Cross-Platform
Insights

Compromised Client Discovered on XDR User’s Platforms

il XOR = AlAssistant @& x ( )
= « Incident 5 y
= s (9 Al Assistant € Severe waring BT D U O
- @D o= Ransomware Detected on Employee-Laptop-123 oo | have detected Ransomware on Employee-Laptop-123 {Sam's MacBook).
Reported by Cisco XDR Analytics on 2024-10-01T21:02:44,0002 )
See detailed description v
= View detailed description
Ransomware detected on Sam's MacBook [Employee-Laptop-123). The ransomware is actively encrypting files and attempting " Ip address: 192.168.34.56
1o communicate with known malicious IPs. Urgent containment action required to isolate the infected device and prevent data Cross-platform summary MAC address: 00:14:28:3C:4D:5E ©:30 AM to 10:30 AM
@ loss or lateral movement to other assets.
) | have gathered data related to Sam's MacBook Pro. The summary highlights key insights into
= Overviow ‘Detection. ‘Responss Workiog| (iReport suspicious activity and relevant context:
. Data sources: (Duo | Firewall  Meraki 0
- Irewa
«
L] M k
eraki
o 3) — 8 100 Covamnope s Relevant Data
4o — = Duo MFA attempts  Firewall events Connected devica  AP-D3-THIRD-FLR
hristmas_banus. exe - . i
6 3 Fio name 5 Suspicious & 33 Suspicious & SSID Corphet
+ s
(Empioy
= I
For more details from each platform, expand the sections below.
Siato-WIN1Lexphorcorp.com
Device
Duo details & .
»y . ;
Firawall details v M ( ) ra |< |
Meraki details v e
4 Assets View all 12 Observables
TOP ACTIVE TOP ACTIVE What would you like to do next?
Cisco Managed Incident Playbook @
Endpoint [ Mascious SHA-256
Employee-Laptop-123 (Sam's MacBook) (2) s dBc14b87c26605eb5c3a315fcdb. Select a phase from the Incident Playbook to view the recommended actions. To learn more, you
1) Device [ Common SHA-256
Meraki-Access-Point () 25 avents 423e0e810a69aacebaOe5670e5! Ask the Al Assistant a question
Endpcint © Unknown Process
a-:o:-un-no-u|.u--m:-z.cmnpm.,. ® Syl ) Asslstant can make mistakes. Verify responses. \ )

c 1 sco L‘V&~ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Cross-Platform Correlation for Troubleshooting

Correlate Data Across All Platforms

All Platforms
Originating Platform )
/ B ™ e N ([ N [ )
Firewall @15 Duo ) Secure Access Identity Intelligence
Security & connection events Authentication & compliance Higlis U S oL UL | Cap BN
\_ Y \_ Resource Access Y \_ checks & reasons Y
4 N N N N
D) ISk @ xbr 0L cisco Meraki ThousandEyes@
Authentication Insights Related Threat Incidents Topology, client details, WAN, Internet, App Insights
\_ y U ¥ location, etc. p U A
4 N [ R
1>/ Catalyst Center 23% SD-WAN splunk> U™ webex
Topology, client details, WAN Details Third-Party platform insights Voice and video experience
\_ location, etc. ¥y \_ p O Y
g J

c 1 sco M./ BRKAI-1623 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Conclusion
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Benefits of the Unified Al Assistant

One assistant, many skills

Each Cisco product enhances the
Unified Al Assistant with additional
“simple” skills to troubleshoot issues.

cisco L{{/&/

Compounding value

Combines cross-platform ‘simple’ skills
into ‘composite’ skills—more Cisco
products mean exponentially richer
context and smarter recommendations.

BRKAI-1623

Accelerated resolution

Troubleshooting is consuming, but the
Al Assistant enables RCA in minutes
by correlating cross-domain insights!
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Better User Experience & Productivity

()
&

Security Networking Collaboration
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

« Visit the Cisco Showcase
for related demos

- Click the “join the discussion”
button for this session on the
Cisco Events Mobile app to ask
any questions

- Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.
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http://www.ciscolive.com/on-demand.html
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