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A message from Tom
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Tom Gillis

SVP/GM

Security, Data Center, Internet & Cloud Infrastructure

Cisco

òeBPF is the future of 
networking.ó
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Hello, Iõm Nico Ṗ
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ÅSenior Staff Technical Marketing Engineer at 
Isovalent

ÅCCIE #22990

BRKCLD- 2696

(expiredé )

òCilium Up 
and 
Runningó

OõReilly
2026



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Kubernetes Networking eBook 
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ÅWritten by a network engineer for network 
engineers

ÅInstruction manual focused on Kubernetes 
Networking and the de facto Kubernetes 
networking layer, Cilium.

ÅOver 5,000 downloads already!

Download the eBook here:

https://cs.co/k8s-for-network-engineers

BRKCLD- 2696

https://cs.co/k8s-for-network-engineers
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Kubernetes Networking eBook

℮ Kubernetes Networking Fundamentals

Introducing Cilium

Where is my CLI?

Where is my DHCP Server?

What is a Kubernetes namespace?

Where is my DNS Server?

How Do Pods Talk To Each Other?

₴ How do I secure my cluster?

₦ Whatõs identity- based security?

Whereõs my Layer 7 firewall?

Whereõs my Load Balancer?

Whereõs my web proxy?

₇ How can I connect my cluster to existing networks?

₦ How do I connect my cluster with an external 
firewall?

How do I manage and troubleshoot my network?

How can I monitor and visualize network traffic?

₴ How do I start securing my cluster?

₦ How do I encrypt the traffic in my cluster?

How do we connect clusters together?

Is IPv6 supported on Kubernetes?

ὺ Does the concept of QoS exist in Kubernetes?

7BRKCLD- 2696
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Kubernetes Networking eBook
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Hello, Iõm Rapha±l
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ÅSenior Technical Marketing Engineer at Isovalent

Åa.k.a. Cilium Alchemist

- CNCF Ambassador

- DevOps, Infra- As- Code, Platform Engineering
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April 2024: Cisco completes the Isovalent acquisition

11BRKCLD- 2696
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ǒ Open Source Projects
ǒ Cilium and Tetragon use 

eBPF for networking and 
security

ǒ Leading Company behind 
Cilium, Tetragon and eBPF

ǒ Provides Enterprise 
distributions of Cilium and 
Tetragon

BRKCLD- 2696 12
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eBPF Networking and Security 
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= De- facto SDN for 
Kubernetes

= Next- Gen Distributed 
Endpoint Security

BRKCLD- 2696
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A brief history
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2017

Microsoft selects 
Cilium

Oct 2022

2014

First Kubernetes commit

2014

eBPF is 
created

Cilium is 
created

Dec 2015

Amazon selects 
Cilium

2021

Cilium Graduates 
as a CNCF 
project

2023

Google selects 
Cilium

2020

2014 - 2024

Isovalent is 
founded

2024

Cisco completes 
Isovalent acquisition

Tetragon is 
created

May 2022

BRKCLD- 2696
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Cloud Native 
Networking & Security
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While applications change deployment modelé

16BRKCLD- 2696
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éthe networking requirements remain the same

ÅWe need our applications to 

Åhave accessible IP addresses

Åbe able to communicate with one another

Åaccess the outside world (outbound access)

Åbe accessible from the outside world (inbound access)

Åbe secured and our data protected to meet regulatory goals

Åbe globally resilient and highly available

Åbe manageable and easy to troubleshoot

17BRKCLD- 2696
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Requirement Traditional Kubernetes

IP allocation DHCP Server

Connectivity Switch/Router

Network Security FW/ACL

Inbound Access Load Balancer

Encryption MacSec / VPN

Network Management
Ping, NetFlow, CLI, 

Observability Tooling

Multi- Site VXLAN/EVPN

Traditional Networking vs Kubernetes Networking

BRKCLD- 2696 18
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Kubernetes 
Networking Model
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- A pod consists of one or more 
containers. 

- A pod can represent an entire 
application, a single replica of a 
distributed application, or an individual 
service in a micro - service architecture

- A pod will be running on a Kubernetes 
node.

BRKCLD- 2696

Kubernetes Networking Model
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- A group of nodes makes up a 
Kubernetes cluster .

- Every pod in a cluster gets its unique 
cluster - wide IP address and can 
communicate with all other pods on any 
other node without using NAT.

- Pod- to- pod connectivity and IP address 
allocation requires a Container Network 
Interface (CNI) plugin to implement this 
model.

BRKCLD- 2696

Kubernetes Networking Model
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Kubernetes Networking Model

22

- Selecting a CNI for your Kubernetes deployment is like choosing a network 
vendor for a network refresh.

- Challenge: thereõs a lot of options to choose from:

BRKCLD- 2696
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Requirement Traditional Kubernetes

IP allocation DHCP Server CNI (IPAM)

Connectivity Switch/Router CNI

Network Security FW/ACL CNI (Network Policy)

Inbound Access Load Balancer Ingress

Encryption MacSec / VPN Service Mesh or CNI

Network Management
Ping, NetFlow, CLI, 

Observability Tooling
K8S Observability 

Tooling

Multi- Site VXLAN/EVPN Multi- Cluster Tooling

BRKCLD- 2696 23

Traditional Networking vs Kubernetes Networking
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Requirement Traditional Kubernetes

IP allocation DHCP Server

Connectivity Switch/Router

Network Security FW/ACL

Inbound Access Load Balancer

Encryption MacSec / VPN

Network Management
Ping, NetFlow, CLI, 

Observability Tooling

Multi- Site VXLAN/EVPN

Traditional Networking vs Kubernetes Networking

BRKCLD- 2696 24
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eBPF and Cilium to the rescue
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- Networking

- Security

- Observability

- Service Mesh & Ingress

- based:

Foundation

Created by

Technology

26BRKCLD- 2696
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What is eBPF ?
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What is eBPF?

ÅMakes the kernel programmable

ÅAllows bespoke, dynamic changes to kernel behavior

ÅEnables high performance , low overhead infrastructure tools

ÅNetworking

ÅObservability

ÅSecurity

28BRKCLD- 2696
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Run custom code in the kernel

29BRKCLD- 2696
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eBPF and Kubernetes

kernel

Applications run in containers 

in pods

Pods are distributed across 

(virtual) machines (nodes) in 

a cluster

One kernel per node

userspace

pod container

pod containercontainer

Kernel aware of 

everything on the 

host

networking

access files

create 

containers

BRKCLD- 2696 30
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eBPF for network engineers

31

ÅRemember the Catalyst 6500?

Å Initially just used for switching packets

Å Insert modules to support additional use cases such as 
load balancing, security, wireless, etcé

ÅeBPF programs are alike service modules

ÅeBPF programs are similar to:

Å virtual network function (VNF) concept in Telco 
networks

Å service insertion for Cisco ACI users.

ÅNote - you donôt have to know eBPF: just like you 
donôt have to know how ASICs are programmed.

BRKCLD- 2696
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Why eBPF ?
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Cartoon by Vadim Shchekoldin, Isovalent

Without eBPF
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With eBPF

34BRKCLD- 2696

Cartoon by Vadim Shchekoldin, Isovalent
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Cilium Use Cases
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Cilium for 
Networking
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Cilium as a Fabric

37BRKCLD- 2696

ǒ Provide connectivity between pods 

located in different nodes or between  

different clusters

ǒ Builds a network overlay 

(VXLAN/Geneve) between nodes or 

leverages underlying network

ǒ Also provides IPAM (==DHCP) functions
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Cilium as a BGP Router

38BRKCLD- 2696

ǒ Connect back to the core network 

(ACI/NX- OS for example) to advertise 

cluster IP addresses

ǒ Enable Kubernetes apps to be 

accessible to workloads outside the 

cluster

ǒ Cilium natively support common BGP 

features (Custom timers, Graceful 

Restart, MD5 auth, BFD, etcé)
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Bare 
Metal

Virtual 
Machine

s

Traditional Workloads

ACI Fabric

ACI and Cilium ðK8s peering over BGP
Cilium and ACI Connected
Seamless routing between Kubernetes/Cilium and 
ACI

Cilium & ACI Full Stack Automation 
Ready Solutions such as Argo and Flux (CX Cloud 
Platform Automation)

Multi- Cloud & Multi - Data Centre 
Multicloud connectivity for cloud native and traditional 
workloads

Zero Trust & Microsegmentation
Identity based eBPF powered security enforcement at 
source

Observability
Full stack observability supporting Prometheus metrics 
and SIEM integration with Splunk

Cluster 1

L3- Out L3- Out

BGP Peers

Ingress 
Node

Ingress 
Node

Ingress 
Node

Ingress 
Node

Standard 
Node

Standard 
Node

Standard 
Node

Standard 
Node

Cluster 2

L3- Out L3- Out

Cloud Native Workloads

BRKCLD- 2696 39



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cilium as a L7 Load Balancer

40BRKCLD- 2696

- Cilium natively supports Ingress 
Controller and its successor Gateway API

- Comparable to external - facing load -
balancer

- Supports multitude of use cases:
- HTTP routing
- HTTP traffic splitting and load -

balancing
- HTTP request and response header 

rewrite
- HTTP redirect and path rewrites
- HTTP mirroring
- SSL Offload
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L7- Aware Routing

41BRKCLD- 2696
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Canary Testing

42BRKCLD- 2696
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Demo
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Cilium for 
Security
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Containers / pods are ephemeral

45

Service A

172.0.2.3

pod

10.0.1.12

App A

pod

10.0.1.11

App A

Service B

172.0.2.4

pod

10.0.1.14

App B

pod

10.0.1.13

App B

BRKCLD- 2696
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Containers / pods are ephemeral

46

Service A

172.0.2.3

pod

10.0.1.12

App A

pod

10.0.1.11

App A

Service B

172.0.2.4

pod

10.0.1.14

App B

pod

10.0.1.13

App A
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Whatõs different in Cloud Native?

Å Pods come and go dynamically e.g. scaling

Å IP addresses can be reused for different pods

Å Resources in a cluster can be divided into namespaces

Å Namespaces should not be considered not security 

boundaries

Å IP addresses names are not meaningful enough and cannot be 

used as security identities .

Å Instead, we need Kubernetes identities

47BRKCLD- 2696
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Network Policy 101 (1/2)

BRKCLD- 2696 48

Å Define which flows are allowed within a cluster

Å The equivalent of ACLs in Kubernetes

Å Kubernetes Network Policies are basic L3/L4 policies

Å Cilium Network Policies are more granular and support:

Å L3/L4

Å L7

Å FQDN- based

Å Network Policies rely on identities rather than IP addresses
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Å Business logic is described in labels

Å Labels are a well - structured method to 

describe what a Pod does

Å Labels are derived to create identities

Å Security rules are enforced between identities

Network Policy 101 (1/2)
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Identity- based Security

BRKCLD- 2696 50
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L3 Network Policies

BRKCLD- 2696 51
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L4 Network Policies
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L7 Network Policies
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DNS- aware Cilium Network Policy

BRKCLD- 2696 54
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Anatomy of a Network Policy 

BRKCLD- 2696 55

Who the policy applies to

In which traffic direction does this policy 
apply to? ( egress: traffic from the pods 
this policy applies to)

Over which ports

To which destinations (domains or 
endpoints
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Cilium for encryption

56BRKCLD- 2696

Å Cilium can natively encrypt traffic 

with either:

- IPsec

- WireGuard

Å IPsec provides more customization but requires 

more management than WireGuard.

Å Great option when hardware encryption offload 

like MacSec are not supported. 



-

Demo
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Cilium for 
Observability
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Flow Metadata

Ethernet headers
IP & ICMP headers
UDP/TCP ports, TCP flags
HTTP, DNS, Kafka, ...

Kubernetes

Pod names and labels
Service names
Worker node names

DNS

FQDN for source and 
destination

Cilium

Security identities and 
endpoints
Drop reasons
Policy verdict matches

Cilium for observability

BRKCLD- 2696 59
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Cilium for observability

BRKCLD- 2696 60
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Demo
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Cilium for 
Performance
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Cilium for High Performance Networking

63BRKCLD- 2696

AI workloads have strict demands 

from the network: 

Å Low latency and high bandwidth

Å Scalable and reliable networking

Å Secured APIs

Å Encryption at speed 
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Liberating Kubernetes from iptables

64BRKCLD- 2696

eBPF- based Kube- Proxy Replacement
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Liberating Kubernetes from iptables
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Without eBPF

eBPF- based Kube- Proxy Replacement
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Liberating Kubernetes from iptables
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With eBPF

eBPF- based Kube- Proxy Replacement
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Cilium for innovative networking

67BRKCLD- 2696

Å 100G networks mean 8,000,000 packets per second 

to process (assuming 1,538 Bytes MTU)

Å Leaves 120 nanoseconds per packet to process!

ÅWe need bigger packets

ÅWe need BIG TCP


