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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




- Introduction

- Webex Organization Setup
. Calling (Unified CM Focus)
- App Deployment

- Cisco Al Assistant
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The Webex App

One easy-to-use and secure app to call, message, meet and get work done.

Full Webex meetings experience
Webex meetings platform evolution

Enterprise Grade Calling
Unified CM
Webex Calling

Modern messaging capabilities
Powerful 1:1 and 1:many messaging
and sharing capabilities

Customizable app experience
Enable the features and services that
you need

cisco M- BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 4
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Webex - Architecture
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Webex - User, Identity & Calendar

Corporate
Network

Exchange

Identity  Active
Provider Directory

Expressway-C

Directory
Connector

BRKCOL-2198

HTTPS

LDAP

Azure/Okta
User Mgmt and IDP

Webex

0365/Google
Calendar Service

ﬁ Home

Network
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Webex - Unifled CM Calling & CCUC

Corporate
Network
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SEme
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Exchange Expressway-C
DNS Identity Active Directory
Provider Directory Connector
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— HTTPS
LDAP

—— SIP

Webex - Webex Calling Multitenant
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Webex Org and
User |dentity
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Webex Organization Checklist

- User and :
Org Basic AuthN & : : Settings
Grou Licensin App Deplo
Setup AuthZ P 9 Templates bp Leploy
Management
v Verify Domain v' Enable SSO v" User Sync v License v' Org Settings v Desktop
v' Claim Domain v Configure OAuth v" Claim Users Templates v' Messaging v Mobile
v Meetings v Continuous
v' Calling Monitoring
v Vidcast

c 1 Sco M-/ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Authentication

Basic Authentication

*  Email & Webex password
* Duo Integration

Webex

Single Sign On
* Any auth type supported by the IDP, MFA
« Common user identity across all services/platforms
- Support for Multiple IDPs per org (Extended
Security Pack Required)

Identity

a Provider

Webex

¥ tme:
5. demoicom

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Single Sign On | N
« SSO allows for a single user authentication,
granting access to multiple platforms &

-l . I Identity services
Provider

. . 3rd party
Unified i
'(]3"\': CorllJnrggi on ontent Management Webex Suite
[ fr— Services
\ \ 5™
>N ‘ > €«
Webex «-» «hd>

tme:
demoicom

c 1 sco M./ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Authorization (OAuth)

 The Control Hub Admin can define the OAuth
settings for the Webex App

Configure token policy X

Configure token policy for all the Webex clients

SR g 1 mm W ey S | « The Refresh Token TTL defines the duration a
2 2 t ji t j: t jj user can use the app on a device without having
—— (i Jrewo | (w0 ) [ ) o to reauthenticate

© (o T | 8 Do [ ) o

oo | @O ) = (o Juwene (o0 ) e * Webex App can auto extend its Refresh token

each login (achieving a perpetual Refresh token)

= * Admin can use this tool to BLOCK users from
signing into their company managed Webex
App on a specific OS

o
&

c 1 SCO M./ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Authorization (OAuth)

—— « The Control Hub Admin can define the OAuth
settings for the Webex App
Configure token policy for all the Webex clients
Client tyy () grmzlw h Refresh toker TTL\»” (\,ax nun:!'fr:i\htckm.g @ ;t‘:‘:ﬁ:tckcn”L\z ° The Refresh Token TTL defines the duration a
108 [ 1420 hour(s) 100 token(s) 1080 minute(s) . . .
e © © = j R j —— j » user can use the app on a device without having
Wind o (D (1420 J hour(s) [ 100 J token(s) [ 1080 J minute(s) to reaUthentlcate
MAC [ ©) [ ©) [ 1240 J hour(s) \:woo J token(s) \:mao J minute(s)
o )

* Webex App can auto extend its Refresh token
each login (achieving a perpetual Refresh token)

« Admin can use this tool to BLOCK users from
signing into their company managed Webex
App on a specific OS

o
&
3
173

« EXAMPLE: “I don’t want my users to have
access to the Webex Web App”

c 1 SCO M./ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Webex User Provisioning

o Create, Update, Delete
MR eswdcoms Webex
ser
Directory

webex Control Hub

1P

Directory Connector (Active Directory) and Azure AD Wizard
are the most powerful methods for Webex user management

If you use Directory Connector (AD), it acts as a single source
of truth meaning users cannot be added or removed from
Control Hub manually, via csv or API.

Azure AD Wizard allows user sync from Azure/Entra ID, but
also allows the admin add/remove users manually, via csv or
API

cisco Lz%o//

BRKCOL-2198

Webex Attributes Details
Image sourced from a
avatar
resource server or directory binary data
buildingName
c
departmentNumber
displayName How user name is displayed in Webex

ds-pwp-account-disabled

employeeNumber

employeeType

externallD

Used to specify a users Azure ID

facsimileTelephoneNumber

givenName

jabberlD

Used for XMPP messaging

locale

manager

mobile

o

ou

phoneNumbers;type-work_extension

physicalDeliveryOfficeName

postalCode

preferredLanguage

sipAddresses;type-enterprise

sn

st

street

telephoneNumber

Default Work Phone Number

timezone Appears in People Ingsights profile
title
uid Used to sign into Webex, can be

mail or UserPrincipalName

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




Webex User Search/Resolution

| - Webex App will perform directory
£ queries against the Webex Directory

(Y

Ken Holland SearCh Service

Active on 04/02/2024

User search
User Resolution

(msmaspaes 0 « Phone Number Resolution

ger: Angela Murphy,

= - Avatar Display

- Ensure all necessary user attributes
are synced to Webex via user
provisioning process

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Webex App Contact Search

& Webex Directory Search Service

Provisioned by control hub, directory connector etc

Webex Contacts
Contact Management

D Platform Contacts

Device/service contacts

Webex Webex Webex Bots
Users Devices Interactive Chat
Users that have Video devices bots created in
been and phones that Webex
provisioned in have been

Webex service provisioned in

Webex service

cisco L{V&/

Personal Org Contacts

Contacts Admin created

User created and custom contacts,
viewable contacts, stored in Webex,
held in Webex searchable by all

available across gfggiiizna::fn
clients.
Add up to 200,000

org contacts per org

U U U U L )

Local Contacts
Platform specific contacts

I0S/Android contacts
Outlook contacts
Mac Contacts

Device favourites

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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Hide from Webex App Search

= webex Control Hub

@ carterBell

cisco W‘/

« When enabled, the user and their
registered devices cannot be searched
from the Webex App

« This setting also hides users and devices
from search results on Video endpoints

« This does NOT make a user uncontactable
- you can still call or message the user if
you know their details

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Hide from Webex App Search

« EXAMPLE: Carter Bell is the CEO. He does
not want employees to be able to search
for him in Webex / Video device

uuuuu

c 1 Sco M. BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Webex User Account Management Solutions

Directory Connector

Automatic method for creating, updating and deactivating user accounts and
groups via Active Directory or AD LDS

Microsoft Azure Active Directory Wizard

Automatic method for creating, updating and deactivating user accounts and
groups via Microsoft Azure

SCIM Automatic method for creating, updating and deactivating user accounts via
SCIM compliant systems (e.g. Okta)
SAML JIT Automatic account creation based on SSO login

Self Registration

User can self register to create their Webex account in a claimed org

CUCM User Sync

Create Webex user accounts based on CUCM endusers (via CCUC)

Social Login Automatic account creation via sign in to third party service for claimed domain
(Apple, Google, Facebook, Microsoft)

CSV file Admin can create and update users by importing a CSV file into Control Hub

API Admin can create, update delete and list users by using Webex API’s

Manual Admin can use Control Hub to manage user accounts

Meetings Site User Linking

Automatically link Site Admin user accounts to Control Hub

cisco L{{/&/
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License Template

webex Control Hub

License Templates allow for configuring of a common

licensing model per
. Organization

. Group

. User

MEETINGS CALLING

Modify organizat

- ssagin - et
) Messaging esseging () Messaging Messdiig o
[ Basic Space Meetings .
O Meeting [] ) Meeting [ ] Moeting
] ) - = w
9 T, Calin i
l, Calling [1] 3 L o Gl 0 Unied Communication Manager (UCM)
/) Contact Center 0 ) ContactCenter 0 Contact Center
£ Hybrid Services (@) £ Hyvrid Services @)

imedemo webex com

@ Aniencee Account

c 1 SCO M. BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Service Entitlement

=) A
‘-,- + Q Search, meet, and call

My number: 5033

L1 My Computer v

& O

ﬁ Audio Video

o

QS Call settings

Calling Only Mode

cisco Lz%o//

Q Search and meet

 Services can be selected as needed in
Meetings __ the license template

w3 » Permutations of Calling, Messaging
Start a meeting Join a meeting EREE and Meetlngs Can be Conflgured

Meetings Meeting content

31/01/2025 | >

When you schedule or are invited to a Webex meeting, it'...

Meetings Only Mode

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Calling

cisco L{V&/



Webex App Calling
@q & D G D

Call On
P Webex Webex
Webex Unified C_M Calling Calling
(free basic VOIP calling) (On Premise) Dedicated Multitenant
Instance

| Webex
Broadwork

Webex for
Broadworks

Y

Webex provides flexible calling deployment models to
meet your organizations needs

Cisco M‘/ BRKCOL-2198
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Webex App Calling

Modify licence assignment X

Modify organisation licences assignment

Select the licence you want to assign to your users.

() Messaging e ription: Call on Webex (11 call, non-PSTN)
Call on Webex (11 call, non-PSTN)
7] Meeting (=)
~ Subscription: Register to Unified Communications Manager (UCM)
Y, calling 2]

. Hybrid
Services

Apply scope
[ Existing users

cisco L{{/&/

Calling experience is defined via user
licensing

Call on Webex
« Basic and free 1:1 in-app calling service
*  On by default

Register to Unified Communication Manager
* Unified CM on-premise
Webex Calling Dedicated Instance

Webex Calling
*  Webex Calling Multitenant

Webex for Broadworks is managed by your
Service Provider

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Webex Calling Multitenant

Recommended Sessions to attend/stream

BRKCOL Planning and Designing Successful Cloud Calling Deployments with Webex
2787 Calling (TOMORROW at 11.15am)

se6s .~ Webex Calling Multi-Tenant Architecture

Webex Edge Connect Design and Deployment for Webex Meetings, Calling
BRKCOL- .
2094 and Dedicated Instance

2§8K1COL_ Successful Migrations from Unified CM to Webex Calling

2065 Webex Calling - How Do | Begin?

c 1 Sco M. BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



ey HTTPS
LDAP

—— SIP

—

Webex - Unified CM Calling
Corporate / Azure/Okta

Network User Mgmt and IDP

Webex —~
i > e /
—— > o0 «
" 0365/Google
Exchange Expressway-C Calendar Service
DNS Identity Active Directory
Provider Directory Connector

_)n(_ J
- Unlfled CM &
ccuc
L[] ——
\\ \ > v e
. -

L Unity Connection 7

Network

|
|
y,
s ya\
' ﬁ Home
|
‘ ‘,’ ”

Expressway-C Expressway-E
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Cloud-Connected UC (CCUC)

Analytics

Certificate
Management

Touchless
Provisioning
Webex App

Operations
Dashboards

Web RTMT

Directory Svc Azure
AD Support

Troubleshooting

Borderless  Rich Presence
CTI I

MS Teams
Integration

Migration &
Deployment
Insights

Unified CM

Endpoints
& Headsets

cisco L{V&/

Unified CM IM
&
Presence

Unity
Connection

Cisco
Emergency
Responder

Provisioning
» User Provisioning
« Unified CM Device Provisioning
+ Cert Management
* Analytics

Calling Features
* Phone Presence for Webex App
+ Borderless CTI
+  Common Call History

Microsoft Teams Integration
« Call History
« Voicemail (Unity Connection)
* Presence Sync - Webex <-> Microsoft

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CTI

Unified CM Calling Architecture

c)

Service Profile S uc service
- ~ Voicemail
. = UC Service
Webex g g&(‘ ~©/~ abber-config
. _cisco—uds._tcp.domaiq.oom ! S
- WebeX Se rvices _collab-edge._tls.domain.com
i3] » Authentication ;
» Meetings
wm > Messaging A\ Home
» Directory Cluster Desktop Device (CSF)
|E > Presence w
» Contact List
» Call On Webex User
aSSOCI?tlon
to devices Mobile Device (BOT, TAB, TCT)

Devices

Configuration
0 > Unified CM Enablement (in License)

» Client Calling Settings End User
{37 Group
. CTI
Group Membership E} . Group

c 1 Sco M./ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Unified CM Calling First Time Sign In

Unified CM On-Premise and Webex Calling Dedicated Instance

User signs Webex App Webex App User is
into Webex. downloads user connects to a Webex App challenged for Webex App
license Webex App Webex App Unified CM connects to authentication. Webex App downloads Webex App
forms Voice erforms DNS node Homecluster connects to Unified CM user registers to a
Authenticates ) Services P Discovern Publisher Node. Already Unified CM in profile (Service SIP node within
via IDP/SSO User is Domain Y Cluster is SSO authenticated to homecluster Profile, jabber- the cluster
: licensed for Homecluster areliee) IDP - no action config etc.)
Unified CM discovery for user
cbell@tmedemo.com tmedemo.com
Voice Services Domain
RHS of email address entered in the Webex App first screen or domain name specified by admin in Control Hub
Y
DNS Discovery
Webex App sends 2 DNS SRV queries to locate Unified CM or Expressway-E
_cisco-uds._tcp.tmedemo.com
_collab-edge._tls.tmedemo.com
Homecluster Discovery
Process to find the users cluster in a multi cluster Unified CM deployment. Webex sends 2 queries to Unified CM using the
email address the user entered in the Webex App first screen e.g. cbell@tmedemo.com
https://ucmFQDN:8443/cucm-uds/clusterUser?username=cbell
https:// ucmFQDN :8443/cucm-uds/clusterUser?email=cbell@tmedemo.com
cisco M» BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



https://ucmfqdn:8443/cucm-uds/clusterUser
https://ucm.domain:8443/cucm-uds/clusterUser
https://ucmfqdn:8443/cucm-uds/clusterUser
https://ucm.domain:8443/cucm-uds/clusterUser
mailto:chopkins@tmedemo.com

Homecluster Discovery

Ensure the attributes match

Qverview

[ Alerts centre

fonToRING

Il Analytics

4 Troubleshocting
B Reports

[ Customer Joumney D...

Users
Groups

[? Locations
) Workspaces
B Devices

5 Apps

[ Account

A Starting on February 14th 2025, delayed claimed users can't transfer old Webex conversations to their ne

{ Users

e Carter Bell

® Active

Summary Profile General Meetings Calling Messaging Hybrid Services Devices

Member of TME Demo

User details Name

Primary email

Location

Preferred email language &

Preferred meetings site @

Name labels

Carter Bell
cbell@tmedemo.com
| TME Demo

English - American English

Using location settings
‘tmedemo.webex.com

Status: Enrolled | Organisation

Cisco

Webex uid

.&‘/

aliilin  Cisco Unified CM Administration

€ISCO ko Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources ~  Advanced Features v Device v  Application ~

User Management ~  Bulk Administr]

End User Configuration

lB Save x Delete I:D: Add New . Revoke Refresh Token

@ Status: Ready

[Use:
User Status Active Enabled LDAP Synchronized User
User ID¥* chell
Self-Service User 1D [1170 |
PIN [ |[ Edit Credential
Confirm PIN | ‘
Last name * Bell
Middle name
First name Carter
Display name Carter Bell
Title Support Representative
Directory URL chell@tmedeme.com
Telephone Number +14085551170
Home Number
Mobile Number
2 YR
Mail 1D chell@tmedemo.com I
Department Meetings Webex
User Locale < None > v

Unified CM mail ID

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Voice Services Domain

Voice Services Domain can be specified in situations
where the email domain does not match the domain
where calling SRV records are deployed

Voice Service Domain is created inside a UC Manager
Profile and can be associated with all or a group of users

UDS Server setting is where the Unified CM FQDN is
specified manually (bypassing service discovery). This
can be used in situations where the Webex uid does not
match the Unified CM uid or mail ID attribute.

Avoid using this setting if possible, ensure Webex uid
and Unified CM mail ID attributes match!!

cisco L{{@/

Edit UC Manager Profile *

_cisco-uds._tcp.us.tmedemo.com
_collab-edge._tls.us.tmedemo.com

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Unified CM Calling Configuration

Control Hub

webex Control Hub

Calling

You can use templates to
manage Client Settings for
different groups of users

cisco W‘/

Call Settings

» Control how calling options are displayed when a user selects to make
an audio or video call. Remove a calling option that you do not want to
present to your users (e.g. Call on Webex)

Unified CM Settings
* Option to disable Webex App certificate validation
+ Enable automatic Unified CM device provisioning (via CCUC)

Unified CM SIP Address Routing
» Configure if SIP URI calls be routed through Unified CM or Call on
Webex service

In-call feature access
» Control mid call settings

Microsoft Teams integration
» Configure MS Teams integration features such as presence interop
(via CCUC)

Do Not Disturb (DND) status sync
» Enable/Disable synchronization between deskphone and Webex App
DND (via CCUC)

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Unified CM Calling Configuration

User and Device Configuration

User Service Profile Device
The user will use their email address Voicemail Platform Device Type
or UPN to sign into We_bex App. Bv——— Windows v
Webex App will use this address to .
locate user in Unified CM B p— - B e
. . . Linux CSF
e.g. sign into Webex App with Deskphone Control Mode
chopkins@tmedemo.com pig— VDI CSF
secondary [cmsubz v
. Tertiary _cm-pub e H
Unified CM user account must have IPad 12
one of the following attributes Calling Feature Configuration Android Tablet ~ TAB
matChed Jabber Client Configuration (jabber-config.xml) Profile—
Common [ commondi-webereps ¥ Chromebook TAB
. esttop
: Mobile
User ID: chopkins - e

Mail ID: chopkins@tmedemo.com
Android Phone BOT

cisco M-/ BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34
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Unified CM Calling Configuration

Webex App will use the Jabber Client Configuration

Parameter Description and Values Supported platforms
E911Edes ocationWhiteLit + E91 1 EdgeLocationWhiteList Deskiop and mobile
. Specifies a whitelist of up to 30 Service Set IDs
(SSIDs) separated by a semicolon.
UC Service Type: Jabber Client Configuration (jabber-config.xml)
Pooduct Type:  abrer You must configure this parameter when the
Nama® [wutiing-srana ] E911EdgeLocationPolicy parameter is set 10 true.
Descrotion  [zabber Tor both deskiop and moble ] Then the client monitors users who conneet (o the
corporate network through Expressway for Mobile
Jabber ! and Remote Access network.
Saton p—— [ —— Vaen Orarations Example:
[Bmns - [t rmgtorerame T e — o nger [Elosts e .
[Gptons v [mutiinez_ringtonenams ~]  Speciies the ringtone name [Eloeate <SR Ot StASTIL ST/ B RN CCR AT o>
[optons k2 [Dockedwindewvisibie v Displays the docked windows true = |Detete EnableCallPark Parameter: EnableCallPark Desktop
Optionz 2 DackedwindonPostion | The pasition of the docked windows TepRight [Foetete
= [Bockt = Pt 2! S—— Specifics whether the call park feature is available in
[oprans - [EnabieBndgecanferencing | Enables bridge conferancing E e clicod.
[cucm k2 [EnablessbberaTesmst aration (= |Desete To acteas the call park feanue; isers can choes the
Cr— T — T TP (et More optice o e call wisdim
[Foliies 52 [EnableGroupCaiiickup ¥]  Enables pick up incoming calls [Eosiete + true (default)—Call park is cnabled
[Poices ! [EnabieCanmckun ¥]  Enables call pickup arous (=) |pesete.
[Pai - [Enabistuntér ¥ Enables hunt eru Delet: « false—Call park s disabled. There is no call park
ALy = option under the More button.
[Policies v [ v Speciies the source of analytic informatian, B Joeiete.
[Forces - [TelemetryEnsbiea ] Enables to gather the anaiytcs data e [ osiete EnableCallPickup Parameter: EnableCallPickup Deskiop and moblle
[Phone - [EnabetstiGreremborstionpaiey ] Enabies £911 anPrem location poicy e Specifics ifauser can pickupa callin thei cal pickup
[phore v [Ensbiecs1 1Edgeiocavonpoiicy ] Enables E911 edge location polcy e group.
[Phone v [ES1iEdgeLocaonwhiteLat <] A whitelist of SSIDS separated by » semicsion = Collsboraton b S k.
[ — EnabizHestngPomert e : : :
l R « false—Disables call pickup (default).
[clisne v [pchatshare v Enables seroen capabiities true
[Client. ~ [Persistent_Chat_Enabled %] Enables persistent chat feature true
[t G [Peraitent,_ Chat_Hobie_Ensbied ] Specifies i persitent chat is avaiable in the makile device  [rus : : :
= S — e See Deployment guide for Calling in WebexApp
[Directory ~ [UdsPhotaUrWithToken ¥ Specties a photo URI with a directory sttribute (Un|f|ed CM) for a fu“ ||St Of parameters
[Tt Selected - v | [ Mook Seiected ~ [EJada [E]ndd custom

Any Jabber parameters that are not app|icab|e to the https://www.cisco.com/c/en/us/td/docs/voice_ip_c

. . omm/cloudCollaboration/wbxt/ucmcalling/unified-
Webex App will be Ignored cm-wbx-teams-deployment-quide.pdf

cIsco '&/
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Webex App Subsequent Logins

Webex OAuth

Configure token policy

Configure token policy for all the Webex clients

Client lient ac: f refresh tokens cess

103 [ O o (1240 ) nourts) [ 100 J token(s)

nar [ ©) (1420 ) pour(s) (100 J token(s) [ 1080 | minute

Windows o© (1420 ) houts) (100 ] tokents) (1080 ) minute
c [ O} (1440 J hourts) (100 j token(s) [ 1080 ] minute

Web Ciient [ O} (1440 ) hour(s) (100 J token(s) [ 1080 ) minute

Cancel ) ( Save

Default refresh token TTL: 1440 hours = 60 days

cisco L{{/&/

Remember the Webex OAuth Refresh
token?

» The Refresh Token TTL defines the duration that a
user can use the Webex App on a device without
having to reauthenticate

» The default Refresh token duration is 1440 hours
+ Webex App can auto extend its Refresh token each

login (achieving a perpetual Refresh token)

*  When consuming Unified CM services, we must also
configure the Refresh token TTL for Unified CM,
Expressway and Unity Connection

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Webex App Subsequent Logins

Unified CM OAuth

aliali.  Cisco Unified CM Administration

CIS€O  Eor Cisco Unified Communications Solutions

System » Call Routing + Media Resources »  Advanced Features

Enterprise Parameters Configuration

Davice = Appli ~ Usar ~ Bulk ~ Help +

Q Save 6} Set to Default %' Resat Apply Config
L

S50 and OAuth Confi

Al Accece Tolen piny Tier (ninuice) >

Client OAuth Refresh Token Expiry Timer (days) *

Redirect URIs for Third Party SSO Client

SSO Login Behavior for i0S *

Use embedded browser (WebView)

OAuth with Refresh | ogin Flow *

Enabled

= Ganans

OAuth Access Token for Devices *

m—
True

dmalciiAlsadvranlstered deodces

Enabled

LS (SNRY IR £

l Auto Renew Refresh Token *

y Search

Directory Search Scope *

Search Behavior for Users with no Customer Mapping *

All Users in the System
Only search within Users with no Customer mapping

~Phone Migration

When Provisioning_a Replacement Phone for an End User *

Security Profile for Migrated Phone *

Phone Migration User tifical

n Prompt *

cisco L{V&/

Retain Existing Phone(s)
Secure

Use Enduser Primary Extension

The Unified CM Refresh Token TTL defines the duration
that a user can use Unified CM services via the Webex
App, on a device, without having to reauthenticate

Default Refresh token duration is 60 days (can be
extended to 5 years)

Webex App now can now auto renew the Unified CM
OAuth refresh token

* Renewed after 50% of the Refresh Tokens’ lifetime

*  When enabled a user will have perpetual access to Webex
App Unified CM services from a device without having to
reauthenticate - as long as the user uses the App regularly

Requirements for Auto Renew of Refresh Token

Unified CM 14.0 SU4 or Unified CM 15

Expressway X14.3.1

OAuth Refresh Token flow and Auto Renew Refresh token must
be enabled
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First Time Login

Webex

» The first-time Webex App login is a
serial login

! D ® 1. Webex App connects to Webex cloud

i, 2. Webex App connects to Unified CM

0 *  Webex App must authN with Webex
and Unified CM on the first login, in
that order.

[ ) «  Webex App will store details of these
sessions to local disk

Service cache,
Config cache,
OAuth tokens
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Subsequent Logins

Webex

* On a subsequent login on a device,
Webex App connects to services in
parallel (based on cached config
and OAuth tokens)

Create a space

* Webex App will authZ with Webex
and Unified CM on subsequent
_ 8 logins.
e Service cacho, T  authZ can happen in any order

Config cache,
OAuth tokens
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Calling Redundancy

Webex

Create a space

Service cache,
Config cache,
OAuth tokens

G
=

BRKCOL-2198

* On a subsequent login, if Webex
services are inaccessible (e.g. WAN
outage, loss of internet access), Webex
App will still be able to register to
Unified CM for calling

» Features dependent on Webex services

will be unavailable during this time e.qg.
* Presence
« Directory search (previous directory
lookups will be cached locally)
* Move call to meeting
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Push Notification Support (Cloud Delivered)

Incoming Call

Push NS
Enabled

cisco L{{@/

notify

Webex

Notification

Service

«

Register
and get
incoming
call

w
1-

o}

Webex App for iOS and Android relies on Push
Notifications to receive incoming call alerts

Once Webex App is put to background, the
mobile device OS may kill the app process to
preserve battery life/memory, meaning Webex
App does not maintain a session with
Webex/Unified CM

Push Notifications are automatically enabled on
Webex Services.

Push Notifications need to be enabled by the
admin on Unified CM

Android and iOS devices need an internet
connection (to FCM/APNS) for Push
Notifications to function successfully
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Local Push Notification Service (Apple Only)

Incoming Call

LPNS
Enabled

cisco L{{@/

Register and get
incoming call

0
I
o}

)

In public internet constrained environments, cloud based
push nonfictions may not reach the device meaning users
will not receive incoming call notifications e.g. Cruise
Ships, Hospitals etc

Unified CM and Webex App for iOS support LPNS

In this mode, on an incoming call Unified CM will send the
wake command to the iOS device directly, meaning the
device does not need an internet connection

Local Push Notifications and Cloud Push Notifications can
be enabled on Unified CM simultaneously. LPNS will be
attempted first and if that is not successful APNS will be
used. LPNS settings do not affect Android devices

LPNS is only supported on specified wifi SSIDs (in jabber-
config)

LPNS requires Unified CM 14su3 and above
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Calling Dock

Previously known as the Multi Call Window

» Calling Dock can be enabled to
save on screen real estate

« Call Dock can attach to any
screen edge

 Webex App running from
System Tray

«  Windows Only
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Calling Dock

* Newly added includes

Directory Search and call
Dialpad

Device Pairing

Multi Line Monitoring

Hunt Group/Pickup/Queue
login/logout

etc

c 1 SCO W. BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

« The Calling Dock can provide
quick access to lots of calling
power user functionality
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Multi Line Support Updates

Unified CM Multi Line Support Update

01784 445044 B « Multi line supported on Webex App for mobile
* Unified CM 15 su2 required
« Support for up to 8 lines (same as desktop)

Webex Calling MT Multi Line Support Update

« Support for up to 10 lines
« Desktop and Mobile

My phone w

Multi Line Entry Point in the Dialpad Line ID Selection
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Highlight to Call

Keyboard shortcuts

e defau

Description

Meetings & Calls €
Leave or end the meeting or call
Answer Call
Decline call and reply with a text
Toggle Calling dock window on or off
Hold/Resume Call
Decdline Call
Highlight to call
Transfer Call

Reset to default

cisco Lz%o//

Shortcut Global €@

Ctrl + L

| Ctrl + Shift + C
Ctrl + Alt + A
Ctrl + Shift + X
Ctrl + Alt + H

Ctrl+ D

Ctrl + Alt + Shift + H )

Alt + T

Save Cancel

This feature allows the user to highlight a number
from another application and use a keyboard
shortcut sequence to make a call with the Webex

App

Users can edit the keyboard shortcut sequence

Users also have an option to review the selected
number before calling

Windows and MacQOS

BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Common Call History

*  With Common Call History, the
Webex App Call History is
Webex populated with placed, missed and
received calls

Update T | Retrieve
. call history

., call history « Allows the Webex App to have a

Enabled l consistent call history even if the
- app is not running when calls are
i made
-]
.

e “ « CCUC required

recei\;e, =

miss call =
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App Deployment
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Webex App Platform Su’pport
ul . A Ce
_l co

’

AR @
' "' chromeQS
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Webex App Release Cycle

* A new major release of Webex App is
delivered monthly

Webex «  Desktop App versioning is based on time e.g.
January 2025 release 45.1.0.31549
l +  Year: 45.x.X.XXXX

. Month : 45.71.x.XXXXX
‘ . Build : 45.1.0.31549

Update Management
E » Desktop Update Schedule: Control Hub
* Mobile Update Schedule: App Store Setting

First time user/admin Periodic in app update from
install webex.com

CISCO M‘/ BRKCOL-2198
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Webex App for Windows

User Install Admin Install

[ 4
!
]

Your Webex experience awaits! l l

[ (7
* User downloads the .exe installer from * Admin installs the Webex App msi installer to
Webex.com Windows machines via deployment tool (e.g. SCCM)
* Runs the installer « msiexec /i webex.msi ALLUSERS=1 /quiet
* Webex App is installed to USER PROFILE * Webex App installed to C:\Program Files\Cisco Spark\

C:\users\user/D\AppData\Local\CiscoSparkLauncher * Admin permissions required
*  Admin permissions NOT required
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Webex App for Windows Installation

» Installer switches can be set to configure the first time experience as well as

enabling Outlook integration

Switch

Purpose

ALLUSERS=
ACCEPT_EULA=

AUTOSTART_WITH_WINDOWS=

DEFAULT_THEME=

DELETEUSERDATA=

EMAIL=

ENABLEOUTLOOKINTEGRATION=

Admin install to C:\Program Files\Cisco Spark\

Automatically accept EULA so user does not
have to

App auto starts on Windows login. User cannot
change within the app

Sets theme to light. User can set their preference
in the app

Removes all existing cache is app is already
installed

Prepopulates the Webex App with user email for
login (retrieved from AD). Restricts access to the
app current Windows user only

Enables Outlook integration at install time
(registry key). Admin permissions required. On by
default

cisco W‘/
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Example Webex App for Windows Installation

Example Installation

msiexec /i Webex.msi ALLUSERS=1 ACCEPT_ EULA=true AUTOSTART WITH WINDOWS=true EMAIL=$mail
/quiet

« Webex App autostarts with Windows login v/
« User email is automatically populated v/
« EULA is accepted v

* Next step is authentication...

CISCO M‘/ BRKCOL-2198
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Windows App for Windows Update Process

’ Webex
First time admin install Auto Update
* msiexec /i webex.msi ALLUSERS=1 /quiet *  Webex App downloads update from webex.com
*  Webex App installed to “C:\Program Files\Cisco Spark” * Update package written to the user profile
+ CiscoCollabHost.exe is the main Webex binary running from C:lusers| lappdatallocal\CiscoSparkLauncher)
C:\Program Files\Cisco Spark\ * The main Webex binary continues to be CiscoCollabHost.exe running

from C:\Program Files\Cisco Spark\ (the original install)

* The auto update process does not reinstall the app - it’s simply an
update package downloaded to the %appdata% directory, that is loaded
at runtime by CiscoCollabHost.exe

* No admin permissions are required to autoupdate
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Webex App Version Inventory

Windows Software Inventory

«  Windows software inventory tools typically retrieve the -
installed app version from a registry key ——

«  Webex App will only write to the registry at first time install -

«  Software inventory tools may report the first time install
version of Webex App (not the active version based on
automatic update)

* The latest app version on a Windows machine is written to
C:\users| lappdatallocal\CiscoSparkLauncher\version.txt

«  Software inventory tools can use this file to determine latest
active version of Webex App on the machine

Control Hub Reports
Create a Report to retrieve the versions of Webex App active
in the organization

* Report can be customized to display specific details

*  Report will detail users/versions who have connected to the
Webex org
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Config Changes

*  Most Control Hub config changes will take ~24 hours to reflect in
the app

* For urgent config changes or when testing user/admin can take
action

+ User
«  Restart the app twice (15t to pull the new config, 2" to apply
change)
*  Reset the App from the Help Menu
» Delete the apps cached content forcing a new sign in
(C:\users\user/D\appdata\local\Cisco Spark\*

« Admin
*  Reset the users access token. This will sign the user out of the
app during at the end of the current Access tokens lifetime (up to
6 hours) Cached content will be deleted on mobile devices.

CIsco M‘/ BRKCOL-2198

Edit icences

Reset aceess
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Website Shortcuts

P « Website shortcuts is a feature that allows admin
B - e S Enoedcedspes Qs S Sevion s embed Cisco and 3 party web applications into the

left hand sidebar of the Webex App

© s « Admin can create a shortcut in Control Hub and

i T publish to Webex App users at org and group levels
e » Create and deploy up to six Website shortcuts for the

Webex App

T e + Shortcuts can be deployed to Webex App for

pm— v
%) Atendant Console Nipsiflscwoximagiclecioud/  Selectsdgroups 2 () Windows and Mac

% Digital Fax https:/jwic-cisco-public.ima... Selected groups 7 Q

&  Call Recordings https:f/wxc-cisco-public.ima... Selected groups Z 0

¢ . Onebrive https://tmedemo-my.sharepo. Allusers 7 0 . . .

. e oo *  NEW: Admin controls to customize how the side bar

is ordered

Webex sidebar Customise your organisation's Webex sidebar by displaying relevant services and apps, co-brand logos and more.

customisation
Customise the default view
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Sidebar Customization - Control Hub Admin

o » Control Hub Admin can customize the layout of the Webex
App sidebar

» Tabs can be dragged to the preferred location in the list and
will be displayed as such.

I * Apps can be moved into “More” section and will be displayed

’ as such in Webex App

* Messaging, Meetings, Calling and Customer Experience tabs
are controlled by licensing and cannot be moved using this tool

» Sidebar customization can be locked so the enduser cannot
change admin settings

cisco M. BRKCOL-2198 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sidebar Customization - Enduser

 Webex App enduser can customize their
T x sidebar from the Appearance menu (if enabled

Messaging en flollancl <o 5

_ T by CH admin)

Set a status Q Search, meet, and call

» User can drag and drop sidebar tabs to their
desired location

« |If the user is enabled for Vidcast, a Vidcast tab
will be available

* The user cannot change the order of

Messaging, Meetings, Calling or Customer

Experience tabs - these are set by the admin

via licensing

our workday

B8 Meetings

@ Calling > Cancel

o
* Available on Windows and Mac
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Sidebar APl Example

Populate CRM with Caller information

» The sidebar has an API that can

provide your integrations with
@ (oo csones Pee incoming call data
@ » Call type

¢ Umar Patel

e (Call state
* Local and remote caller information

» CRM application added as sidebar
app

* On incoming call, CRM will be
0 populated with relevant data

8 Call Settings L1) My Softphone & Call pickup

m ‘L‘Jm?y ‘P‘ate\h: A X C RM EXa m D | e

Message Decline Answer
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Cisco Al Assistant
for Messaging,
Meetings and
Calling
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Cisco Al Assistant for Messaging

Space Summaries
» Al Assistant to summarize spaces, unreads, and . oo e EMER 2025

Messges|  frooe

threads across multiple languages

Rewrite Message
» Al Assistant that can be used to format or rephrase
an outbound message

Message Translation

* Al Assistant to translate messages within a space to
your preferred language. Choose from over 140
languages

Available today in Webex App for Windows and Mac
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Step Away from the Meeting

Ken Holland's Personal Room @ Meeting Info

‘e
A

Stepped away

Start video v

(( @ Aassistant )( © Record

& Participants O Chat

BRKCOL-2198

Step away from the meeting

User can click on the coffee cup to step away
from the meeting

When stepped away, users audio and video
devices are muted, and other participants will
see a Stepped away avatar

Automatic Step away from the meeting

When a users camera has not detected a face
for 5 seconds, the user is automatically placed
into stepped away

Off by default, can be turned on by user

After stepping away for > 60s, the user is
prompted if they want to “catch up”
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Cisco Al Assistant for Meetings

In Meeting Summaries
» Al Assistant to summarize what was discussed in the meeting

CRGCT

SIPEPAFVEE
Ask me Anything : : YN g iy gt o s
« As the assistant anything about the context of the meeting -‘l

§

Custom Dictionary

* Add words or acronyms that are not part of the standard
dictionary so they can be transcribed more accurately (e.g.
medical jargon)

~
«
4

Recording Summaries

* Meeting recording can be summarized and chapterized
making them more consumable in a shorter time

Don’t forget about Al features that were added in recent

years
* Meeting Transcription
¢ Real Time Translations
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Al Generated Summaries for Call Recordings

Al Generated Summaries for Call Recordings

» Recorded calls are accessible from the Webex App

* When the user selects to play a recording, the Al
Assistant will generate a call summary including a
full transcript and a list of action items

» Auvailable on Webex Calling only today

» Desktop and Mobile
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Cisco Al Assistant Security and Privacy

* The Al Assistant is powered by a hybrid of Cisco Al
technology as well a 3™ party large language model

H H » Cisco LLM Proxy is in region and is use to build the

Webex prompt for the 3 party LLM

« The current 3™ party model being used is GPT-3.5
Turbo via the Microsoft Azure OpenAl Service API

+ Key points
* Al services reside in same region as Webex
w organization
* LLM does not store conversations

* LLM does not use conversations for training data
User actions the Al Assistant
for messaging, meetings or
calling functions
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Al Assistant Admin Controls

Control Hub admin can control enablement
of Al Assistant
Al Assistant can be enabled for:

+ Org
 Group
* User

Al Assistant will be on by default where
applicable

User will require an Advanced Messaging
License to be entitled to use Messaging
Al Assistant

cisco L{{@/

Organisation settings > Cisco Al Assistant

Cisco Al Assistant & Al features

Ask Me Anything for Al @) Hiow hsk Me Anytring
Assistant
8 naw feature works and more, For more help, see hew 10 use Ask M Anything!
Control Hu @ o
- see how to use the Assistant in Control Hub
Messaging

Meeting: e how to use the Al Assistant in Meeting:
Tur
Internal mesting External mee
@ o~ Not appécab
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Webex Al Audio Codec

« Improve audio quality in poor network conditions (low
INDUSTRY STANDARD bandwidth and high packet loss), by encoding at low
bitrates and increasing redundancies

« Webex App will use Opus as the default audio codec.
The App will automatically change encoder to Webex Al
Audio Codec if 30% packet loss is detected

« Al Audio Codec is supported for Webex Meetings,

Encoded bitrate (in kilobits per second) Webex Calling (App to App) and certain Cisco devices
* Not supported for VDI, web app, Non-Noise Removal Smart
audio settings, devices with ultra low performing clients
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Webex Suite
Meetings Platform
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Webex Meetings Platform Evolution

MC Meeting Platform

Collection of services delivering a
meetings platform to a range of
endpoint types

Challenges
Multiple apps on desktop, mobile and VDI
(cross launch experience)

*  Admins need to track 2 monthly release
schedules

* Video Mesh not supported

* No native Linux meetings app

» Space Meetings vs Webex Meetings

* Ephemeral Meetings Chat

cisco Lz%o//

Platform Update Webex Suite Meetings Platform

A modern meetings platform delivering
a consistent experience no matter what
device a user joins from

Benefits

» Single app on desktop, mobile and VDI

» Single update schedule for admins to track

* Video Mesh is supported for all Webex
Meetings

+ Native meetings app on Linux (Webex App)

» Consistent meetings experience when
scheduled from a space or a PMR

» Chats & recordings available post meeting to

continue collaboration

Faster join experience

Increased Video Mesh Capacity

Join from two devices, appear in the roster once

Al Ready

more....
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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