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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




- What is Infrastructure
as Code?

. Infrastructure as Code with
NXOS and Ansible

. Infrastructure as Code with
NDFC and Ansible

- Start Your laC Journey!
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What Is
Infrastructure
as Code?
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Infrastructure as Code for Network Ops

- Using “code” to provision and/or manage infrastructure

- Infrastructure as Code is not specific to a particular automation
engine or specific programing language

- The intended configuration state of network devices are sourced
from source code management (git) instead of the devices

themselves

CI‘CD

o

ANSIBLE
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Infrastructure as Code for Network Ops

4

CI{CO Continuous Integration

the laC intent

User commits changes to /
SCM (GitLab) that defines n Staging

~

Merge/Pull
Request
Feature l
Update

Branch

laC
R - @ 0git \_Lint Deploy Test
Main

ANSIBLE based on intent

SCM (GitLab) detects
change and activates

pipeline

CISCO Lt/&./ BRKDCN-2946

Branch
@ SCM (GitLab) Runner(s)
configures & tests staging

1

Continuous Delivery

/

Prod

N

Deploy

Test

)

5o

Merge

SCM (GitLab) Runner(s)
configures & tests prod
based on intent
automatically or via user
intervention
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Infrastructure as
Code with
NXOS and Ansible
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What is Ansible?

‘ Automation / Configuration / Orchestration tool

‘ Open Source

‘ Agentless Push Model

‘ Produces the same results no matter how many times it is executed*

‘ No programming knowledge required

ANSIBLE

‘ Requires only data-structure manipulation knowledge

‘ Network CLI and REST API interaction

>
idempotent
c 1 SCO M-/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



What makes up Ansible?

ol Builtin E— NXOS

Tasks

RedHat

‘ Ansible Automation --

Platform

Inventory
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nac_dc_vxlan

REST API

NDFC
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20/20 Hindsight Tech “Specs”

NDFC - https://galaxy.ansible.com/cisco/dcnm NaC - https://galaxy.ansible.com/cisco/nac_dc_vxlan

cisco M- BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10


https://galaxy.ansible.com/cisco/dcnm
https://galaxy.ansible.com/cisco/dcnm

Installing Ansible

% pip 1nstall ansible-core % plip install ansible

- Installs only the core components . “batteries included”

. Collections must be installed by - Installs community-curated
you selection of Ansible Collections

- Smaller footprint and more control . Complete package but larger

. . ' fil m
- Assures install of latest collection footprint on filesyste

version released! - Might not install the latest version
of a desired collection!

c 1 Sco M-/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13


https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Ansible
Collections
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Ansible Collections

- Introduced in Ansible 2.9
- Uses Ansible Galaxy as the delivery vehicle
- Contains modules, plugins, filters

- Collections not related to Ansible release schedules
- Allows vendor flexibility in relation to product releases

ansible-galaxy collection install cisco. (nxos|dcnm|nac dc vxlan)

NXOS | DCNM | NaC -

c 1 Sco M. BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



https://galaxy.ansible.com/cisco/nxos

Ansible Cisco.Nxos

Collection Modules

- Modules perform specific task like
configure vlans, interfaces, OSPF,
BGP, and more

- Documentation provides usage
details, required variables, default
variables, etc

- Actively maintained by RedHat with
Cisco support

Documentatio

B Collections in the Cisco Namespace
Cisco.Aci
Cisco.Asa
Cisco.Dnac
Cisco.Intersight
Cisco.los
Cisco.losxr
Cisco.lse
Cisco.Meraki
Cisco.Mso
Cisco.Nso

B Cisco.Nxos
Description
Plugin Index

Cisco.Ucs

Collections in the Cloud N:

Collections in the Cloudscale_ch
MNamespace

Collections in the Community
MNamespace

Collections in the Containers
Namespace

Collections in the Cyberark Namespace
Collections in the Dellemc Namespace

Collections in the F5networks
Namespace

Collections in the Fortinet Namespace
Collections in the Frr Namespace
Collections in the Gluster Namespace
Collections in the Google Namespace
Collections in the Grafana Namespace
Collections in the Hetzner Namespace
Collections in the Hpe Namespace

Collections in the Ibm Namespace

Modules

nxos_aaa_server module - Manages AAA server global configuration.
nxos_aaa_server_host module - Manages AAA server host-specific configuration.
nxos_acl_interfaces module - ACL interfaces resource module

nxos_acls module - ACLs resource module

nxos_banner module - Manage multiline banners on Cisco NXOS devices
nxos_bfd_global module - Bidirectional Forwarding Detection (BFD) global-level configt
nxos_bfd_interfaces module - BFD interfaces resource module

nxos_bgp module - (deprecated, removed after 2023-01-27) Manages BGP configuratic
nxos_bgp_address_family module - BGP Address Family resource module.

nxos_bgp_af module - (deprecated, removed after 2023-02-24) Manages BGP Address-
nxos_bgp_global module - BGP Global resource module.

nxos_bgp_neighbor module - (deprecated, removed after 2023-01-27) Manages BGP ne
nxos_bgp_neighbor_address_family module - BGP Neighbor Address Family resource m
nxos_bgp_neighbor_af module - (deprecated, removed after 2023-02-24) Manages BGF
nxos_command module - Run arbitrary command on Cisco NXOS devices

nxos_config module - Manage Cisco NXOS configuration sections

nxos_devicealias module - Configuration of device alias for Cisco NXOS MDS Switches.
nxos_evpn_global module - Handles the EVPN control plane for VXLAN.
nxos_evpn_vni module - Manages Cisco EVPN VXLAN Network Identifier (VNI).
nxos_facts module - Gets facts about NX-OS switches

nxos_feature module - Manage features in NX-OS switches.

nxos_file_copy module - Copy a file to a remote NXOS device.

nxos_gir module - Trigger a graceful removal or insertion (GIR) of the switch.
nxos_gir_profile_management module - Create a maintenance-mode or normal-mode p
nxos_hostname module - Hostname resource module.

nxos_hsrp module - Manages HSRP configuration on NX-OS switches.
nxos_hsrp_interfaces module - HSRP interfaces resource module

nxos_igmp module - Manages IGMP global configuration.

nxos_igmp_interface module - Manages IGMP interface configuration.
nxos_igmp_snooping module - Manages IGMP snooping global configuration.
nxos_install_os module - Set boot options like boot, kickstart image and issu.
nxos_interfaces module - Interfaces resource module

nxos_|2_interfaces module - L2 interfaces resource module

nxos_|3_interfaces module - L3 interfaces resource module

nxos_lacp module - LACP resource module

nxos_lacp_interfaces module - LACP interfaces resource module

nxos_lag_interfaces module - LAG interfaces resource module

https://docs.ansible.com/ansible/latest/collections/cisco/nxos/index.html

cisco L{{/&/
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AnS| ble MOd u |eS Collection Collection Module

Namespace Name Name
-/Mvvays use'Huaquy(quaHﬁed ~ name: Configure VLAN-to-VNI Mappings
collection naWKE(FCXDN)fOFthe cisco.nxos.nxos vlians:
config:
module

- name: Overlay-1
vlan id: 100

- The modules require parameters mapped_vni: 10000

with values assigned that define _ pame: Web Servers
your configuration intent vlan id: 101

_ _ mapped vni: 10101

- Documentation provides details ~ name: DB Servers
on default values and required vlan idf [102

values mapped vni: 10102

state: merged

Parameter Value

cisco M-/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Ansible
Concepts
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VXLAN EVPN Fabric

laC - Nexus as Code

10.15.1.11 - S1 S2 - 10.15.1.12

- Configure Hostnames,

Features, etc o L ]
(Common — — — —
configuration)
| EmEEEEEEEEEEEEEEEEEmE | | EEEEEEEEEEEEEEEEEEEEmm | [ EEEEEEEEEEEEEEEEEEEmmmE |
10.15.1.13 - L1 10.15.1.14 - L2 10.15.1.15 - L3

cisco Li/&/
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VXLAN EVPN Fabric

laC - Nexus as Code

10.15.1.11 - S1 S2 - 10.15.1.12

- Configure Underlay I I
(Interfaces, Routing
protocols, etc)

10.15.1.13 - L1 10.15.1.14 - L2 10.15.1.15- L3

c 1 s co L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



VXLAN EVPN Fabric

laC - Nexus as Code

10.15.1.11 - S1 S2-10.15.1.12
A — A —

- Configure Overlay
(VRFS, VLANS, SVlS, etC) VXLAN Tunnel

NS SN
L2VNI 130001 = L2VNI 130002 L2VNI 130001 = L2VNI 130002 L2VNI 130001 = L2VNI 130002

VLAN 2301 VLAN 2302 VLAN 2301 VLAN 2302 VLAN 2301 VLAN 2302

8 A
EEEEEEEEEEEEEEEEEEEEEEEE ENEEEEEEEEEEEEEEEEEE . ANEEEEEEEEEEEEEEEEEEEEEE

10.15.1.13 - L1 10.15.1.14 - L2 10.15.1.15 - L3

c 1 s co L‘V&~ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Ansible Directory Structure

fa ansible > Where to do it

" inventory.yml
— @ group_vars Data to do it

— @ host_vars
— /A roles How to do it

— vxlan.yml

> What to do

c 1 s co L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



.
Ansible Playbook

&y ansible

e > # main playbook

2 s
— inventory_yml - hosts: spines, leafs
5 gather facts: false

— @ group_vars

; roles:
—>E hOSt_VarS - role: common

: - role: underlay
/A roles

: - hosts: leafs
_, VXIan.ymI ...................................... gather facts: false

roles:
- role: overlay

c 1 sco L‘V&~ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Where to do it

Ansible Inventory

r anSible gesrasn s > # main inventory file

: all:
S - . vars:
|nvent0ryym| ansible connection: ansible.netcommon.network cli
ansible user: "nxos username"
ansible password: "nxos password"
md/ 4 gI’OUp_VBI’S ansible network os: cisco.nxos.nxos
children:
/@ host_vars o
10.15.1.11: i
— /@ roles 10.15.1.12: —> .Connect'lon
v leafs: information
N hosts: .
—> é vxlan ym| 1015111 10.15.112 10.15.1.13: for switches
) 10.15.1.14:
10.15.1.15:
I | I |
— — — —
N

10.15.1.13 10.15.1.14 10.15.1.15
c 1 s co L‘V&~ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Where to do it

Ansible Inventory

r anSible s s > # main inventory file

: all:
|, = . vars:
|r]\/E3r]tC)r\/_\/rT1| s ansibleiconnectionzlansible.netcommon.networkicli
ansible user: "nxos username”
ansible password: "nxos password"

md/ 4 gI’OUp_VGI’S ansible network os: cisco.nxos.nxos

children:

— @ host_vars spines:

hosts:
10.15.1.11:

— /oy ro|eS 10.15.1.12: A

leafs:

L5 % | 10.15.1.11 10.15.1.12 hosts: This will be annotated
m 10.15.1.13: .
vxlan.y TIPS shorthand in subsequent
10.15.1.15: slides as network cli

[RRRRRmRRnRasann e e
10.15.1.13 10.15.1.14 10.15.1.15

c 1 s co L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Ansible Playbook Relationships

&y ansible S > ¥ main inventory file
N
. : 11:
inventory.ymi vars:
L K ansible connection: network cli
—P'. group_vars > # main playboo ansible user: "nxos username"
: ) ansible password: "nxos password"
_,r hOSt vars —trosts? splnes,@— ansible network os: cisco.nxos.nxos
[ 4 — gather facts: falbe children:
[, : spines: Spi
[ 4 roles roles: AGSES pine
N : roief cor(;lmirll 1015112 Group
L5 é VXlan.yml ................. : role: underlay 0.15.1. :
e Leaf
gather facts: false 10.15.1.13:
10.15.1.14: Group
oles: 10.15.1.15:

- role: overlay

Cisco M./ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Ansible Roles

& ansible
e inventory.yml
— /gy J9roup_vars

— @ host_vars
— /A roles

/Ay COmmon

— /@ underlay

— vxlan.yml
cisco L{{/&/

> I Overlay .................................

How to do it

gorssassenasssecene > ) ansible-galaxy init overlay

- Role overlay was created successfully
> tree overlay

overlay

—— README .md r - -

—| tasks 1 ‘ ) ) I \
- A

L — main.yml
—— templates

T oW We
do it

Jd

BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




.
Ansible Roles - Tasks

Iy ansible [ Y ][ myers ]
. . | Hostname ][ Features [ Interfaces ][ OSPF ]
=] inventory.ym

IESE
— gy QJroup_vars

B host vars Common Underlay

>II

- A

@ roles
@ common “VLANSs/VNIs ][ SVIs
& underlay  NVE ][ VREs

L) uxlanym S N

c 1 s co M~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



.
Ansible Roles - Tasks

& =nsible
N >E roles/overlay/tasks/main.yml
inventory.yml

# tasks file for roles/overlay

&y Croup_vars

- name: Configure VLAN-to-VNI Mappings

'. hOSt_VarS cisco.nxos.nxos_vlans:
: config:
: - name: Web Servers ° i —-+tN -
'. roles elan id: 101 Deflngs VI__AN to_VNI
mapped_vni: 10101 mappings in COﬂfIg list
'. - name: DB Servers block
: vlan_id: 102
: mapped vni: 10102 )
'. - name: vMotion » Config block allows for
iy YAML list of dictionary
r lqy 5 mapped vni: 10103 :
- over ay state: merged ObJeCtS

A <snip>
vxlan.yml

Cisco M. BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



.
Ansible Roles - Tasks

&y ansible

e inventory.yml
— /gy J9roup_vars

> gy roles/overlay/tasks/main.yml

# tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings

—> E host_va rs cisco.nxos.nxos_vlans:

config:

— /A roles

Do not build Ansible
02 task parameters this
way!

/Ay COmmon

— /@ underlay

mapped vni: 10103

— I Overlay ctater peiTed

N <snip>
— vxlan.yml

Cisco M. BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33




Data to do it

Ansible Group Vars

|. anSIble e > # var file for leafs group
N
_> inV ntor ml features:
entory.y - ospf ' * group_vars files are named
£ - pim
_,E group_vars _ bop and referenced after
- nv overlay Inventory groups
= Ieafsyml - vn-segment-vlan-based
- interface-vlan » match inventory group!
% SpiﬂeS.ym| networks: .
- vrf name: AnsibleVRF » contains data common to
_,- hOSt vars vlan name: AnsibleNetl specified group
- vlan id: 101
L 5 vni id: 10101
[/ r0|eS ip: 10.1.101.1/24
D - vrf name: AnsibleVRF
e é VXlan.yml vlan name: AnsibleNet2

vlan id: 102
vni id: 10102
ip: 10.1.102.1/24

c 1 s co L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



.
Ansible Host Vars

E anSible > # vars file for L1

* host_vars files are

_’ inventory.yml hostname: L1 '

layer3 physical interfaces:
—’E group_vars - interface: ethernetl/11 named ahd referenced
description: To §1 Ethl/1 after device IP address or
_'E hOSt_VarS mode: layer3 FQDN
ip address: 10.1.1.1
~ =] 10.175.1.77.yml ! e e » match inventory name!
- - interface: ethernetl/12
—~|E] 10.15.1.1 2-ym| description: To S2 Ethl/1  contains data specific to
mode: layer3 ;
~[B) 1015.1.13yml -+ so_asareas: 1022 that device
mask:
~ mtu: 9216
> [S) 10.15.1.14.yml
|5 10.15.1.15.yml

~N

c 1 s co L‘V&~ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Putting It All Together

Where to do it What to do How to do it
inventory.yml vxlan.ymi > - roles/common/tasks/main.yml

# main inventory file # main playbook # tasks file for roles/common
all: - hosts: leafs - name: Configure Hostname
<snip> gather facts: false cisco.nxos.nxos hostname:
children: — config:
roles: hostname: "{{ hostname }}"
|- role: common — state: merged
10.15.1.11: - role: underlay <snip>
10.15.1.12:
leafs: - hosts: leafs > '. roles/overlay/tasks/main.yml
hosts: gather facts: false
10.15.1.13: -
10.15.1.14: roles: # tasks file for roles/overlay
10.15.1.15: | - role: overla |

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos vlans:
config:

- name: "{{ item.vlan name }}"
vlan_id: "{{ item.vlan_id }}"
mapped vni: "{{ item.vni id }}"

loop: "{{ networks }}"
<snip>

CISCO Lt/&~/ BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

L1011
1.12:

10.15.1.13:

vxlan.yml

# main playbook

- hosts : leafs

gather facts: false

roles:

|- role: common

- role: underlay

- hosts: leafs
gather facts: false

roles:

|— role: overla

> - roles/common/tasks/main.yml

# tasks file for roles/common

- name: Configure Hostname
cisco.nxos.nxos hostname:
config:

hostname: "{{ hostname }}"

| — state: merged

<snip>

> '. roles/overlay/tasks/main.yml

# tasks file for roles/overlay

F__

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos_vlans:
config:

- name: "{{ item.vlan name }}"
vlan_id: "{{ item.vlan_id }}"
mapped vni: "{{ item.vni id }}"

loop: "{{ networks }}"
<snip>

BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

10.15.1.11:
10.15.1.12:

10 15 1.13:

10.15.1.14:
10.15.1.15:

cisco L{V&/

vxlan.yml

> - roles/common/tasks/main.yml
# main playbook # tasks file for roles/common
- hosts:| spines,|1eafs | - name: Configure Hostname
gather facts: false cisco.nxos.nxos hostname:
B config:
roles: hostname: "{{ hostname }}"
|- role: common — state: merged
- role: underlay <snip>
- hosts: leafs Ed '. roles/overlay/tasks/main.yml
gather facts: false
roles: # tasks file for roles/overlay
|— role: overla F——

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos_vlans:
config:

- name: "{{ item.vlan name }}"

"{{ item.vlan_id }}"

mapped vni:

vlan id:

"{{ item.vni_id }}"
loop: "{{ networks }}"

<snip>

Data to do it

%'. host_vars/10.15.1.13.yml

# var file for 10.15.1.13

hostname: L1
<snip>

—> '. group_vars/leafs.yml

# var file for leafs group

<snip>
networks:
- vrf name: AnsibleVRF
vlan name: AnsibleNetl

vlan id: 101
vni id: 10101
ip: 10.1.101.1/24
- vrf name: AnsibleVRF
vlan name: AnsibleNet2
vlan id: 102
vni id: 10102
ip: 10.1.102.1/24

BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

10.15.1.11:
10.15.1.12:

10 15 1.13:
10.15.1.14:
10.15.1.15:

cisco L{V&/

vxlan.yml

# main playbook

> - roles/common/tasks/main.yml

# tasks file for roles/common

- hostsJ spines,"leafs

| - name: Configure Hostname

gather facts: false

roles:

cisco.nxos.nxos hostname:
config:
]

Data to do it

—> host_vars/10.15.1.13.yml

N

# var file for 10.15.1.13

hostname: L1

<snip>

hostname:l"{{ hostname }}" |

|- role: common

|_ state: merged

- role: underlay

- hosts: leafs
gather facts: false

roles:

<snip>

> '. roles/overlay/tasks/main.yml

# tasks file for roles/overlay

|— role: overla

F__

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos_vlans:

—> '. group_vars/leafs.yml

# var file for leafs group

<snip>
|networks I’
vrf name: AnsibleVRF

vlan name: AnsibleNetﬂ

vlan id: 101

VVV !

config:

vni id: 1010|

- name: "{{QElan namg i

ip: 10.1.101.1/24
- vrf name: AnsibleVRF

vlan id: "{{Iltem vlan 1d=}}

vlan name: AnsibleNet2

mapped vni: "{{lltem.vnl 1d:}}

vlan id: 102

loop: "{{ networks }}"'

<snip>

vni id: 10102
ip: 10.1.102.1/24

BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

L1011
1.12:

10.15.1.13:

vxlan.yml

# main playbook

- hosts : leafs

gather facts: false
roles:
|- role: common |
- role: underlay
- hosts: leafs
gather facts: false
roles:
|— role: overla F——

> - roles/common/tasks/main.yml

# tasks file for roles/common

- name: Configure Hostname
cisco.nxos.nxos hostname:
config:

hostname:l "{{ hostname }}" I—

state: merged
<snip>

> '. roles/overlay/tasks/main.yml

# tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos_vlans:

'. host_vars/10.15.1.13.yml

# var file for 10.15.1.13

hostname: L1
<snip>

'. group_vars/leafs.yml

# var file for leafs group

<snip>
|networks I’
AnsibleVRF

vrf name:
AnsibleNetﬂ

vlan name:
vlan id: 101

config:
- name: "{{QElan namg '
vlan_id: "{{Iltem vlan 1d=}
d

mapped vni:

A AAAR

vni id: 10101
ip: 10.1.101.1/24
- vrf name: AnsibleVRF

vlan name: AnsibleNet2

"{{lltem.vnl i

vlan id: 102

loop: "{{ networks }}"'

<snip>

BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

10.15.1.11:
10.15.1.12:

10 15 1.13:
10.15.1.14:
10.15.1.15:

cisco L{V&/

vxlan.yml

# main playbook

- hostsJ spines,"leafs

—> - roles/overlay/tasks/main.yml

# tasks file for roles/overlay

- name: Generate VLAN Config Payload
ansible.builtin.set fact:

nxos_vlans: |

"{{ lookup('template',

- name: Configure VLANs
cisco.nxos.nxos vlans:
config: "{{ nxos vlans | from yaml }}"
state: merged
<snip>

gather facts: false
roles:
- role: common
- role: underlay
- hosts: leafs
gather facts: false
roles:
|— role: overla F—

'. roles/overlay/templates/vlans.j2

{% for network in networks %}
- vlan _name: {{ network.vlan name }}
{{ network.vlan id }}
vni id: {{ network.vni id }}
{% endfor %}

vlan_id:

'vlians.j2") }i"

Data to do it

'. host_vars/10.15.1.13.yml

# var file for 10.15.1.13

hostname: L1
<snip>

Ed '. group_vars/leafs.yml

# var file for leafs group

<snip>
networks:
- vrf name: AnsibleVRF
vlan name: AnsibleNetl

vlan id: 101
vni id: 10101
ip: 10.1.101.1/24
- vrf name: AnsibleVRF
vlan name: AnsibleNet2
vlan id: 102
vni id: 10102
ip: 10.1.102.1/24

BRKDCN-2946
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Putting It All Together

inventory.ymi

# main inventory file

all:
<snip>
children:

10.15.1.11:
10.15.1.12:

10 15 1.13:
10.15.1.14:
10.15.1.15:

cisco L{V&/

vxlan.yml

# main playbook

- hostsJ spines,"leafs

—> - roles/overlay/tasks/main.yml

# tasks file for roles/overlay

- name: Generate VLAN Config Payload
ansible.builtin.set_fact:

nxos_vlans: |

"{{ lookup('template',

- name: Configure VLANs
cisco.nxos.nxos_vlans:
config: "{{ nxos vlans | from yaml }}"
state: merged
<snip>

gather facts: false
roles:
- role: common
- role: underlay
- hosts: leafs
gather facts: false
roles:
|— role: overla F—

'. roles/overlay/templates/vlans.j2

{% for network in networks %}
- vlan _name: {{ network.vlan name }}
{{ network.vlan id }}
vni id: {{ network.vni id }}
{% endfor %}

vlan_id:

'vlians.j2") }i"

Data to do it

'. host_vars/10.15.1.13.yml

# var file for 10.15.1.13

hostname: L1
<snip>

Ed '. group_vars/leafs.yml

# var file for leafs group

<snip>
networks:
- vrf name: AnsibleVRF
vlan name: AnsibleNetl

vlan id: 101
vni id: 10101
ip: 10.1.101.1/24
- vrf name: AnsibleVRF
vlan name: AnsibleNet2
vlan id: 102
vni id: 10102
ip: 10.1.102.1/24

BRKDCN-2946
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Putting It All Together

inventory.yml vxlan.yml —> - roles/overlay/tasks/main.yml '. host_vars/10.15.1.13.yml

# main inventory file # main playbook # tasks file for roles/overlay # var file for 10.15.1.13
all: - hosts: leafs - name: Generate VLAN Config Payload hostname: L1
<snip> gather facts: false ansible.builtin.set fact: <snip>
children: —{nxos vland}: |
roles: "{{|lookup ('template', 'vlans.j2')| }}"
- role: common r
. _ . group_vars/leafs.yml
11; role: underlay - name: Configure VLANs -
Teafs: ~ hosts: leafs cisco.nxos.nxos vlans: -———
. . config: "{{ | from_yaml }}" # var file for leafs group
hosts: gather facts: false .
10.15.1.13: - state: merged <snip>
10.15.1.14: roles: Snp . sibiovme
10.15.1.15: [ - role: overla - YIl name: AnsSiboc

> vlan name: AnsibleNetll
. N =
'. roles/overlay/templates/vlans.j2 >{vlan id: 101
[ : >{vni id: 10107]
. . . ip: 10.1.101.1/24
{% forlnetworkl in |networks [%} .
- vlan name: {{[Tetwork.vian mamejd— | - vrf_name: AnsiblLeVRE
1 _'d' M s Rmarn 15111 vlan name: AnsibleNet2
v énfl : I—_\'\ vlan id: 102
vni_ id: {{|nefworE.vn1_1a: vni_id: 10102

{% endfor %}

ip: 10.1.102.1/24
CISCO Lt/&~/ BRKDCN-2946 i its affil
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Additional
Detalls
for NXOS
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Two Types of Modules for NXOS

Legacy Modules Resource Modules
. Inconsistent across different network . Consistent across different network
devices devices
- Requires task loops for more than . Can leverage task loops or Jinja2
one configuration item templating for config blocks
. Simple states, present or absent . Introduces new states for Ansible to

be the source of truth
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NXOS Config Fallback Module

How to configure NXOS when a module is missing

Allows passing direct cli configuration

Can take full running-config backup, e.g. before a change operation

Perform a save operation, i.e. "copy run start”

- name: Configure PIM Anycast RP
cisco.nxos.nxos_config:
lines:
- "ip pim anycast-rp {{ sl loopbackl }} {{ sl loopbackO }}"
- "ip pim anycast-rp {{ s2 loopbackl }} {{ s2 loopback0 }}" Options:
save when:| modified * always - copy always
T « modified - copy only if changed
since last save
» changed - copy only if the task
made a change
* never - never copy
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NXOS Command Fallback Module

How to send commands to NXOS when a module is missing

« Allows sending arbitrary commands, e.g. show commands

« Supports prompt handling

« Can handle list of commands or prompts

- name:
cisco.nxos.
commands :

cisco W‘/

- show
- show
- show

Get Show Commands

nxos_command:

version
ip ospf neighbor
ip pim neighbor

- name: Misc Commands

cisco.nxos.nxos_command:
commands: copy ftp://nxos.bin bootflash:
prompt:
- "Username:"
- "Password:"
answer:
- <username>
- <password>
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An Example
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Executing Ansible Playbooks

o] P main mtarking@ansible-ubuntu-01
® brkdcn-2946 » ansible-playbook -1 inventory.yml vxlan.yml

PLAY [spines, leafs] *

TASK [common : Configure Hostname]
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Infrastructure as
Code with
NDFC and Ansible

cisco L{V&/



Cisco Nexus Dashboard Fabric Controller (NDFC)

Formerly Called (DCNM)

Cisco Nexus
Dashboard
Fabric Controller

Cisco Data Center
Network Manager
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Automation

cisco W‘/

Easy to understand approach to
auto-bootstrapping of entire fabric

Rapid Deployment with Fabric Builder
best practice templates for VXLAN-EVPN

DevOps friendly

Enhanced Programmability

BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NDFC DevOps “Friendliness”

[@ Ansible Core ]

c 1 s co L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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afrafn 4 Fabric Controller
eicee Nexus Dashboard

ﬁﬁ Workflow Step1: Fabric Management

NDFC Fabric Object

Boostrap Protocols
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁﬁ Workflow Step?2: Inventory Management

— o o o o . oy
e - - o o - o =

e

Leaf1 Leaf2 Leaf3 Leafd

10.15.10.12 10.15.10.13 10.15.10.14 10.15.10.15
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁﬁ Workflow Step3: vPC Pair Management

— o o o o . oy
e - - o o - o =

7’

Leaf1 :.: Leaf2

10.15.10.12 10.15.10.13
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ol
cisco

Nexus Dashboard

ﬁﬁ Workflow Step4: Overlay Management

— o o o o o o oy

cisco Ld{a/./

Leaf1

L2VNI 7000

——

10.15.10.12

Leaf2

10.15.10.13

Leaf3

10.15.10.14

BRKDCN-2946

e s e S o o - -

Leafd

10.15.10.15
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NDFC Collection Modules - Toolbox

https://galaxy.ansible.com/cisco/dcnm
19 Modules

Module Name Purpose

cisco.dcnm.dcnm_rest General Do Anything Module

cisco.dcnm.fabric (Ver 3.5.0) Manage creation and configuration of NDFC fabrics
cisco.dcnm.dcnm_inventory Add Devices To Fabric

cisco.denm.denm_vpc_pair (Ver 3.5.0) Manage vPC switch pairs
cisco.dcnm.dcnm_interface Configure Fabric Interfaces

cisco.dcnm.dcnm_vrf Add Overlay VRFs

cisco.dcnm.dcnm_network Add Overlay Networks / VLANs
cisco.dcnm.dcnm_template Create Custom Templates
cisco.decnm.dcnm_policy Create Policies Based On Templates
cisco.decnm.denm_links Manage Fabric Links
cisco.dcnm.dcnm_resource_manager Manage Fabric Resources
cisco.dcnm.dcnm_image_upload (Ver 3.5.0) Manage Switch Images
cisco.denm.denm_image_policy (Ver 3.5.0) Manage Image Policies
cisco.denm.dcnm_image_upgrade (Ver 3.5.0) Manage Images for Nexus Switches
cisco.decnm.dcnm_bootflash (Ver 3.6.0) Bootflash management for Nexus Switches
cisco.dcnm.dcnm_maintenance_model (Ver 3.6.0) Manage maintenance mode configuration of Nexus Switches
cisco.dcnm.dcnm_service_node Manage Service Nodes
cisco.dcnm.dcnm_service_policy Manage Service Policy

cisco.dcnm.dcnm_service_route_peering

c 1 SCO M. BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Primary VXLAN EVPN Fabric Plugins

—_—

@ cisco.dcnm.denm_fabric |} |

. . ( 3

@ cisco.dcnm.dcnm_inventory | NDFCVXLAN |

(3 cisco.decnm.denm_vpc_pair @

@ cisco.dcnm.dcnm_interface — i i

@ cisco.dcnm.dcnm_vrf i i

Lo - Jd

@ cisco.dcnm.dcnm_network @
@ cisco.dcnm.dcnm_policy

—/
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁ Workflow Step1: Create VXLAN Fabric

l [ Actions ~ ] Create Fabric

Create Fabric

Edit Fabric

Delete Fabric Fabric Name

fabric-stage

Pick Fabric
Data Center VXLAN EVPN >

General Parameters Replication vPC Protocols Advanced Resources Manageability Bootstrap Configuration Backup Flow Monitor

BGP ASN*
| 1-4294967295 | 1-65535[.0-65535] It is a good practice to have a unique ASN for each

Fabric.

Enable IPv6 Underlay

If not enabled, IPv4 underlay |s used

Enable IPv6 Link-Local Address

If not enabled, Spine-Leal interfaces will use global IPvE addresses

Fabric Interface Numbering*

p2p - Numbered(Point-te-Feint} or Unhumbared
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Ansible Roles - Fabric Tasks

E ansible - >E roles/create_fabric/tasks/main.yml
N\ . E ;_;asks file for roles/create fabric
inventory.yml
& group_vars I v ey s
r state: merged
nfig:
- rO|eS co— FgBRIC_NAME: CL_STAGING
. FABRIC_TYPE: VXLAN EVPN
@ create_fabric RGP AST 65000
ANYCAST GW_MAC: 0001.aabb.ccdd
E UNDERLAY_IS V6: false
E '  Creates Fabric
E * Handles Mutually Exclusive Properties
vxlan.yml » Supports multiple types
(VXLAN_EVPN, MSD, ISN, LAN_CLASSIC)
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Ansible Roles - Fabric Tasks

E ansible - >E roles/create_fabric/tasks/main.yml

# tasks file for roles/create fabric

e inventory.yml
— /gy J9roup_vars

— @ roles

- name: Create Fabric with Module

Let’s discuss a

o new and better
— /@ create_fabric wav!
- i? MLV
_,E ' * Creates Fabric
L, E « Handles Mutually Exclusive Properties
L, vxlan.yml « Supports multiple types
(VXLAN_EVPN, MSD, ISN, LAN_CLASSIC)

Cisco M./ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 72



VXLAN as Code
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VXLAN as Code https://netascode.cisco.com

- 0 EI\
VXLAN as Code aims to reduce time to value by ey o
lowering the barrier of entry to network networks: O]
orchestration through simplification, abstraction, - name:
and curated examples. etz ony
It allows users to instantiate network fabrics in el
minutes using an easy to use, opinionated data network attach group:
model. It takes away the complexity of having to - J
deal with references, dependencies or loops. V
Users can focus on describing the intended @
configuration while using a set of maintained and
tested Ansible Modules without the need to e
understand the low-level network device
configuration. M}

[— -

—_—
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Data Model

,
Built by network engineers for each Cisco vxlan:
H derlay:
feature implemented M eneral:
routing_protocol: ospf
H 1 ble_ipv6_underlay: fal
Incorporates best practices with BE/CX default Tl Aol Al
Values fabric_interface_numbering: p2p
subnet_mask: 30
. underlay_routing_loopback_id: 0
Built to allow us to represent network underlay_vtep_loopback_id: 1
. . . underlay_routing_protocol_tag: UNDERLAY
complexity in an easier structure where we can underlay_rp_Toopback_id: 254
incorporate validation and testing it vl b el iy
unshut_host_interfaces: True
We use Yamale* to construct schema and insert bgp:
thentication_ ble: t
rule enhancements authentication_key. type: 3.
authentication_key: 014903c077689077e5b4548432c3d91d
\,

203mgnd, e

rce project https://github.com/23andve/Yamale
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Default Values

VXLAN as Code comes with pre-defined default
values based on common best practices.

In some cases, those default values might not be
the best choice for a particular deployment and
can be overwritten if needed.

cisco L{{/&/

( )
defaults:
vxlan:
overlay:
vrfs:
loopback_route_tag: 12345
vrf int mtu: 9216
\ J
4 )
vxlan:
overlay:
vrfs:
- name: CiscoLive
- name: BlueNet
\ J

BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Effectively communicate changes with...

Email & ChatOps Integrations

Integrate into YOUR CI/CD environment using the...
Platform Agnostic CI/CD Modules

Open-source

‘b

do it yourself

No TAC Support

s

NDFC/VXLAN

Ansible DCNM Modules

IQ Avoid configuration errors with...
aam Semantic Data Validation

Verify every change with...

&  Context-Driven, Automated

_awmn  Cl/CD infrastructure Automation

; E Infrastructure
TeStlng """ (Common Automation Framework)

") Experts for the network technology and how to automate operations

End to End Support from Cisco

a Incremental Va I U e OfCX

over do it yourself

Data Model ]

h 4

cisco L{V&/

NDFC

— — . .
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Pre-Change Validation

As the complexity of the configuration and the underlying data model
increases automated validation before deploying anything in a production
environment becomes a critical aspect.

Several tools can be used to ensure that the provided input data is valid,

but also that common best practices and formatting guidelines are being
followed.

Format » Syntax » Semantics » Compliance

CISCO M‘/ BRKDCN-2946
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VXLAN as Code Building Blocks

Pre-Change
@ Validation Cl/CD “

Automated
Testing ChatOps m

r

.

VXLAN Solution Data Model

@ VXLAN as Code Ansible Collection

NDFC Ansible Collection

NDFC REST API

BRKDCN-2946

Automation Objectives

* Input and Rules
Validation

« Testing
» Pipeline Integration

« ChatOps Integration

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VXLAN as Code Building Blocks

. @ Pre—Chaﬂge M Cl/CD “ | /ﬂ 7VisuaIStudio Code @ \

Validation )1\ ) ey
general:
Y4 N\ routing_protocol: ospf

Au to I I I a te d enable_ipv6_underlay: false

replication_mode: multicast

( : h ato p S fabric_interface_numbering: p2p
1 subnet_mask: 31

\ Te Stl n q I\ y underlay_routing_loopback_id: 0

underlay_vtep_loopback_id: 1
underlay_routing_protocol_tag: UNDERLAY

N\ underlay_rp_loopback_id: 250
intra_fabric_interface_mtu: 9216
. Tayer2_host_interfacde_mtu: 9216
VXLAN Solution Data Model
ipvé:

underlay_routing_loopback_ip_range: 10.0.0.0/22

\ v underlay_vtep_loopback_ip_range: 10.100.100.0/22

underlay_rp_loopback_ip_range: 10.250.250.0/24

underlay_subnet_ip_range: 10.1.0.0/16

@ VXLAN as Code Ansible Collection l

4 ) ST m T EEEE T 1
. : | e underlay.yaml !
@ NDFC Ansible Collection I . interfaces.yaml |
\. 1 e overlay.yaml :
V/—\ ) : e topology.yaml :
M I e vrf.yaml
L N NDFC REST APl ) \ : * networks.yaml ,: /
Lo o o e o e e e i —— -
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VXLAN as Code Building Blocks

r@ Pre-Change | Cl/CD ““ / @ \

A\/a"da“or‘d )\ J Ansible Roles
utomate
L Testing N ChatOps m ) cisco.nac.validate

VXLAN Solution Data Model

L ) cisco.nac.dtc.create

@ VXLAN as Code Ansible Collection }

cisco.nac.dtc.deploy

@ NDFC Ansible Collection

~ / cisco.nac.dtc.remove

@ NDFC REST API \ o /
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https://galaxy.ansible.com/cisco/dcnm

VXLAN as Code Building Blocks

@ igation. XN
- - - > o Ansible Modules
utomate
(SRS S
VXLAN Solution Data Model
| :
@ VXLAN as Code Ansible Collection
@ NDFC Ansible Collection
| J
SR NDFC REST AP /
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What to do

Ansible Playbook

& ansible

-2
inventory.yml
Ea y'y - name: Build VXLAN EVPN Fabric on NDFC

— /o group_vars hosts: ndfc_fabricl, ndfc_fabric2
gather facts: false

— @ host_vars R 5 roles:

# main NaC playbook

- role: cisco.nac _dc_vxlan.validate

— gy roles

- role: cisco.nac _dc_vxlan.dtc.create

—> Vx|an.ym| tags: ‘role create’

- role: cisco.nac _dc vxlan.dtc.deploy
tags: ‘role deploy’

- role: cisco.nac _dc_vxlan.dtc.remove
tags: ‘role remove’
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Ansible Inventory

&y ansible R N

# main inventory file

—> Inventoryyml .............................................. 211

children:

— /gy Jroup_vars ndfc:
hosts:
— @ host_vars ndfc_fabricl:
ansible host 10.15.0.20

ndfc_fabric2:

— gy roles
ansible host 10.15.0.20

— vxlan.yml
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Ansible Group Vars

& ansible

" inventory.ymi
—»T group_vars

’indfc

connection.ym|

— @y host_vars
— gy roles

— vxlan.ymi

cisco L{V&/

— >

Where to do i

# group vars ndfc connection information

ansible user: ”“ndfc username"

ansible network os: cisco.dcnm.dcnm

ansible connection: ansible.netcommon.httpapi

ansible password: !vault | (ndfc password)

ansible user: ”{{ lookup(‘env’, ‘ND USERNAME’) }}”
ansible password: {{ lookup(‘env’, ‘ND PASSWORD’) }}

information
for NDFC

BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ndfc_switch username: ”{{ lookup(‘env’, ‘NDFC SW USERNAME’) }}”
ndfc switch password: ”{{ lookup(‘env’, ‘NDFC SW PASSWORD’) }}”
Connection




Ansible Host Vars

& ansible

" inventory.yml
— @y group_vars
— @ host_vars

fap dfc_fabric

—» |=] global.nac.yml
/@ ndfc_fabric2

— @ roles

- vxlan.ym|
cisco L{V&/

_>g|0ba|_nac_ym| ...................

Data to do it

/ m Visual Studio Code g-l Oba-l .Nac. ymﬁ

vxlan
global:
name: ndfc fabricl
bgp_asn: 65055
route_reflectors: 4

anycast_gateway mac: 20:20:00:00:00:aa

' m Visual Studio Code g-l Oba-l . Nac. ym-l \

vxlan
global:
name: ndfc fabric2
bgp_asn: 65088
route_reflectors: 2

\ anycast_gateway mac: 20:20:00:00:00:bb /
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.
Ansible Host Vars

E aS|bIe R /o visual studio code g 10bAT . NAC. yﬁ[\
- inventory.ym!

vxlan
global:
name: ndfc fabricl
bgp_asn: 65055

—> r h OSt_Va I's route_reflectors: 4

anycast_gateway mac: 20:20:00:00:00:aa

— @ group_vars

= : Service Model Data
- n d fC _fa b rl C 2 https://netascode.cisco.com/data_model/vxlan/overview

— @y roles

\ e global.nac.yml e topology.nac.yml
e underlay.nac.yml e vrf.nac.yml
- VXIan'yml e interfaces.nac.yml e networks.nac.yml
- overlay.nac.yml e policy.nac.yml
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afrafn 4 Fabric Controller
eicee Nexus Dashboard

ﬁﬁ Workflow Step1: Fabric Management

NDFC Fabric Object

Boostrap Protocols
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Data to do it

Model - Fabric Management

& ansible Q e global.nac.yaml \

—

— host_vars 0@
V@ ndfc_fabricl1 —— obal:
[ 4 —_ name: ndfc fabricl

bgp asn: 65055

_,r route_ reflectors: 4
A roles anycast gateway mac: 20:20:00:00:00:aa

— @ validate
— mmmmd Validate create deploy remove
— /AW Create

https://netascode.cisco.com/data_model/vxlan/global/global_fabric
— @ deploy

— @ remove _

— vxlan.yml
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Data to do it

Model - Fabric Management

& ansible _)Q e global.nac.yaml \
L'E host_vars i
. global:
E ndfC—fabr|C1 name: ndfc_fabricl
bgp asn: 65055
route reflectors: 4
AE roles anycagt_gateway_mac: 20:20:00:00:00:aa

— @@ validate ]
— @ create
— @@ deploy
— @ remove

— vxlan.yml
cisco L{V&/

— L

v' Validate vxlan.global data against model schema
v' Semantic Validation - model structure
v Input Validation - anycast_gateway_mac valid?

v' Process base and custom rules
v' Example: spanning tree vlan and mst ranges
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Data to do it

Model - Fabric Management

& ansible Q e global.nac.yaml \
L'E host_vars Tl
fa» ndfc_fabric1 —— global:

name: ndfc fabricl
bgp asn: 65055
_,r route_ reflectors: 4
A roles anycast gateway mac: 20:20:00:00:00:aa

— &y validate
— @y create

|, E deploy v' Transform model data for NDFC module processing
g '. remove

— vxlan.yml
cisco L{V&/

v' Call cisco.dcnm.fabric module to create/manage fabric with
model data settings.
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Data to do it

Model - Fabric Management
@ ansible Q

global.nac.yaml \

—— Visual Studio Code

L'E host_vars Tl
. global:
E ndfC—fabr|C1 name: ndfc_fabricl
bgp asn: 65055
route reflectors: 4
*E roles anycagt_gateway_mac: 20:20:00:00:00:aa

— @@ validate

e Validate ) create a4 deploy remove
— /W Ccreate

[, E deploy I v' Save and deploy state changes
— @ remove

— vxlan.yml
cisco L{V&/

v Remove role not used for fabric management stage
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁﬁ Workflow Step?2: Inventory Management

— o o o o . oy
e - - o o - o =

e

Leaf1 Leaf2 Leaf3 Leafd

10.15.10.12 10.15.10.13 10.15.10.14 10.15.10.15
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cisco

Nexus Dashboard

Fabric Controller ~

ﬁ Workflow Step?2: Inventory Management

Fabric Overview - fabric-stage O ‘? — X
Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services EventAnalytics History Resources
Filter by attributes é
Add Switches
|:| Switch IP Address Role Serial Number Mode Config Status Oper Status Discovery Status  Model VPC Role VPC Peer Preview L
Deploy
staging-leaf1 10151012 Leaf 9QRB2LQLD3H ¥ Major NIK-C9300v Primar: staging-leaf:
O staging am aE» (@ o) y gng-leatl | very N
[ staging-leaf2 10151013 Leaf scicosecoes  (JERD) a=D @ Major (@ o] NIK-CI300v Secondary  staging-leaf| S8 ROIE
vPC Pairing
[ staging-leaf3 10151014 Border CLeTrAYN'CI 7N @ Normal) aD Minor (@ o] N9K-CI300v
i Switchen.-Fabricslbric sage
staging-spinel 1015101 Spine 9622U0ESRG4 Minor NIK-C9500v
O a» aE» (@ o SUEEED, Omernn
Soed Switch Detals

2 e 10104060 22220,

) Unchocking s i chean e configuraion on i (o1

Cisco
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el 4 Fabric Controller -
eicee Nexus Dashboard

ﬁ Workflow Step?2: Inventory Management

@ Diecover
Overview Switches Links Interfaces

Seed Switch Details

m L :
Filter by attributes

€ Ex°2.2.2.20" or "101010.40-60" or *2.2.2.20,
21"

222
Add Switches

() switch IP Address e VPC Peer icatio ot |
(7] staging-leaf2 10.15.713 1 ] [ o )
(7] staging-spine1 101571 Max Hops® ) sat as inaiviaual asvica writa cracantial

Discovery > =

Set Role i o

) Unchacking this will clean up the configuration on switch(es)

vPC Pairing

ToR/Access Pairing

VPC Overview

More > 6

Select Role &

5

Fabric Overview - fabric-stage

| O — X
Overview Switches Links Interfaces Interface Groups Policies Networks

Edit Fabric
Filter by attributes arder Gatews

Add Switches )
[ switeh 1P Address Role

Add Switches

Serial Number  Mode P Recalculate and Deploy

= More > -

[J staging-leafl 10.15.7.12 Leaf QOVV2DNDLFS @ Migration

cIsco '&/
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Data to do it
Model - Inventory Management How to do it
& ansible QVisuaIStudioCode topology.nac.yaml \
*f host_vars -
vxlan
faw ndfc_fabric1 —— copoleIy: |
- name: dcl-leafl
serial number: 9SJP2G1l6MPF
*E r0|eS role: Ieaf
. - - name: dcl-leaf2
»E Va“date serial_number: 91IRW2004TX

i ooy [ 1 (T R R G

— @ remove _

— vxlan.yml
uscoé{/&/

https://netascode.cisco.com/data_model/vxlan/topology/topology_switch
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Model - Inventory Management
& ansible QVisuaIStudioCode topology.nac.yaml \
L’E host_vars N
@ ndfc_fabricl1 —— Eopotedy:

- name: dcl-leafl

_,r serial number: 9SJP2G16MPF
- r0|eS role: leaf

. - : del-leaf?2
— faw validate }—— name: dcl-lea

serial_number: 91IRW2004TX
le: leaf
— /@ cCreate roie: iea

1 depicy RN

— @ remove

v’ Validate vxlan.topology.switches data against model schema
N v' Model structure and input validation
—r vxlan.yml v Process base and custom rules

v' Example: Serial Number must be included
cisco L{V&/
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Model - Inventory Management
& ansible QVisuaIStudioCode topology.nac.yaml \
L'E host_vars o
faw ndfc_fabric1 —— copoleIy: |
- name: dcl-leafl
_,E roles serial number: 9SJP2G16MPF

role: leaf

_»r . - name: dcl-leaf2
[ 4 Va“date serial number: 91IRW2004TX

_>- Create }_ role: leaf

— @ remove

v' Add devices to the fabric using cisco.dcnm.inventory

A module but don’t deploy changes
I vxlan.yml v’ Set Role and other management properties
v Devices remain in pending state until deploy role executed
CIsco L‘V&~/ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 99




Data to do it
Model - Inventory Management How to do it
& ansible QVisuaIStudioCode topology.nac.yaml \
L'E host_vars o
faw ndfc_fabric1 —— copoleIy: |
- name: dcl-leafl
L 5 rial number: 9SJP2G1l6MPF
E rO|eS Jscile? leaf ©
. - name: dcl-leaf?2
*E validate serial number: 91IRW2004TX
—>- Create role: leaf

— @ deploy :l'—|——> validate  of create a4 deploy remove

— @ remove

— vxlan.yml
Cisco Lt/&~/ BRKDCN-2946

v Deploy initial role based device configuration changes

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



Data to do it

| Datatodoit |
Model - Inventory Management

& ansible

—> 6 Visual Studio Code top0|ogy'nac'yam| \

vxlan

L'E host_vars
/& ndfc_fabricl1 —

— @ roles

— @@ validate
— @ create
—[@w deploy

topology:
switches:
- name: dcl-leatf
er:

9SJP2G16MPF

: Ieaf

- name: dcl-leaf?2
serial number: 91IRW2004TX
role: leaf

— @ remove ——

— vxlan.yml
cisco L{V&/

v' Commenting out or removing device from list will cause the
device to be removed from the fabric by the remove role

v Guarded by a safety flag inventory_delete_mode: false
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁﬁ Workflow Step3: vPC Pair Management

— o o o o . oy
e - - o o - o =
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Leaf1 :.: Leaf2
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el Nexus Dashboard # Fabric Controller

cisco

ﬁ Workflow Step3: vPC Pair Management

Fabric Overview - fabric-stage

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services EventAnalytics History Resources

Filter by attributes

cmo - ¥

= Switch IP Address Role Serial Number  Mode Config Status Oper Status Discovery Status  Model VPC Role VPC Peer Add Switches
Preview
staging-leaf1 1015.712 Leaf sovvzonoLr) (LD asD Minor dD N9K-C9300v
Deploy
[\ staging-leaf2 1015.713 Leaf avhasoveumy (LD asD Minor dD N9K-C9300v R
Discovery
() \staging-spine1 1015.711 Spine 96IWSXSRHVM aEsED Minor D NOK-C3500v Set Role
vPC Pairing

cisco L{{/&/

BRKDCN-2946

ToR/Access Pairing
vPC Overview

More >

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 103



Data to do it

| Datatodoit |
Model - vPC Pair Management
E anSIble ﬁg Visual Studio Code VpC'naC'yamN

*f host_vars .
. 1 :
faw ndfc_fabric1 —— O tars:
- peerl: dcl-leafl
_,E roles peer2: dcl-leaf2

peerl peerlink interfaces:
- name: Ethernetl/3

. - eer2 peerlink interfaces:
— @@ validate peere_p =

- name: Ethernetl/3
— /W Ccreate
— @ deploy

e d Validate create deploy remove
— @ remove _

https://netascode.cisco.com/data_model/vxlan/topology/topology vpc_peer
— vxlan.yml

cisco L{V&/
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ol
cisco

Nexus Dashboard

ﬁﬁ Workflow Step4: Overlay Management

— o o o o o o oy

cisco Ld{a/./

Leaf1

L2VNI 7000

==

10.15.10.12

Leaf2

10.15.10.13

Leaf3

10.15.10.14

BRKDCN-2946

e s e S o o - -

Leafd

10.15.10.15
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Nexus Dashboard

Fabric Controller ~

ﬁ Workflow Step3: Overlay Management

cisco
Create VRF
VRF Overview - CL-VRF1
| crvar |
. Overview VRF Attachments
270000 |
(2054 R o v VRF Info
VRF Name
fault VRF . > CL-VRF1
efault VRF_Extension_ Universal 3

General Parameters  Advanced  Route Target

Fabric N
fabric-stage

L3Vnil

Create Network

CL-NET7000

e =

| 7000

NA

Attached Roles Association

Networks

VRF ID

470000

VRF T

Default_VRF_Universal

VRF Ext on plate
Default_VRF_Extension_Universal

VRF Status

Status

DEPLOYED

NA

m DEPLOYED 3

BRKDCN-2946
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Data to do it

| Datatodoit
Model - Overlay Management
& ansible gwsualsmdioCode overIay.nac.yamN

— host_vars o
vxlan
. lay:
l&» ndfc_fabric1 — e e
- name: NetworkDMZ
|, is 12 only: False
E rO|eS vrf name: VrfRed
net_id: 33100
. — vlan id: 3100
*E validate netwgrk_attach_group: dmz
— Iy create net_:wz:r];;?tgmfcz:h_groups:
_>E dep|oy switches:
- hostname: dcl-leafl
— @ remove
. —> BRVEIEIE create deploy remove
— vxlan.yml

https://netascode.cisco.com/data_model/vxlan/overlay_services/overlay_services_network
https://netascode.cisco.com/data_model/vxlan/overlay_services/overlay_services_vrf
cisco M‘/
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Data to do it

| Datatodoit
Model - Overlay Management
& ansible gwsualsmdioCode overIay.nac.yamN

— host_vars o
vxlan
. lay:
l&» ndfc_fabric1 — e e
- name: NetworkDMZ
|, is 12 only: False
E rO|eS vrf name: VrfRed
net_id: 33100
. — vlan id: 3100
*E validate netwgrk_attach_group: dmz
— Iy create net_:wz:r];;?tgmfcz:h_groups:
_>E dep|oy switches:
- hostname: dcl-leafl
— @ remove
. g Validate create deploy remove
— vxlan.yml

https://netascode.cisco.com/data_model/vxlan/overlay_services/overlay_services_network
https://netascode.cisco.com/data_model/vxlan/overlay_services/overlay_services_vrf
cisco M‘/
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Validate Role - Deeper Dive
Example of YAMALE Schema Validation

 Invalid anycast_gateway_mac

- Early detection before sending any requests to the fabric

vxlan:
global:
name: nac-ndfcl
fabric type: VXLAN EVPN
bgp asn: 65001 -
route reflectors: 2
anycast gateway mac: OO0EQ9E
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Validate Role - Deeper Dive
Example of YAMALE Schema Validation

 Invalid anycast_gateway_mac

- Early detection before sending any requests to the fabric

vxlan:
global:
name: nac-ndfcl
fabric type: VXLAN EVPN
bgp asn: 65001 -
route reflectors: 2
anycast gateway mac: 12:34:56:78:90:(00E99E ]

"msg":
"Syntax error 'lhome/cisco/Documents/nac-vxlan/host vars/nac-ndfcl/global.nac.yaml’:
vxlan.global.anycast_gateway mac: '12:34:56:78:90{00E99E' s not a mac match"

CISCO M‘/ BRKDCN-2946
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Validate Role - Deeper Dive

Example of Base Rule Validation

- Network referencing an undefined VRF

- Early detection before sending any requests to the fabric

vxlan:
overlay:
vrfs:
# VRF Commented out
# - name:

cmco[&ﬂ@/

vxlan:
overlay:
networks:
- name:
is 12 only: False
vrI name:

BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved.
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Validate Role - Deeper Dive

Example of Base Rule Validation

- Network referencing an undefined VRF

- Early detection before sending any requests to the fabric

vxlan: vxlan:
overlay: overlay:
vrfs: networks:
# VRF CommFg;gd_gu;_] - name:
# - name: is 12 only: False
vrf;nEme:I I

"msg": "Semantic error, rule 401: Cross Reference VRFs and Networks items in the
Service Model (['Network (NaC-Net01) is referencing VRF (NaC-VRFO01) which is
not defined in the service model. Add the VRF to the service model or remove the
network from the service model and re-run the playbook."

cmco[&k@/
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Ansible Group Vars - Schema and Custom Rules

&y ansible

inventory.yml

&y oroup_vars
fa ndfc

@ host vars

&y roles
VXIan ml schema_path: "{{ lookup('ansible.builtin.env', 'DC_VXLAN SCHEMA') }}"
y enhanced rules path: "{{ lookup('ansible.builtin.env', 'DC_VXLAN RULES') }}"

cisco M./ BRKDCN-2946 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 116



Ansible Group Vars - Control Flags

&y ansible

_’ inventory.yml
—»’i group_vars

& ndfc
T’ ndfc.yml

— @y host_vars
— gy roles

— vxlan.ymi

cisco L{{/&/

e >

# Parameter to ignore diff-run
force_run_all: false

# Parameters for the tasks in the 'Remove' role
interface_delete_mode: true
inventory_delete_mode: true
link_vpc_delete_mode: true
network_delete_mode: true
policy_delete_mode: true

vpc_delete_mode: true

vrf_delete_mode: true

Flag Default
Value

force_run_all false

*_delete_mode false

BRKDCN-2946
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NDFC as Code - Ansible Tags

Tags for selective execution control
ansible-playbook -i inventory.yaml vxlan.yaml --tags role* -vvvv

ASK [cisco.nac_dc_vxlan.common global : Verify User Tags]
R Rt b b b b b b b 2 Sh b b 2h S b S b b 2 2R b b 2 Sh b 2 Sh Ih b 2 eh b Sh Ib b 2 b b 2 SR b b 2 Sh b 2 SR b b 2 Sh b b Sh b b 2 b b S SR b S S Ih b 2 Sh b b 2h S b 2 dh b b Sh b b 2h dh b b 2h Sb 3 b Sh b I S e Y

Ak khkkhkhkkrkkkhkkkkhk*x*

task path: /home/cisco/Documents/nac-
vxlan/collections/ansible collections/cisco/nac dc vxlan/roles/common global/tasks/main.yml:23

Saturday 25 January 2025 20:16:41 +0000 (0:00:01.694) 0:00:01.694 ****x*x%*
Saturday 25 January 2025 20:16:41 +0000 (0:00:01.693) 0:00:01.693 ***x*x*x*
fatal: [nac-ndfcl -> localhost]: FAILED! => {

"changed": false,

"msg": "Tag 'role*' not found in list of supported tags",

"supported tags": [

"cc verify",
"cr manage fabric",
"cr manage switches",
"cr manage vpc peers",
"cr manage interfaces",
"cr manage vrfs networks",
"cr manage policy",
"cr manage links”, >>>

(More tags supported like role verify, role create, role_deploy, role_remove)
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Cl/CD Pipeline
Demo

cisco L{V&/



Standard NDFC new customer configuration pipeline

o o S

o _ SW Artifacts Repository
Source Control Internal Validation Environment
( \ Container Images ) )
Commit | customer NDFC Trigger Production . o m—————— Containers Registry
"|  VXLAN Config Y NDFC VXLAN Continuous | Test e
IS ) Fabric Testing 1 c > 1
& «— ontainer [ rl
NGE N Customer Test Results
C NDFC VXLAN 2 ?
Schema v S § '————————Q“
? Apply Config | Ansible |‘ Customer rl
' 1 Documentation
NDFC VXLAN Test \ j  Contaner gy y ocumentatio ?
Library \—--_r___a
et i Customer State File rl
Deploy Ansible Deploy Test t
Container& Apply  } i Container&
CONfig  guvesssssssssasens i PExecute e
i i Regression
i Tests
'-
o . Notification
NDFC VXLAN Ansible Galaxy Collection
@ Ansible X
Fix Errors if Validation Fails : 3 CICD Pi pe line

cisco Li/&/
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References to
Start Your
Journey
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Ansible VXLAN as Code Repos

VXLAN NaC Collection
Repo

https://github.com/netascode/ansible-dc-vxlan

CISCO M‘/ BBBBBB -2946




Ansible for NXOS and NDFC Repos

cisco Lz%o//

BRKDCN-2946
Session Repo

https://github.com/mtarking/BRKDCN-2946



More Information

- https://www.ansible.com/resources/get-started

- https://docs.ansible.com/ansible/latest/collections_guide/index.html

- https://galaxy.ansible.com/cisco/nac_dc_vxlan

- https://galaxy.ansible.com/cisco/dcnm

- https://galaxy.ansible.com/cisco/nxos

- https://developer.cisco.com/docs/nexus-as-code/#!nx-os-with-ansible

- https://developer.cisco.com/docs/nexus-as-code/#!ndfc-with-ansible
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More information — Other sessions/labs

- DEVWKS-3928: Build VXLAN Fabric with NDFC and Ansible

- BRKDCN-2929 (Simple VXLAN/EVPN Fabric Setup with Nexus
Dashboard)

- BRKDCN-1619 (Introduction to NDFC: Simplifying Management of
Your Data Center)
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKDCN+2946

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- - Attend the interactive education with
CO ntl Nnue \ DevNet, Capture the Flag, and Walk-

your education ) m. n Labs

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand. Sessions
from this event will be available from
March 3.

Contact me at: https://www.linkedin.com/in/mike-g-wiebe/
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