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About Me - Sai Suchandan

TME - Technical Leader @ SD-WAN & Cloud
Networking Team

Focus: Analytics, Cloud Networking, Network Wide
Path Insights

Hobbies: Hiking

B https://www.linkedin.com/in/saisuchandanreddy/
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




« Introduction

. Catalyst SD-WAN Analytics &
Insights

- GenAl, LLM & RAG Essentials
- AlOps in Catalyst SD-WAN

- Demo

- Resources & Call to Action
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Monitoring Applications over WAN

aws

p

* Adoption of Multi-Cloud and SaaS Apps
and Users working from anywhere.

Hyperscalers

0 webex

by €CISCO

Private data
centers

Google Cloud

salesforce

* Network Operations teams need to have
extensive visibility into network and
traffic patterns.

] Office 365

i

Ak

Untrusted
internet

SD-WAN Fabric

» Use Digital \ Application experience
Monitoring and trends to Simplify IT / \
Operations. .
i 2
o e —d —
Campus / Branch / Teleworker Remote
data centers SMB offices Users
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. Please download and install the
slido Slido app on all computers you ‘@@.
use L° )

What are your most
common network
monitoring & visibility
challenges?

(D Start presenting to display the poll results on this slide.



" Visibility into Network .

Catalyst SD-WAN Analytics & Insights
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Catalyst SD-WAN
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Manager Overview Dashboard

Benefits

Converged SD-WAN Manager Overview Dashboard (20.15)

Navigation path: Overview Dashboard (Landing page)

cisco L{{/&/

BRKENT-2156

Quickly gain operational insights into overall
applications and network health

Highlights

* Snapshot view of your overall application
experience and network health (sites,
tunnels, circuits)

+ Identify top apps across entire network
»  Compare with previous time periods

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



NWPI: Confidant for SD-WAN Operations

Simplified Troubleshooting

ueue . :
True Real-Time App o veue with Insight Readouts &
Performance Visibility Integrations with ISE,

ThousandEyes

Internet

Network-Wide Path Insights

c 1 sco M./ BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



2Network Operator
How NWPI works? Site], VP, [Fiter]

SD-WAN
Network operator creates trace “ Manager
SD-WAN Manager instructs first router -~
to write NWPI metadata into SD-WAN R '
header . \ 9
& gl A 6&5;,
Subsequent routers in path use NWPI %f JA & NG
metadata to send flow information to S/ g1 \%
SD-WAN Manager (1 o \
/ \
/ I \
1

SD-WAN Manager correlates into a 1/
single view

CNWRIMetscaia | Originel octe
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NWPI| Release Timeline

17.4/20.4

* On-demand Trace with
basic filters

* Flow-level Insight
* Flow path, DSCP, Loss,
Delay and Jitter
* Flow journey inside SD-
WAN edge, e.g., data
policy, queueing etc.

cisco L{V&/

17.6/20.6

* DNS Domain Discovery

* More advanced filters and
options (e.g., ART and app
visibility)

* App Domain Insight

« Flow-level Insight (Advanced
View)

* App Trend, Flow Trend

* Intelligent Readout for
Critical Use Cases

BRKENT-2156

17.9/20.9

* Insight Summary
+ Overview
* App Performance Insight
+ Event Insight
* QoS Insight

* Flow-level Path Insight

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



NWPI Release Timeline

17.12/20.12

» Synthetic Traffic for Design
Validation

* Multiple VPNs Trace
Supported

+ UX 2.0 Global Topology
and NWPI Integration

* Auto On NWPI Tasks for

SLA Violation and QoS
Congestion events

cisco L;'V&/

17.13/20.13

* NWPI and ISE Integration.

* User ID Grouping field

17.15/20.15

* NWPI support in SD-Routing
Mode

BRKENT-2156

17.14/20.14

« NWPI and ThousandEyes
Integration

17.16/20.16

» Packet Capture Replay

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



How to Start a NWPI Trace?

Cisco

On SD-WAN Manager, Tools -> Network-Wide Path Insights

allh - Catalyst SD-WAN

a
Monitor

2

Canfiguration

Analytics

s

Warkflows

N

Tools

®

Reports

o

Maintenance

[ New Trace ][ New Auto-on Task ]

("] Enable DNS Domain Discovery®
Trace Name

Trace Duration(minutes)

e.g trace_[site ID] 60 |
Filters
Select Site(branch site only)* VPN*

[ Please select a site ]

’ Please select one or more vpns v ]

Source Address,’T’refix

Destination Address/Prefix

Application Application
U ok

J | )

Group

[ Please select one or more applications J

| R saisuchandan Reddy Marapareddy v

How to Get S

Please click 'Vi

rted | FAQ ‘ Administration Setting
ta for INSIGHT"

w Insight' to loac

3
2
&

+

Advanced Filters

o

Explore

[ Monitor Settings

Grouping Fields

Synthetic Traffic

.&‘/

BRKENT-2156
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NWPI Insight Summary - Overview

What

ho

Where

g |

Why

Overview App Performance Insight Event Insight

Trace: alanwan-0723-domain2 (ID: 8624) ®
Applications

ms-office-365: 317 flows
google-accounts: 3716 flows
marketo: 322 flows

linkedin: 346 flows
akamai: 423 flows /“
liveperson: 476 flows 7 ;

adobe-services: 864 flows

google-services: 2777 flows

‘ youtube: 2361 flows

box: 1317 flows
google-play: 1391 flows Ve

ms-services: 1749 flows

dropbox: 2212 flows dns: 2302 flows

Events:

impacted 7 unknown flows
4 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:27:16 PM - 7/23/2022, 2:28:23 PM
3 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM

—@(_impacted 1 adobe-services flows)

JC-Branch:MPLS to RTP-Hub1:MPLS)7/23/2022, l?'d3 58 PM ~ 7/23/2022, 2:44:57 PM

Local Drop
impacted 1 box flows

PLS to RTP-Hub1:MPLS,7/23/2022, 2:18:19 PM ~ 7/23/2022, 2:18:40 PM

QoS Congestion
impacted 1 box flows
flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:18:19 PM - 7/23/2022, 2:18:40 PM

QoS Insight

Critical

Events

QoS Congestion: 1 flows

Local Drop: 1 flows

warming [ Informational

Server No Response: 8 flows

4 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:27:16 PM ~ 7/23/2022, 2:28:15 PM
3 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM

TP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:58 PM -~ 7/23/2022, 2:44:57 PM

Hyperlink will help user quickly
spot impacted flows in one click
and drill down to deeper
understanding of “Why”.

BRKENT-2156
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NWPI Insight Summary - App Performance Insight

Who

What

M365: SJC-Branch local breakout to
SaaS Cloud via INET(DIA).

Amazon: Backhaul from SJC-branch

to RTP-Hub1 via MPLS, then breakout

to SaaS Cloud via INET(DIA).

Poor performance on the hop:
RTP-Hub1 to SaaS (via INET)

high server network delay, score 3

rtp-audio: SJC-Branch to NYK-Branch
via RTP-Hub1 (MPLS)

Citrix: Load balance from SJC-branch
to RTP-Hub1/Hub?2 via MPLS/INET,
then toward Campus/DC via LAN.

Overview

WM Loss Rare - Local Drop Rate =~ Remoce Drop Rate
A\ -
B R i e I s,
» ey 5
. . . B T T H
DS e e - st |

Application:

Trace: alanwan-0810 (ID: 688) (U

—————

1800

App Performance Insight Event Insight QoS Insight
¥ Hop: | (MPLS)ATP-Hub1(GI4:PUBLIC_INTERNET) to SeaS x -
e amazon - Wednesda, Aug 10, 180326, score 3 f\
5 "
18k wo a1s 1820 1825 1830

ms-office-365  -s- rip-audio  -a- share-point  -m- ms-office-web-apps 4= amazon citrix -+

/_,.‘v. R e g .\J_HV,

1810 1813 1820 125 153 1835

CND(Cliant Natwork Delay) -+~ SND(Server Notwark Dalay)

CNDICHn: Netmork Defay) -+~ SNDIServer Network. Delarh |

N

p

Snapshot of 8/10/2022, 6:03:26 PM I

SJC-Branch(Pi

RTP-Hub1:l  INTERNET
.’u-oﬂ\ce-w.h-lwl
RTP-Hub2:PUBLIC_INTERNET

Upstream Applications Path & Performance (packet)

App Centric Topology & Paths
- Discovered by interested traffic

NYK-Branch:MPLS

SaaS(via RTP-leuBLIE_INTERNET)

amazon Good(8-10)
Good(8-10) 12N Side(via NYK-Branch:i6)
LAN Side(via BrP-Hub1:Gi6)
RTP- MPLS
Citrix SJC-Br: h:MPLS
Poor(0-5) LAN Side(via [P -Hub2:Gi6)
RTP-Hub2:MPLS
BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




Scenario 1
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User Unable To Access Application!!

User Jack complains internet access issue

VP [ ) select VPN v ]
[Liack I
A=

Application DNS

Applications

I - ms-services(dns): 130 flows
' = box(dns): 93 flows

ms-office-365(dns): 82 flows

skype(dns): 3 flows.
amazon-web- —
services(dns): 23 flows

dns: 26 flows

ms-office-web-
apps(dns): 27 flows

bing(dns): 35 flows / \
amazon(dns): 55 flows — r

google-services(dns): 59 flows

Events

Local Drop: 531 flows

D Warning

Application Sta*
X

[ informatienal

Events:

1311’2013‘ 9:22:42 PM - 5/31/2023, 9:29:02 PM

¢ wen |

App Perfarmance Insight | Event Insight
App Performance Insight | Event Insight

AER 15
4 flows: SJC-Branch to 0.0.0.0,5/31/2023, T2227 PW - 53112023, 0. PR
drop cause: FirewallPalicy
impacted
93 1l SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM - 5/31 ﬂ2023] 9:28:44 PH
7. ey

impacted 82 ms-office-365(dns) flows
80 flows: SJC-Branch 10 0.0.0.0,5/31/2023, 9:22:42 PM - 5/31/2023, 9:29:02 PM
2 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM ~ 5/31/2023, 9:22:27 PM
drop cause: FirewallPolicy
impacted 59 google-services{dns) flows
59 L SIC: 0,5/31/2023, 3:22:27 PM - 5/31/2023, 9:26:44 PM

Why

drop cause: ¥
impact
53 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM ~ 5/31/2023, 9:29:02 PM
1 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM - 5/31/2023, 9:22:27 PM

App Performance Insight | Event Insight

App Performance Insight | Event Insight
App Performance Insight | Event Insight

App Perfarmance Insight | Event Insight

App Perfarmance Insight | Event Insight
App Perfarmance Insight | Event Insight

Hyperlink

Hyperlink will help user quickly
spot impacted flows in one click
and drill down to deeper
understanding of “Why”.



User(Jack) traffic is dropped on SJC-Branch

v INSIGHT

Applications Active Flows Completed Flows Selected Flow Id: 221

May 31, 2023, 9:22:42 PM May 31, 2023, 9:28:44 PM May 31, 2023, 9:31:35 PM
V Filter ~
®

Filter: VPN Id:10 | Application:box(dns) | Event:Local Drop

Search by Damain, Application, Readout, etc. () * Readout Legend: Y- Error, ()~ Warning, (@) information. - Synthetic Traffic. €~ ThousandEyes

W

. r~
Towl Rows: 93 £ L {g}

Q Search

Overall 3093 flows traced, 93 flows traced during May 31, 2023 9:22:42 PM to May 31, 2023 9:28:44 PM

> Start - Update Time Flow Id Readout * VPN Id Source IP Src Port Destination IP Dest Port Protecol Username DSCP Upstream/Downstream Application App Group Domain ... AF
v 9:22:42 PM-9:22:42 PM pral ° 10 192.168.1.32 59784 208.67.222.222 83 UDP(DNS) jack DEFAULT 7 / N/A + box(dns) box-group
Direction Hoplndex Local Edge Remote Edge Local Color Remoate Color Local Drop(%) Wan Loss(%) Remote Drop(%) Jitter(ms) * Latency(ms) * ART CND(ms){SND{ms) * Total Byte
Upstream a SJC-Branch INVALID INVALID MNJA N/A N/A Jack iS accessing bOX 7
app
Local drop ]
> 9:22:42 PM-9:22:42 PM 222 [<] 10 192.168.1.32 61689 208.67.222.222 53 UDP(DNS) jack DEFAULT + / N/A & box(dns) box-group Unknown NI

Cisco &. BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



View Policy & Config applied for user traffic

s ~
Hostname: SJC-Branch Event List: [ FIRST_PACKET/DPI_ONGOING '] @ Expand All Features
Version: 17.13.01.01247, Input: GigabitEthernetd, Output: Tunnel2 (7)

Ingress Feature Egress Feature
o
@ |ngre55 Report Early cls priority: 2@
Permit apps list id: @
. Sdavc Early prioirty as app: @
@ CEF Forwardmg Classification visibility name: google-service|
Classification visibility ID: 1456 [CANA-L7:52
@ SDWAN ACL IN >> View Policy << Number of matched sub-classifications: @
Number of extracted fields: @
@ NBAR Is PA (split) packet: False
Is FIF (first in flow) packet: False
. . TPH-MQC bitmask value: 0x@
) DM GRMEEIEy  Wi lily e Source MAC address: 00:50:56:83:50:13
Destination MAC address: 0@:50:56:
() SDWAN Data Policy IN >> View Policy << Traffic Categories: N/A
(i) SDWAN Forwarding © ZBFW >> View Policy <<
2 o POLITY dTop:classify result
Zone-pair name 3-ZP_upnl@_vpnl@_yicli |
FW Class-map Class=map name yicliu-unified-policy|
Policy name TYICTIU=URITIEa=poticy
Input interface : GigabitEthernet4
Egress interface : Tunnel2
Input VPN ID : 18
Output VPN ID : 18
Input VRF ID:Name ]
Output VRF ID:Name 3
AVC Classification ID : @
AVC Classification name: N/A
UTD Context ID : 9
(i) DROP_REPORT
\ J
. /
cisco e

ZBFW

name:yl

sequ
sequ
base
sequ

icliu-unified-policy
type:zoneBasedFW
description:yicliu-unified-policy
isActivatedByVsmart:false

sequences:

enceld: 1

enceType: zoneBasedFW
Action: drop
encelpType ipvéd

match sourceldentityList yicliu-user-block-list

user: jack

default-aciton

pass

BRKENT-2156
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GenAl, LLM & RAG Essentials
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Al, ML, Deep Learning, Gen Al..

Artificial Intelligence

A discipline that encompasses all aspects of
Machine Learning and Deep Learning.

cisco M./ BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Al, ML, Deep Learning, Gen Al..

Artificial Intelligence

Machine Learning

Uses statistical models to learn from data to
perform tasks without explicit programming.

c 1 sco L‘V&~ BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Al, ML, Deep Learning, Gen Al..

Artificial Intelligence

Machine Learning

Deep Learning

cisco Li/&/



Al, ML, Deep Learning, Gen Al..

Artificial Intelligence

Machine Learning

Generative Al

Al that generates content.

cisco L{{/&/



What is Large Language Model (LLM)?

LLMs
« GPT (OpenAl)
« Gemini (Google)

« Llama 3 (Meta)
« Ollama (framework)

. L]
Consider Data privacy, Cost and Use
Cases

cisco L{V&/

Large Language Model are designed
to understand and generate content in
human language

LLMs are trained on massive amounts
of data sets by Tokenization &
Vectorization and Fine tuning the
learning.

Answers our query, using natural
language, based on the similarity
search results

Provide other advanced features, like
tool/function calling

BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Challenges with Generic LLM models
IS It doesn’t have access to...

This results in Hallucinations!

cisco L;'V&/



Retrieval Augmented Generation (RAG)

Allows LLM Model to have access to external sources of data

Retrieves matches in provided dataset and uses LLMs to
create high-confidence content

« Configuration and Operational

Retrieval Augmented data collected from SD-WAN
Generatlon Manager using APIs
I LLM I » Parse this data through various steps
SD-WAN
Manager

i.e., data transform, embeddings,
store in Vector Database, and then
APIs answer user queries

https://qithub.com/langchain-ai/rag-from-scratch

c 1 s co L‘V&~/ BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27


https://github.com/langchain-ai/rag-from-scratch

LangChain

- Seamlessly integrates dataset imports,
models, Vector Databases, and LLMs.

€ LangChain Products v Methods v Resources ~  Docs~  Company v  Pricing v Signup

- Modular design enables easy swapping
of apps, LLM models, and Vector

A complete set of interoperable ) Databases.
building blocks

Example
alectors

Build end-to-end applications with an extensive library of components. Want ta Output Vector
change your model? Future-proof your application by incorporating vendor e ——

- Streamlines development of Retrieval
Augmented Generation (RAG) solutions.

https://pvthon.langchain.com/docs/introduction/

Cisco M. BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28
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Chat with your SD-WAN Fabric!

(LangChain )

&& Uses Tool Calling to

Start NWPI Trace &

@ Collect Insights
\'\‘:j
N LM <

v

(llama3-grog-tool-use)
§ 7 SD-WAN
pfom Manager
b Qecpt for'Qe
asey Mme, ey,
5 @on /\/;/V"C’af/o,7 fon /LangChain \
L) /D//n . S
\ - S/ghfs A

NWPI Buddy © @
< N
Ay

Analysis & Remedy Actions based on NWPI Insights LLM
Streamlit . .

—— - \ (lama3.3) /

c 1 sco L‘V&~ © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



c /A Not Secure  nwpi_buddy.cisco.com:443

Chat with your Cisco SD-WAN Fabric

Start traces and troubleshoot with ease!
You: can you help run trace on site 10105, vpn 1 for application box. After the trace is run then please get us the flow summary

Assistant: @ It looks like you have a Box Application flow drop issue on your Cisco Catalyst SD-WAN Network at Site DC1-SanJose ? . Based on the NWPI (Network Wide Path Insights) trace, I've identified the root cause and suggested
remediation actions for the impacted application . .

Root Cause: & The Box Application flows are being dropped due to a Zone-Based Firewall Policy (ZBFW) with a drop action. The policy is applied to the veni-Main_zone sourcezoneand untrusted destination zone, with a match on
the eox-Apps local application list 2. k

Remediation Actions: M To resolve this issue, consider the following steps:

1. Review and Update ZBFW Policy ul: Re-evaluate the ZBFW policy secPolicy-npitaev_936_ 1692422194 and update the sox-App Sequence to allow the Box Application traffic instead of dropping it (.

2. Adjust Classification ‘A: Verify that the classification is correct, and the sox-apps local application list is properly configured 2. Ensure that the box application is correctly identified and matched ul.
3. Check NAT Configuration {#: Review the NAT configuration to ensure that it's not interfering with the Box Application traffic .
4

Validate VRF and VPN IDs ‘4: Confirm that the input and output VRF IDs, as well as the VPN IDs, are correctly configured and matching the expected values ul.

Example Configuration Update: .2 Update the secPolicy-npitaev_936_ 1692422194 policy to allow Box Application traffic:

rules:
zones:
sourceZone: VPN1-Main_zone
vpn: VPN1-Main
destinationZone: untrusted
sequences:
sequenceld: 1
sequenceName: Box-App
sequenceType: ngfirewall
baseAction: #*allows* (&
match localApplist Box-Apps
apps: "box"



Demo

1. Using to
interact with SD-WAN Manager
to start NWPI trace.

2. Get summarized and

from
based on NWPI Insights

cisco Lz{@/




. Please download and install the
slido Slido app on all computers you ;Q*
use L° )

In which similar use cases or
scenarios, you would like to
have troubleshooting help from
Al Assistant?

(D Start presenting to display the poll results on this slide.



AlOps
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AlOps: Simplifying Day 2 Operations

Mitigate issues before they impact. In case issues do
occur, offer root cause analysis to reduce MTTR

Optimize network and application performance to
achieve higher operational efficiency

H
1
1
1
1
1
'
1
1
1

Bandwidth Anomgly
Forecasting Detection

Predictive Path Al Assistant for
Recommendations Networking

0 office365_apps View Details e

Site 8, United States - San Jose 0
. .

PATH QUALITY

Current path 60.2%
Recommended path  79.4% ~ 1914% e
Impacted clients 5 i i b iy e e e JRVR—

Switch from private1, private2 to priva...
Dec 09, 2023 06:00 PM Apply

Al/ML-based forecasting

Path recommendations to IrEraeive LUV lbeesel A Detect Network Anomalies

Improve Application Assistant for Networking Capacity planning
Performance (Gen Al)

Cisco M. BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



AlOps

Predictive Path Recommendations

cisco L{V&/



AlOps: Predictive Path Recommendations
Powered by ThousandEyes WAN Insights,ggn?%
Forecast issues and make policy recommendations

1. Ingest Telemetry

Collect network telemetry 0 offi
via SD-WAN Analytics office365_apps

View Details

Site 8, United States - San Jose

veuoouts | | @ cfcosotoppe  vewounse
2. Data Analysis = PATH QUALITY ) Current & Recommended
Predictive modeling to e i Current path 60.2% X Path Quali'iy with
forecast issues & make path R Recommendedpath  79.4% -~ 1914% estimated % gain
recommendations .| = Impacted clients 5
Transforming IT operations from a Switch from private1, private2 to priva... : Reco?;rszcsht?oe path

reactive to a predictive model Dec 09, 2023 06:00 PM Apply
3. Feedback Loop
Fine-tune SD-WAN policies to
make path changes to improve
App experience

Out-of-the-box Application Groups

P
g Office 365 w Webex 43 Google Workspace @ Salesforce GO0 GoTo Meeting E% Voice

¢ Included with SD-WAN DNA Advantage+ license; ThousandEyes Enterprise Agent not necessary
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Activate Predictive Networks

« TE-EMBED-WAN!I license pre-deposited in ‘eligible’ brownfield customer
accounts (DNA Advantage)

 The embed SKU will auto-expand for Greenfield DNA Advantage
customers

Analytics

Overview Sites Applications Circuits Predictive Networks

Predictive Path Recommendations

Predictive Path Recommendations Powered by ThousandEyes wan insights

The Predictive Path Recommendations powered by ThousandEyes WAN Insights analyzes historical data on application traffic flows across
various network paths, forecasts future network connectivity issues, and makes recommendations for using alternate path(s) if appropriate.
You can leverage these recommendations to adjust your SD-WAN policies to improve application experience for your users.

By clicking the “Activate” button you understand and agree that your SD-WAN analytics data will be shared with Cisco ThousandEyes WAN
Insights to provide you with the Predictive Path Recommendations.

Depending on the size of your network, the activation may take up to several hours or days. Upon activation, the system will begin learning and
analyzing from the historical data to make recommendations.

Please see the ThousandEyes Privacy Data Sheet 7 for details regarding processing of personal data by ThousandEyes WAN Insights.

Cisco W. BRKENT-2156 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



AlOps: Predictive Path Recommendations

Q Predictive Networks |  ausites -

Monitor

Path i idth F i Anomaly Detection
a

Configuration

« Review Recommendation kA recommendation summary

S u mm a ry by Ap p G ro u p 99 pemo-App-Pol View Details 90 Demo-App-1803..  ViewDetalls 89 Demo-App-Po-ta..  ViewDetails (]) officesss.
Workiows
Recommendation: Ready Recommendation: Ready MNene Recommendation
'\ v ’ PATH QUALITY PATH QUALITY PATH GQUALITY PATH GUALITY
fools Current path 50.0% Current path 941% Current path 100.0% Current path

Recommended path 50.0% oo00% Recommended path 98.3%  418% Recommended path 1000%  000% Recommended pa

» Click on an Application :
Impacted clients 0 Impacted clients 0 Impacted clients 2 Impacted clients

Reports

All recommended actions i
Group to view more details| - :
Maintemance -
[ ]
do
istratk R ded actions Sortby Gain% s ®
« Per site recommendations .
Explore
across the Network VoicoApps  viewowss () office365 apps  viewoows (] ofice36S_apps  viewbows & salesforce_spps  viewowss @5
ose Site 9, United States - Seattle Site 8, United States - San Jose Site 9, United States - Seattle Site 8, United States - San Jose ite 9,
PATH QUALITY PATH QUALITY PATH GUALITY PATH QUALITY PATHG
Current path ex Current path. 74.4% Current path 7a4% Current path Ta.a% Curren
% 28.20% Recommended path 100.0%  2B.20% Recommended path 1000%  25.59% Recommended path 1000%  2558% Recommended path 1000% 25.58% Recom
Impacted clients 4] Impacted clients. o Impacted clients 0 Impacted chients o Impact
2mpls Switch from mpls, privatel to mpls Switch from mpls, private to mpls Switch from mpls, privatel to mpls Switch from mpls, privatel to mpls Switct
Jan 23, 2025 08:00 PM m Jan 03, 2025 08:00 PM Jan 03, 2025 06:00 PM Jan 22, 2025 06:00 PM Jan22,

cisco 'p/./
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Closed Loop Automation Guidelines

« On applying the recommendation via Closed Loop Automation

Workflow creates copy of AAR Policy and new site list with site-id of corresponding site.

Modifies AAR Policy sequence corresponding to App and applies it to Site where
recommendation must be applied.

« User changes to Centralized Policy after deploying recommendations will trigger
revert action and system removes all the recommendations applied and reverts the
Centralized policy to the state before applying the 15t recommendation.

« After User changes to Centralized policy are complete, you can select bulk option to
select multiple recommendations and re-apply all.

Recommended actions

[@ & officesss apps o

qqqqqqq

uuuuu

w[=]e

Impact:
1 ‘
1

Apply predictive path recommendations

Application ~ Curemtpath  Recommended path

S Proceedtozp,




Recommendations - by App Group per Site

Predictive networks > Application information

Site information office365_apps

Path recommendations

3
8

North 9
Pacific

Ocean

&
i

Maan guality (%)
«
<
c
¢
<
C
C
C

Predictive Path ' N

Site ID : Jan s Jan 18
8

Recommendations is
recommending to SWitCh United States - San Jose

’ Switch from private, private2 to private2 Path quality by device pair
to “private?2” instead of
O p r|Va e InS ea O Current path quality Q) search Table
load balancing bet
O a a a n C I n g e We e n Recommended path quality Local site ID Local device Remote site ID Remote device Location - cu"'"‘. path R'“mm'".d“ % Gain
. . quality path quality
privatel & private? paths
impacted clients 8 DC1-SanJose g BR2-Seattle United States - Seattle 733% 100.0% 2667%
6
8 DC1-SanJose 10 BR3-NYC United States - New York City 66.5% 99.4%
2 Records) Show Records: 25 ~ 1-2 < >
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Path Performance Details | pethauityby device pair
(Between 2 SiteS) Q_ Ssearch Table

Remote device Location .

Current path Recommended
quality path quality

® G ra p hS S h OWi n g d efa U |t & BR2-Seattle United States - Seattle 73.3% 100.0% 26.67% 2 Show Path and QOS Details
reCO m m e n d ed path q U a | ity BR3-NYC United States - New York City 66.5% 99.4% 32.88% 4 Show Path and QOS Details
between selected device

% Gain Impacted clients Actions

. Path recommendation Current path quality  -»-+ Recommendad path quality
pair g T : : '
N i
T s //\ — f"‘\ -7’/\ ~ 5
& = ™) (g ~
G, J N /8
- N et | o
06:00 20 @O0 JanO08 00

» Color-coded lines reflecting
quality of network paths
between selected pair e

* Also includes line charts
showing loss, latency i
and jitter over these

p a t h S Path metrics

private1 - mpls

M privatel - private1 [l mpls - mpis [l private2 - private2 [ privatel - mpls

Loss (%)

dan 08 08:00 oo w00 Jan0g

Latency (msl
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AlOps

Al Assistant for Networking
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AlOps: Al Assistant for Networking™

Al Assistant Beta X

Benefi
enefits

Previous 30 days

What is the health of my network? . InteraCtive LLM_based Al ASSiStant

What is the health of my network?

« Help with feature-related user queries w/

December 2024

At e et of e s information fetched from documentation
pplicat... >
How can | help today?
What is the health of my network? Choose a suggestion or use the text field to ask a guestion. | have limitations . - -
and won't always get it right, but your feedback will help me improve. ° Help Wlth Operatlonal querleS, SUCh aS
y health information
What is the health of my network?
What's new for 20.147 What is the health of my network?
how te configure cloud onram f... Introduction of new capabilities Get thhe operational status of devices,

tunnels, application ete.

om0 contigurs oud onrap .. *Requires connectivity to Cisco Cloud

What is the health of my network? Help me troubleshoot Help me configure
See a list of commands that the Al Shortcut to common configuration
assistant provides to help troubleshooting workflows

October 2024

show application ping health

What is the health of my network?

Assistant can make mistakes. Verify responses.

Please reach out via cisco-sdwan-analytics@cisco.com or scan QR code
to participate
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AlOps: Al Assistant for Networking

Use Case: Knowledge Fetch Use Case: Network Operational Queries

. @ You
Al Assistant Beta .
what are top used applications
@ You
how to configure custom apps for cloud onramp for saas O AlAssistant
Today

@ AlAssistant
how to configure custom apps f...

To configure custom apps for Cloud OnRamp for SaaS, you need to define the Applications Octets (MB)
Help me troubleshoot custom applications using the procedure described in "Define Custom

Applications." Then, create an application list with one or more applications, and box 60
What is the health of my netwark? enable the application list in Cloud OnRamp for SaaS. rtp-audio az8

You can define custom applications by following the steps in "Create a User-

Defined SaaS Application List Usj i " http 34
Yesterday minimum supported release of Cisco 10S XE Catalyst SD-WAN Release 17.8.1a or clsco-thousandeyes .

how to configure one touch prov... Cisco vManage Rel 2081
Specifically, you can follow these steps: ping 78
what is the site with the most tra... 1. Open the Cloud OnRamp for SaaS page using one of the methods described in yahoo 164
"Create a User-Defined Saa$ Application List Using Cisco SD-WAN Manager."
< 2. In the Manage Cloud OnRamp for Saa$S drop-down list, choose SaaS dropbox a
Previous 7 days Application Lists. . sa0
What's new for 20.14? 3. Click New Custom Application List.
4. Enter a name for the list. salesforce 35
show in a table 5. To add applications to the list, click the Search field and choose applications. akamai s0
The list includes standard applications and any custom applications that you
device health have defined.
6. Optionally, to create a new custom application within this workflow, click the ® You
secops dashboard? Search field and then click New Custom Application. )
urce: L] What is the health of my network?
What is the health of my network? https fjwww,cisco,com]c[enfusfld,‘docs,‘rou(e_rsfsdwanjconﬂqurationfc\oudonramp
xe-17/cloud-onramp-book-xe/m-application-lists.html
. } O Al Assistant
Ask the Al Assistan stion
We support the following network health summaries.

Assistant can make mistakes, Verify responses.

[sna hunh] [[ Tunnel health ]] [Dovics hnth [ Top used lppncation:J [ Circuit mmmion]

[SSE Tunnel heallh] [CoR Sus] [Secumy Policies] [Policy Groups] [Aws VPC] [Azuro Vncl]

cIsco '&/
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AlOps

Bandwidth Forecasting
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AlOps: Bandwidth Forecasting

Analytics

Overview Sites Applications Circuits Predictive Networks

ive Path Recom ons F g
t Bandwids th Ai

™ \
2 | n ‘
3 |~ YA | erzanors mersge
- U il 18Kbps Minis
D 500K .y ¢ 10Mbps  Maxd
§ /

: . / Dan 23 Jan 04 PM
= —— " e
Dec 18 Dec 25 Jan 01 Jan 08 15 Jan22 Jan 29 Fab 05 Fabi2
= AN
Circuit list
Q) Search Table
Circuit Name Service Provider site ID Site Location RX + TX - RX ™ RX Utilization (%) TX Utilization (%) Total App Usage

(®  BR2-Seattle:private2 cisca systems inc. 9 seattle 1Mbps 1Mbps 29 Kbps 119 MB
O  pei-sandoseprivatel cisca systems inc. 8 san jose 339 Kbps 121 Kbps 218 Kops 964 MB
O BR2-Seattle privatel isco systems inc. ] seattle 335 Kbps 300 Kbps 26 Kbps 860 MB
(O DeCl-SanJose:private2  cisco systems inc. 8 san jose 298 Kbps 256Kbps 42 Kbps 212 MB

cisco L{{/&/

BRKENT-2156

Benefits

Helps organizations with capacity
planning.

Identify Growth Trends, Visualize
Seasonality & Surges in Circuit Usage.

Highlights

» Track historical usage of individual
circuits and forecast future usage
(Top 50 circuits)

* Provide forecast for several weeks in
future

« Compare historical and
forecasted bandwidth usage
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How does Bandwidth Forecasting work?

» For forecast we use statistical models and machine learning techniques,
including neural networks.

» Historical interface statistics is used as training data, and the final forecast is
generated by using the most suitable models based on MAPE scores

« Generates 3-month forecast horizon based on latest 52 weeks of Interface
stats data for the top 50 circuits.

« As new data becomes available, the forecast horizon is continuously
updated, refining models and improving long-term predictions.
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AlOps

Anomaly Detection
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AlOps: Anomaly Detection

Predictive Path Recommendations Bandwidth Forecasting Beta Anomaly Detection Beta B e n efl ts
(oe soa e [ e e o0 020500 -t 1 54 0w + Early problem detection: Identify unusual
patterns before they manifest into larger
N issues
v «  Optimize network performance: Fine-tune
v your network to improve end-user
experience
Oct 11 Oct 12 Oct 13 Oct 14 Oct 15 Oct 16 H i h | i h
W srer [ Llatency ([ Loss g g tS
Anomaly Summary 100 out of 2496 tunnels scanned > 2024 09:00 PM - Oct 15, 2024 10:00 PM
Ammakan st ¢ Ancmely Bl i o npactnd Tuanale + |dentify tunnels with anomalies across key network
- KPIs (loss, latency, jitter)
2 : * Determine impact radius based on site count,

usage & app count

Oct 16, 2024, 11:50:00:0 AM

* Determine if it’s a chronic issue by viewing the
trend information :

y: 208.5ms

Please reach out via cisco-sdwan-analytics@cisco.com or scan QR code
.y to participate
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Resources & Call to Action

. Predictive Path Recommendations

4olem

. SD-WAN Analytics Circuits Dashboard

@ SD-WAN Analytics

@ SD-WAN Analvtics User Guide

- Subscribe to our YouTube channel!
New content is posted weekly!

- For Technical Questions on
Analytics, ask cisco-sdwan-
analvtics@cisco.com

peo)

Analytics demo access

URL: https://usO1.analytics.sdwan.cisco.com

User: vanalytics_demo@external.cisco.com

@ Password: SDWANanalyticsH#3

Open Al Based SD-WAN Assistant to Run & Analyze NWPI Traces

GitHub Repos: https://github.com/aruiz-p/sdwan-assistant

Ae|d

https://github.com/aruiz-p/sdwan-langgraph

cisco L{V&/
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https://www.youtube.com/c/CiscoSDWANandCloudNetworking?sub_confirmation=1
mailto:cisco-sdwan-analytics@cisco.com
https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan-analytics/index.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/vAnalytics/vAnalytics-book/m-vanalytics-3.html#concept_txf_r3k_x4b
https://us01.analytics.sdwan.cisco.com/
mailto:vanalytics_demo@external.cisco.com
https://github.com/aruiz-p/sdwan-assistant
https://github.com/aruiz-p/sdwan-langgraph
https://www.youtube.com/watch?v=OlngQ7KjVTY&t=3s
https://www.youtube.com/watch?v=yzxXbfjQDws&t=4s

[ Cisco Live EMEA - Catalyst WAN Learning Map ]

( Sunday — 9t ) ( Monday — 10t ) ( Tuesday — 11t ) (Wednesday— 12”‘) ( Thursday — 13th )

TECENT-2000 1:30 PM

Understanding Cisco
Catalyst SD-WAN Design
for Scale with High
Availability

TECARC-2407 1:45 PM

Architecture,
Deployments and
Troubleshooting deep
dive for Cisco Catalyst
8000 series edge
platforms

cisco L{V&/

TECENT-3998 8:30 AM

Catalyst SD-WAN Cloud
deep dive

TECENT-3999 8:45 AM

Complete deep dive of
Catalyst WAN Security
Technologies and use-
cases

BRKENT-2108 2:00 PM

Cisco SD-WAN: Start
Here

BU-led sessions

BRKENT-2139 8:00 AM

How to choose the
correct Branch Router

BRKENT-1039 2:30 PM

Power your WAN with
SD-Routing

BRKENT-1313 2:30 PM

Making SD-WAN Easy:
Operational Simplification
and User Experience

BRKENT-2630 3:00 PM

How to Optimize SaaS
Applications using Cisco
Catalyst SD-WAN?

BRKENT-3482 4:15 PM

The Small Branch ISR:
More Powerful Than you
think

BRKENT-2156 8:00 AM
Chatting with your SD-
WAN Network - Power

of Al & LLMs to Simplify
SD-WAN Network
Operations

BRKENT-2609 1:00 PM

Solving Global WAN
Challenges with Multi-
Region Fabric

BRKENT-2660 5:30 PM

Customer Case Studies:
Lessons learned from the
Cisco SD-WAN Design
Council

BRKENT-2156

DEVNET-1318 2:30 PM

Cisco SD-WAN: Better
NetOps for better
DevOps

BRKARC-2885 3:45 PM

Cisco Catalyst 8500
Series Edge Platform
Deep Dive

Friday — 14t

BRKENT-2520

Segment Routing
Innovations in IOS XE

9:00AM

BRKCLD-1512 9:00 AM

Untangling the Multi Cloud
Maze: Simplify Hybrid
Connectivity with Catalyst
SD-WAN

LTRATO-2596 9:00 AM

Own your SDWAN Fabric via
SD-WAN Manager API's.

BRKENT-2666 9:15 AM

Breaking Barriers: An
Automation Framework for
Multicloud Access with the
SP Service Exchange

BRKENT-2428 11:00 AM
Catalyst SD-WAN
Application-Aware

Routing, SASE, and

Policy Innovations
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Interested to learn more on Cisco Unified Al Assistant?

BRKAI-2655 Generative Al for Unifying User Experience Across
Security, Networking, & Collaboration

FULL CONFERENCE ‘ DERSH |

Generative Al for Unifying User Experience Across Security, Networking, &
Collaboration [BRKAI-2655]

Richard Jang, Senior Product Manager, Cisco Systems, Inc. - Distinguished Speaker

Wednesday, Feb 12 | 9:30 AM - 11:00 AM CET | Session Room A13

Al is reshaping the world, from facial recognition and voice-enabled loT devices to the latest generative Al-
powered chatbots. Its integration into our daily lives has unlocked unparalleled convenience and innovation. But
how does Al actually work, and how is it transforming IT operations? Join this session to explore the technical
fundamentals of how Al works, including machine learning, neural networks, and a focus on generative Al. Once
we've covered the technical fundamentals, we'll dive into Cisco’s cutting-edge generative Al technology across
each domain, with a special focus on the Unified Al Assistant. This innovative solution integrates Cisco’s platforms,
delivering unified insights across networking, security, and collaboration—dramatically improving IT efficiency and
creates a cohesive experience across all Cisco software platforms! Don’t miss the opportunity to learn how
generative Al works and see how Cisco is driving the future of IT through the Unified Al Assistant.

Session Type: Breakout

Technical Level: Intermediate
Technology: Al, Analytics, Security
Percentage of New Content: 100% New

Resources

¥ Session Presentation
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntlnue b with DevNet, Capture the Flag,
and Walk-in Labs

your education )

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at: msuchand@cisco.com
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