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About Me – Sai Suchandan
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https://www.linkedin.com/in/saisuchandanreddy/

• TME - Technical Leader @ SD-WAN & Cloud 
Networking Team

• Focus: Analytics, Cloud Networking, Network Wide 
Path Insights

• Hobbies: Hiking

https://www.linkedin.com/in/saisuchandanreddy/
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.
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Webex App
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• Why SaaS Optimization?

• Cloud OnRamp for SaaS

• Overview

• Microsoft 365

• Webex

• Custom  Enterprise Apps

• Cloud OnRamp for SaaS & Security

• Deployment Scenarios

• Summary
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Why SaaS Optimization?
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Why SaaS Optimization?

BRKENT-2630

Cisco SD-WAN Fabric

ISP1

User

Branch Site

Data Center

Regional 
Hub

• What path to use for SaaS app? 
• Direct Internet Access
• Regional Breakout
• Data Center Backhaul

• Which path is having better SLA for a given SaaS 
app, How to get performance visibility for each 
path?

• When specific path is having performance issues, 
How to automatically steer traffic?

MPLSISP2
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Cloud OnRamp for SaaS
Overview
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Cloud OnRamp for SaaS - Workflow
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QoE Scores are 
calculated based 

on the loss/ 
latency for path 

selection 

vQoE
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HTTP/HTTPS ping 
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Cloud OnRamp for SaaS - Workflow

BRKENT-2630

DNS

ISP Score

1 10

2 8

✓

DNS
DNS Request

DNS ResponseDNS Response

DNS Request
Redirected

1

2

3

SaaS Applications 

1. Host performs DNS resolution for SaaS 
app

2. WAN Edge router DPI engine intercepts
user DNS query for the SaaS application.

3. WAN Edge overwrites the destination
address of DNS request, sends the DNS
request to DNS server configured in
VPN0, over best performing DIA circuit.

4. WAN Edge, on receiving DNS response,
overwrites the destination address with
client’s IP address.

User

IS
P

1



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cloud OnRamp for SaaS - Workflow
Quality Probing
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Dual DIA Single DIA

IF IF

DNS 

ISP1 ISP2

Loss/ 
Latency !

Best 
Performing 

IF

DNS Loss/ 
Latency 

Best 
Performing 

SD-WAN Fabric

IF

ISP1
!

DNS 

ISP2
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Cloud OnRamp for SaaS - Workflow
Quality Probing: Performance calculation algorithm 
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Decision on picking interface is based on 12 minutes measurements

0 1     2     3     4     5     6    7     8     9     10     11     12

0    30    60    90    120

0     10     20     30

Moving average of 6 buckets of 2 mins 
each

1 HTTP/HTTPS Ping per second 

Send 10 pings & sleep for 20 seconds

Collect 4 sub-buckets of 30 seconds

1 sec

Minutes

Seconds

Seconds
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CoR SaaS Failover Improvement
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• CoR SaaS with tracker association can detect and failover in a minute 
(based on Tracker settings).

• Enabled by default when deployed with Config Group & Policy Group.
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Cloud OnRamp for SaaS - Workflow
QoE Score Calculation 
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App Path Score

O365 ISP1 (DIA) 10

O365 ISP2 (DIA) 8

App Path Score

O365 ISP1 (DIA) 9

O365 Via 
Gateway

4

Dual DIA Single DIA

8 - 10 Green5 - 8 Yellow1 - 5 Red
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Cloud OnRamp for SaaS
How to Configure?
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Cloud OnRamp for SaaS - Guided Workflow
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Click “Enable Cloud OnRamp for SaaS” to use the guided workflow and enable 
Cloud OnRamp for SaaS for required Applications.
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Application Priority & SLA - Simple Layout (Optional)

• In Application Priority and SLA policy,  Select 
applications with intent for CoR SaaS probing 
and policy enablement

• Select CoR SaaS capable applications in Internet 
Offload Traffic section

• For Applications lists selected to offload via DIA,  CoR
SaaS exit type is set by default to all DIA TLOC

• For Applications lists selected to offload via SIG, CoR
SaaS is set by default to all auto SIG

• SD-WAN Manager detects CoR SaaS apps in 
selected application list and adds CoR
sequences accordingly

BRKENT-2630 18
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Application Priority & SLA Policy - Advanced Layout (Optional) 

BRKENT-2630

Application Priority & SLA policy : Create sequences with intent 
for CoR SaaS probing and policy 

In Advanced layout:

Add a sequence to exclude data prefix list as required

• Match must be CoR SaaS App list and destination data 
prefix list

• Default RFC1918 exclude default prefix list can be used or 
create excluded data prefix list as required

Select CoR SaaS application list in match 

• In actions, Select Cloud Monitoring (Probe)/Cloud SLA or 
Both

• Counter must be selected with CoR actions
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Deploy Policy Group
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Select Cloud OnRamp for SaaS 
Parameters as below

• Site Type (DIA, Gateway 
and Client)

• Secure Internet Gateway or 
TLOC (All DIA TLOCs or 
Specific TLOCs)

• Enable Load Balancing 
(Optional)
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Demo Time!
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Cloud OnRamp for 
M365
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Cloud OnRamp for M365
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M365 Optimization Challenges

• How to optimize only certain M365 Categories?

• How to gain Application telemetry view to gain 
insights into Application Performance?

• When specific path is having performance 
issues, How to automatically steer traffic?

Cisco 
SD-WAN Fabric

ISP1 ISP2 MPLS

User

Branch Site

Data Center

Regional 
Hub
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Cloud OnRamp for M365 
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• End-to-end telemetry using 
Application Infused Path 
Feedback.

• Import and Export telemetry 
from/to Microsoft for best 
path selection.

Microsoft Informed 
Network Routing

• Distinct URLs for different 
Applications.

• URLs can be mapped to 
different traffic precedence 
and Service-Area.

• M365 traffic divided into 3 
categories based on 
sensitivity. 

• Optimize, Allow and Default.

Dynamic URL/IP 
Categorization



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public 25

Application Catalog

BRKENT-2630

Manage application visibility and control operations from Application Catalog which provides view into 
latest status of Applications (Built-in, Cloud Sourced & Custom Apps) and usage. 
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Cloud SaaS Feeds

BRKENT-2630

View SD-AVC feeds for 28 apps and manage enable/disable SaaS feeds.
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Application Catalog – SaaS Feeds (M365)
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Application Catalog – SaaS Feeds (Webex)

BRKENT-2630
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Cloud Sourced Applications

BRKENT-2630

• Go to “Application Catalog -> Cloud Sourced Applications” to view Cloud Sourced 
Applications received via SD-AVC cloud.

• SD-WAN manager periodically fetches Cloud Sourced Apps every 30 mins to 
dynamically update the new apps as available and notifies user.
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End-to-End M365 Apps Performance Visibility

Service StatusClient Status

• Microsoft gathers path telemetry data between M365 client and Microsoft Apps

• SD-WAN tracks access to Microsoft Apps over WAN paths via WAN Monitoring HTTP probes

• SD-WAN controller exchanges telemetry data with Microsoft to be able to route M365 application data more efficiently

Optimized SaaS Experience for M365

M365 App Telemetry

WAN Monitoring Probes

SD-WAN 
Manager & Analytics

SD-WAN

WAN Link Telemetry

Regional Hub
or

Data Center

BranchUser

30

Microsoft Informed Network Routing

BRKENT-2630
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Best Performing Path used 
by Microsoft 365 traffic

Application score 
computed by SD-WAN 
Controller for each path

Application score 
measured by Microsoft for 

each path

31

Application Telemetry influence on M365 Traffic Routing
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Microsoft Informed Network Routing

BRKENT-2630

With Traffic Steering Without Traffic Steering

Microsoft INR feature can be enabled in 2 modes
• With Traffic Steering (Use Microsoft Telemetry in M365 traffic routing decisions)
• Without Traffic Steering (Only use Microsoft Telemetry for visibility into application feedback)
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Demo Time!
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Cloud OnRamp for 
Webex
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Cloud OnRamp for Webex

BRKENT-2630

Webex API Integration with SD-WAN 
Manager to enhance classification of 
traffic going to various Webex regions.

Cisco 
SD-WAN Fabric

ISP1 MPLS

User

Branch Site

Data Center

Responders

Traffic Classification

SD-WAN edge routers sends HTTPS 
probes to dedicated Webex Responders 
across global Webex regions.

Path Monitoring

Ensure Webex User traffic going to any 
Webex region is sent via the best 
performing path.

Traffic Optimization
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Cloud OnRamp for Webex (Monitoring)
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SD-WAN Analytics Dashboard (Network Telemetry)
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Selected Path for Webex Traffic 

Network Latency measured using CoR 
SaaS Probes

Network Loss  measured using CoR SaaS 
Probes

Webex Application Usage
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SD-WAN Analytics Dashboard (Application Telemetry)

BRKENT-2630

Packet Loss measured by Webex App for 
Content Sharing traffic

Jitter measured by Webex App for Content 
Sharing traffic

Latency measured by Webex App for 
Content Sharing traffic

Resolution Height measured by Webex App 
for Content Sharing traffic

Frame Rate measured by Webex App for 
Content Sharing traffic

Media Bitrate measured by Webex App for 
Content Sharing traffic
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Cloud OnRamp for Enterprise 
& Custom Apps
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Cloud OnRamp for Custom Applications
BYOA – Bring your Own App
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• Ensure SaaS and Enterprise Apps traffic goes via best
performing path.

• Classify traffic using NBAR signatures (1500+ well-known
Enterprise Apps) or define your own App using FQDN, L3-
L4 Parameters.

• XE SDWAN router sends HTTP probes to user defined
probe endpoints (IP address or FQDN or URL) and
calculates best performing path for respective SaaS &
Enterprise Applications

• For URL probe endpoint, HTTPS probes are sent if HTTPS
URL is used.

• Based on HTTP/HTTPS probe results, SaaS and Enterprise
application traffic is sent via the best performing path.

Cisco 
SD-WAN Fabric

ISP1 MPLS

User

Branch 
Site

Data 
Center

Custom Apps

Loss/ 
Latency 

!
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Cloud OnRamp for SaaS -
Security
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Cloud OnRamp for SaaS - Security

BRKENT-2630

• In security cautious deployments, users can
access Internet only through SIG at branch
sites.

• SIG Auto Tunnel is supported with Umbrella and
Zscaler. With other SIG providers, the tunnels
could be manually established.

• With Cloud OnRamp for SaaS, edge router
sends the HTTP/HTTPS Probes through the SIG
tunnels.

• Based on probe results, the SD-WAN edge
router selects the best performing tunnel for
SaaS traffic.

SIG Provider
(Cisco Umbrella, 
Zscaler or others)

• Cloud Firewall
• DNS Security
• Secure Web Gateway

Cisco 
SD-WAN Fabric

ISP1 ISP2

User

Branch Site

Data Center

Note: Cisco Secure Access is not supported yet.
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Deployment Use Cases
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Branch with Dual DIA
Use Case-1
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• Branch with two internet circuits.

• HTTP/HTTPS probes sent via both ISP circuits 

• Enable load balancing SaaS traffic between ISP1 and ISP2 
when performance of circuits is with in configured latency 
and loss variance.

• Calculates latency and loss score and selects best 
performing path for SaaS or Enterprise(Custom) apps.

ISP1

User

Branch Site

ISP2
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Branch with DIA + Gateway
Use Case-2.1
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• Branch with Single DIA circuit and using Gateway 
back-haul

• HTTP/HTTPS probes sent via DIA circuits from 
branch router and via VPN 0 (Transport VPN) 
interfaces from Gateway router 

• Calculates latency and loss score and selects best 
performing path for SaaS or Enterprise(Custom) 
apps

Cisco 
SD-WAN Fabric

ISP1 MPLS

User

Branch Site

Data Center
Loss/ 

Latency 
!

VPN0 Interface
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Branch with DIA + Gateway
Use Case-2.2
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• Branch with Single DIA circuit and using Gateway 
back-haul

• HTTP/HTTPS probes sent via DIA circuits from branch 
router and via Service VPN interfaces from Gateway 
router 

• Traffic from Gateway router is sent via Service VPN 
interface to a Firewall and Firewall does Inspection & 
NAT before sending the traffic to SaaS apps 
destination. 

• Calculates latency and loss score and selects best 
performing path for SaaS or Enterprise(Custom) apps

Cisco SD-WAN Fabric

ISP1 MPLS

User

Branch Site

Data Center
Loss/ 

Latency 
!

Firewall

Service VPN Interface
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Branch with SIG + Regional DC
Use Case-3
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• Branch with Single DIA circuit (via SIG) and using 
Gateway back-haul

• Branch users access internet via SIG tunnels or via 
Gateway site with Central Security inspection.

• HTTP/HTTPS probes sent via SIG tunnels from branch 
router and via VPN 0 or Service VPN interfaces from 
Gateway router

• Calculates latency and loss score and selects best 
performing path for SaaS or Enterprise(Custom) apps 

SIG Provider
( Cisco Umbrella,   Zscaler 

or others)

Cisco 
SD-WAN Fabric

ISP1 ISP2

User

Branch Site

Data Center
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Cloud OnRamp for SaaS + Umbrella DNS Security

• Branch router configured to use Umbrella DNS security
for security policy enforcement for DNS Traffic.

• On Branch, when DIA (ISP1) is best path, DNS request is
encrypted with EDNS context and sent via the DIA path.

• When DIA is degraded, CoR SaaS detects it and does
failover to best path via Gateway site. DNS request with
EDNS context from Branch is sent over SD-WAN tunnel
to Gateway Site.

• On Gateway site, the Service VPN DNS settings is
configured to use Umbrella Virtual Appliance (DNS
forwarder) as name server and CoR SaaS redirects the
DNS request with EDNS context to it.

• Umbrella Virtual Appliance then encrypts and forwards
the DNS request to the Umbrella DNS servers.

48BRKENT-2630

Cisco SD-WAN Fabric

ISP1 MPLS

User

Branch Site

Data Center

Umbrella 
Virtual Appliance

Service VPN Interface
Umbrella

DNS Servers

Umbrella
DNS Servers
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Cloud OnRamp for SaaS – Summary

BRKENT-2630

An innovative way to identify the best path to SaaS applications

• DNS resolution

• Quality Probing and Performance visibility

• Best Performing Path selection and Fast
Failover

• Cloud OnRamp for SaaS for specific M365
URL/IP Categories & enhanced visibility with
M365 Application Telemetry.

• Cloud OnRamp for SaaS for per region Webex
Traffic & Visibility into Webex Application
Telemetry.

• Bring Your Own App (BYOA) to Cloud OnRamp
Enterprise 

Apps
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Resources & Call to Action

BRKENT-2630

• Subscribe to our YouTube channel! 
New content is posted weekly!

w
a
tc

h

Cloud OnRamp for SaaS Overview

re
a
d

What is Cloud OnRamp for SaaS?

Cloud OnRamp for SaaS At-a-Glance

https://www.youtube.com/c/CiscoSDWANandCloudNetworking?sub_confirmation=1
mailto:ask-cisco-sdwan@cisco.com
https://www.youtube.com/watch?v=pFuA-d011_c
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cloud-onramp-saas-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cloud-onramp-saas-aag-cte-en.html
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Thursday — 13th

BRKENT-2139

How to choose the 
correct Branch Router

8:00 AM

Cisco Live EMEA - Catalyst WAN Learning Map

Sunday — 9th Monday — 10th Tuesday — 11th Wednesday — 12th

BU-led sessions

TECARC-2407

Architecture, 
Deployments and 
Troubleshooting deep 
dive for Cisco Catalyst 
8000 series edge 
platforms

1:45 PM

BRKENT-3482

The Small Branch ISR:  
More Powerful Than you 
think

4:15 PM

BRKENT-1313

Making SD-WAN Easy: 
Operational Simplification 
and User Experience

2:30 PM

TECENT-3999

Complete deep dive of 
Catalyst WAN Security 
Technologies and use-
cases

8:45 AM

BRKENT-2156

Chatting with your SD-
WAN Network - Power 
of AI & LLMs to Simplify 
SD-WAN Network 
Operations

8:00 AM

BRKARC-2885

Cisco Catalyst 8500 
Series Edge Platform 
Deep Dive

3:45 PM

BRKENT-2520

Segment Routing 
Innovations in IOS XE

9:00AMDEVNET-1318

Cisco SD-WAN: Better 
NetOps for better 
DevOps

2:30 PM

BRKENT-2666 

Breaking Barriers: An 
Automation Framework for 
Multicloud Access with the 
SP Service Exchange

9:15 AM

BRKENT-2428

Catalyst SD-WAN 
Application-Aware 
Routing, SASE, and 
Policy Innovations

11:00 AM

BRKCLD-1512 

Untangling the Multi Cloud 
Maze: Simplify Hybrid 
Connectivity with Catalyst 
SD-WAN

9:00 AM

TECENT-3998

Catalyst SD-WAN Cloud 
deep dive

8:30 AM

BRKENT-2108

Cisco SD-WAN: Start 
Here

2:00 PM

BRKENT-2609

Solving Global WAN 
Challenges with Multi-
Region Fabric

1:00 PM

BRKENT-2660

Customer Case Studies: 
Lessons learned from the 
Cisco SD-WAN Design 
Council

5:30 PM

Friday — 14th

TECENT-2000

Understanding Cisco 
Catalyst SD-WAN Design 
for Scale with High 
Availability

1:30 PM

BRKENT-1039

Power your WAN with 
SD-Routing

2:30 PM

BRKENT-2630

How to Optimize SaaS 
Applications using Cisco 
Catalyst SD-WAN?

3:00 PM

LTRATO-2596 

Own your SDWAN Fabric via 
SD-WAN Manager API's.

9:00 AM

BRKENT-2630 51
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog

53BRKENT-2630
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, and 
Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.

Contact me at: msuchand@cisco.com

54BRKENT-2630

http://www.ciscolive.com/on-demand.html
mailto:msuchand@cisco.com


-

Thank you
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