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Mission Statement

Power (adoption) metrics

Outshift by Cisco is the incubation engine delivering what’s next and new for 
Cisco: Emerging technologies that target adjacent markets and personas to 
build meaningful businesses and achieve innovative results.

1 End-to-End, solving for more than tech2

Innovation, full speed ahead

At Outshift, we turn ideas into action, breaking new ground in agentic AI, 
quantum, next-gen infrastructure, and more.

BRKETI-2491 2



-

Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Webex App
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• Introduction

• Cloud Native Apps

• Industry Challenges

• Context and Complexities

• Cloud Security Posture

• Code Security

• Realtime Security

• Conclusion

Agenda
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What defines a 
cloud native 
application?
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A New Application Architecture
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A New Application Development Process

AUTOMATED

AUTOMATED AUTOMATED
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A New Application Paradigm 

Visibility

Hard to track new things 
being released and 

cleaning up old things left 
behind

Scale

Larger attack surface as 
we publish more 

features and services

Velocity

Bring features to market 
faster

Specificity

Can leverage new 
technologies as new problems 

emerge

Complexity

New attack vectors emerge 
based on new technology

Agility

Can pivot to new ideas
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A New Application Development Process
Challenging security to scale with its feature velocity

Active Focus on Feature Recent Memory Focused on Other Features

Months LaterWeeks LaterHours to Days

AUTOMATED

AUTOMATED AUTOMATED
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Apply Security Before Any Integration

A New Application Security Approach

Shifting Security to the Left

Apply Security Before Every Deployment
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A New Application Security Architecture 
Challenging security to provide critical context 
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Threats Are Becoming MoreComplex
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Complex threats built upon avoidable mistakes

78%
of identified attack paths 
use known vulnerabilities 

(CVEs) as an initial 
access attack vector

36%
of organizations keep 

unencrypted secrets and 
personally identifiable 

information (PII) in these 
cloud services.

80%
of security breaches 

involve privileged 
credentials

3
the average number 
of steps in an attack 

path to reach a 
crown jewel asset

Source: Forrester

Source: Orca 2022 State of Public Cloud Security Report

99% of cloud failures are due to cloud
misconfigurations

Source: Gartner
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Common theme in cloud native security
Security Posture Management

Criticality of those risks is 
important. While there are 
known issues with scoring, 

industry standards help 
establish a baseline from which 

to improve.

Prioritization

Cloud environments are 
complex, multiple services, 
multiple regions, multiple 
accounts/subscriptions.

All too easy to have 
resources deployed that are 
forgotten or difficult to find.

Visibility

Industry best practices in cloud 
security are fairly well 

established and codified.

Many mature, open source tools 
exist from the industry as well 

as the standards bodies to 
provide robust scoring of risks.

Assessment
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Cloud Security 
Posture 
Management
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Anatomy of a Cloud Account

secretrole

permissionsuser

Organization and Accounts

K8s Service, Registries

Serverless

Compute Instances

Networking

Storage and Fileshares

Databases

Leaked credentials

Vulnerabilities

Malware

Public Exposure

Insufficient Access Control

Excessive Privileges

Stale Secrets

Privilege Escalation

Public Exposure

Data Encryption

Sensitive Data

Exfiltration
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Privilege Escalation
Examples of Normal Users Escalating to Administrator Privileges

Normal
User

Put User
Policy

Admin

CREATE
READ
UPDATE
DESTROY

GuestALLOW *
ON *

Normal
User

Create
Key

Admin
User

Admin
Keys
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Building a Cloud Account: VPC and Security Grps
module "vpc" {

source  = "terraform-aws-modules/vpc/aws"

version = "5.8.1" # Use the version suitable for your use 

case.

name = var.cmcd_demo_prefix

cidr = var.cmcd_workload_cidr

azs = keys(local.vpc_public_subnets)

public_subnets = values(local.vpc_public_subnets)

private_subnets = values(local.vpc_private_subnets)

enable_nat_gateway = true

single_nat_gateway = true

one_nat_gateway_per_az = false

tags = {

Terraform = "true"

Scenario  = "Cisco Multicloud Defense"

}

}

resource "aws_security_group" "demo_ec2_security_group" {

name   = "${var.module_prefix}_jenkins_sg"

vpc_id = var.vpc_id

egress {

from_port = 0

to_port = 0

protocol    = -1

cidr_blocks = ["0.0.0.0/0"]

}

ingress {

from_port = 22

to_port = 22

protocol    = "tcp"

cidr_blocks = ["0.0.0.0/0"]

}

tags = {

Terraform = "true"

Scenario  = "Cisco Multicloud Defense"

}

}
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Building a Cloud Account – S3 Buckets
# Cloud name attribute, rule-based classification example

resource "aws_s3_bucket" "pci-bucket" {

bucket = "${var.s3-prefix}-pci-bucket"

tags = {

name            = "${var.s3-prefix}-pci-bucket"

Terraform       = "true"

Scenario        = "Metadata Classification"

data_class_type = "class-none"

}

}

# Make it public

resource "aws_s3_bucket_public_access_block" "pci-bucket" {

bucket = aws_s3_bucket.pci-bucket.id

block_public_acls = false

block_public_policy = false

ignore_public_acls = false

restrict_public_buckets = false

}

resource "aws_s3_bucket_acl" "pci-bucket" {

depends_on = [

aws_s3_bucket_ownership_controls.pci-bucket,

aws_s3_bucket_public_access_block.pci-bucket,

]

bucket = aws_s3_bucket.pci-bucket.id

acl = "public-read"

}

resource "aws_s3_bucket_policy" "pci-bucket" {

bucket = aws_s3_bucket.pci-bucket.id

depends_on = [

aws_s3_bucket_public_access_block.pci-bucket

]

policy = jsonencode({

Version = "2012-10-17",

Statement = [

{

Sid       = "PublicReadGetObject",

Effect    = "Allow",

Principal = "*",

Action    = ["s3:GetObject"],

Resource  = ["${aws_s3_bucket.pci-bucket.arn}/*"]

},

],

})

}

These safety controls are relatively recent 
additions to AWS storage buckets.

Deliberate configuration required to 
expose S3 buckets now.
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KICS - Keeping Infrastructure as Code Secure
Infrastructure Deployment Assessments

https://kics.io/

$ kics scan --report-formats json \

--output-path . --output-name kics-cloud.json \

--queries-path /opt/homebrew/Cellar/kics/2.1.5/share/kics/assets/queries \

--path cloud-infrastructure

Manual
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KICS - Keeping Infrastructure as Code Secure
Infrastructure Deployment Assessments

https://kics.io/ Manual
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Shift Left IaC Scanning (GitHub Actions)

name: kics

on:

push:

branches: [ "main" ]

pull_request:

branches: [ "main" ]

permissions:

contents: read

jobs:

build:

permissions:

contents: read 

name: Build

runs-on: ubuntu-latest

steps:

- uses: actions/checkout@v3

name: Checkout the repository

- name: Run KICS Scan

uses: checkmarx/kics-github-action@v2.1.5

with:

path: './'

fail_on: critical

output_path: ./

- name: display kics results

run: |

cat ./results.json

"kics_version": "v2.1.5",

"files_scanned": 110,

"lines_scanned": 21799,

. . . .

"severity_counters": {

"CRITICAL": 0,

"HIGH": 7,

"INFO": 9,

"LOW": 292,

"MEDIUM": 351,

"TRACE": 0

},

. . . .

"queries": [

{

"query_name": "Missing User Instruction",

"description": "A user should be specified in the 

dockerfile, otherwise the image will run as root",

. . . .

"files": [

{

"file_name": "src/currencyservice/Dockerfile",

},

{

"file_name": "src/loadgenerator/Dockerfile",

},

. . . .

}

]

DevOps
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CloudSploit
Cloud Security Scans – OSS by Aqua Security

https://github.com/aquasecurity/cloudsploit RunTime
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ScoutSuite
Multicloud Security Posture Assessment – NCCgroup

https://github.com/nccgroup/ScoutSuite Manual
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ScoutSuite
Multicloud Security Posture Assessment – NCCgroup

https://github.com/nccgroup/ScoutSuite Manual
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Cloud Security
Posture Management

Identify common cloud 
misconfigurations, excessive 
permissions, and other 
security risks that open your 
cloud to platform and 
infrastructure attacks.

Shift Left CSPM – KICS

• IaC scanning

• OpenAPI specification

Shift Left CSPM – gitleaks

• Secret Leakage

Runtime CSPM – CloudSploit, ScoutSuite

• Cloud IAM Analysis

• Cloud PaaS Posture

• Cloud IaaS Posture
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Cloud Native Application Stack

Application

Cloud Provider Identities Roles Services Networking Runtime

Monitor →Operate →Deploy →Release →Test →Build →Code →

CSPMCSPM

IaC
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Anatomy of a Container

Base Image

Runtime

Dependencies

Application

USER moby ENV var1
ENV var2EXPOSE 443/tcp
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Software Bill of Materials

Base Image

Runtime

Dependencies

Application

Container Settings

BRKETI-2491 31



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Trivy
CVE Scanning of Software and Containers
$ trivy filesystem online-boutique --detection-priority precise --severity CRITICAL --ignore-unfixed > trivy.txt

2025-02-12T10:14:48+01:00       INFO    [vuln] Vulnerability scanning is enabled

2025-02-12T10:14:48+01:00       INFO    [secret] Secret scanning is enabled

2025-02-12T10:14:48+01:00       INFO    [secret] If your scanning is slow, please try '--scanners vuln' to disable 

secret scanning

2025-02-12T10:14:48+01:00       INFO    [secret] Please see also 

https://aquasecurity.github.io/trivy/v0.59/docs/scanner/secret#recommendation for faster secret detection

2025-02-12T10:14:48+01:00       INFO    [npm] To collect the license information of packages, "npm install" needs to 

be performed beforehand    dir="src/currencyservice/node_modules"

2025-02-12T10:14:48+01:00       INFO    [npm] To collect the license information of packages, "npm install" needs to 

be performed beforehand    dir="src/paymentservice/node_modules"

2025-02-12T10:14:48+01:00       INFO    [python] Licenses acquired from one or more METADATA files may be subject to 

additional terms. Use `--debug` flag to see all affected packages.

2025-02-12T10:14:48+01:00       INFO    Number of language-specific files       num=10

2025-02-12T10:14:48+01:00       INFO    [gomod] Detecting vulnerabilities...

2025-02-12T10:14:48+01:00       INFO    [npm] Detecting vulnerabilities...

2025-02-12T10:14:48+01:00       INFO    [pip] Detecting vulnerabilities...

src/checkoutservice/go.mod (gomod)

==================================

Total: 1 (CRITICAL: 1)

┌─────────────────────┬────────────────┬──────────┬────────┬───────────────────┬───────────────┬────────────────────────────────────────────────────────┐

│       Library       │ Vulnerability  │ Severity │ Status │ Installed Version │ Fixed Version │                         Title  │

├─────────────────────┼────────────────┼──────────┼────────┼───────────────────┼───────────────┼────────────────────────────────────────────────────────┤

│ golang.org/x/crypto │ CVE-2024-45337 │ CRITICAL │ fixed  │ v0.27.0           │ 0.31.0        │ golang.org/x/crypto/ssh: Misuse of                     │

│                     │                │          │        │                   │               │ ServerConfig.PublicKeyCallback may cause authorization │

│                     │                │          │        │                   │               │ bypass in golang.org/x/crypto                          │

│                     │                │          │        │                   │               │ https://avd.aquasec.com/nvd/cve-2024-45337             │

└─────────────────────┴────────────────┴──────────┴────────┴───────────────────┴───────────────┴────────────────────────────────────────────────────────┘

https://trivy.dev/latest/ Manual
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Trivy
CVE Scanning of Software and Containers

https://trivy.dev/latest/ Manual

$ trivy image nginx

2024-12-09T19:10:32.590Z        INFO    Detected OS: debian

2024-12-09T19:10:32.591Z        INFO    Detecting Debian vulnerabilities...

2024-12-09T19:10:32.620Z        INFO    Number of language-specific files: 0

nginx (debian 12.8)

===================

Total: 88 (UNKNOWN: 8, LOW: 72, MEDIUM: 6, HIGH: 2, CRITICAL: 0)

…

$ trivy image nginx | grep HIGH

Total: 88 (UNKNOWN: 8, LOW: 72, MEDIUM: 6, HIGH: 2, CRITICAL: 0)

| libssl3          | CVE-2023-0286    | HIGH | 3.0.15-1~deb12u1      |     | X.400 address type confusion            

| openssl | CVE-2023-0286    | HIGH | 3.0.15-1~deb12u1      |     | X.400 address type confusion            

$ 

$ trivy image nginx | grep CVE-2023-0217

|                  | CVE-2023-0217 |          |              |      | -->avd.aquasec.com/nvd/cve-2023-0217    

…

$
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Shift Left CVE Evaluation (GitHub Actions)

name: trivy

on:

push:

branches: [ "main" ]

pull_request:

branches: [ "main" ]

permissions:

contents: read

jobs:

build:

name: Build

runs-on: ubuntu-latest

steps:

- name: Checkout code

uses: actions/checkout@v4

- name: Install trivy scanner

run: |

# (omitted repo setup)

sudo apt-get update

sudo apt-get install trivy

- name: Run Trivy vulnerability scanner

run: |

trivy filesystem ./ --detection-priority precise --severity CRITICAL \

--ignore-unfixed --format sarif --output trivy-results.sarif

"ruleId": "CVE-2024-45337",

"level": "error",

"message": {

"text": "Package: golang.org/x/crypto\nInstalled Version: 

v0.27.0\nVulnerability CVE-2024-45337\nSeverity: CRITICAL\nFixed Version: 

0.31.0\nLink: [CVE-2024-45337](https://avd.aquasec.com/nvd/cve-2024-45337)"

},

"locations": [

{

"physicalLocation": {

"artifactLocation": {

"uri": "src/checkoutservice/go.mod",

}

},

"message": {

"text": "src/checkoutservice/go.mod: golang.org/x/crypto@v0.27.0"

}

DevOps
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semgrep
Static Application Security Testing

https://semgrep.dev

Poor practices or mistakes in 
software development that peer 
reviews could easily miss

Manual
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Base Image

Anatomy of a Kubernetes Application

Runtime

Dependencies

Application

Pod Metadata
Pod Security Context

Container Settings
Container Resources

Container Security

namespace
name
labels
annotations

containerPort
protocol

resources (cpu/memory)
readinessProbe
livenessProbe

volumes
tolerations

runAsNonRoot
runAsUser

runAsGroup
fsGroup

environment variables
var1=value1
var2=value2

allowPrivilegeEscalation
privileged (container)

capabilities (NET_ADMIN, e.g)

readOnlyRootFilesystem

Container Settings
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Anatomy of a Kubernetes Application

---
apiVersion: apps/v1
kind: Deployment
metadata:
name: front-end
namespace: sock-shop

spec:
replicas: 1
selector:

matchLabels:
name: front-end

template:
metadata:
labels:

name: front-end

spec:
containers:
- name: front-end

image: weaveworksdemos/front-
end:0.3.12

ports:
- containerPort: 8079
env:
- name: SESSION_REDIS

value: "true"
securityContext:
runAsNonRoot: true
runAsUser: 10001
capabilities:

drop:
- all

readOnlyRootFilesystem: true
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system
account

Anatomy of a Kubernetes Cluster

API Server

etcd Database

Scheduler

Controller

Control Plane

user

secret

config
map

role

kubelet

kube proxy

container
runtime

operating
system

Insufficient Access Control

Excessive Privileges

Cluster Data Loss

Exposed Secrets

Unrestricted APIs

Excessive Resource 
Consumption

Software Vulnerabilities

Weak OS Controls

Unrestricted APIs
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Anatomy of a Kubernetes Cluster
module "vpc" {
source  = "terraform-aws-modules/vpc/aws"
version = "5.0.0"

name = "education-vpc"

cidr = "10.0.0.0/16"
azs = slice(data.aws_availability_zones.available.names, 0, 3)

private_subnets = ["10.0.1.0/24", "10.0.2.0/24", "10.0.3.0/24"]
public_subnets = ["10.0.4.0/24", "10.0.5.0/24", "10.0.6.0/24"]

enable_nat_gateway = true
single_nat_gateway = true
enable_dns_hostnames = true

public_subnet_tags = {
"kubernetes.io/cluster/${local.cluster_name}" = "shared"
"kubernetes.io/role/elb"                      = 1

}

private_subnet_tags = {
"kubernetes.io/cluster/${local.cluster_name}" = "shared"
"kubernetes.io/role/internal-elb"             = 1

}
}

module "eks" {
source  = "terraform-aws-modules/eks/aws"
version = "19.15.3"

cluster_name = local.cluster_name
cluster_version = "1.27"

vpc_id = module.vpc.vpc_id
subnet_ids = module.vpc.private_subnets
cluster_endpoint_public_access = true

eks_managed_node_group_defaults = {
ami_type = "AL2_x86_64"

}

eks_managed_node_groups = {
one = {
name = "node-group-1"

instance_types = ["t3.small"]

min_size = 1
max_size = 3
desired_size = 2

}
}

}https://github.com/hashicorp/learn-terraform-provision-eks-cluster
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KICS
Keeping Infrastructure as Code Secure – OSS by Checkmarx

https://kics.io/ Manual

$ kics scan --report-formats json \

--output-path . --output-name kics-cloud.json \

--queries-path /opt/homebrew/Cellar/kics/2.1.5/share/kics/assets/queries \

--path online-boutique

BRKETI-2491 40



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

KICS
Keeping Infrastructure as Code Secure – OSS by Checkmarx

https://kics.io/ Manual

$ kics scan --report-formats json \

--output-path . --output-name kics-cloud.json \

--queries-path /opt/homebrew/Cellar/kics/2.1.5/share/kics/assets/queries \

--path online-boutique
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gitleaks
Secret Leakage

https://github.com/gitleaks/gitleaks Manual

[

{

"RuleID": "private-key",

"Description": "Identified a Private Key, which may compromise cryptographic 

security and sensitive data encryption.",

"StartLine": 1,

"EndLine": 21,

"StartColumn": 1,

"EndColumn": 34,

"Match": "-----BEGIN OPENSSH PRIVATE KEY---- (omitted)",

"Secret": "-----BEGIN OPENSSH PRIVATE KEY----- (omitted)”,

"File": "online-boutique/example.id_dsa",

"SymlinkFile": "",

"Commit": "",

"Entropy": 5.9529686,

"Author": "",

"Email": "",

"Date": "",

"Message": "",

"Tags": [],

"Fingerprint": "online-boutique/example.id_dsa:private-key:1"

}

]

$ gitleaks dir –report-format json –report-path ./gitleaks.json online-boutique

○
│╲
│ ○
○ ░

░    gitleaks

1:50PM INF scanned ~5050270 bytes (5.05 MB) in 159ms

1:50PM WRN leaks found: 7
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Runtime Kubernetes Scanning (Trivy Operator)

$ helm repo add aqua https://aquasecurity.github.io/helm-charts/

$ helm repo update

$ helm upgrade trivy-operator aqua/trivy-operator --install \

--namespace trivy-system --create-namespace --version 0.26.0 \

--set nodeCollector.tolerations[0].key=node-role.kubernetes.io/control-plane \

--set nodeCollector.tolerations[0].operator=Exists \

--set nodeCollector.tolerations[0].effect=NoSchedule

NAME: trivy-operator

LAST DEPLOYED: Sat Feb  8 11:16:00 2025

NAMESPACE: trivy-system

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

You have installed Trivy Operator in the trivy-system namespace.

It is configured to discover Kubernetes workloads and resources in

all namespace(s).

Inspect created VulnerabilityReports by:

kubectl get vulnerabilityreports --all-namespaces -o wide

Inspect created ConfigAuditReports by:

kubectl get configauditreports --all-namespaces -o wide

Inspect the work log of trivy-operator by:

kubectl logs -n trivy-system deployment/trivy-operator

Deploys Trivy Operator in 
cluster to regularly scan 

the cluster from container 
vulnerability, Kubernetes 
security, and compliance 

perspectives.

Toleration permits node 
scanning of control plane. 

Otherwise, control plane nodes 
must be excluded.

This is also the output of the command:
helm status trivy-operator
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Trivy Vulnerability Reports
$ kubectl get vulnerabilityreports –n bookinfo

NAME                                              REPOSITORY                               TAG      SCANNER

replicaset-details-v1-54ffdd5947-details istio/examples-bookinfo-details-v1       1.20.2   Trivy

replicaset-productpage-v1-d49bb79b4-productpage   istio/examples-bookinfo-productpage-v1   1.20.2   Trivy

replicaset-ratings-v1-856f65bcff-ratings          istio/examples-bookinfo-ratings-v1       1.20.2   Trivy

replicaset-reviews-v1-848b8749df-reviews          istio/examples-bookinfo-reviews-v1       1.20.2   Trivy

replicaset-reviews-v2-5fdf9886c7-reviews          istio/examples-bookinfo-reviews-v2       1.20.2   Trivy

replicaset-reviews-v3-bb6b8ddc7-reviews           istio/examples-bookinfo-reviews-v3       1.20.2   Trivy

$ kubectl get vulnerabilityreports -n bookinfo replicaset-details-v1-54ffdd5947-details \

-o json | jq -r '.report.artifact.repository, .report.summary’

istio/examples-bookinfo-details-v1

{

"criticalCount": 7,

"highCount": 468,

"lowCount": 181,

"mediumCount": 1873,

"noneCount": 0,

"unknownCount": 1

}
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Trivy Configuration Audit Reports

$ kubectl get configauditreports -n bookinfo

NAME                                      SCANNER   AGE

replicaset-details-v1-54ffdd5947 Trivy 13m

replicaset-productpage-v1-d49bb79b4       Trivy 13m

replicaset-ratings-v1-856f65bcff          Trivy 14m

replicaset-reviews-v1-848b8749df          Trivy 13m

replicaset-reviews-v2-5fdf9886c7          Trivy 14m

replicaset-reviews-v3-bb6b8ddc7           Trivy 14m

service-cilium-gateway-bookinfo-gateway   Trivy 14m

service-details                           Trivy 13m

service-details-v1                        Trivy 14m

service-productpage Trivy 13m

service-productpage-v1                    Trivy 14m

service-ratings                           Trivy 13m

service-ratings-v1                        Trivy 13m

service-reviews                           Trivy 13m

service-reviews-v1                        Trivy 13m

service-reviews-v2                        Trivy 13m

service-reviews-v3                        Trivy 13m

$ kubectl get configauditreports replicaset-details-v1-54ffdd5947 \

-n bookinfo -o json | jq -r \

'.metadata.name, .report.summary, .report.checks[0]’

replicaset-details-v1-54ffdd5947

{

"criticalCount": 0,

"highCount": 2,

"lowCount": 9,

"mediumCount": 3

}

{

"category": "Kubernetes Security Check",

"checkID": "KSV015",

"description": "When containers have resource requests specified, the 

scheduler can make better decisions about which nodes to place pods on, 

and how to deal with resource contention.",

"messages": [

"Container 'details' of ReplicaSet 'details-v1-54ffdd5947' should 

set 'resources.requests.cpu'"

],

"remediation": "Set 'containers[].resources.requests.cpu'.",

"severity": "LOW",

"success": false,

"title": "CPU requests not specified"

}
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Additional Trivy Reports

$ kubectl get crds | grep aquasecurity

clustercompliancereports.aquasecurity.github.io 2025-02-12T15:58:21Z

clusterconfigauditreports.aquasecurity.github.io 2025-02-12T15:58:21Z

clusterinfraassessmentreports.aquasecurity.github.io 2025-02-12T15:58:21Z

clusterrbacassessmentreports.aquasecurity.github.io 2025-02-12T15:58:21Z

clustersbomreports.aquasecurity.github.io 2025-02-12T15:58:21Z

clustervulnerabilityreports.aquasecurity.github.io 2025-02-12T15:58:21Z

configauditreports.aquasecurity.github.io 2025-02-12T15:58:21Z

exposedsecretreports.aquasecurity.github.io 2025-02-12T15:58:21Z

infraassessmentreports.aquasecurity.github.io 2025-02-12T15:58:21Z

rbacassessmentreports.aquasecurity.github.io 2025-02-12T15:58:21Z

sbomreports.aquasecurity.github.io 2025-02-12T15:58:21Z

vulnerabilityreports.aquasecurity.github.io 2025-02-12T15:58:21Z

$ kubectl get clustercompliancereports.aquasecurity.github.io

NAME                     AGE

k8s-cis-1.23             5m33s

k8s-nsa-1.0              5m33s

k8s-pss-baseline-0.1     5m33s

k8s-pss-restricted-0.1   5m33s
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Cloud Native Application Stack

Application

Cloud Provider Identities Roles Services Networking Runtime

Monitor →Operate →Deploy →Release →Test →Build →Code →

SASTSBOM IaC

CSPM

SBOM

CSPM
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Code and Build
Security

Identify, prioritize, & 
remediate risk throughout 
SDLC, covering APIs 
designed, code developed, 
and the automation used to 
deploy it.

SCM Repository Scanning

• SaST

SBOM and CVE Assessment

• Pipeline Image Scanning

Kubernetes Admission Controller

• CVE Vulnerabilities
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Attacks are dynamic, exploiting existing paths

Shift Left Security and 
Posture Assessments 

provide cost effective cloud 
application security but are 
limited to static, point-in-

time views.

Proactive
but Stagnant

Threats are dynamic and the 
threat landscape constantly 

evolves.

New zero-day vulnerabilities, 
new attack vectors, increased 
sophistication are the norm.

Remediated
but Exploitable

Many attacks leverage leaked 
secrets and otherwise valid 
points of entry.

Initial breach attack vectors:
• 16% phishing

• 15% stolen/
leaked credentials

• 6% malicious insider

Secured
but Vulnerable
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Anatomy of an Attack
Cryptojacking attack

T1190
Exploit Public-

Facing Application

T1588.002
Obtain Capabilities

3

T1610
Deploy Container

4

T1610
Deploy Container

5

T1496
Resource Hijacking

7

6a 6b 6c

INITIAL ACCESS RESOURCE DEVELOPMENT EXECUTION IMPACT

EXECUTED
FROMCREATED

Process

juice-shop

File

/tmp/pneuma

Process

pneuma

T1190
Exploit Public-

Facing Application

2a 2b

Suspicious activities

Threats
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Real Time Event Visibility
Traditional User Space Techniques

Pros:
• Efficient
• Good application visibility
• Varying levels of 

transparency

Cons:
• Varying levels of app 

changes and evasion
• Not usable for enforcement
• No visibility into the system
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Real Time Event Visibility
Traditional In-Kernel Techniques

Pros:
• Efficient
• Complete transparency to 

applications

Cons:
• Varying levels of visibility into 

how system calls are used.
• Inflexible and non-extensible 

(KRE)
• Maximum flexibility but 

security restrictions and 
instability challenges 
(module)
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eBPF – Modular Kernel Extensions

• eBPF is a revolutionary technology invented by Isovalent (now part of Cisco) that can 
run sandboxed programs in the Linux kernel

• it is used to safely and efficiently extend the capabilities of the kernel without 
requiring to change kernel source code or load kernel modules

• BPF originally stood for Berkeley Packet Filter, but now that eBPF (extended BPF) 
can do so much more than packet filtering, the acronym no longer makes sense
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eBPF – Kernel extension with guard rails
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In-Kernel-State is powerful for context and avoiding races

Principles for eBPF-based

ExecMap

SockMap

FileMap

Pods, NS, Labels

Compress

Aggregate
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Isovalent Suite of eBPF Open Source Solutions
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Isovalent Suite of eBPF Open Source Solutions
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Tetragon Overview
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Tetragon

Open Source

● Apache 2.0 (userspace) & GNU GPL (eBPF)

● Part of CNCF as a subproject of Cilium

eBPF-based

● Generic low level process events

● In-kernel filtering and enforcement

Kubernetes-native

● Kubernetes metadata in events

● Configuration via custom resources
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name Tetragon
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name

Container
Runtime

Tetragon
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name

Container
Runtime

Pod
Process 

Tree

Tetragon
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name

Container
Runtime

Reverse
ShellPod

Process 
Tree

Tetragon
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name

Container
Runtime

Reverse
ShellPod

Process 
Tree

Lateral
Movement

Tetragon
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Let’s Deep Dive into a Kubernetes Pod
Namespace Pod Name

Container
Runtime

Reverse
ShellPod

Process 
Tree

Lateral
Movement

Data
Exfiltration

Tetragon
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Realtime Security

Instrument your Kubernetes 
cluster to observe in real time 
potential threats to your 
applications. Leverage eBPF
based policies to prevent 
known bad behaviors.

Tetragon eBPF-based Security

• Transparent suspicious activity detection

• Native Kubernetes policy enforcement
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OpenAPI

Cloud Native Application Stack

Application

Cloud Provider Identities Roles Services Networking Runtime

Monitor →Operate →Deploy →Release →Test →Build →Code →

SASTSBOM IaCAPI Fuzz API Trace

DSPMSCM Posture3rd Party API CSPM 3rd Party API

CDR

CSPM
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Final Thoughts

• Open source software and technologies form the foundation of 
Cloud Native Applications, both in their development as well as 
their lifecycle management (pipeline)

• Application and cloud security open source projects provide clean, 
simple interfaces to assess the security risks in your cloud 
environments.

• The key to cloud native security is prevention and automation so 
leveraging native pipeline capabilities provides immense value with 
only minor investments.
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App

BRKETI-2491 85



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.

Contact me on LinkedIn
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Want to learn more about
Outshift and Internet of Agents?

The Internet of Agents is here
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