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Webex App

Questions?
Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until February 28, 2025.

cisco Ld{a/./

w Join the Discussion
vy n Maren Kostede
Description

Join this session ia-saadausCiscadsssetting the pace
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Webex App
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Cancel  Join the Discussion Q

Questions?
Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

‘ Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until February 28, 2025.
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... about Maren

» Mom » Hamburg/
Germany

» Traveling
» Sailing
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: Wi-Fi 7
25+ Years of Wi-Fi Evolution 2024

iWi-Fi 6E 11BE

e 2021 /

2,4 GHz

Wi-Fi 1 2003 -
1999 /3

—
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Datarate: 11 Mbps Date Rate: 54 Mbps (max) | Date Rate: 54 Mbps (max) Date Rate: 600 Mbps (max) Date Rate: 7 Gbps (max) Date Rate: 9.6 Gbps (max) | Date Rate: 9.6 Gbps (max) | Data Rate: 30 Gbps (max)
(max) 2.4 GHzBand 5 GHzBand 2.4, 5GHz Band 5 GHzBand 2.4,5GHz Band 6 GHz 2.4,5, 6 GHzBand
2.4 GHzBand
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What is new in Wi-Fi 7 (IEEE 802.11be)?

8

Enhanced Security :

6 GHz Spectrum :
|
- |
:
|

320 MHz in 6 GHz 4K QAM

160 MHz in 5 GHz

r

Multi-RU
]

: .00
Preamble puncturing [ —-
Mandatory in Wi-Fi 7. Optional in Wi-Fi 6 cee-

Min ch. width of 80

Compressed Block Ack

Triggered UL Access Optimization

cisco L‘V&./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Wi-Fi 7 Introduces Multi-Link Operations (MLO)

_ cligle-tiile Multi-Link

- Single-Link: Association and exchange of

Wi-Fi 6E Wi-Fi'7 data in one band only.
PR A
C ¢ Y
= - « Multi-Link: Capable Wi-Fi 7 devices can
24156 24516 aggregate multiple bands.

- Wi-Fi 7 specifies several use cases for
multi-link operation. Supported use case
depend on AP and client capabilities

multi-link
= | device
o | (MLD)

_____________________________________________

X '+ Can associate and simultaneously
‘ i exchange traffic on multiple links

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 9




6 GHz Spectrum with Wi-Fi 6E & Wi-Fi 7 only!

[ ] cranners | Bandwidth |
)
24 3 20MH m 60 MHz of spectrum }

or
GHz 1 40 MHz . 3x 20-MHz channels

\

o ow WAAMAAL  AAAAAAAMAANA AMAMA

gz o ARAA BRRRAR BE 500 MHz of spectrum
or

GHz ° s .. ... . 25x 20-MHz channels

LY YWY N

/

B T T TTT T TT 1T T T T T T TTTTTTTITTITTT]

5 wv- ARAARARARAAAARARARARAARARARAA -
59x 20-MH

RS VV V VYV VYVYVVVY VY G
Y VvV V V VvV VvV W

7
SRRy V. VN spectumin U
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6 GHz Spectrum:
Extra Lanes for 6 GHz capable devices!

6 GHz Spectrum

d - vw | . : : f i v [
g Limitere—usablé hannels + Supported Wi-Fi 6E and Wi-Fi 7 clients only
« Channels congestion + Wider Channels

» |Interference * Clean RF

This results in faster speeds, lower latency, and better overall experience

cisco L‘V&./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Get secure today: Start using WPA3 Encryption

Educate yourself on Mandatory for 6 GHz
the availability and & all bands for MLO
ease of enabling it (Wi-Fi 7)

Use transition mode
if you must

cisco L‘V&./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12 I



Cisco Wireless Wi-Fi 7

cisco L{{/&/

AT~
~1

C9
© D
5

Global Use Access Point & Unified
Hardware for efficient, smart,
scalable operations

RF Excellence & Complete
connectivity: BLE, loT, location, ...

Sustainably built and
power-savvy

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



/@:2? A huge step forward in sustainability

- Best principles for circular design

- /Zero-plastic packaging

- Configurable mounting bracket
(Bracket-1, Bracket-2, NONE)

- Multi-Pack option available

- Clear visibility into energy use and
footprint

cisco L{V&/



One Cisco Wireless Access Point
Global Use AP, Unified Product, Single SKU

S v.i
&
0O

Cisco 9800 Controller & Meraki Management Mode
Cisco Catalyst Center MR Dashboard Stack

Join WLC 9800 or Meraki stack on Day O
Management Mode Change from Day 1 to N

cisco L‘V&./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cisco Wi-Fi 7 Access Point Portfolio

CW917xx Cwa176l || CW9176D1 CW9178

12 Spatial Stream 12 Spatial Stream 16 Spatial Stream
Omnidirectional Integrated Directional Omnidirectional
10Gbps, GPS, UWB 10Gbps, GPS, UWB 2x 10Gbps, GPS, UWB
- AN VAN VAN J

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Cisco Wireless CW9178 Access Point

Hexa-Radio Architecture

o~

1. 2.4 GHz Serving Radio 4x4:4SS .,
2. 5 GHz Serving Radio 4x4:4SS /’
3. 5 GHz Serving Radio 4x4:4SS* ,

4. 6 GHz Serving Radio 4x4:4SS
5. Tri-band scanning Radio 1
6. 2.4 GHz loT Radio

— —

* 5GHz - Single or Dual Radio
\

Omni-Directional
Antenna

cisco W‘/

\
\
\
\

10 Gig Dual Ethernet
PoE & Link Redundancy

) X sy \Wifi)
S LQ" CERTIFIED
N Sl
. loT Capabilities
\ - 2.4 GHz 1oT/BLE, UWB

\ \ - Application Hosting Technology

; Built-in UWB & GPS/GNSS
I
T G
- = ,’ Built-in USB Port

9W of output power

T =" -7 ™\ AP Modes (Global Use AP)
= Meraki Dashboard, C9800 local &

FlexConnect Site Survey, Monitor/Sniffer

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Cisco Wireless CW9176l & D Access Point
\Wif3)

4:\\ - H - - -~ -y T
—~ Penta-Radio Architecture e S~ L’Wd_. s
1. 2.4 GHz Serving Radio 4x4:4SS* ,* N ds
2. 5 GHz Serving Radio 4x4:4SS 7 loT Capabiliti
3. 6 GHz Serving Radio 4x4:4SS , kO OTIBLE. UWE
4. Tri-band scanning Radio / \ - Aoplcaf ;
5 2.4 GHz IoT Radio i , # ‘ Application Hosting Technology
I = CleanAir Pro 1
*XOR Radio - 2.4/5GHz | CW9176l ‘ |@
I
1 % @ , ./ Built-in UWB & GPS/GNSS
R \ Nk /I
@) \ &
B ‘e gVor7eb Built-in USB Port
Omni Directional \ y 9W of output power

~ 7

N
. S < -7 AP Modes (Global Use AP)
S =
10 Gig Ethernet C) Meraki Dashboard, C9800 local &
FlexConnect Site Survey, Monitor/Sniffer
cisco M-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18
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Cisco Wireless CW9176l - Antenna Placement

5GF/H-Chain1

X UWB-Chain2 SCAN-Chain1
|2 -
5GF/H-Chain0 Y ‘ &
U1(TWR)

u2(uwz) u4(uway)
UWB-Chain0 UWB-Chain1 UWB-Chain3

cisco L{{/&/

BRKEWN-1722
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Cisco Wireless CW91781/CW91761/D Ports

CW9178l CW9176l1/D
/7 Port 0 Port 1 AN e Dot 0 ~

K (10Gig) (10 Gig) Ext GPS NS (18 Gig) Ext GPS \
| Console Reset Antenna : ; Console Reset Antenna |
1 1 1
1 I 1
1 I 1
1 I |
1 I 1
1 I 1
1 I 1
I USB ' 1 Uss '

1 — 1
1 . 1 |
1 I 1
1 I |
1 I 1
| = & . - = k
\ - ” 7\ a e /

/
\\ - BRACKET-1 or BRACKET 2 supported 7’ \ - BRACKET-1 or BRACKET 2 supported _ //

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



External GPS/GNSS Antenna P N

- In case built-in Antenna has poor
signal: Use optional external

extension GPS/GNSS Antenna.
- Part #: ‘

- (Cable): CW-ANT-GPS1-M-00
- (GPS Module): CW-ACC-GPS1

10m Antenna Cable

- Use Cases: Obtain Geo-location " Connect
information for Global Use AP, AFC, T e

AP Auto Locate (optional)

Ld/ / *for APs without built-in GPS
Cisco &. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22
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Cisco Wireless CW91721 & CW9172H
4’::\\ Penta-Radio Architecture /,f’—__"‘x\\ @@@@

1. 2.4 GHz Serving Radio 2x2:2SS \\ CW9172H: Wall Plate AP
3. 6 GHz Serving Radio 2x2:2SS , CleanAir Pro \\ « 1x Passthrough port
4. Tri-band scanning Radio / ‘ \
5. 2.4 GHz loT Radio (BLE) 1 \
! \
*XOR Radio - 4x4:4SS on 5GHz, | CW9172l , @
6GHz disabled 1 I CERTIFIED
\ )
PN \ / &
(e /
L k- ez CW09172I: Built-in USB Port
ormni \\ /’ 4.5W of output power
mnl 2.5 Gig Ethernet '« . _of
~. .- ’ CW9172I: DC Power Jack

@ AP Modes (in addition to PoE)
= ) Global Use AP
cisco Ld{a/‘/
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Visit Wi-Fi 7 @ Cisco Live Showcase

World of Solutions, Hall 1

N\

N

A :"‘.“ A \\\_ 2
gsf, \ \ ~
: \‘;‘. %

e All Wi-Fi 7
Access

Points for
display!

)

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




6 GHz Availability & Outdoor in EMEA

-

6GHz specific:

Not yet permitted by
regulatory bodies in
EMEA*:

External Antennas
Outdoor usage

Bl 5925-7125 MHz (1200 MHz) v 4

I 5925-6425 MHz (500 MHz) | . most of EMEA
- Considering expansion to 1200 MHz
cisco W-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26

*CEPT/ECC: https://docdb.cept.org/download/1448
https://www.wi-fi.org/regulations-enabling-6-ghz-wi-fi



https://docdb.cept.org/download/1448
https://www.wi-fi.org/regulations-enabling-6-ghz-wi-fi

Cisco CleanAir™ Pro

o
N

Detect and identify non-Wi-Fi Interferers /&

Cisco CleanAir™

RF-ASIC - SaGE Based Excellence

* Purpose built for 2.4 and 5 GHz

» Designed for many common
consumer devices - in 2005

Cisco CleanAir™ Pro

Follows Wi-Fi’s evolution to 6 GHz

* Full 2.4, 5 and 6 GHz Band support

* Al/ML driven tri-band scanning Radio

ML Based Interference Classification
- On the AP )

20 years of Cisco RF Excellence, continuing to evolve and innovate

cisco L{V&/

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Cisco Device Ecosystem Partners
Device Analytics - only available to Cisco Wireless Networks

VA -
¢% SAMSUNG intel.

iOS Analytics,
Fastlane and Fastlane+

Neighbor AP

* Issue reporting, roam and
disassociate reasons

* Neighboring APs, BSSID, RSSI
K. Enhanced device classification/

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Power allocation is what you need to
consider for power budget

RUCHSERe)  Power Consumed

48.3 W 16.5W

cisco L‘V&~/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



For your Reference

Recap: Power Over Ethernet Standards

Spec Known as Class Min PSE Output Power Min PD Input Power
Type 1 Class 1 4 W 3.84 W
IEEE 802.3af
PoE Class 2 7 W 6.49 W

Wi-Fi 7 Operates in this POE range Class 3 15.4 W 12.95 W
Type 2 PoE +
IEEE 802 3at Class 4 30 W 255 W
Type 3 Class 5 45 W 40 W
IEEE 802.3bt* PoE++, Cisco UPOE

Class 6 60 W 51 W
Type 4 Class 7 75 W 62 W
IEEE 802.3bt Cisco UPOE+

Class 8 90 W 71.3 W

cisco Ld{a/./

*IEEE 802.3bt also specifies Class 4 which means 30 Watt, read switch capabilities carefully

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Wi-Fi 7 AP Power Requirements (Simplified!*)

' )

CW9172

6 Spatial Streams
Omnidirectional

Ceiling mount and

—

CWa176l

12 Spatial Stream
Omnidirectional

10Gbps, GPS, UWB

Wall Plate form factor

AN

)

“
4 N
CW9176D1

12 Spatial Stream
Integrated Directional

10Gbps, GPS, UWB

AN )

—

CW9178

16 Spatial Stream
Omnidirectional

2x 10Gbps, GPS, UWB

(

5

%}

‘ All APs will join with 802.3af (all Wi-Fi radios off)

cisco L{V&/

/)

4
4

4

BRKEWN-1722

802.3at (30 Watt)
USB disabled’

802.3at (30 Watt)

USB disabled, 2.5 Uplink,
2,4 GHz 2x2 only

802.3at (30 Watt)

USB disabled, 2.5 Uplink,
Quad-Radio: All radios 2x2 or
Tri-Radio: 5 GHz in 4x4

802.3bt (60 Watt)

Full Power

* Check following detailed slides per AP!
T External USB GPS Module works at 30 Watt

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Not Presented - For your Reference

CW9176l1/D1 Power over Ethernet Requirements

Number 5 GHz mGig loT/GPS/UW
ggr:g; of Spatial 2;16(?;:2 Radio ?zf dl_iig Link USB B/Scan
Streams Speed Radio
802.3af . . . . v
(PoE) NA Disabled Disabled | Disabled 1G Disabled
02 At 10 2%2 4x4 4x4 25G* | Disabled Y
(PoOE+)
802.3bt**
(UPOE/POE++) 12 4x4 4x4 4x4 10G Y/9W Y

- Note:

1. *2.5G (instead of 1G) Ethernet speed with “802.3at” starting I0S-XE 17.15.3
2. **For full radio operation - AP needs more than 30W of power with Type 3 IEEE 802.3bt/ Class 6

3. CW-INJ-8, AIR-PWRINJ7, MA-INJ-6 are Cisco’s 802.3bt power injectors

cisco M~/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



CW9178l Power over Ethernet

Not Presented - For your Reference

...............................
I PHY = Physical layer

| POE = Power over Ethernet

1 UPoE = Universal Power over Ethernet
; LB =LowerBand (UNII-1 & 2)

- FB = Full Band

! HB = Higher Band (UNII-2C &3)

Number Primary . .
Power of 5-GHz Secondary £ GHZ lCle LISl loT/GPS/UWB
. . 5-GHz radio radio PHY O PHY 1 USB :
SONIES i e (slot 2) (slot3) link speed link speed ScaniRadio
streams (slot 1) P P
8?562? j NA Disabled Disabled Disabled 1G Disabled Disabled Y
802.3at*
(PoE+) g*x* 2x2 2x2 (LB) 2x2(HB) 2x2 2.5G 2.5G Disabled Y
(Quad Radio)
802.3at*
(PoE+) 8*x* 2x2 4x4(FB) Disabled 2x2 2.5G 2.5G Disabled Y
(Tri Radio)
802.3bt
(PoE++/UPOE) 16 4x4 4x4(LB) 4x4(HB) 4x4 10G 10G Yes/9W Y
Note:
1. *For full radio operation - AP needs more than 30W of power with Type 3 IEEE 802.3bt/ Class 6
2. CW9178I can operate as a Tri-Radio with 5 GHz radio operating in 4x4 Full Band (or) operate as Quad-Radio with 5 GHz in Slot 1 as 4x4
Lower Band (UNII-1 &2) and Slot 2 as 4x4:4, Higher Band (UNII-2C &3)
3. **- Starting IOS-XE 17.15.3 release, 6 spatial streams support in IOS-XE 17.15.2, with 2x2:2 on 2.4/5/6 GHz radios
4. CW-INJ-8, AIR-PWRINJ7, MA-INJ-6 are Cisco’s 802.3bt power injectors

cisco L{V&/
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CW91721 Power over Ethernet

Power Source

Number
of Spatial
Streams

2.4 GHz
Radio

5 GHz Radio

6 GHz
Radio

Not Presented - For your Reference

mGig Link

Speed

loT & Scan Radio

802.3af

(UPOE) or DC Power

1 1x1 Disabled Disabled 1G Disabled N
(PoE)
=< 30W
802.3at 6 2x2 2X2 2x2 2.5G Disabled Y
(PoE+)
=< 30W
802.3at 6 2x2 4x4 Disabled 2.5G Disabled Y
(PoE+)
. 30W  FULLPOWER
802.3bt Class 5 6 2x2 2x2 2x2 2.5G Y/4.5W Y
(UPOE) or DC Power
> 30W
802.3bt Class 5 6 2x2 Ax4 Disabled 2.5G Y/4.5W Y

cisco L{V&/

BRKEWN-1722

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CW9172H Power over Ethernet

Number

Not Presented - For your Reference

: 2.4 GHz 5 GHz Radio 6 GHz mGig Link .
Power Source cg Spatial Radio Radio St POE Out loT & Scan Radio
treams
d0Zet 1 1x1 Disabled Disabled 1G Disabled
(PoE)
=< 30W
802.3at 6 2x2 2x2 2x2 2.5G Disabled
(PoE+)
> 30W
802.3bt Class 5 6 2X2 2x2 2X2 2.5G Y/15.4W
(UPOE)

cisco L{V&/

BRKEWN-1722

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

AP only needs more

power is POE out is a

requirement!
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For your Reference

Wi-Fi 7 Software Dependencies

CW9176I/D & CW 9178|
! » Software: IOS XE 17.15.2 or later
! * Meraki: 31.1.5 or greater
- ; ! » Catalyst Center: 2.3.7.x

! * Prime Infrastructure: no support
CWO178]  ;--o-mmoomomooooooomoooooooooooooooooo-

CW9172I:

CW91761/D1 | + Software: I0S XE 17.15.2b or later
\ * Meraki: 31.1.5 or greater
1

» Catalyst Center: Summer 2025
CW9172l * Prime Infrastructure: no support

i CW9172H:

! « Software: I0S XE 17.17.x or later
CW9172H ! + Meraki: 31.1.5 or greater

1

+ Catalyst Center: Summer 2025
* Prime Infrastructure: no support

Same brackets as always*. 9172H compatible with Meraki or Catalyst brackets

W / *Bracket-1 or Brac'~* "
c 1 sco &. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Wi-Fi 7 Unified Hardware, License & Global Use AP

[ Unified Hardware]
o
.

| Unified Licensing |

Cloud Management
(Meraki)

On-Premise Management
Catalyst Center)

Hybrid

D S ——AAS

Unified Support for Software and Hardware }—>

~N

J

cwco[ﬁd%ﬁ/

BRKEWN-1722

« Cisco Access Point! - no

more separate
Meraki/Catalyst APs

- only one SKU* per AP model!

- Global Use - no more -E,

-A, -ROW, etc.

- One License: Flexible to

use either Platform to
operate

Software Upgrades and
TAC support included

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37
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T

i

" No more

Day Zero: Key questions plastic

c How to decide on the mode of operation?
Cloud or WLC (Meraki or C9800)7?

e What regulatory domain/country setting?

cisco L‘V&~/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Note: *FOM - Fast offline migration i
(New DHCP/DNS Option Settings) i

<1
Wi-Fi 7 Day 0 Workflow ?‘b{cgutofboxm»

No config)
Boot Loader

AP Claimed in
Dashboard ?

Meraki Cloud
Reachable?

Yes

Traditional
DHCP/DNS
options

FOM Config
Available? *

_
Wait 8
minutes

\ 4
WLC Reachable
and Valid
ljoin WLC

... use GPS/GNSS, RF Proximity or

activation file to obtain country code...
cisco L‘V&-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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From “UN Mode” to YOUR Regulatory Domain...

UN Mode means: 2,4 GHz only (== legal anywhere In the world)

cisco L‘V&~ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40

3. Proximity 4. Activation

based discovery - File (RAF) from
Learn from the Meraki Dashboard,

nearby APs that can be
connected to the installed on WLC.
same WLC through The entire process

RF NDP messages can be automated
(2,4GHz!) via APl and

scripting.




Simple migration between Cloud and On-Premise

Country Code settings will be kept during migration

O > O Done from C9800 WLC

CW9800 Meraki Dashboard
' *
O > O Done from Meraki Dashboard
Meraki Dashboard CW9800
W / *Wi-Fi 7 APs only
CIsco &~ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




Not to forget: Cisco Wi-Fi 6/6E portfolio

RN | \ \

CleanAir® Pro CleanAir Pro CleanAir Pro

I/

[

1

: [ < [ || = S !
‘ I I I . RFASC | RE-ASIC!

r . L3

91051/W 9115 9120 9130

--== QOutdoor -----

MR57

~

/

|
|

J

~ CleanAir Pro

9136

9124
MR78/76/86

RF-ASIC |

cisco L‘V&. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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1
1
1
1
1
’
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Cisco Outdoor Access Points

MR78/76/86

+ 802.11AX, MU-MIMO, OFDMA

+ MR76/78: 2x2 MR86: 4x4

* Integrated Scanning Radio

* Cloud based RF Optimization

« MR76/78: 1G MR86: 2.5G
MR76/78: .3af MR86: .3at

/

cisco L{V&/

3 Models:

- C9124AXI, (Built-in Antenna)

- C9124AXD (Built-in directional)
- C9124AXE (External Antennas)
802.11AX, MU-MIMO, OFDMA
4x4 + 4x4:4 (2.4 & 5 GHz)

Cisco RF ASIC (CleanAir)

1x 2.5G mGig/SFP/1Gbe PoE-Out

PoE-In 802.3af/at/bt/UPOE
DC power input (24 to 56 VDC) /

BRKEWN-1722

7
1
1

‘ Management mode

can be changed

CleanAir Pro

CW9163E

802.11AX, MU-MIMO, OFDMA

2x2(2.4GHz) + 2x2(5GHz) +
2x2(6GHz)

Outdoor 6GHz: usability subject to

local country RF regulations
Tri-band Scan Radio (CleanAir Pro)
1x 2.5G mGig

Built-in GPS module

PoE-In 802.3af/at

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 43




Entry to Wi-Fi 7: CW91721 Upgrade Path

Future-ready connectivity for Meraki and Cisco
Catalyst customers

MR44 C9115
2x2(2.4)+4x4(5) 4x4 (2.4+5)

Wi-Fi 6

//
—

9162
2x2(2.4+5+6)

CISCO W./ BRKEWN-1722

L
I ©
._
<
: E

Not Presented - For your Reference

2.4GHz 2x2 + 5GHz 4x4

or

2.4GHz 2x2 + 5GHz 2x2 +
6GHz 2x2

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 44 I



Not Presented - For your Reference

Wi-Fi 7 Wall Plate: Upgrade Path to CW9172H

Future-ready connectivity for Meraki and Cisco
Catalyst customers

MR36H C9105AXW
2x2(2.4+5 GHz) 2x2(2.4+5 GHz)
2.4GHz 2x2 + 5GHz 2x2 +
6GHz 2x2
c I sco W-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Product Finder

W|—F| / OS and Client Support

Filtered Results

wn
X
o
=
z
B
<
2
>
-
=]
z

Clear all filters

Keyword Search I

Check Wi-Fi Alliance product finder for
the latest Wi-Fi 7 certified products.

https://www.wi-fi.orqg/ CERTIFIED

— e e e m e M M e mmm Mmm M e Mmm Mmm M e Mmm Mmm M e Mmm Mmm M e Rmm M M e Mmm M M e M M M e e e o e

Brand

e e e e =

Categories

.= Windows 11 support available in Windows 11 e

| @ computers & Accessories
| ©) Gaming, Media & Music
| Phones

| @ Routers
IHSmanHme

€ ,
@Y Phone 16, Pro Plus, Pro, and Pro Max |0 e, Goscor  camors

| () Televisions & Set Top Box

. Support available in Android 13 or greater Subcategories @ y
a n d ro Id g Featured Capabilities

[7] Passpoint®

W / Wi-Fi CERTIFIED 7™
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https://www.wi-fi.org/product-finder
https://www.wi-fi.org/

@] \Vi-Fi 7 & APs

(4) Location Services

B] Sccure!

@ Built in loT
cisco L‘V&~/ BBBBBB -1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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What Platform? Your Network, Your Choice!

[ On-prem \

“We have a large
investment of Catalyst
infrastructure”

and/or
“We have

complex networking
needs (e.g., SD-

\ Access)” j

~
[DA] catalyst Center

/ Hybrid

"We have refreshed or
plan to refresh to the
latest Catalyst hardware
and looking into Cloud"

and/or

"We want Catalyst
core and Meraki edge

\ devices"

~

)

‘dees Meraki

-D - —
—1 = -~

A

cisco L{V&/

Converged Catalyst Infrastructure

~

\_

Cloud

“We are planning to
refresh our entire

want a SaaS/ cloud-
first solution”

Options:
Meraki fullstack
Catalyst migration (9300,
CW91xx)

~N

Catalyst infrastructure and

J

‘deee’ Meraki

BRKEWN-1722

v
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Cisco Wireless Deployment Options

DAC

Catalyst Center

afrafn
CISCO

Meraki

f

/ Centralized \

On-prem Managed
AT
00000
VRN VRN

/N /N
~~ ~~

Campus network
(On-prem)

cisco L{V&/

/ Distributed \

On-prem Managed
(FlexConnect)

/N

Y

/ Centralized \

Cloud Connected

~Ts
00000

/N N

P
Branch Offices
(On-prem)

\ > 0 /
Campus network
(Hybrid)

Catalyst APs (W1/W2)

—~ Catalyst 916x
Catalyst 917x

9800 Wireless Controller

BRKEWN-1722

/ Distributed \

Cloud Managed

Branch & Small

/ Centralized \

Cloud Managed*

~Ts
00000

Campus network

Campus Offices (Cloud)
(Cloud)
N Meraki MR
/’J\ Catalyst 916x
Catalyst 917x
ATs
00000 Future Product * Future Solution
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"""" CAPWAP Control
CAPWAP Data

On-Prem: Central Deployment Mode

e — Campus/ Core
M — Switch
L2 Trunk
AT
55555 9800 Controller/
WLC

CAPWAP Control N
£ = Access
[ ] . Switches

7 7 Access
. v ¢« Points

- Simple IP Addressing and mobility

- All wireless client traffic is switched at the WLC
- Client IP addressing & VLAN(s) defined on WLC
- Client Layer 3 roaming across all APs

- Client traffic bridged at WLC in a L2 trunk

« Easily apply security & QoS policies for wireless
users

- Simplified Overlay Design

. Traffic is tunnelled (using CAPWAP Protocol)
from AP to WLC

- Latency < 20ms between AP and WLC

- Can be deployed on top of any wired
infrastructure

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



"""" CAPWAP Control
CAPWAP Data

On-Prem: Distributed Deployment (FlexConnect)

- Distributed Enterprise design choice

! \ - Roaming limited to APs in a FlexConnect
i Campus/ Core [—— Dl I :
i Switch T — O I - aility
. 0 B . - WAN Failure Survivability in Branch
: s o O Offices
| 9800 Controller/ | ~T« |
' WLC 00000 ; - FlexConnect AP will go to “Standalone
i ~ ettt - Mode”- no impact on locally switched SSIDs
- Design Parameters
CAPYAP Local 5SID . Per SSID: Client traffic is distributed at AP in

domain I

L2 trunk or centralized via CAPWAP
.o pit— [-- ;' =—1 Access Switches :
! | > Trunk - 100 APs per FlexConnect domain/branch

CAPWAP Data L2 Trunk
(FlexConnect) ~— P Access - Latency < 300ms between AP and WLC
« o « 2) Points - Can be deployed on top of any wired

N :
= = infrastructure
cisco M-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 51 I



"""" CAPWAP Control

VX LAN Data
On-Prem: Software Defined Access
| N Catalyst Center + SD-Access:
| i - Wired-Wireless automation for design and
— @@ Cisco ISE : deployment
B R REEEEEEEED g - Macro-Micro Segmentation for enhanced
9800 Controller/ [ ~T« security (Common policies for Wired-
WLC 00000 Wireless) using Cisco ISE
@ Fabric Border - Single touchpoint for deployment &

SN management with Cisco Catalyst Center

Distributed SSID
CAPWAP Control .~

. - Design
2 Fabric Edge - Cat9k Switch Infrastructure required
VILAN N VXLAN - Latency < 20ms between AP and WLC
o e Access
¢« v () Points

~——
N
cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Consider Controller High Availability!

HA SSO Pair

Redundancy helps in maintaining network [ Shatidby ‘,
uptime by providing a backup controller : 9800 9800 I
: I

: I

1

that can take over in case the primary
controller fails.

”

“HA SSO” is the best choice:
- Pair of 9800 appear as a single WLC

All configuration synced - stateful
switchover

Clients and APs do not disconnect < < «

AP failover within sub seconds!

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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On-Prem Platform: Cisco Catalyst Center

End-to-end secure networking

[
Defend attack surfaces through advanced
Al-enhanced endpoint analytics and SD-

Access

.

¢

A iaagiy .,

o

A

Digital experience assurance

o

Automating the process to detect,
identify, and resolve network issues that
could disrupt business outcomes

{op

Simplify Al-native operations

@} Simplify sophisticated network Software 2.3.7.x: Cisco DNA

operationsand scale at the speed of

) Center is re-named to Catalyst
business

Center. The capability and
functionality remains the same.

. / ___________________________________ 1
cisco M. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 54
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R I . . R S
Catalyst Center > Assuran

e > Health > Network

zzzzzzzz

Al Analytic

e
@ Telemetry Status

Network Devices

85.
| Devices in your
network and Health
Net\_/vork condition over
Details for
selected

Location and

selected time period
\ time period -

Top N APs by Client Count

Top N APs by High Interference
LATEST  TREND LATEST  TREND

oUp (51) «Down (0) No Data (0)

cisco L{V&/

BRKEWN-1722
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AP CW91661-LDN1-02 7 view Device pet

[ Network | Device 380
7 Day

|

.

R
Select any
device for

“Device 360”
Details!
Example: AP

CW9166

)

cisco L{V&/

@ Telemetry Status

.

Run OTA Traffic
capture from
GUl!

Tools Physical Neighbor Topology Event Viewer Device RF Ethernet PoE

Jan 25, 2025 2:22 PM

Jan 25, 2025 2:22 P

Easy tool access
such as Ping,

Issues (2) s 202215
Uil
The 2.4 GHz radio 0 on AP 'CW31661-LDN1-02' is experiencing hig!
Uil
Tools
Ping % Trace Route # AP Data Collection ©

) AP Reboot

& Radio Reset

Traceroute,
Collect Data, ...

¥ Flash LED suws on Enable

©© path Trace (U

BRKEWN-1722
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Client Details
for selected
Location and
time period

cisco L{V&/

Catalyst Center > Assurance

LLLLL

ne
@ Telemetry Status

LATEST  TREND

Wireless Clients

44 roraL 18

.......

18

Site Analytics

Onboarding Attempts

1. London 1 (77%)

Client Onboarding Times

LATEST  TREND

!

> Health > Client

Wireless
Client

; AM
" 22 vz
. 100%
B 6%
ed) Actio
Wired Clients
95+ roraL 21
........ [ ed
i) "
21 9
95
boors . _,,.ml
1:30 AM - Jan 25, 2025 11:30 AM

Onboarding Duration
86+ 100

1. London 1 (80%)

Connection Speed ¢

1. London 1 (99%)

Connectivity RSSI

LATEST  TREND

48% clients with RSS! > ~72 dBm

Roaming Attempts

96«

1. London 1 (90%)

Connectivity SNR

LATEST

BRKEWN-1722

TREND

View Site Analytics

Connectivity
Details
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4 Client 360 N

Details for a
specific Client
Device over
selected 7 day

Ca

L s - s & & I
Health > Client 3

il Catalyst Center

Grace.Smith-iPhone 15 Pro

\_ period Y

Data: @ Telemetry Status @ Traffic Usage @

CLIENT DETAILS

phone 15 Pro 05, MAC: AB:BE:27:36:70:11

Issues Onboarding

talyst Center > Assurance >

LON1-01

Event Viewer Tools Application Experience Device Info

ﬁmlrnary "

Onboarding &
Roaming
Details

cisco L{V&/

Onl falled during Authentication (1 out of 1), due to 'Auth Key Exchange
Roaming failed during Authentication (4 out of 4), mostly due to ‘Auth Key Exchange Timeout' (3)
Onboarding Roaming
' 7
14
\rw Details View Details /
Issues (0)

Onboarding 23,2 25 AM

60

Connectivity RF

U

or Defined Network

(” WebEx and )
MSTeams
Meeting

Quality
\_ Analytics Y,

Apple IOS Analytics

(
\

e4:38:70:06:3303

e4:35:Te:46:22:02

RE i Networ
1, Expor
2P Hame cha RSS! (aam)
CWa1B8I-LON1-05 -8
CWaIBE-LONI-D8 440 a0
CWOIBSILDNI-03 153 220
CWalBE-LONI-02 480 470
Show Recards: 10 v < )

Client Disassociation Details (30) 1 Export

Jan31,20253:23PM  Deviee idle C81204XI-LD

Jan 31,2025 398 PM User CO120AXI-LD

Jan 31,2025 313 PM User C8120AXI-LD

O Pt

CWIGHI-LDNI-03
i3

. [B)

BRKEWN-1722
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Catalyst Center > Design > Ne

Al
cisco

twork Hierach

Catalyst Center

o ° Add Site  J Import 1, Export Q Search for a bullding u
Q search Hierarchy o y

Seacch Help
I 0 Global
> & Asia
 Europe e
@ England
- El - 24858 6GH v Add/Edit DatalFilters  View Options  Maore
& London 1 Q) Search Hierarchy L J
@ 1st Floor SeTN MR | o engiond { London 1/ 200 Floor ¢ Upcatmd 20 seconds ags {3 Q) searen
> b Asia . 2
& Ground Floor View Options
+ # Europe
& London 2
+ & England
> & North America
@ London 1 v Map
> 4 Oceania T o . |
> 4 South Africa oy & 2nd Floor
Map Opaeit
> @ South America & Ground Floor 0
wigar ——
# London 2
@ 1t Floor Hestma Type
Uning )
& Ground Floor
O i | RSS1 v
# North America —
# Oceania

Mexi
‘ # South Africa
<
Mexic] # South Amarica

o [ Voroshome

> Access Points (10)

> Planned Access Points (0]

» Switches

Upload Maps and position
Access Points per Building,
Floor...

Interferers (0)

all*Nalls

.

cIsco '&/
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Catalyst Center > Design > Network Hierach

Al
cisco

Catalyst Center

Q) search Hierarchy

Seacch Help
I 0 Global tand
> & Asia
& Europe
@ England
@ London 1

& 1st Floor
& Ground Floor
@ London 2
> & North America
> & Oceania
> & South Africa

> @ South America

Cisco

.&/

o
R

° AddSite Ly Import |, Export

S0 Netwark Hierarchy & Q ® 2 dem

Q. Search for a bullding

() Search Hisrarchy n 30 | | 248586GH v | AdgfEdit DataiFilters  View Options  Mare
SeEch MR o England / Londan 1/ 2nd Floor N+ Updated 20 seconds a0 £
0 Global
» 4 Asia
+ 4 Europe
+ & England
& Landon 1
@ 1st Floar
& 2nd Floor
& Ground Floor
# London 2

© 1st Floor
& Ground Floor

# North America

# Oceania

# South Africa

# South Amarica

© Information (O Rx Neighbors (O Clients () Interferers

CW91661-LDN1-16  10s10

MAC Address
Mode|
Mode

Issues Count

€4:38:7e:46:66:96
CW9166I-E
FlexConnect

o

Select AP for details..

Radio Mode

Radioc 0 Client Servicing 2.4 GHz - -

(Radio, Rx Neighbors,
Radic 2 XOR (6GHz)

Status, Channel and more) |

)]

BRKEWN-

Q searen

View Options
v Map

a0
Haatmap Typa
Operatianal RSSI v

voosey (IS Morocrvoms

> Access Points (10)

> Planned Access Points (0]

» Switches

> Sensors (0)

all*Nalls

> Overlay Objects

> Clients (0)

slls

> Interferers (0]
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Cisco Catalyst Center operational evolution

Scaling to meet your enterprise needs

o Catalyst Center X J
I . aWs
clSCo vimware
[ —] [ —]
Cisco UCS® Server x86-based server Software supplied by Cisco SO
Software pre-installed Software supplied by Cisco SO +
+ AWS subscription
ESXi license

up to 25,000 Access Points up to 4,000 Access Points up to 4,000 Access Points
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= = = = Management Data

User Data
Meraki Cloud: Distributed Deployment
Meraki Dashboard - Simplified Operations:
@ % @ - Intuitive browser-based Ul (Dashboard)
- Self-configuring PnP deployments
N « Seamless firmware updates

\
Meraki Management
Data \\ User Data C[/_-‘\j
W (w . Data Transfer & Privacy (EU GDPR*):
Cloud Servi )
: OUE ServIEes - Management data transferred using

-~ Branch/ Headquarter - -=-#f~---~ SerBaaT T N encrypted TLS tunnel (AES-256, port 443)
! Switch 1T : - User data (network traffic, web browsing,

L [ il i internal applications, etc.) flows directly to
L B | | | ! the destination - LAN or WAN.

' O 7 Ac_cess X .

: s? « o Points Corporate | - 1 kbps per device

\ = Services /,'

________________________________________

W / * More info: https://meraki.cisco.com/trust/
Cisco &. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Meraki Dashboard > Network-wide

4] Network Map & Floor Plans
*' Meraki San Francisco v
SFO12 —

+ 7 Address, zip code, etc. Go

& Secure Connect
< Network-wide
Mission Bay Boulevard South

T% Assurance New

() security & SD-WAN

=  Switching
<+ Wireless

# Systems Manager
T Cameras

&' Sensors

Kup maaoBpUE

1l Insight

*  Organization

Q Findin Menu

ke moiAabpus

Upload Maps and position
Devices per Building, Floor...

cisco Li/&/

301399

Mission Ba | Boulevard Sout

Demo Admin

Mission Bay Boulevard South

BRKEWN-1722

> Map & Floor Plans

Search Dashboard

~ Q search for a fioor pian.

1st Floor

Access Point
(showing number of
Clients from previous day)

CwWo166!
5f012-3-ap-13
2

28

4251 M8

PpAIG S10dURId V

1st Floor - Cameras

pajg stoouesd ¥ sl

g sjoouesd v AuaL

MARKER VALUE

| Device type

Device name

Current clients @
' © Clients for past day &
Usage for past day ©

ing markers

MARKERS TO DISPLAY

Device status

[£] switch
Access point
@ Camera
(8] sensor

GOOD  ALERTING OFFLINE DORMANT

4th Floor

Map aata 2025 Googie  ferms  Meport a map emor

@ WAN appliance
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Meraki Dashboard > Assurance

s Merak

Admin

2 0K

Network Overview | lsstweek  ~
- Meraki San Francisco  ~
SFO12
Welcome to the new Assurance Overview page

Wa would love your feedback as we roll aut new features! Provide feedback using the buttons on the page.
@ Secure Connect

Network-wide

Network health score @ Good 100 M e v owa o o s v
Z% Assurance New
80
() Ssecurity & SD-WAN o
85
= swiching 1 0 0 w0
/100 o
T Wireless DpS) last week koo 20
0
B Systems Manager Does the score feel right? g T -
Learn about scores N
i amoes Jan18 Jan 20 Jen21 Jan22 Jan 23 Jan24 Jan 25
—s— Network health score  —#— Previous week -®- Previous week average M Configuration changes
& Sensors
1l Insight
Clients 1913total & Good 100/100 Opts  last week
*  Organization
© Wireless 3 issues 96/100 -2pts ]
1903 Clients impacted © Alerting
New Assurance View: popiestons
U . © Wired 3 issues 100/100 +0pts

M 11 Clients impacted Accessed by this client only (in the past 2 hours)
S Centra | |Zed alerts © Microsoft365.com
© salesforce.com

a nd mo n |tO rl n g @ femote g —100 —pts @ Slack.acme.com

© Jira.acme.com

O \/|S|b|||ty aCrOSS a” ' © Googlecloud.com

Show 3 more v

network deV|CeS Network devices 298tatal @ Good 100/100 Opts last wee
\ / All monitored for the enti k )
© Access points 1 ssue y a
Current client connections

13 Access points impacted

' = [ (P (29 [

8| --e-- |& 6—0—18\"’* 8—0—7 |3 (16—0—88 »¢| —on oo |

g - - + oo
@ Switches 0 issues P { ) ) S { 8
DONVO-M-9RGV SFO12-WIFI32 CORE1 SFO12-MX1 Applications

cIsco '&/
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Meraki Dashboard > Assurance > Clients

]
aisea

-5 | Network
“**) Meraki San Francisco Clients
SFO12
& Secure Connect Uplinks 2 total WAN appliances 2 total [ | Switches 152 total = Access points 153 iotal =
All All 3 152
Network-wide Online & Online & Alarting £y Online @
Z% Assurance New
() Security & SD-WAN — Usage 9.57 TB(44.11 7B, 15.46 TB)

Usage and clients = Filters
— Matched criteria 142.7 GB (4 111.47 GB, 131.23 GB)
=  switching

S Wireless

200

§  Systems Manager 5
100

T&  Cameras 50
0Gbfs

& Sensors 10:00 12:00 14:00 16:00 1800 20:00 2200 00:00 02:00 04:00 06:00 08:00 Applications details ~

1l Insight Q_ Search for clients ][ 1 Status, type, 0S ® v || Connectedto || vian v| | Policy «| 349 results Resetan

*  Organization

Client
Status Description type, 0S IPv4 address Manufacturer Connected to @
Q  Find in Menu © Wireless  SEPODBBSSGABSFS g;’:‘:ms 10.92.134.67  Cisco Systems
Cisco .
© Wircless  SEPS4SIDECA4220 Sy 10.92.135.174  Cisco Systems sfo12-5-ap-11
© Wireless  android-648a5c384820d19¢ Android 10.96.5.47 AMPAK Technology sfo12-4-ap-010
© Wireless  DESKTOP-DQMQUVE Windows 10 10.96.4.152  Intel sfo12-5-ap-25
F I . b I I . d . I h © Wireless  android-d4cof96151644171 ::m‘::;:;? 10.96.5.169 Top Victory Electronics... sfo12-4-ap-010
© Wireless  ET788C77D6A365 :::mzum 10.96.4.233  SHENZHEN BILIAN.. sfo12-4-ap-010
© Wireless  CST-1 Intel 10.96.5.249 Intel sfo12-5-ap-18
© Wireless  MacBookPro Other 10.92.132.114  Other sf012-5-ap-014
© Wireless  bdSce0 Intel 10.96.5.145  Intel sfo12-5-ap-014
© Wireless  7606ba50e9d228c2027167406794c7c9 Intel 10.92.133.182  Intel sfo12-1-ap-04
© Wircless _ee76e383ec109bd7215300578ee013e5 Intel 10.96.4.185_Intel sfo12-5-ap-03

cIsco '&/
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Meraki Dashboard > Assurance > Clients > “selected Client”

alialy
cisco’ M

Merak

Demo Admin Demo Netu

:n.::’::s;n Francisco v ouras
sFo12 4cbb7a28-38ae-4a42-b705-1887f78a06c8

2 0K

Selection of Details

/Obtain roaming
behavior details for
a specific client
during selected
\hour...

~

)

.&~/

Cisco

Secure Connect Overview Connections Performance Roaming Timeline Stored captures pe r ( :l Ie nt
Network-wide
Roaming  Last week v
Assurance (I Wed Jan 22 5:38 PM - 6:38 PM
© Bad Roams o
Security & SD-WAN 14 Bad roams o 1 ping pong clients % O sticky clients *, % Ping-pongs 0| 302 Good reams o 227 client disconnects @
@, Sticky clients o
Switching © Suboptimal Roams 0
Hoa i stk © Good Roams 6
oam atus
Wireless ng © Disconnects 3
an Jan 19 Mon Jan 20 Tue Jan 21 Frl Jan 24 Sat Jan 25
T 1 (L] I I
Cameras
Wed Jan 22
Sensors 545 PM 600 PM 15 PM i
O Roam time v
Insight i
f012-5-ap-09
Organization R 4 g
sfo12-5-ap-11 OT
Find in Menu #o12:5-0p-8 © -9
L)
sfo12-5-ap-17 QO
sfo12-5-ap-24
sfo12-5-2p-26 (<}
— Active connection | Goodroam | Suboptimalroam | Bad roam
Roaming event log
o Roamtime RSS! SNR Band
# @ origin AP to New AP Start ti Duratio
i AR to lew (ms) (dBm) (8) (GHz) retine aon @
174 © sfo12-5-ap-17 - sfo12-5-ap-17 10 -64>-57 31938 595 Jan 22, 6:10 PM 1m 355
175 © sfo12-5-ap-24 - sfo12-5-ap-34 10 -65>-61 30234 2495 Jan 23, 8:30 AM 2s
176 © sfo12-5-ap-34 - sfo12-5-ap-35 10 655-62 30533 595 Jan 23,8:31 AM m12s
177 © sfo12-5-ap-24 > sfo12-5-ap-31 unknown -645-60 31335 2435 Jan 23, 8:32 AM 48s

BRKEWN-1722
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- e e e e -

"""" CAPWAP Control
CAPWAP Data

Hybrid: Cloud Connected Wireless Controller

Meraki Dashboard

SEIQ)

Intemet

-
e

4
1

9800 Controller/ *\
WLC

! \
\
\\
,~ Kccess 3\
7’
, Infra N

’

A

L 2

—

Lae!

NextTunnel,
TLS (AES-256)

__________ et A

@

<

N
¢ N
Vi S
1 1
L
F .

A
2

~

N~—
N—

~

S TE o= DC/ Headquarter *

« Native Meraki Tunnel on 9800
Wireless Controllers

- Enables Catalyst customers to
get to cloud now

- leverage existing licensing
- without new hardware purchase

- Scale: maximum number of APs
per WLC may be lower
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Catalyst 9800 Connected to Meraki Dashboard

WLC9800 > Configuration > Services > Cloud Services

il Gisco Catalyst 9800-L Wireless Controller Welcome maren | & © A & me Q = Feedback |
TR

Configuration= > Services* > Cloud Services

N k A DNA S DNA Senvi 1
Connect to Meraki!
Meraki Connect

o -
CO00CO

WLC Meraki Cloud

Meraki Registration Details
¥ Meraki Connect Enabled @

Troubleshooting Chassis N Registration  Error + Read Tunnel Config @
Number Role PID Serial Number Cloud ID MAC Address Status Detail 1

*2  Active C9800-L-F-K9 FCL23 8 Q277 -RMSKI fabdS¢ e Registered IR Conﬁg: Req UlrementS for Cloud Con neCted 9800
Clek bars 1o 1o evigata o awrthe Merat Regisrton Status of Access Points. Last Fetch 0713y o S o ftW are: I O S XE 17.12. 3 ) 17.15. 2 or

Please check the columns - Meraki Monitoning ]

Next Fetch 07/13/;
Wk e Though > o 1 om0 I later
J
Config Server 5563 .
! « WLCs: all 9800 Models (C9800-CL in
Client IPv6 Address fd0a: 9

I
I
1
1
1
I
I
I
1
= H1 CY2025) :
e * Access Points: All Catalyst Wi-Fi 5 :
¥ e e e Wave 2, 6, 6E supported (Wi-Fi 7 in H1 !
Last Change 06/20[: CY2025) :

+ Secondary Tunnel State (euw.nt.d . MaX AP Number per WLC :
:

1

1

I

1
Last Change o7n Qli

+ 9800-L:250

: + 9800-40: 1,300
: + 9800-80: 2,000
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Meraki Dashboard > Organization > Monitor > Wireless LAN Controllers

bl
asco’ Merak

Global Overview

Organization

Network Map & Floor Plans
Cloud Monitored v
Wireless :
+ || Address, zip code, ete. | Go
@ Ssecure Connect = /
<+ Network-wide /’
U5 Assurance New §
- £
= switching f
= Wireless
{ Al
Il Insight | 3 csco’
*  Organization Monitor Configure
°
Overview Settings **
Summary (New. Integrations
Q  Findin Menu
Alerts AP & Woflooks
S

Change Log Cgpffguration Sync
L
Login Attempts 'MOM
Wireless LAN Administrators
Controllers
Camera and Sensor Roles
Security Center !nm
License Info
Location Analytics
Nentory .
Les
SIMXGards (New
Branding
Add 9800 Wireless Controller to PN .
Adaptive Poli\
.
Cloud On-Ramp)

Org-wide L7 Firowa)

get:
+ Simplified operations
* Single pane for Meraki and

Catalyst
 Real-time health assurance

Cloud Integrations
Early Access (oW

Certificates

Interconnects

.&/

Cisco

Maren Home v

Network
Hamburg Altona v

Network-wide

Ty Assurance New

Wireless

Organization

Q  Findin Menu

Monitor

Overview
Summary | New
Alerts

Change Log

Login Attempts

Wireless LAN o

Controllers

Location Analytics

Configuration Templates

VPN Status
Firmware Upgrades

Summary Report

do Foreg

BRKEWN-1722

Wireless LAN Controllers

Ao

Local Control

Configure
Settings
Integrations (New
API & Webhooks
Configuration Sync
Administrators
_  Cameraand Sensor Roles
License Info
Create Network
Inventory
SIM Cards | New

3t

Policy Objects

Adaptive Policy
Cioud On-Ramp
Cloud Integrations

Early Access | New

Ry,
24 0g
Device status

GOOD ALERTING OFFLINE DORMANT

o dats ©2025 Goog

Add a new floor plan 1o upload a floor

Toims  Report & map s

2 0 »

Search for a floor plan

You don't have any floorplans

plan image and place it on the map.

There are no wireless LAN controllers in this network

If you add some wireless LAN controllers, we can
help you configure them.

+ Add wireless LAN controller
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Organization > Monitor > Wireless LAN Controllers > Summar

"dids” Meraki

o3 Global Overview

> Organization

Cloud Monitoring TME

4 Wireless LAN controllers

CLOUD-MON-C9800-L-DEM

C9800-L-C-K9 08:45:d1:1b:53:c0

Catalyst
»
- (o Cisco Building Mo 'l )
1 casoo- % : - WEER B R -
C9800-L SSO v ,}_& .
s . ] 0 1 2 d 0 1
. RP
Network-wide A
Port key ~
% Assurance New % = Enabled/Full _ Authenticated via
Go ge “ s speed SecurePort
- - Map data €2025 Google )
== Switching -~ 8 Reduced speed B A.uther\llcated
& =¥ via SecurePort
Address ;
= Wireless o Disabled (PoE)
M Disconnected T De;eitea a
uplini
*®  Organization HA/Redundancy
9 sso M Error (Warning) ® Lower power
M Error (Critical) 5 Pass-through
LAN P
Q,  Find in Menu 10.14.1.2
Live Data
Type
® N
. — .
Link aggregate Access Points 4 total - Clients 3 total g
View Uplink info and details ) Al Al
Public IP
about Cloud Connected 9800 | ‘s
Gateway istorical Data = ©® Lastday ~
Controller
DNS
10.10.105.7 Connectivity
LANIPVE ‘_’CS L(.IF|E 03:33 ("‘Z"EL‘ ".\'.‘".‘"J 1 IC*E

cisco Li/&/

@ Online

Summary Ports

Local Control

Redundancy

APs Tools

1913 22:00

BRKEWN-1722
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Cisco

.&/

Organization > Monitor > Wireless LAN Controllers > Summar

alraln
asco. Mel

3

o

®

Global Overview & Wireless LAN controllers

CLOUD-MON-C9800-L-DEMO @ oniine  Local Control

Organization
Cloud Monitoring TME v C9800-L-C-K9 08:45:d1:1b:53:c0 Summary Ports Redundancy APs Tools
Catalyst L
Access points
»
(I Cisco Building 14 Q) .
C9800-L SSO v (,‘_ Q = Filters 4 results Resetall
%ﬁ
Network-wide LA Status Name Network Connectivity (UTC-8) Firmware version &)
Assurance. (i % [ ° POD-L-AP-9105-1 CO800-LSSO  e— 17.12.3 ’_
%
Google o POD-L-AP-9115-1 C9800-LSSO  —— 17.12.3
Switching 9 B<kaep e 82025 Googhe
© POD-L-AP-9162-1 C9800-LSSO  =e—— 17.12.3
) Address 4
Vikgiess = ° POD-L-AP-9163-1 C9800-LSSO  m— 17.12.3
Organization HA/Redundancy
sso
LANIP
Find in Menu 10.14.1.2
Type
statically assigned
Link aggregate

Public IP
128.107.234.14

Gateway
10.14.1.1

DNS
10.10.105.7

LAN IPvE

Serial number

Q2ZZ-EXVS-EEF2 (Meraki)
FCL262200X9 (Catalyst)

Select AP for
details...

BRKEWN-1722
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Organization > Monitor > Wireless LAN Controllers > “selected Access Point”
2 0 K

€ Access points & >

POD-L-AP-9105-1 ®©@onine  Local Control

#;* Global Overview

+  Organization C9105AXI-B 14:84:73:70:db:e8 [ Summary Device Health  Location Connections Performance *

Cloud Monitering TME  ~

Catalyst Live data View old version
.5 Network N Ports
") C9800-LSSO v N

&% Network-wide CiEcd @mg 17 .

. Uplink
Yg Assurance New 2
8
= Switching § @
Gaotgle Map data ©2025 Google
= Wireless address & Current clients 1connected VI eW S U l | l I I Ia ry
- All currently associated clients, including clients who have not transferred data. .
. ogaiaton Details for selected
gfiisosufmg;"z::nfo I Description P VLAN MAC Address Usage Associated sSID
“MON- o Address for A t
- CCesSS poin
Wireless LAN Controller tags Samsung 10.14.2.13 102 4a:56:a5:b9:bf:8c 40.8MB 9 hours Cloud
Sitetag:  Cloud Monitaring C9800-L Demo Galaxy 523 Monitoring
Policytag: Cloud Monitaring C9800-L Demo C9800-L
RF tag: default-rf-tag Demo
SSIDs
Cloud Monitoring C9800-L Rows per page 1-10f1
Demo
BSSID details
Access point mode Utilization on current channels W 802.11 Traffic M non-802.11 Interference
Local
Channel 1 (2.4 GHz) Moderate (53%)
Firmware
105 ¥ 17.12.3 [
Channel 64 (5 GHz) Acceptable (25%)

Serial number

Q27Z2Z-UZBR-Y3
Fic27052408 I

Cisco &. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Organization > Monitor > Wireless LAN Controllers > “selected Access Point”

"dses’ Meraki

.

x3

®

2 O A . .
View Location on

= < >
. Map and Topolo
Summary = Device Health Connections  Performance p p gy
*POD-L-AP-9105-1
CO105AXI-B 14:84:73:70:dbred
Organization
Cloud Monitoring TME Local Control APlocation  Map = Fhoto  Topology
Catalyst
+ £33 Building 14 -Floor 1 ~
iJ -
. Network o
) €9800-LSSO v Cisco Building 17
-
% Network-wide o
2
L= )
Assurance New f W
Gaogle Map data £2025 Google
’ Monitored AP on Map:
e “POD-L-AP-9105-1"
Organization WIRELESS LAN CONTROLLER TAGS POD-L-AP-2105-1
Sitetag:  Cloud Monitoring C9800-L co10s
Demo
Policy tag: Cloud Manitoring C9800-L
Find in Menu Demo a2
RF tag. default-ri-tag v =
AP MODE
Local
55105 ’ e
Cloud Monitoring C9800-L Demo L2 s “
BSSID Details
RADIO SETTINGS
2.4 GHz: 1 (20 MHz; 2 dBm)
5 GHz: 64 (40 MHz; 2 dBm)
LAN 1P
10.14.1.34(via DHCF) .
.
PUBLIC IP W
10141.34
GATEWAY
101411 Map data ®2025 Google Terms  Report 2 map emol
LAN 1PVE

Not configured
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Organization > Monitor > Wireless LAN Controllers > “selected Access Point”

View Location on

e * Map and Topolog
Summary = Device Health WEGEERLLEI Connections  Performance y
*POD-L-AP-9105-1
CO105AXI-B 14:84:73:70:dbred
4  Organization
Cloud Monitoring TME Local Control APlocation  Map = Fhoto | Topology
Catalyst A
+ £ Building 14 Floor 1 ~
" -
i) Network o o1 _ _ Summary Device Health Connections = Performance
) c9800-L550 v Cisco Building 17 * POD-L-AP-9105-1
o C9105AXI-B 14:84:73:70:db:e8
£33 Network-wide o Local Control AP location  Map  Photo | Topology
£
[k s ' ) )
T% Assurance (oW v § v M 6 online 0 alerting MO offline 0 dormant
Gdogle Map data 62025 Googe Label all devices.
»
&=  switching ADDRESS P /
T Wireless # CLOUD-MON-C9800-L-DEMO Cisco Building 17
-
*  Organization WIRELESS LAN CONTROLLER TAGS
Sitetag:  Cloud Monitoring C9800-L
Demo x]
Policy tag: Cloud Manitoring C9800-L a °
@ Findin Menu Demo <] !; [ ] POD-L-AP-0105-1
RF tag: default-rf-tag o uf] o e )
M Google Map data ©2025 Google
AP MODE
Local ADDRE '
Pc.\m; Monitoring C$800-L D ¢ % Y WRE RS LA penT RO -
ou Monttoring eme = — [l — ® CLOUD-MON-C9800-L-DEMO
BSSID Details
. WIRELESS LAN CONTROLLER TAG
2.4 GHz: 1 (20 MHz; 2 dBm) Sitetag:  Cloud Monitoring C9800-L
5 GHz: 64 (40 MHz; 2 dBm) Demo
. Policy tag: Cloud Monitoring C9800-L
LAN 1P ¢
1014134 (via DHCP) Demo
e ] RF tag: default-rf-tag
10141.34
= AP MODE
GATEWAY
101411 Local
LAN 1PVE :
Not configured

Cloud Monitoring C9800-L Demo
BSSID Details
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Organization > Monitor > Wireless LAN Controllers > Tools

asco’ Meraki

ol  Global Overview

+ Organization
Cloud Monitoring TME v
Catalyst

Network
C9800-L SSO v

& Wireless LAN controllers

CLOUD-MON-C9800-L-DEMO @ onine

Local Control

Q Search Dashboard

C€9800-L-C-K9 08:45:d1:1b:53:c0 Summary

Ports Redundancy

Terminal Console

* Network-wide

© Assurance New

Switching

Wireless

Organization

Q Find in Menu

Terminal Console:

* Cloud CLI access for
9800 Controllers

« Configuration control

\_ remains on the controllerj

APs Tools

Ci ding 14 Q) e
% Opens a troubleshooting console to this device, similar to an I0S-XE CLI window.
2 (“j
% Close Terminal
¢ B This terminal allows limited access to read-only I0S-XE commands, such as show.
,
%,
)
Google Cpom
Address o

HA/Redundancy
ssO

LANIP
10.14.1.2

Type
statically assigned

Link aggregate
Public IP
128.107.234.14

Gateway
10.14.1.1

DNS
10.10.105.7

LAN IPv6
Serial number

Q22Z-EXVS-EEF2 (Meraki)
FCL262200X9 (Catalyst)

Example: “show run”

cisco L{{@/

BRKEWN-1722

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Meraki Dashboard High Availability

© Meraki Data Center Locatlons

.
« 99.99% uptime service level agreement
- 24x7 automated failure detection & Real-time replication between data centers
- No Wireless/Network downtime if Meraki Dashboard is not reachable
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Cisco 9800 Wireless Controllers

Up to 1000 APs
Up to 500 APs

Up to 100 APs

NFVIS =

Up to 3000 APs

C9800-40

Up to 6000 APs

|_|.‘
CW9800M
3000 APs, 32000 clients

C9800-80
6000 APs, 64000 clients

NFvis WS )
e

. mm Hyper-V
AKVM ™ e

P E 2000 APs, 32,000 clients C9800-CL (Large)
um SR ok 6000 APs, 10000 clients
@ C9800- A Cloud: FlexConnect only
250/500" APs, NFvis S 2
C9800-CL (Ultra-Low)

5000/10000" clients,
100 APs, 1000 clients

FlexConnect, SD-Access aws

—

NFVIS
~KVM aH r_E\:sxire
C9800-CL (Smaill)
1000 APs, 10000 clients
Cloud: FlexConnect only

A
a

cisco L{V&/

.
K mm Hyper-V
VM ES){ire

C9800-CL (Medium)
3000 APs, 10000 clients
Cloud: FlexConnect only

With performance license
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New Cisco Wireless 9800 Controllers

between H1/H2:
@ Improved Energy

CW9800H1 = 4x 25G
CW98OOH 1 CW9800H2 = 2x 40G

Efficiency! , !

CW9800 Series Feature List is on . =
par with previous Gen WLC 9800 CW9800H?2

Familiar WebUI and config structure

CW9800M = 2x 25G

CW9800M

Flexible uplinks: 1G, 10G, M & H1 25G H2: 40G
cisco W-/ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 79 I

e |SE: 3.1+

CW9800 H1/H2 & M:

! » Software: IOS XE 17.14.1 or later
! + Catalyst Center: 2.3.7.x

1

E * Prime Infrastructure: no support




@] \Vi-Fi 7 & APs
@) Platform Choices

(4) Location Services

B] Sccure!




i

/
1

' . AI-RRM
\

Simplified

- Al Networking Assistant

Operations

- AP Auto Locate
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How to prowde great coverage and limit

Cisco Radio Resource
Management (RRM)

4

[ Meraki Auto RF ]

4

AL




Al-Enhanced RRM: Improves Wireless Reliability

& Trend-Based RRM
ARy S .° Optimize RF with weeks of historical

analysis

Optimize band selection to minimize

(ul[ll] Flexible Radio Assignment
12 2.4 GHz interference

~— - Busy Hour Aware
| @@ Minimize disruptive changes during
= - D - the critical times of day
Sy
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Unified Intelligence across Cisco Wireless
( Al Services ) >
Cisco Al Endpoint Al-Driven Al-Enhanced
Security Cloud Analytics /\\ Assurance RRM
Cisco Al

/| R _»\Analytics Cloudj‘ . —

Catalyst | | | ~o Ciscor]g/lere(ljki
Cent A Dashboar
( Management) et | LA %ﬁ

A
e fmmmm e
9800 ATa :
Controller 122290 |
C Infrastructure > ? —
------ - , _ CW & MR APs
Catalyst APs
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Meraki Dashboard > Wireless > Radio Settings > Overview

asco Meraki Demo Admin Demo Ne!

e a L

Activation and

RF Performance
& Coverage
according to

selected
parameters

%

cIsco '&/

31 Network Radio settin
2" Meraki San Francisco  ~ H
SFO12 Overview | RFprofiles  RRM S ettl n g S
@ Secure Connect BAND CHANNEL ACCESS POINT MODEL RF PROFILE RF HEALTH SCORE
REGULATORY DOMAIN
A 6 - All £ All A All v All v All hd
<» Network-wide FCCEat
g Assurance New
Summary RF Performance @ Good RF Coverage A Fair
()  security & SD-WAN 9 0 1 100 0% 0o Very High (23) Medium (23 dB)
Active Radios Clients RRM Changes. RF Health HighCCl © Mitigations © AP density Connectivity
= Sswitching
= Wireless sfo12-2-ap-0 9 Radios Refresh AFC  Update auto channels + :
8 Systems Manager
Target power
— - (dBm) & Transmit power
e Cameras O  status® Channel Ch. Width (MHz) a (dBm) © RF Sct Band ntenna & P e r F | O O r
& Sensors O ° 101 (Auto) 80 (Auto) 8-30 9 © 98 CWe1781  6GHz .
0 [ ] 21 (Auto) 160 (Auto) 8-30 10 © 98 CWo178l  6GHz VI eW
1l Insight
0 ° 37 (Auto) 160 (Auto) 8-30 12 ©99 CWo1781  6GHz
®  Organization
m} ® 85 (Auto) 160 (Auto) 8-30 8 © 100 CW91781  6GHz
u] ° 133 (Auto) 80 (Auto) 8-30 n © 100 CWo1781  6GHz
Q_ Find in Menu
(] [ 149 (Auto) 80 (Auto) 8-30 10 © 100 CWo1781  6GHz
0 ] 5 (Auto) 160 (Auto) 8-30 9 © 100 cwe178l  6GHz
o ° 181 (Auto) 160 (Auto) 8-30 8 ©97 CWe1781  6GHz
(] @ 117 (Auto) 80 (Auto) 8-30 12 © 99 CW9178  6GHz dnees

51012-2-ap-06

§ channel

CW9178 & 6GHz
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\

L
4 Summary for
selected
location
(London1) and

time-window
\_ (24 hr) J

cisco L{V&/

Catalyst Center > Assurance > Al Network A

nalytics > Al-Enhanced RRM

= il Catalyst Center e / Al Network Analytics / Al-Enhanced RRM f Q [©) Q demo
2 Band 24GHz  6GHz Al RF Profile: RRM_RF_PROFILE  Next RRM Run (D: 12 m 4 Joh 24,2025 §:54 M - Jan 25. 2028 ¥i54 P
Al Sites Al Enabled Sites 4 tiors and TN o S o i Rl ] :
Q search SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY Al RF PROFILE SIMULATOR ©
I Europe/England/London/London 1 20 30 99 /100 13 % 16 High High (35 dB) [ RunRRM Simutation

Total AP Count  Total Clients RRM Performance ()  APs with High CCI () RRM Changes

AP Density Connectivity

Consider changing the configured Busy Hours for RRM to be more effective.

Consider expanding the configured Channel List for reduced neighbor contention and improved performance.

Consider changing the configured Channel Width for improved performance

Actionable
Insights

RF Performance

RRM Changes @

LATEST TREND

FRA Changes O

LATEST TREND

All Radios: 21 Total FRA Enabled Radios: 18

RRM Channel

View [)elm\J

RRM Performance ©

LATEST TREND

Change History
and Details

View Details
Co-Channel Interference &

LATEST

TREND

y_

BRKEWN-1722
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Simplified

Operations




Cisco Al Assistant: Unlock network intelligence

o Empower IT Teams

@ Reduce management costs
Meet the Cisco Al Assistant =

Powered by an unparalleled breadth and scale of data,
| Assistant is your virtual companion to responsibly guide and inform
safer

the decisions you make daily, neljmg you work faster, | and smarter. @ O pti m ize n etWO rk
CCCCC = performance and reliability
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Al Assistant for Networking

Cisco Al Assistant Zls g X
, :
Documentation Questions
Today Which access point has the highest channel utilization right now?
Channel utilization
Configuring 3rd party VPN peers 0 Al Assistant 1 1 ih i
Clients using too much Netflix SFO12-2-AP22, from Meraki San Francisco SFO12 network shows the highest channel utilization, 96.8 % in N etWO r k VI S I b I | I ty a n d C O n fl g
the 5 GHz band.

Network Diagnostics

How can | fix this?

AN NN

O AlAssistant

Network Optimization

To optimize channel utilization and enhance wireless performance in high-density environments, you can
follow the best practices recommended by Cisco Meraki. Here are some specific details:

1. Channel Width: While using 40-MHz or 80-MHz channels may seem appealing for increased throughput, it
can lead to reduced spectral efficiency in the presence of legacy (20-MHz only) clients. These clients
cannot take advantage of wider channels, resulting in idle spectrum on wider channels. In highly contentious
RF environments, even clients capable of 40 and 80 MHz may only use the 20 MHz base channel.

2. Streams and Channel Width: The following table shows the maximum achievable throughput for different

Ahannal widthe and ctranme:

Al Assistant Availability:
* Meraki Dashboard: private Beta
+ (Catalyst Center: private Beta w/ 2.3.7.9

Ask the Al Assistant a question

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAGs to learn more.

| e |

cIsco '&/
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Not Presented - For your Reference

Preserving your trust with Al governance

- Queries Privacy

- Each user and associated chat thread are
Transparency kept separate

- Users chat history is preserved but can be
deleted at any given time

Privacy Fairness

Cisco
Responsible Al

- LLM Training Model Privacy
Principles

Accountability . Customers_questions/responses are not
used to train the model

- Data is stored within Cisco boundary

Reliability - Feedback per organization/user is
evaluated to improve overall accuracy to
response

CISCO M‘/ BRKEWN-1722

Security
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- AlI-RRM

Simplified

- Al Networking Assistant

Operations




Let’s talk about Access Points on Maps...

Do you have all your Access Points
placed on maps?

How much time does it take to place
and maintain APs positioning?

How confident are you in your AP
map placement?
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Cisco introduces “AP Auto Locate” to fix your
Map Problem!

Reduce IT admin workload
with faster network

Auto-position APs on

deployments
maps!
Quality input for Al-driven
. — operations & assurance
E 0 B ‘j."fff m‘:‘::t / 8% 08

Reduce troubleshooting
effort caused by incorrect AP
placement

Improve client location
services accuracy

s.:‘; —
?‘}-EQ.‘E

— L
& &b
Q%QL
Ik e
il b

fgaT

cisco M. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Catalyst Center > Design > Network Hierarchy

Acln‘s‘élc;' Catalyst Center Design / Network Hierarchy

o~ : 3D L 5 GHz v Data/Filters  View Options  More v .
() Search Hierarchy
b £ AMS / RAI / Exhibition Updated just now 4 A SeIeCt Add/E_dlt/“Locate to
0 Giobal - = — place APs with “AP Auto
& CityHall Locate ”»
¥ CLEMEA25
4 EMEA
& AMS
i RAI E Add Access Points

I & Exhibition
& BC

All APs Auto Locate Capable APs

[m————————— ===

& LNZ ”: E . = ‘ [} Name ~ AP Etheret MAC Address Mode! Controller
---------------- CTTTTTTTTTTmT T EmTm T --: - | . o SJC17-31A-AP170-Z c4:14:22:61:75:40 cwai78l 10.32.12.134
AP AUtO Locate, Supported APS for : ® 0 sici7-31a-AP194-2 c4:14:02:61:67:b0 cwo1781 10.32.12.134
Catalyst Center: : . o SJC17-31A-AP195-2Z c4:14:22:61:72:10 cwai7sl 10.32.12.134
° CW91 78, CW91 76, CW91 66, : . o SJC17-31A-AP196-9166 cc:9¢:3e:f7:de:b0 CW91661-B 10.32.12.134
CW91 64, CW91 62*’ 091 36, : ] . o SJC17-31A-AP197-Z c4:14:22:61.67:80 cwe1781 10.32.12.134
091 30, Cg’l 20 : e ® 0 sici7-31a-apissz ca:14:) Add APS tO Map for
1
_____________________________ e Auto-Placement...

- [

|
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Catalyst Center > Design > Network Hierarchy > AP Auto Locate

— alvaln
R cisco

Catalyst Center Design / Network Hierarchy * Q Q admin v

AP Auto Locate - Anchor Selection

Q) Search Hierarchy

Gt £ AMS / RAI / 1st Floor

1 Change Discard changes

\/ Global

b CityHall Anchor Rank

Good Fair Poor

7~ Select an AP from the left t

iy CLEMEA25 required(3 currently selecte

Select a minimum of 4 Anchor APs...

f EMEA
Anchoring Best Practices

fo AMS T
4 RAI *
I & 1st Floor 4.4

>
|P—

!ch o@

BER ap-cleu-ams2

cz Wol, - o
LNZ §L’ I‘L’

ap-cleu-ams1
*

LEGEND

AP Auto Locate

oﬁ Anchor

@
ﬁ Swapped

Devices Health Score AP Status AP Mode More v

o 9 D
ﬁ Positioned ﬁ Verified Properly Positioned ﬁ Moved

QA @0
Q‘-a Insufficient neighbors le Auto locate incapable

.

AP9166.4310.A6D0
- *

BRKEWN-1722
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mm

asco Meraki

Q Search Dashboard

#J»  Global Overview Map & Floor PIanE AP Auto Locate " }Iace devices on map

’ A ? ~Tr~Tp_-Woodiand-
+  Address, zip code, etc. | Go [

e Organization - \ Céli§toga Angwin
Maren’s DEMO . azadero "R ‘

St Helena
byscasshale '

_— Minimum of 5 APs!
€9800-80SSO (GPS or manually placed based
on their relative position)

Assign APs to Building 14 Floor 1

Please select APs from this list that you are certain they exist on your floor plan. This will help optimize our
algorithm and help prevent unnecessary APs from being added to the map. Please note that in order to
automatically place your APs, a minimum of 5 APs must be assigned to the floor.

_—~

28N
=7

Network-wide

i
7% Assurance New Q POD-80-AP-916 ® |\p resuts

Status

Name Floor plan Model

Serial number MAC address

Switching

POD-80-AP-9162-
1

Building 14 Floor
1

Q5AB-6XMD-
cwa1e21 BZSP cc:9c:3e:0:00:70
POD-80-Al
1

P-9164-

Building 14 Floor
1

QS5AD-B8K9-
Cwoa1641 356F cc:9c:3e:fl:de: O

AP Auto Locate, supported APs for

Meraki Dashboard:

« CW9178, CW9176, CW9I166,
CW9164, CW9162, MR57, :
MR56, MR36, MR36H, MR78 i

POD-80-AP- Building 14 Floor o 0o QSAP-STTO- 68:49:92:70:55:€0

9166!-1 1 LDL3

o

Cancel
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Not Presented - For your Reference

‘Meraki Dashboard > Network-wide > Map & floor plans

9, %90 2 Q

5 Network =] 5 Q
| Meraki San Franciseo " 8. M
i Ll Sl LT
9 08 L Tos /
& Secure Connect LL* - n'—* /
b Network-wide SFO'Ii"I“ \
C \
% Assurance  New g v a’ ‘ a,‘
@ Lo s R
Security & SD-WAN 2 -5 /\ 99 [+ ‘:‘
= b | =
2 / ey =
= sSwitching . : 5 y § 7]
T Wicoloss —
(
1 Systems Manager 2
D
: = d= | pl
5 cmens i (o = Red = Manual placement
oy
& s Green = Automatic placement
75 results
Il Insight
¢  Organization Name Placement status Latlong
fo Admi son - w a -
o n
SFO mmm wms Manual placement 37.7705, -122.3867
SO am B Manual placenent 37.7704,-122 3875
sFOff W "W A n -
SFO wam B  Auto-placement 37.7704, -122.3874
SFO mmm mem eam | -
sFo 1 @  Auto-pacement 37.7704, -122.3873
SFO - - B B -
SFO mws ® . -
sFo'§ 1 A B Auto-pacement 37.7704,-122.3872

cisco Li/&/

BRKEWN-1722
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Ultra Wide-Band (UWB)

Integrated with Access Points CW9176 & CW9178

N 5 GHz & 6 GHz

2.4 GHz W)

(BLE, Wi-Fi)
=
2
O —~
~ €
33
E 2
L | UWB Spectrum | H‘S‘Sﬁ

| i ) |
3.1 GHz I 10.6 GHz

( Cisco AP uses Ch9 @ 7.737-8.237 GHz
(500MHz bandwidth) = no interference
with Wi-Fi!
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AP Auto Locate is using UWB

Integrated with Access point CW9176 & CW9178

- UWB enhances the accuracy of AP Auto

Locate
- Combining information from UWB with Wi- “ AP _ ] AP2

Fi Fine Timing Measurement (FTM) on

5GHz and 6GHz. 0 §%§
' C T
"""""""""""""""""""""""" 1 t3 i (esponse i

: AP Auto Locate with UWB support: E
| « Cisco Spaces: available ! | |
| « Catalyst Center: 2.3.7.9 ! [ Roundtrip time of J

* Meraki: FTM now, UWB Beta H1 CY25
challenge/response packets

are used to calculate distance

cisco M./ BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



@] Wi-Fi 7 & APs [ \

@) Platform Choices [
n ©

@ Built in loT
cisco L‘V&~/ BBBBBB -1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 100
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What is Cisco Spaces”?

from Wi-Fi, BLE, UWB and loT devices
to improve operations and drive
business outcomes

@ Leverages data and location information

Cloud Platform. Cisco Native & Partner
Apps, APIs, monitoring

N Secure & Compliant

dsco Catalyst | (GDPR, PDPA, ISO 27001, SOC Type 1)
afean]n \/
cisco  Meraki _
W webex e Designed to Scale! Proactive

o® monitoring & support. 99.9% uptime

cisco M- BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 101



Wi-Fi 7 Unified Licensing includes Cisco Spaces

Cisco

SPACES

UL - Essentials

Meraki

UL - Advantage

Meraki

BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 102



Cisco Spaces Deployment Options

EEE—— » (Cisco Spaces to connect to
% [:] Meraki Dashboard
+ O « Cisco Spaces to connect to 3™

Cloud to Cloud

Meraki Party cloud Services
Dashboard

(;2? -  Catalyst Center is synched with
AT il ‘% Cisco Spaces
—_— | X
n</ é’oooo + |/ | + « WLC 9800 (via Connector VM)
_ 9800 Catalyst Center is synched with Cisco Spaces
Cloud to On-Premise
C9800
5 T * Location Calculation embedded in
o EI 25 | o |[CMX CMX Appliance (Wi-Fi only)
(ffio + Location Module embedded in C9800
On-Premise 59000 Wireless Controller (BLE only) NEW

cisco L{{/&/
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Not Presented - For your Reference

Add Cisco Spaces to Catalyst Center

- -

- DC/ Headquarter ===~ < Catalyst Center > System > Settings > Cisco Spaces

P e

N
\\ = dub Catalyst Center System / Settings e
C | \ Q search Settings / External Services
O atalyst | | (l VR —— e - —— = - Cisco Spaces/CMX Servers
,’ Ce nte r _/ 1 ICMP Ping To integrate Catalyst Center with Cisco Spaces, please provide the Cisco Spaces tenant token.

1 To integrate Catalyst Center with CMX Servers, please provide the CMX Server credential.
1 e EULA Acceptance
1 Cisco Spaces  Reactivate Deactivate
1
1 © Activated

ClSCO 9800 RTS 1 ENSpainLab

. &~ — 1 1 wnection Status @ Success @
Wireless 00000 : !
ContrO”er I > 1 CMX Servers
-—— -=

0 Selected © Add

1
1 |
: | IP Address / DNS Name ~ Username
D O Spaces ! I
- Connector ! |
a (VM) Ly
UWB 1 |
\\.9 - : I cisco
: 1 SPACES
Cisco Access gy, , [ ]
Points -~ ) '
) , l_ o ___ I
. - HTTPS

N e e e e e e e e e e e e e e e =
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Catal

alval
cisco

= Catalyst Center
QSear(‘.h Hierarchy
Search Help
~ @ Global
~ #b Spain
~ @ Madrid
I £ Stratacom e
= PnP

> @ Rivas-Vaciamadrid

LEGEND

Devices Health Score AP Status AP Mode Radio Status Radio Mode

Ll - —
h" Access Point Planned AP [ Sensor (2] Switch l} Interferer ® Client

9 Marker ¥ Rogue AP & Rogue Client (%) Reporting AP Detecting AP

Design / N ork % Q

= -

£3 Spain / Madrid / Stratacom  Updated 10 seconds age 3 0

| 2485866GHz v

Add/Edit

Data/Filters

st Center > Design > Network Hierarchy > “selected Building/Floor”

09+ @ 3 | Q admin v
View Options More v
Q Search ©

Om 2m 4m
em1 10/0 e
.
IP Address 172.16.112.7
IPv6 Address fe80::d82a:a5b3:4331:2944 Ll T T §
RSSI -39 dBm
SNR 61 dB
L SsID PoC1-Corporate
aff Bend 5 GHz
Channel 120
Data Rate 433 Mbps

Associated AP AP7411.B2C4.14F0

Issue Count 0

Status associated

Locate client &
details 9n map

Client 360

L

(7)

0 Clients [ 1 Client [ 0 Clients

0 Clients / 0 Clients | 0 Clients

cisco L{V&/

BRKEWN-1722
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Catalyst Center > Design > Network Hierarchy > “selected Building/Floor”

= dule Catalyst Center Design / Network ¥ Q¢ Q@R | Q admin v

—
3D 248586 GHz v/ Add/Edit  Data/Filters  View Options  More v/
QSea(ch Hierarchy

Search Help

£ Spain / Madrid / Stratacom  Updated just now £ 0 Q Search
v Q Global
v d Spain . .
Cisco Spaces Connector Information
- @ Madrid
IP Address / DNS 10.4.10.28
I & Stratacom e Name
@ PnP Status Qo Up
> 8 Rivas-Vaciamadrid Version 3.1.0.167
Dm 2m
[ Last Heard Feb 5, 2025 1:40:37 PM
> Planned Access Points (0)
g |nte rfe rer 0 Clients / 0 Clients / 0
|

)
} > Switches (2) C.
@

> Sensors

~

Enable, view
and search
clients and

interferers on

\_ the map )

$ -

l { J > Overlay Objects

. 0 Clients / 1 Client / 0 > Clients (1) D
c " JoClients [ 0 Clients | |

v Interferers (1) .3

!
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Catalyst Center > Design > Network Hierarchy > “selected Building/Floor”

= el Catalyst Center Design / Network ¢ Q ¢ 9+ @83 | Q2 admin v
3D ‘ 2.48&58&6GHz v Add/Edit  Data/Filters  View Options  More
QSEE'(‘.h Hierarchy L
Search Help ) ) . )
£3 Spain / Madrid / Stratacom  Updated 40 seconds ago 3 0 Q Search (i)

v @ Global

v @ Spain ﬁrferer 42:00:00:00:13:31\§
~ @ Madrid

I £ Stratacom
© PnP Type BLUETOQOTH
> @ Rivas-Vaciamadrid /ﬁ State Active
om 2m 4 m . Name 34:5d:a8:0b:3f:e0-4-0--4992
I;.:“-l 4’.4 MAC Address 42:00:00:00:13:31 / \
. %‘- Reported By DNA Spaces

Bl uetooth {.00“9"“'0‘-‘“9"“’0 i;&;;tmg 34:5d:a8:0b:3f:e0
interferer and ‘ — /|

Zone Of |m aCt Affected 1,2,3,4,5.6,7,8
Channels '
° CleanAir Pro
L] Zone of 3.16m
em1 Impact
. iy First Detected Wed, 05 Feb 2025 12:50:08 GMT
I L9

Interferer
Details provided
by Cisco

J
=°
= L) o Chionte 1 1w Q{courlod Wed, 05 Feb 2025 12.50.196y
¢ "“" Joclients / 0 Clients |

CleanAirPro  /
0 !
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Not Presented - For your Reference

Catal st Center > Assurance > Ro ue and aWIPS

® N sE

Overview Threats Allowed List Rules aWIPS Profile

Site: Global/Spain/Madrid Fob 6, 2025 8135 AM - Feb 6, 2025 12.25 PM () Last 3 hours L3 Refresh Actions

TOTAL ROGUE THREATS TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED

72 8 3 0

High Threats Summary

Active High Threats (8) By Threat Type Al &h Top Locations Affected ()

o

/Built—in Rogue &\

AP Identify 38

Dashboard in Threat tvpes
Catalyst Center! e WAL UL ]

8

High Threat

Invalid MAC OUI Frame

Per S|te High Threats Over Time(Hourly) &
reporting and

Malformed Association

1(+1)2 Request

action -

\_dashboard AIE2

cisco M. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 108
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Not Presented - For your Reference
Catalyst Center > Assurance > Rogue and aWIPS > Threats

= et Catalyst Center / ce |/ boards / Rogu Q a AE@O | Q amin
Overview Threats Allowed List
Threat 360: Mac E6: !:04:5A:7E:95 ~
Site: Global Actions
Threat Level Threat Type Vendor Count Last Reported
Threats (73)
High Airdrop Session UNKNOWN 1 Feb 5, 2025 12:56 PM
Q,  Search Table
Location: Global/Spain/Madrid/Stratacom [ ] Full Screen L
Threat Level = (O MAC Address Ocatlon On
High E6:  )4:BA:7E:95 p )
&+
. # Rogue AP
High 4E:7D  C1:61:CE s 30r0870 -W. Rogue

Selected Threat .

High 02:15:C2:( D:82

(Airdrop Session)

(Gt

SO:FE:AD 4F

otential 14:84:73:( E:AD

Detections (1) Targets (1) Forensic Captures (0)
Potential 0A:56 C7:00:D1 e —

(), Search Table

t Export
g Detecting AP Detecting AP Site Last Updated ~
AP1 .430F.DB70 Global/Spain/Madrid/Stratacom Feb 5, 2025 12:56 PM
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Cisco Spaces turns your Network into a Sensor

.

(Room occupancy) ( People count )
( Air Quality ) (Temp, Humidity)

( Ambient noise ) ( Desk Utilization )

‘m
4

Cisco Collaboration
Devices

Cisco

Meraki MT sensors
& cameras

People count
Air quality
02

Temp, humidity

Cisco Access
Points

Occupancy

Sensor gateway

Asset Tags

Panic
Buttons

Button Alert,
Location

Environment
al Monitors

Temp, humidity

CO2, Air quality

Occupancy
(wired & wireless)

People Count

Presence

cisco L{V&/

BRKEWN-1722
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The Solution: How it all comes together

Business Qutcomes
Native & Partner Apps

Software
Smart Spaces Stack
Powered by Cisco Spaces

Hardware
Cisco Hardware as the

Foundation

cisco Li/&/

Spaces Dashboard End-User &
Native Apps Partner Apps

Real-Estate Teams Facilities Teams WRP Teams
- . . Teams

cisco

SPACES

Mu|t| sensor
connect
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Cisco Spaces is Designed to address the needs
of every industry

Workspaces

Healthcare

Occupancy Analytics
Enhance Employee
Experience

Indoor Navigation
Sustainable Meeting Rooms

Hot Desking

cisco L{V&/

Seamless Wi-Fi Onboarding

Indoor Navigation

Infant Monitoring & Patient Safety

Asset tracking

Panic Buttons for Staff Safety

Customer Acquisition &
Loyalty

Personalized

Engagements
Indoor Navigation
Occupancy analytics

Asset tracking

Heavy Equipment & Asset
Tracking

Machine Condition
Monitoring

Employee Safety
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Visit Cisco Spaces Booth & try Wayfinding!

World of Solutions Hall 1, BO4

Experience Cisco Spaces

during Cisco Live: When in doubt...
follow the blue dot

Indoor Wayfinding

aaaaaa Asset Tracking
Occupancy Monitoring
Guest Onboarding

Sustainability Initiatives

L—#8 Cisco Spaces
Booth
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@) \Vi-Fi 7 & APs
(4) Location Services
@] Platform Choices [ .

. , :

3 Simplified Operation
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Cisco ldentity Services

Cisco Identity Services Engine (ISE)
is an industry leading, Network Access
Control and Policy Enforcement platform,

Engine

(ISE)

‘ Summary

SIEM, MDM, NBA,

IPS, IPAM, etc.
4—
When
; PXGRID
Where Cisco ISE and APl
e _—
Health %)
Cvss

Partner Eco System

Access policy

for endpoints for network

Who
that lets you: S
How
Q O
See @ Threats
Users, endpoints and applications 3 o
Secure o\/\/o
By controlling network access and @
segmentation d o
Share Y
Context with partners for enhanced
operations

Wired Wireless VPN
— //3

—> —~
_> °
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
! I T N | “ g :

Role-based Access Control | Guest Access | BYOD | Secure Access

cisco L{{@/
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IEEE 802.1X Fundamentals

Endpoint Network Device AAA Server
(Supplicant/Client) (Authenticator) (Authentication Server) Identity Store(s)
EAP-Start 4-; RADIUS A
? . e A TR TRY D
* Azure/AD/LDAP
- MDM
EAP Tunnel + SAML/MFA
4 )
Who is the Authenticator?
o000

e On-Premise: 9800 Controller
* FlexConnect: Access Point
 Meraki Dashboard: Access Point

cisco L{{/&/ ~ /

BRKEWN-1722
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Control & Micro-Segmentation

Adaptive

Security -
Policy

Group Tag

TrustSec

SIIr
CiscoO

Meraki Dashboard

atfron]e
(o] FY of 0]

Catalyst Center

e bt 470500000
é—'-:-“ r.|.= l‘--

Cisco L‘V&~ BBBBBB -1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17 I
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ISE: Common Pol

Gctive Probes: DHCP | DNS | HTTP | RADIUSh
NMAP | SNMP | AD

Device Sensor: CDP| LLDP | DHCP | HTTP |
H323 | SIP | MDNS

cy Engine across
Network Domains!

ISE gathers context from
network devices and
endpoints

——

Wi-Fi Analytics:  Firmware, HW_Model,
Manufacturer, OS_Version,

Vendor OUI
\ExGrid: CyberVision (for Industrial endpoints) )

/

...and builds database of endpoints with their attributes

1
1 a= O
/ -l = R
———————————— r---=-—-=""-=-=-=-=-=-"-"rF~-=-=-=-=--
- 1 1
an | | |
(=) : Camera : IP-Phone : Laptop
Device Type ! ! !
------------ F~=—~—==°~-~—-—~---—-f------
» 1 1 1
1 Arlo 1 Cisco 1 Apple
Manufacturer ! ! 3
Y N T T
A U o |
do ' Wigess | 7080 ! MacBook
Mode P Camo ' °
____________ e
1 I 1
! : ! macOS
: Linux 10S : 13.01
1 1
1 1

(R g Ty iy Wi i Y

Thinkpad
540

Windows
Enterprise

pxGrid
>Q__ P
D)
g o
ISE

N= ,

classifies co'\::(ra]reacktlor

this data
Into
Endpoint
Profile

BRKEWN-1722

(
I

P = = =

D

INTEGRATIONS
» Group-based policy

al

|Cata|yst Center - Al Endpoint Analytics

« AAA (Wired/Wireless) .

COMMON

BYOD (Wireless) » Context Exchange
Guest Access » User defined network
(Wired/Wire'eSS) * |oT Onboarding
Access Control (Wired/Wireless)
(Wired/Wireless)

» Group-based policy
« Adaptive Policy

scale and flexibility
upgrade

iS a
and

providing
across your network domains

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

» Group-based policy analytics
« SDA Fabric Networks (LISP/EVPN)

Device Administration

-y,

-

]

— o —— — — — — e —

\

* Meraki Dashboard policy
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Not Presented - For your Reference

Catalyst Center > Policy > Al Endpoint Analytics

/ Al Endpoint Analy

= el Catalyst Center Po

r Q d ® .:‘_\ | Q demo

{ Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy ]
{8 Configuration &
Total Endpoints () Trust Score PREVIEW Manage sources Al Proposals ©
28 Last Proposed: Jan 25, 2025 2:29 PM

Using crowdsourcing data, we were able to put together
some rule proposals that could improve your profile

outcomes:

® Unknown 0 (0%) Endpoints
2 New rule(s) for profiling endpoints that may be Review
similar

@® Partially Profiled 28 (100%)

Fully Profiled 0 (0%) ® Low (1-3) 20%)
View Partially Profiled Label
o ey TRl ehen ® Medium (4-6) 25 (89%)

View Al Endpoint ® Hon (710 T
Analytics Results...

Enable ISE & Catalyst
Center integration

Catalyst Center

alnil
cisco

Al Endpoint Analytics / Configurations

Endpoint MAC Randomization

Manage Configurations ISE Configuration

Profile Rule Settings

mngm I ISE Configuration Endpoint attributes forwarding from Cisco ISE
Trust Analytics Enable endpoint attribute forwarding from Cisco ISE to Cisco Al Endpoint Analytics for increased visibility using Cisco ISE probes.
Endpoint Purge Policy .:] Enabled
Endpoint Subnet Inspection
® Static MAC Address 28 (100%) Endpoint profile publishing to ISE
® Random MAC Address 0(0%) Allows publishing Cisco Al Endpeint Analytics profile data to Cisco ISE for authorizing endpoint access to network to and for endpoint control.

cIsco '&./
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Cisco Differentiation to Build robust network

Visibility & Endpoint
Identity

Advanced Profiling across Catalyst
Center, Meraki & ISE for accurate
endpoint classification

Wi-Fi Analytics: Catalyst 9800
share endpoint specific attributes
to ISE, enabling for fast, accurate,
and simple profiling of Samsung,

Apple, and Intel devices

cisco L{V&/

4 )

B -

LAN Cloud
Y74
S 7
v 7
WN Segmentation bC
a o policy o
O O [ —]

Segmentation & Policy
Validation

End-end segmentation with Common
Policy

Sharing context & KPI with Splunk for
threat validation

- J

BRKEWN-1722

)

Security

Threat Containment

within fabric to Cisco firewalls for
stateful inspection

Closed-loop Response with XDR for
Threat Containment

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy-driven steering of high-risk traffic

N /
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@] \Vi-Fi 7 & APs
@) Platform Choices

(4) Location Services

B] Sccure!

~— . T e e - . o O S S e e o ey

3 Simplified Operation \
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No single technology can meet all needs

[ Cellular (5G) |

Cisco URWB

Wi-Fi )

Broad geographic coverage

Mission
Applic

Zero loss - sub ms latency

Critical \ and seamless roaming
ations

A

Cranes

Forklifts

Applications focused on capacity,
client density, mobility, “guest”
access, BYOD, stationary machinery

¥

Stationary Endpoints for
machines workforce and

guests

5G, URWB and Wi-Fi are complementary technologies

cisco L{{@/

BRKEWN-1722
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What is Cisco Ultra-Reliable Wireless Backhaul?

Reliable fiber-like wireless connectivity, anywhere
4 N ™\

Connectivity where fiber isn’t Connectivity for moving assets _
: : Ultra-reliable
available or is too costly

@P) @D) (i) S 3

000000000 000000000 v Ultra-low latency

(<10 ms)

l Zero loss
Seamless handoffs

5> .
= Unlicensed
= ' ' spectrum

cisco M- BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 123



Examples of reliable wireless use cases

Cisco Ultra-Reliable Wireless Backhaul Use Cases

Physical security

Video/VolP for emergency
stations and security cameras

Theme parks
Dark rides, Wi-Fi

Rail and mass transit

Communications-Based Train
Control (CBTC), onboard Wi-Fi,
CCTV, VolIP, intercar, femtocells

Campus and education

CCTV, monitoring, security alerts,
Wi-Fi backhaul

Manufacturing

Enhanced Autonomous Mobile
Robot (AMR) and AGV
connectivity for factory floors

Ports and terminals

Terminal Operating System (TOS)
and automation to Rubber-Tired
Gantry (RTG), Ship-To-Shore
(STS), AGV, and tractors

Mining
ﬂl{%}g Digital divide Airports Fleet Management System
001011 Bridge the gap with unconnected Vehicle control and dispatch, (FMS), Autonomous Haulage

areas

deicing, CCTV, VolP

System (AHS), Teleremote, Video
surveillance

Warehousing and logistics

Wireless communications for AGV
and Automated Storage and

Power and water utilities

Sensor telemetry, remote
monitoring

Oil and gas

Vehicle connectivity, pipeline
telemetry, CCTV

Retrieval (AS/RS) Systems ?
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Cisco loT Access Points & Solution
Your network goes wherever you need it

Industrial certifications
(e.g. EN50155)

o Industrial protocols

cisco L‘V&. BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 125
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Outdoor and industrial wireless access points
Wi-Fi 6/6E and URWB

Catalyst IW9167E Access Point jCataIyst IW9167! Access Point

‘ ; Tri-radio, 4x4

Internal omni-directional antenna

§ Tri-radio, 4x4
External antenna

IP67, EN50155 IP67
e e Modes: URWB, WGB and Wi-Fi 6/6E Wi-Fi 6/6E
L N —
Catalyst IW9167E-HZ Access Point Catalyst IW9165E Wireless Client and Access Point
i Tri-radio, 4x4 Dual-radio, 2x2

External antenna
DIN rail compact form factor, IP30,

External antenna
IP67, EN50155, Class | Division 2

1 il s ) . EN50155
L Modes: URWB, WGB and Wi-Fi 6/6E Modes: URWB, WGB and Wi-Fi 6/6E
Catalyst IW9167E-STA/STA2 Access Point ® = &  (Catalyst IW9165D Access Point

Tri-radio, 4x4 i Dual-radio, 2x2
Built-in directional panel antenna ’S External antenna
STA: 75° wide beam, STA2: 35° narrow beam P67
IP67 - Modes: URWB and Wi-Fi 6/6E

L Modes: Wi-Fi 6/6E

cisco L{V&/
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IW9165E Access Point & Wireless Client (WGB)

Dual-radio
Your wireless network, your choice 5 GHz, 5/6 GHz

Q Wi-Fi 6/6E, Cisco URWB, Workgroup
Bridge (WGB) 2%2 MIMO

2 spatial streams

Cisco’s first dedicated wireless client Multigigabit
Compact DIN rail form factor for easy RJ45 or SFP+
integration into moving assets, flexible mount
position
Heavy-duty design
IP67, -40 to +70C
Catalyst W9165E Industrial certifications & industrial EN50155
protocol support Optional M12 adapter
Rolling stock, EN50155

£ - 8

AGVs, forklifts, tractors, trucks, cranes and other moving assets in
manufacturing, warehouses, ports, rail, roadways

cisco M- BRKEWN-1722 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 127

GNSS, BLE, GPIO
loT radio, scanning radio

PoE+, UPOE or DC powered




Operate loT Access Points with your Enterprise
Network Stack

4 I
Catalyst IW9167 Series

_______ Cisco Catalyst Catalyst 9800
.. .= Center Series Wireless
' Controllers

Catalyst IW91 65 SerLes

\
e

Optimize resources, reduce spending, and enhance your organization's digital agility with a powerful management system

that uses Al to connect, secure, and automate network operations.
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Get started with Cisco secure Wi-Fi 7
and Spaces today!
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Wondering if we can go deeper? Yes, we can!
Selected intermediate Wireless Sessions per topic during this Cisco Live

Wi-Fi 7 & APs Secure!

Monday, February 10 | 4:00 p.m.

Tuesday, February 111 8:00 a.m. BRKOPS-2402 Thursday, February 13 | 8:45 a.m.
BRKEWN-2107 Automate the Deployment of a Thursday, February 13 | 1:00 p.m. BRKEWN-2104
Cut the Cord: Design Principles to Wireless Network with the Help of BRKEWN-2667 Understanding Wireless Security
Deliver a Wireless-First Enterprise Cisco Catalyst Center and the Implications for Secure
. Cisco Wireless Supercharged by Wireless Network Design
Tuesday, February 11 12:30 p.m. Wednesday, February 1215:15 Catalyst Center: The Uttimate Thursday, February 13 1 5:15 p.m.
BRKEWN-2025 p.m. Guide BRKEWN-2325
Wi-Fi 7 is Here - Are you Ready? BRKEWN-2039 Secure Your Cisco Wireless
Al Wireless Assurance - when Al Network with Identity Services
meets Cisco Meraki Wireless Engine (ISE)

Platform Choices : :
Monday, February 101 4:15 p.m.  y,eqday, February 11 1 1:00 p.m. Locatl O n Se rV|CeS I OT

BRKEWN-2035 BRKEWN-2094

Design your Enterprise Wireless Successfully Configuring Gisco Wednesday, February 121 3:00 Tuesday, February 11 1 12:00 p.m.
Network with Cisco Meraki Catalyst 9800 Series Wireless on p-m. BRKIOT-2365
Your First Shot BRKEWN-2718 Unified Wireless for Industries - Thursday, February 13 1 10:30
Tuesday, February 11 | 4:30 p.m. 4 Steps to Unlock Lacation Based from WIFI to Private 5G and BRKIOT-2555
BRKEWN-2339 Intelligence from your Wi-Fi Beyond B
. . Network with Cisco Spaces Industrial Wireless for
Catalyst 9800 Configuration Best

: Manufacturing - New Solution
Practices

Some session may be full or offer additional delivery times. Make sure to verify in the Cisco Live App and register!

cisco L{V&/
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Visit Wi-Fi 7 @ the Cisco
Showcase in the World of

Solutions (Hall 1)

Book your one-on-one
Meet the Engineer meeting

CO ntl n U e Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.

Contact me at: mkostede@cisco.com
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http://www.ciscolive.com/on-demand.html
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Thank you
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