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A~18 years at [FMA.

A 4 years as a Customer Support Engineer (CSE)

A 3 years as a Specialized Systems Engineer

A5 years as a Consulting Systems Engineer (CSE)
A ~6 years as a Technical Solutions Architect (TSA)

A Always focused on Wireless and NAC
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For your reference B oo

AThere are slides in the PDF that will not be presented, or quickly
presented

AThey are valuable, but included only  For your reference

A
For your
Qreference

E
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

.CI ick 0Join the Discussioné

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until February 28, 2025.

cisco L{{@/

Architecting Hybrid Multi-Cloud
Infrastructures

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

IREI;\&AET] w & w

Venue
@ View Location
(@) Join the Discussion

Speakers

_ﬁ ¥ David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Configuration template available here B o

A The text format of all the configuration examples in this presentation is

available here:
https://github.com/fedezil/ CLEU25 BRKEWN -2094/blob/main/CLEU25 BRKEWN -2094 config template.txt

A Do not hesitate to modify names, IPs, passwords or any other settings
according to your own setup and needs

c 1 S c o M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 6


https://github.com/fedezil/CLEU25_BRKEWN-2094/blob/main/CLEU25_BRKEWN-2094_config_template.txt

We will address the installation of a
9800 from scratch, without any other
® @)Isl (DNA/Catalyst Center, 3rd party
management, automation, etc.)
1. Basic settings for connectivity,
L1 @1/BUP access and authentication

---  System Configuration Dialog 2. Configuration objects and how to
use them for our SSIDs
Would you like to enter the initial 3. 802.1X, FlexConnect, WPA3 and

configuration dialog? [yes/no]: no

Guest/OWE use cases/examples
4. With Wi-Fi 7 in mind

* Although screenshots may refer to different 9800
models and 10S - XE releases than yours, options are
very similar throughout different platforms/versions

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



System Configuration Dialog

I n th e fo | | OWI n g Would you like to enter the initial configuration dialog?
[yes/no]: no

exa’m p I eS We [0] Go to the I0OS command prompt without saving this config.

a' S S u m e V‘ i;ress RETURN to get started!

already here e

WLC#conf t
WLC(config)#

cisco L{{@/



I Know.
do this | will freak out

Only for maniacs...

Not mandatory, just for more comfortable operations:

AWe could avoid the name oOtest o f
) test
@ POLICY_TAG_BRANCH

AFor as many 980006s internal objects as possibl e,
separated by underscores for increased readability
) testbranch
@ POLICY_TAG_BRANCH

AWe could repeat the objectds type as the initial
object that name is used for
@ TEST_BRANCH
@ POLICY_TAG_BRANCH

AThese tips could help us identify objects much r
with underscor&s work (tdbaoshes owoul d help selecti
click for copying/pasting in text editors and client terminals (e.g. Putty, Tera Term,  iTerm, etc.)

& show run | sec test
@ show run | sec POLICY_TAG_BRANCH

c 1 S c o M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Uplink IP and Wireless Management Interface (WMI)

hostname MY - 9800

!

vlan 10
name VLAN_WIRELESS MGMT

!

interface Vlan10
ip address 192.168.1.200 255.255.255.0
no shutdown

!

interface TenGigabitEthernet0/1/0
switchport trunk native vlan 10
switchport mode trunk

[

ip route 0.0.0.0 0.0.0.0 192.168.1.254
I

wireless management interface Vian10

———

The wireless management VLAN
does not need to be the native one
(i1t uswually isnot)

cisco W‘/

BRKEWN 2094

We need a L3 interface as
the wireless management
interface (WMI)

This is used at least for
uplink connectivity to the
APs, and management too
(a service port is optional)

The degault GW is the
wireless manag

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



WMI 0s trustpoi nt

On a physical 9800 (-L/-40/-8 0/ M/ H) -instaled

show wireless management trustpoint

Without a trustpoint
for the WMI, APs

wonot be abl
|t shoul dCbh&8C®&et DE¥YI D _CMCA3 SUDI 6, but if n

show crypto pki trustpoints 17.9.5+ and 17.12.1+
! CISCO_IDEVID_SUDI is an HW SUDI
no wireless  management trustpoint (vs SW-SUDI before)
wireless  management trustpoint CISCO_IDEVID |CMCA3_SuUDI CISCO_IDEVID_CMCA3_SUDI is the

| ~ new SW- SUDI and recommended for
- CAPWAP performances

On a virtual 9800 - CL we need to generate it

wireless  config vwlc - ssc key - size 2048 signature - algo sha256  password 0 <OUR_PWD>
show wireless management trustpoint

If not automatically associated to the WMI, we need to configure it

show crypto pki trustpoints
[

no wireless management trustpoint
wireless management trustpoint <ewlc - default -tp /CONTROLLER- 9800 WLC_TP /etc.>

cisco M- BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



CLI/GUI access

username admin privilege 15 password <MY_PWD>

|

aaa
aaa
aaa
aaa
aaa

aaa
|

new- model

authentication login default local

authentication login MLIST_CONSOLE none
authentication login MLIST_LOGIN_LOCAL local
authorization exec default local

authorization exec MLIST_EXEC_LOCAL local

line con 0
exec - timeout 720 0
privilege level 15

login authentication MLIST _CONSOLE

line

Method lists are used to configure
through which resources (local, radius,
tacacs, etc.) we authenticate/authorize
users/identities for different services
(login, exec, dotlx, etc.)

Sometime we use a method list with no

A 4

vty 04

exec - timeout 720 0
privilege level 15

authorization exec MLIST_EXEC_LOCAL

authentication for console access (for
backup)

Two technically distinct method lists, one

A 4

login authentication MLIST_LOGIN_LOCAL
transport input ssh

for login authentication and the other for
exec authorization

odefaultdé method | i sts

cisco W‘/

may be used too

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



CLI/GUI access

line vty 550

exec - timeout 720 0
privilege level 15
authorization exec MLIST_EXEC_LOCAL
login authentication MLIST_LOGIN_LOCAL
transport input ssh

|

service  tcp - keepalives -in

\ 4

service
!
service timestamps debug datetime msec
service timestamps log datetime msec

!

no ip http server

ip http authentication local
ip http secure - server

ip http secure - trustpoint
ip http client source - interface Vlan10

tcp - keepalives - out

localtime
localtime

<HTTPS_TRUSTPOINT>——

\ 4

\ 4

cisco W‘/

BRKEWN 2094

The GUI pages and HTTPS requests rely
on VTY lines: to avoid slowing down or
locking the GUI because of too few VTY
lines, we increase their number to 50

Note: we could also just configure all VTY lines
i n one slhnet viwwiOtbh 6 o

To avoid oOstaled SSH/ |

For easier troubleshooting logs/debugs

To i ncrease the oO0cons|
access, we can fix a trustpoint (to keep it
simple, it could be CISCO_IDEVID SUD),

as well as a source interface, for all

HTTPS admin traffic

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Country code ) Foryour

Q reference

| f we dond6ét configure at | east one Count
we try to access the GUI, we are redirected to the Day -0 wizard

bl conaguration Setup Wizard
CIsco
1. General Settings ||||o||l|
c1sco WELCOME !
Deployment Mode Standalone -
This device is detected as tory-fresh device. To begin, Click on below cards to create a new user account and launch the setup wizard to bring up the device quickly.
Hast Name* MY-3800
Country us (4] .
"-.g -t =
Date 21 Jan 2025 £
DNAC Cloud Onboarding Day 0 Wizard Classic Day 0 Wizard
[ el v
Time | Timezone e @ |/ | Gena This wizard would enable you to on-board this device fto This wizard would enable you to configure the Wireless LAN Gantroller
dnacentercloud.cisco.com. The wizard would give you step by step with basic settings like Hostname, Wireless Management Interface, AAA
NTP Servers nter NTP (+] guidance to configure the management interface and check the cloud servers, NTP servers, WLANs and RF parameters etc. Once the wizard is
reachability. Make sure you have created a Cisco DNA Center Cloud successfully completed, users can access the WLGC via WEBUI and
Added NTP servers account and added the device befora you start the wizard. command line ta manage the APs and Clients.

AAA Servers admin A+ ]
READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN
Added AAA saners
# Ensure that you have all the required information from your service provider te complete the configuration.
= By default, the wizard enables some recommended configurations. We recommend that you keep these defaults unless you have a reason to change them.
Service Port Settings # This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure advanced features after the wizard completes
successfully.
DHCP
® As a best practice, when you use WebUI to configure a device, do not delete or madify the configuration directly by logging into the device. Changing the configuration
Static IP* R methad could lead to errors.

https://<9800 _IP>/ webui/#/ dayzeroWireless or https://<9800 IP>/ webui/#/ dayzeroPnpOrCli

cisco L‘V&~ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



ap dotll 24ghz rate RATE_11M mandatory

. ap dotll 24ghz rate RATE_1M disable
S h U t t I n g t h e l ap dotll 24ghz rate RATE_2M disa_ble

ap dotll 24ghz rate RATE_5 5M disable
. . ap dotll 24ghz rate RATE_9M disable

ap dotll 24ghz rate RATE_18M supported
ap dOtl,l 24Aghz LD . ap dotll 24ghz rate RATE_24M supported
' (o0yo6 and/or Return| to confirm g4u1124ghz rate RATE 36M supported
! ap dotll 24ghz rate RATE_48M supported
ap dotll 5ghz shutdown ap dot11 24ghz rate RATE_54M supported

Il (6yd and/or Return| to confirm!'
I ap dotll 5ghz rate RATE_12M mandatory

. ap dotll 5ghz rate RATE_6M disable
wireless country <COUNTRY_CODE> ap dot11 5ghz rate RATE_9M disable
ap dotll 5ghz rate RATE_18M supported
ap dotll 5ghz rate RATE_24M supported
; ; ap dotll 5ghz rate RATE_36M supported
Since we already shut down all _radlo 2p dot11 5ghz rate RATE_48M supported
networks, we could also configure | ap dot11 5ghz rate RATE_54M supported

some more optimized data rates | '

v

ap dotll 6ghz rf - profile default -rf - profile - 6ghz
shutdown
Then we can ena,ble channel chan - width maximum WIDTH_80MHz
our networks again rate RATE_12M mandatory

no ap dotl1 24ghz shutdown gg gﬁig—éfﬂ'\ﬂdiﬁﬁgned

no ap dotll 5ghz shutdown rate RATE_9M disable
no shutdown

A

clsco M/ % On more recent 10S - XE versions (e.g., 17.9.x) this is not needed anymore

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



802.11be / Wi - FiI 7 must be explicitely enabled

Configuration > Radio Configurations > High Throughput > 2.4/5/6 GHz Band

g e Cisco Catalyst 9800-L Wireless Controller Welcome admin | # % A B & B @ T Q B Feedback) * ap dotll 24th dotllbe

cisco

Confguration > Radio Configurations - > High Throughput ap dotll 5ghz dotllbe

6 GHz Band 5 GHz Band 2.4 GHz Band

@ ap dotll 6ghz dotllbe

A A 11be support is

s T P A oy 1 s e 2 i o 5 disabled by default
A Enabling it will cause

< 11be @ Wi- Fi 7 capable and

enabled radios to

A 6 GHz Network is operational. Configuring High Throughput will result in loss o

A 11be check enables Wi-Fi 7 capability §§ Wi-Fi 7 capable APs. Please ensure the WLANS are compatible with Wi-Fi 7 specific security. Click here to view the security constraints.
Enable 11be v Select All
S5/MCS S5/MCS S5/MCS
19 v 1 B iGE} - 114
1115 - 2/9 v 2m - 213
3j9 B 3am v oana B 4/9
4/ s 4n3

c 1 s CO M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Maybe th
noti ce di dnot sayve

before reloading...

Save! Save! Save!

(wr C write memory )

cisco L{{/g‘/



| f weod |1 ke to upgrade,

Administration > Software Management IE reference

cisco

n il Cisco Catalyst 9800-L Wireless Controller Welcome admin | @ & A £ Mm e

Administration ~ > Software Management ‘A Click here for Latest Recommended Software

Dashboard

Software Maintenance

Monitoring Upgrade (SMU) Upgrade Mode INSTALL v | Current Mode (until next reload): INSTALL Manage
i One-Shot Install O

\Q%\ Configuration AP Service Package (APSP) Upgrads () e

@ P AP Device Package (APDP) Transport Type My Desktop v

_ In case the Current Mode is
,f\} Licensing File System bootflash v Free Space: 19437.06 MB

© ~ BUNDLE, we should change
}g) Troubleshooting seumalie |t to |NSTALL (We COUId do

this along with an upgrade)

Walk Me Through >

Convert Installation Mode Between Install and Bundle on Catalyst 9800 Wireless Controller
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst - 9800 - series- wireless - controllers/217050 - convert - installation- mode - between - instal.html

c 1 s CO M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18
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Our first SSIDs

cisco Li/&/



Profiles and Tags: the main configuration objects

For configuring SSIDs, traffic policie
the 9800 uses 2 main objects:

1. Profile: it defines the settings of specific categories

WLAN Profile C WLAN settings and security

Policy Profile C L2/L3+ traffic policies

AP Join Profile C AP settings

Flex Profile C FlexConnect settings

RF Profile C RF settings

Radio Profile C radio settings for C - ANT9104 or 9124AXI/D APs (as of 17.6.1)

o Io Do o Do Do

2. Tag: it applies to an AP and defines which profiles we assign to that AP
A Policy Tag C WLAN Profile + Policy Profile
A Site Tag C AP Join Profile + AP mode (+ Flex Profile)
RF Tag C RF Profile (+ Radio Profile)

c 1 S c o M BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Profiles and Tags

Configuration >
Wireless Setup >
Advanced >
Start Now

cisco L{{/&/

. the main configuration objects

Tags & Profiles

o WLAN Profile —=——> \WLAN settings
+
o Policy Profile rim—  traffic poIiCieS
— Policy Tag o &= I
o | AP Join Profile = AP settings
+
o | Flex Profile . FlexConnect settings (if Local Site disabled)
- | Site Tag & =
o RF Profile —=—" RF settings
+
0 Radio Profile == radio settings (C - ANT9104 and 9124AXI/D)
= RF Tag & &= I
Apply
& »] Tag APs —=—— Tags assign Profiles to APs

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Profiles and Tags: a more dedicated menu

(4]

il Gisco Catalyst 9800-L Wireless Controller
17.15.2

Configuration >
Tags & Profiles

c 1 S c o M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved.
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Client VLANSs should be configured and trunked

vlan 110 show vlan brief
name VLAN_EMPLOYEE|
vlan 120 VLAN Name Status Ports
name VLAN_VOICE - I
vlan 130 1 default active TwO0/0/0
name VLAN_GUEST 10 VLAN_WIRELESS MGMT active
vlan 140 110 VLAN_EMPLOYEE active
name VLAN_IOT 120 VLAN_VOICE active
exit 130 VLAN_GUEST active
140 VLAN_IOT active
‘thieh’ Cisco Catalyst 9800-L Wireless Gontroller # ® AB&MOC st
: unsup
S unsup
o o= W unsup
]
wan Y Name " ¥ pons

cisco L{{@/

Configuration > Layer2 > VLAN (VLAN tab)

BRKEWN 2094

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuring a RADIUS server

Configuration > Security > AAA > Add RADIUS Server

Create AAA Radius Server

General RadSec

Name* RDS_SRVR_ISE Support for CoA @)

Server Address* 192.168.1.201 CoA Server Key Type Clear Text

PAC Key CoA Server Key (@

Key Type Clear Text Confirm CoA Server Key

Key* @ VRF

Confirm Key* [RE—— Automate Tester
Auth Port
Acct Port

Server Timeout
(seconds)

Retry Count

c 1 s co L‘V&~ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Configuring a RADIUS server group

Configuration > Security > AAA > Add RADIUS Server Group

Create AAA Radius Server Group

Name*

Group Type
MAC-Delimiter
MAC-Filtering
Dead-Time (mins)
Load Balance

IPvd Source Interface
IPv4 VRF

IPv6 Source Interface

IPvE VRF

Available Servers

D Cancel

cisco L{V&/

RADIUS_SRVR_GRP_01

RADIUS
none
none

5

[

DISABLED ]

Vian10

AFME®

x ¥

v B
v @
.8

Assigned Servers

RADIUS_SRVR_ISE

[i<] (<) 2] [2)

3 Apply to Device

BRKEWN 2094

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuring a AAA Method List for 802.1X

Configuration > Security > AAA > AAA Method List > Authentication > Add (Type = dotlx)

Quick Setup: AAA Authentication
Method List Name* ‘ MLIST_AUTHC_1X
Type* | dot1x v | ®
Group Type ‘ group ,',V ®

Fallback to local
Available Server Groups Assigned Server Groups

radius 3 RADIUS_SRVR_GRP_01
Idap

Apply to Device

c 1 s co L‘V&~ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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reference

AAA Method List for authorization E

Configuration > Security > AAA > AAA Method List > Authorization > Add (Type = network)

Quick Setup: AAA Authorization
Method List Name* | MLIST_AUTHZ_NTWRK‘
Type* | network v ‘ ®
Group Type | group v ‘ [6)
Fallback to local

Authenticated
Available Server Groups Assigned Server Groups

radius 5 [ RADIUS_SRVR_GRP_01
Idap b

| Apply to Device

Mainly used for MAC filtering based WLANs
c 1 s co L‘V&~/ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Configuring a AAA Method List for accounting

Configuration > Security > AAA > AAA Method List > Accounting > Add (Type = identity)

Quick Setup: AAA Accounting
Method List Name* MLIST_ACCT_ID

Type* identity v @
Available Server Groups Assigned Server Groups

radius RADIUS_SRVR_GRP_01
Idap
tacacs+

RADIUS_SRVR_GRP_01

e
©
>
[«]

| Apply to Device

cisco L‘V&~ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



reference

Or also with a quick CLI copy/paste B o

radius server RADIUS_SRVR_ISE
address ipv4 192.168.1.201 auth - port 1812 acct - port 1813
key <RADIUS_SHARED_SECRET>
!
aaa server radius dynamic - author
client 192.168.1.201 server - key <RADIUS_SHARED_ SECRET>
!
aaa group server radius RADIUS_SRVR_GRP_01
server name RADIUS_SRVR_ISE
ip radius source - interface Vlan10
!
aaa authentication dotlx MLIST_AUTHC_ 1X group RADIUS _SRVR_GRP_01
aaa authorization network MLIST_AUTHZ_ NTWRK group RADIUS _SRVR_GRP_01
aaa accounting identity MLIST_ACCT _ID start - stop group RADIUS_SRVR_GRP_01

c 1 S c o M- BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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WiI- FiI 7 features mandate WPA3/OWE

Pre- Wi-Fi 7 / 6 GHz /| WPA3 networks

2
Open ~ WPA2 802.1X

(e.g. guests) AN/ (e.g. corporate)

= WPA2 PSK
I (e.g. loT)
’__3\

.

cisco L{V&/

D Wi- Fi 7 / 6 GHz / WPA3 networks

+ y
Open ~2. t NP WPA2 802.1X
(e.g. guests) ~ +
_ WPA2 WPA3 WPA3 802.1X
I PSK  SAE (e.g. corporate)
(e.g. 1oT)
=

—~

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Configuring an 802.1X WLAN Profile

General Security Advanced

Layer2 Layer3 AAA

Configuration > Tags & Profiles > WLANs > Add

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here

O WPA + WPA2 © WPA2 + WPA3 O WPA3 O Static WEP O None
Add WLAN
) MAC Filtering
General Security Advanced
Profile Name* WLAN_PRFL_EMPLOYEE Radio Policy @ Lobby Admin Access
WPA Parameters Fast Transition
SSID* .i:]:. Employee Show slof
6 GHz WPA Policy WPA2 Policy - Status Enabled v
WLAN ID* 1 Status ENABLED . L GTK Randomize WPAS3 Policy v
I ) Over the DS
r o © WPA3 Enabled Transition Disable Beacon Protection |« vertne
Status [eneeeo () Doti 1ax Enabled

y R ~ B X Reassociation Timeout * 20
Broadcast SSID :,Za?:‘aj :[:\ GHz, please ensure that the above WPAZ’WPAS Encryptlon
AES(CCMP128) [~ CCMP256
5 GH:
: GCMP128 GCMP256 Auth Key Mgmt (AKM)
Status enaster [
802.1X v FT +802.1X v
2.4 GHz Protected Management Frame 802.1X-SHA256 (o CCKM
Status . DISABLED PSK FT + PSK
802,110/ | 802110/g ¥ PMF Reauired v PSK-SHA256 SAE
g Policy

Association Comel)

Add WLAN

SA Query Time* i
Y General Security Advanced

Layer2 Layer3 AAA

[ ocanece |

| Apply to Device

Authentication List MLIST_AUTHC_1 v | &

Select a value

Local EAP Authentication [ MLIST_AUTHC_1X
I 4

The AAA Method List for dotlx authentication

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zoom on Layer 2 Security for Wi - Fi 7 support

General Security Advanced

Layer2 Layer3 AAA

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here.

O WPA + WPA2 @® WPA2 + WPA3

MAC Filtering

Lobby Admin Access

WPA Parameters
WPA Policy
GTK Randomize

Transition Disable

WPA2 Policy v
WPA3 Policy v

IBeacon Protection |+ I

O WPA3 QO Static WEP O None
Fast Transition
Status Enabled
Over the DS

Reassociation Timeout * 20
WPA2/WPA3 Encryption
AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
802.1X v FT + 802.1X
Protected Management Frame 802.1X-SHA256 [ CCKM
PSK FT + PSK
g Required M PSK-SHA256 SAE
Association Comeback Timer* 1 FT - SAE SAB-EXT-KEY
FT + SAE-EXT-KEY
SA Query Time* 200

cisco L{{/&/

WPA2/WPAZ3 settings:

A Beacon Protection

A AES(CCMP128)

PMF: Required (for Device Analytics too)
Fast Transition: Enabled

AKM:

A 802.1X

A FT +802.1X

A 802.1X - SHA256

Fast Transition / 802.11r = Enabled
No OAdaptive Enabl
endpoints only

Over the DS = unchecked

Over the Air (OTA) is the technique all endpoints are
supporting

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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For max WPA2 compatibility (no Wi - Fi 7) B o

General Security Advanced

Layer2 Layer3 AAA

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here

O WPA + WPA2 ® WPA2 + WPA3 O WPA3 O Static WEP QO None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
WPA Policy WPAZ2 Policy N Status Enabled
GTK Randomize WPA3 Policy v
Transition Disable Beacon Protection Over the DS
Reassociation Timeout * 20
WPA2/WPA3 Encryption
AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
802.1X v FT + 802.1X
Protected Management Frame 802.1X-SHA256 [ CCKM
PSK FT + PSK
PiiE Optional M PSK-SHA256 SAE
Association Comeback Timer* 1 FT + SAE SAB-EXT-KEY
FT + SAE-EXT-KEY
SA Query Time* 200

cisco L{{/&/

Setting PMF Optional (hence no Beacon
Protection) for max WP,
allow Wi- Fi 7 support, but it can still let us
support 6 GHz / Wi - Fi 6E

WPA2/WPAZ3 settings:

A AES(CCMP128)

PMF: Optional (for Device Analytics too)
Fast Transition: Enabled

AKM:

A 802.1X

A FT +802.1X

A 802.1X - SHA256

Fast Transition / 802.11r = Enabled

No OAdaptive Enabl edbod, as it
endpoints only

Over the DS = unchecked

Over the Air (OTA) is the technique all endpoints are
supporting

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



802.1X WLAN Profile 0 Advanced Settings

WLAN Profile > Advanced

General Security Advanced

Coverage Hole Detection v
Aironet IE @
Advertise AP Name
P2P Blocking Action | Disabled
Multicast Buffer B oiseLeD
Media Stream Multicast-direct

I 11ac MU-MIMO |
Wi-Fi to Cellular Steering
Wi-Fi Alliance Agile Multiband

I Fastlane+ (ASR) @

Deny LAA (RCM) clients
6 GHz Client Steering

Latency Measurements
Announcements

Universal Admin

OKC v

Load Balance

Band Select

IP Source Guard

WMM Policy Allowed

mDNS Mode Bridging

Off Channel Scanning Defer

‘/

Defer Priority 0

3

Y6

Scan Defer 100
Time

cisco L{V&/

Aironet IE = unchecked

Used al ong

wi t h

OAdvert.i

but not in production (unless with WGBS)

11ac MU - MIMO = unchecked

Some 802.11ac endpoints showed caveats with

MU-MI MO and

Fastlane+ (ASR) = unchecked

donot

use it

Supported by some Apple endpoints only

OKC = checked

For endpoints not supporting 802.11r
Load Balance / Band Select = unchecked
As they are false friends for (not) steering endpoints

away

Off Channel Scanning Defer Priority 7
Because EAP frames are sent with 802.11 UP 7

BRKEWN 2094
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802.1X WLAN Profile 0 Advanced Settings

WLAN Profile > Advanced

Max Client Connections

Per WLAN o
Per AP Per WLAN o
Per AP Radio Per WLAN 200

11v BSS Transition Support

BSS Transition

Dual Neighbor List

BSS Max Idle Service

BSS Max Idle Protected

Directed Multicast Service v

C of '11v BSS D Imminent’ is
supported from Command Line Interface (CLI) only

11ax

Enable 11ax @

OFDMA Downlink

OFDMA Uplink v

MU-MIMO Downlink

MU-MIMO Uplink

BSS Target Wake Up Time

Assisted Roaming (11k)

Prediction Optimization
Neighbor List

Dual Band Neighbor List

DTIM Period (in beacon intervals)

5 GHz Band (1-255) 1
2.4 GHz Band (1-255) 1

Device Analytics

Advertise Support

Advertise PC Analytics
Support @

Share Data with Client

11k Beacon Radio Measurement
Client Scan Report

On Association

On Roam

Geolocation

Fine Time Measurement (1
(FTM) Responder

cisco L{V&/

A 802.11k, 802.11v and 802.11ax defaults

A

Usually we

Device Analytics

All options enabled, along with PMF Optional/Required under

L2 security settings

dondt <change

802.11k reports on association/roam
For additional client reports and more informed roaming

decisions

BRKEWN 2094
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Configuring the Policy Profile

Configuration > Tags & Profiles > Policy > Add

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies
Name*
Description
Status
Passive Client
IP MAC Binding
Encrypted Traffic Analytics
CTS Policy
Inline Tagging
SGACL Enfarcement

Default SGT

"D Cancel

cisco L{V&/

QOS and AVC Mobility
YOLICY_PRFL_EMPLOYEE

Enter Description

@ oisesLen

l. DISABLED J

Advanced

WLAN Switching Policy

Central Switching

Central Authentication

Central DHCP

enasen [l

Policy Profile for

enasen [l
/= 9

evaeteo [l

Flex NAT/PAT

(@ osssceo |

Apply to Device

BRKEWN 2094

v

central switching

As for a WLAN Profile,
we need to explicitly
enable it
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Configuring the Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling z WLAN ACL For local profiling, as well as
Ty ot sharing profiling attributes via
achnin v . .
° IPv4 ACL L RADIUS Accounting with ISE
DHGP TLV Caching v IPv6 ACL v B (Identity Services Engine)
WLAN Local Profiling URL Eilters ®
g:obalﬁsram of Device O]
assification . . .
Pre Auth v|B VLANSs dynamically assigned via RADIUS
Local Subscriber Policy Name vj4d bost Auth e take precedence over the VLAN statically
— selected under the Policy Profile
VLAN/VLAN Group VLANEMPLOYEE » |® If we are not dynamically assigning
default .
Multicast VLAN VLANS via RADIUS, we can select the
VLAN_ GUEST centrally switched VLAN under the
VLAN_IOT Access Policies tab of the Policy Profile
VLAN_VOICE

VLAN_WIRELESS_MGMT . . .
- - This VLAN must already exist in the

98000s database
CISCO W-/ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Configuring the Policy Profile

To avoid too many

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

reauthentications
(28800 secs / 8 hours by
default as of IOS- XE 17.12)

For increased

security/control

cisco L{V&/

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile

Session Timeout (sec) W ® Link-Local Bridging

Idle Timeout (sec) | 300 En(?lg? Service ‘ v ‘ B

Idle Threshold (bytes) 0 Hotspot Server ‘ v ‘ 1~

Client Exclusion Timeout (sec) | 60 L3 Access

Guest LAN Session Timeout User Defined (Private) Network

DHCP Status

IPva DHCP Required v Drop Unicast

DHCP Server IP Address DNS Layer Security

DHCP Server VRF v DNS Layer Security ‘ Not Configured v
Parameter Map Clear

BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




Configuring the Policy Profile

Allow AAA Override
to support dynamic
RADIUS attributes

NAC State/Type for
CoA support

Accounting List for

RADIUC Accounting
and CoA too

For increased

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

AAA Policy

Allow AAA Qverride

security/control

cisco L{V&/

Advanced

Fabric Profile a

NAC State v
Link-Local Bridging
Policy Name default-aaa-policy x v | &
mDNS Service \ v \ [~
. . Policy g
Accounting List MLIST_ACCT_ID x
. . Hotspot Server \ v \ (7]
Interim Accounting
WGB Parameters
User Defined (Private) Network
Broadcast Tagging
WGB VLAN Staus
Drop Unicast
Policy Proxy Settings rop Hnicas
DNS Layer Securi
DNS Layer Security ‘ Not Configured v
IPv6 Proxy None v Parameter Map Cloar
BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Configuring the Policy Tag

Configuration > Tags & Profiles > Tags > Policy > Add

Add Policy Tag

POLICY_TAG_CORP

v  WLAN-POLICY Maps: 0

Policy Tag

WLAN Profile

WLAN Profile Y Policy Profile

o

Map WLAN and Policy

WLAN Profile* WLAN_PRFL_EM - POLICY_PRFL_E .. +

> (it defines the SSID,
band options, security
options, etc.)

+

Policy Profile

RLAN-POLICY Maps: 0

) Cancel " Apply to Device

BRKEWN 2094

cisco L{V&/

» (it defines switching
techniques, traffic handling,
L2/L3 ACLs, QoS, etc.)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Assigning the Policy Tag to the AP

el Cisco Catalyst 9800-L Wireless Controller Welcome acmin |~ # ® A B & W @ C Q  =mreednack N
17.16.2
Configuration~ > Wireless - » Access Points Edit AP *
General Interfaces High Availability Inventory Geolocation ICap Advanced Support Bundle
V' All Access Points
General Tags
Total APs : 1 Fe]
AP Name* AP-9166I-E.1F20 Policy POLICY_TAG_CO.. v H
Location* default location Site default-site-tag v |8
Admin i
AP Name { AP Model i Slots ¢ Status RF default-rf-tag v B
< Base Radio MAC 345d.a80b.c740
AP-9166I-E.1F20 ka [l CW91661-E 3 (] o
Write Te fi AP =
Ethernet MAC 149£.4310.1120 fite Tag Config to @
! 0~ Admin Status enasten [l Version
A 4
AP Mode Local -

Primary Software Version

6 GHz Radios o Here we can select the
POLICY_TAG_CORP

5 GHz Radios Fabric Status Disabled Predownloaded Version
that we just configured
2.4 GHz Radios LED Settings

Boot Version

LED State enasten [l .
Dual-Band Radios :] 10S Version Th e CAPWAP service

Brightness Level 8 v .
. will restart (not a reload)
Country ash Settings
Flash State [. DISABLED , [P &)

LSC Provision
CAPWAP Preferred Mode 1Pv4

AP Certificate Policy ) Cancel
|
W / Configuration > Wireless > Access Points

Cisco
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Checking Tags and Profiles assignment

AP Name

AP-9166I-E.1F20

“z‘i il

AP-9166I-E.1F20

i

WLANSs and Policies
POLICY_TAG_C...

SSID : .:|:.:]:. Employee
Policy 0 : POLICY_PRFL_EM...
VLAN ID : VLAN_EMPLOYEE

Security : WPA2 WPA3

WLAN "5-" : WLAN_PRFL_EMP...

cisco L{V&/

H

Site properties
default-site-tag
Local

|

AP Join : default-ap-profile
LED State : )
Rogue Detection : @

RF properties
default-rf-tag

5 GHz Band : Global Config
Slot 1 Radio Profile : default-radi...
Slot 2 Radio Profile : default-radi...

2.4 GHz Band : Global Config
Slot 0 Radio Profile : default-radi...

6 GHz Band : default-rf-profile-...

Status : O

BRKEWN 2094
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Configuration > Tags & Profiles > Tags > AP > Tag Source

Other options to assign Tags

Through regex rules for the AP names

Associate Tags to AP

il Gisco Catalyst 9800-L Wireless Controller
17.152

c
Configuration~ » Tags & Profiles~ > Tags
Policy Site RF AP
Tag Source - Location -

Priority Tag Source
0 Static
1 Location
2 Filter
3 AP

@ Drag and Drop Tag Sources to change priorities
Revalidate Tag Sources on APs

Enable AP Tag Persistency

Apply

Welcome admin

Rule Name*

AP name regex*

FILTER_CORP Policy Tag Name

AAP-* Site Tag Name

cisco L{{/&/

POLICY_TAG_CO..x v (B

default-site-tag % vy &

. RF Tag Name default-rf-tag x v W
Active YES B 9
Priority* 1023
Create Location and associate APs Eieoeioniandles spctE I ARS
General AP Prowisioning
General AP Provisioning Add/Select APs APs on this Location
Impart AP MAC ® Associatad AP list Q Search °
Stal  Location* LOC_CORP PP p——
” o [t APMAC T APName T Staws T
Description -
o 500 &
7 Avallable AP list q Searc [>]
Policy Tag Name POLICY_TAG_CO... a Number of selected APS - 0
o Site Tag Name default-site-tag a £ A LD T
140183107720 AP-91861-E 1720
’ IRV e 5 Through a oLocati o
Policy Site RF AP
Teg Source  Static  Location  Filter
®
Number of AP Tag mappings selected : 0
AP MAC Address Y Policy Tag Name Y Site Tag Name Y RF Tag Name Y Priming Profile 4
149£.4310.1120 POLICY_TAG_CORP default-site-tag default-rf-tag
1 0 w Y 7
oManuallydéd or th

BRKEWN 2094
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Enabling Tags persistency

Configuration > Tags & Profiles > Tags > AP > Tag Source

n mi
CISCO

Cisco Catalyst 9800-L Wireless Controller
17.16.2

Welcome admin

Filter

Status

_ Configuration~ » Tags & Profiles~ > Tags
. Policy Site RF AP
Dashboard —

Tag Source Static Location
Monitoring
3 Priority Tag Source
. Configuration
’ 0 Static
Administration
1 Location
2 Filter
V() et
3\%‘ Troubleshooting
3 AP
@ Drag and Drop Tag Sources to change priorities

Revalidate Tag Sources on APs

Enable AP Tag Persistency

& Apply

cisco L{{@/

BRKEWN 2094

Y
E For your
reference

AP Tag Persistency can be useful if
we want APs to keep their Tags
when moving between controllers
(e.g., N+1 HA)

The same Tags must be present on
the new destination controller and
they are applied according to the
APOs memory i f no
(static, filter, etc.) supersede them
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Central or (FlexConnect) Local Switching

Local Mode AP FlexConnect mode AP
(Central Switching) (Central / Local Switching)
o -
- E3 - B
=1 =
«7 «

)\
) %) . CAPWAP Control
I CAPWAP Data

c 1 s co W. BBBBBBBBBB © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Going FlexConnect

1. The AP must be in FlexConnect mode

il Gisco Catalyst 9800-L Wireless Controller Welcome admin | # W A o
17.15.2
Configuration = » Tags & Profiles~ > Tags Edit Site Tag
Policy ~ Site  RF AP Name* default-site-tag
Dashboard —
Description default site tag
AP Join Profile default-ap-profile v
Site Tag Name
default-site-tag < Fabric Control Plane Name v @
ministration 1 10 v Enable Local Site v
Name*
oubleshooting .
ubleshoating Description

default-site-tag

default site tag

Configuration > Tags & Profiles > Tags > Site \ ey i jfa_“':ai‘f"_ﬁ'j___l
~ . ! ex Profile efault-flex-profile t
Enable Local Site C all APs assigned to the i L
Site Tag are in Local mode (central switching) Fabric Control Plane Name
Disable Local Site C all APs assigned to the y e ol

Site Tag are in FlexConnect mode

c 1 s co M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Going FlexConnect

1. The AP must be in FlexConnect mode (with a new dedicated Site Tag)

Add Site Tag
Name* SITE_TAG_BRANCH

Description Enter Description

AP Join Profile

‘| Apply to Device

Configuration > Tags & Profiles > Tags > Site
CIsco L‘V&~/ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Going FlexConnect

1. The AP must be in FlexConnect mode (with a new dedicated Site Tag)

"cll's'él‘;‘ Cisco Catalyst 9800-L Wireless Controller Welcome admin | # W £ # e C Q & Feedback | ([
17.15.2
Configuration~ > Wireless~ > Access Points Edit AP =
General Interfaces High Availability Inventory Geolocation ICap Advanced Support Bundle

V¥ All Access Points

General Tags
Total APs : 1 ¥

AP Name* AP-91661-E.1F20

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is not
allowed while changing Tags

Location* default location
Admin
AP Name : AP Model i  Slots i  Status
Base Radio MAC 345d.a80b.c740
AP-91661-E.1F20 ik Ll CW91661-E 3 (] Policy POLICY_TAG_CO.. v H
i g Ethernet MAC 149f.4310.1f20
Site SITE_TAG_BRANCF +
) 1 10 v Admin Status
Troub! g Search or Select
RF ,
AP Mode Local v default-site-tag
6 GHz Radios Write Tag Config to AP SITE_TAG_BRANCH
Operation Status Registered
. Version
Fabric Status Disabled

5 GHz Radios

Configuration > Wireless > Access Points

v

Assigning APs to a Site Tag with oLocal Sit

c 1 S CO M. BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Quick tip: default all APs to FlexConnect mode

Configuration > Tags & Profiles > Tags > AP > Filter IE For your

reference

We could confi gurtoemashonodef aul t
any AP name (.*), with priority 1023 (the lowest)
and to assign a Site Tag with Local Site disabled

Assaclate TagS e I-

Rule Name* RULE_FLEX_DEFAULT Policy Tag Name v (B

AP name regex* Site Tag Name SITE_TAG_BRAN .x

a
Active RF Tag Name v

Priority*

Type

=] Apply to Device

c 1 s co L‘V&~ BRKEWN 2094 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Going FlexConnect

2. The Policy Profile must have Central Switching (and usually Central DHCP) disabled

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mability Advanced

Name* ’_PRFL_EMPLOYEE_FLEX WLAN Switching Policy

We could have also
con e (oo | modified the existing

Status }:ABLED [ ] Central Authentication enaeer [ P O L I CY_P R F L_E M P LOY E E
Passive Client DISABLED Central DHCP @ oisasien . .
:- [- J profile. A new, dedicated
IP MAC Binding ENABLED Flex NAT/PAT DISABLED
conpostmromnes [W5585) one for FlexConnect could

1S Policy be more reusable

v

v

Inline Tagging

SGACL Enforcement

Default SGT

Configuration > Tags & Profiles > Polic
cisco L{V&/ J J Y
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Going

FlexConnect

3. Configuring a locally switched VLAN ID or a VLAN name (in this case the Flex Profile must follow)

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivi

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling (@] WLAN ACL
HTTP TLV Cachi &)
LY Caching IPva ACL v|®@
DHCP TLV Caching @)
IPv6 ACL v | @
WLAN Local Profiling
URL Filters ®
Global State of Device ®
Classification
Pre Auth v | @
Local Subscriber Policy Name v B
Post Auth
VLAN
VLAN/VLAN Group 211 v ®

ty for clients associated with this Policy profile

Multicast VLAN

O Cancel ‘

= Apply to Device

i
s

cisco L{{/&/

Configuration > Tags & Profiles > Policy

BRKEWN 2094

VLANSs dynamically assigned via RADIUS
take precedence over the VLAN statically

defined under the Policy Profile.
If you are not dynamically assigning

VLANS via RADIUS, you can define the
locally switched VLAN under the Access

Policies tab of the Policy Profile. Be
aware that:

_— A when using the VLAN number, this

VLAN does not need to exist in the

980006s dat abase
A when using the VLAN name, the

VLAN must e Xl st

local database and under the Flex

Profile, with exactly the same name

and ID.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Going FlexConnect B o

reference

3. Configuring a locally switched VLAN ID or a VLAN name (in this case the Flex Profile must follow)

Add Policy Profile *

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile

VLANs dynamically assigned via RADIUS

conel fecemPoes SoRmeAue Wenl o Adveneed take precedence over the VLAN statically
RADHLS Profiing £ WLAN ACL defined under the Policy Profile.
HITP TLV Caching . IPya AGL . If you are not dynamically assigning
DHCP TLV Caching 7 v ACL OB VLANSs via RADIUS, you can define the
WLAN Local Profiing URL Fiters = locally switched VLAN under the Access
Gt st ofDvics © Policies tab of the Policy Profile. Be
Pre Auth -]B aware that:
o Supserber Foley fame )@ Post Auth . A when using the VLAN number, this
VAN VLAN does not need to exist in the
VLANNLAN Groue VLAN_EMPLOVEE v | ® ——— 98000s dat abase;
licast VLAY > A when using the VLAN name, the VLAN
BT must exist both in
VAN voIce database and under the Flex Profile,
i —— with exactly the same name and ID.

cisco Leye/ CONfiguration > Tags & Profiles > Policy
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Going FlexConnect B o

reference

3. Configuring a locally switched VLAN ID or a VLAN name (in this case the Flex Profile must follow)

yst 9800-L Wireless Controller Welcome admin = # ® A B & M

Configuration~ > Tags & Profiles~ > Flex Edit Flex Profile
Genera Local Authentication Policy ACL VLAN DNS Layer Security VLANS dynamlca”y aSSIQned Vla RADI US
T take precedence over the VLAN statically

S defined under the Policy Profile.
(O  default-flex-profile Ingress Y . . .
1 = VANName Y Y AcL Egress ACL Y If you are not dynamically assigning
[0 vavewome 1o | VLANS via RADIUS, you can define the
1 10 v .
- locally switched VLAN under the Access

Policies tab of the Policy Profile. Be

aware that:

A when using the VLAN number, this
VLAN does not need to exist in the
980006s dat abase;

A when using the VLAN name, the VLAN
must exist both in
database and under the Flex Profile,
with exactly the same name and ID.

Configuration > Tags & Profiles > Flex
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reference

FlexConnect Native VLAN ID consistency B o

Configuration > Tags & Profiles > Flex

"c||'5"':|c')' Cisco Catalyst 9800-L Wireless Controller Welcome admin | & ¥
17.15.2

_ Configuration - > Tags & Profiles~ > Flex Although not always

technically necessary for

General Local Authentication Policy ACL VLAN

Dashboard N thIS tO WOTk, |t |S hlghly
ame* default-flex-profile
_ Selected Rows: 0 recommended for
@ huslllie UL escription efault flex profile H
Flex Profle Name . et e prel consistency purposes to
default-flex-profile 4 Native VLAN ID 20 > match the Native VLAN ID
ministration « <gRr 0o HTTP Proxy Port 0 Of the FIeX PrOfIIe Wlth the
HTTP-Proxy IP Address 0.0.0.0 aCtual natlve VLAN number
of the trunk port, where
Troubleshooting CTS Policy

the FlexConnect AP is
Inline Tagging Connected

SGACL Enforcement

CTS Profile Name default-sxp-p ... X ¥
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Going FlexConnect

Linking the (existing) WLAN Profile with the new Policy Profile for local switching

Add Policy Tag

I Name* POLICY_TAG_BRANCH |

Description Enter Description

' WLAN-POLICY Maps: 1 We can create a new Policy Tag,
E3 which links the same WLAN Profile
WLAN Protie ¥ PoteyPrtie for our empl oyees
| O s e now with the new Policy Profile for
‘ — FlexConnect local switching

RLAN-POLICY Maps: 0

=3 _ The WLAN Profile stays the same,
only the traffic policies change

Configuration > Tags & Profiles > Tags > Policy
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Assigning the Policy Tag to the AP

If we use a new Policy Tag, we need to assign it to our AP(s) as per usual

n "cll's'r‘_[__"' Cisco Catalyst 9800-L Wireless Controller Welcome admin | # W& M &+ e Q = Feedback | * (@
17.15.2
Configuration~ > Wireless~ > Access Points Edit AP *
General Interfaces High Availability Inventory Geolocation ICap Advanced Support Bundle
V' All Access Points
General Tags
Total APs:1 AP Narme®
ame AP-9166I-E.TF20 A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is not
Location® default location allowed while changing Tags.
Admin ¢
AP Name i AP Model i  Slots i  Status
Base Radio MAC 345d.a80b.c740
AP-91661-E.1F20 kLl CW9166I-E 3 [] N Policy DLICY_TAG_BRANCH » &
Ethernet MAC 1491.4310.1f20
Search or Select
— Site . a
1 0 - Admin Status enaste [ default-policy-tag
RF POLICY_TAG_BRANCH |IF)
AP Mode Flex v POLICY_TAG_CORP
. Write Tag Config to AP ==
6 GHz Radios Operation Status Registered
Fabric Stat Disabled MO
" abric Status isable
5 GHz Radios

Statically assigning TAGs directly under the APs is a quick
option for demos/ |l abs/ PoCbds.
For more scalable options we could use filters with regex,
locations or even NETCONF with external tools.

CISCO M./ BRKEWN 2094
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Configuring a passphrase based WLAN Profile

Configuration > Tags & Profiles > WLANs > Add

cisco Lz{/&/ BBBBBBBBBB




