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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space
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 Introduction

- Basic Integration with
Catalyst and Meraki

- Managing Network Users
and Wireless Users

- Optimizing Authentication for
Wireless Users

- Network Segmentations and
Security Group Tags
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Why are we here today?
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B
3
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Why ISE?

Device Administration

Secure Access
Guest Access
.= Asset Visibility
& Compliance & Posture
ISE
Context Exchange
@ Segmentation
& Cisco Catalyst Center
- EMM/MDM

%
cisco W‘/

Threat Containment

BRKEWN-2325
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ISE Capabillities for Zero Trust from Workplace

Enterprise Security
Endpoints Network Devices Cisco ISE Identity Services Security Services
< Users - Switches * Shared or Distributed - Azure/AD/LDAP - Cloud Analytics
. Devices + WLCs/ APs + VM/Appliance/Cloud + MDM +  Secure Firewall
« Things | E + VPN + Up to 2M Endpoints * SAML/MFA * Partners

vy
fd UU‘.@ = AN L

[
T ¥
\a"

o L = T/Téfé‘éi - O — 57
ISE

Share It
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Authorization Options with ISE

URL-Redirect

Provide conditional web QoS Profile is
redirect when traffic is assigned per
blocked endpoint

mDNS Profile

Open DNS

Assigns Open DNS
profile to intercept
DNS packets for
custom response

Assigns mDNS profile
to broker mDNS
advertisement

cisco L;'V&/

AVC Profile Bandwidth Timer

Application Visibility CD””P' maximum
Profile is assigned per bandwidth and burst

endpoint rate per endpoint/user

Control session and
idle-timeout

URL-Filter

Roles Service Template

Assigns role that
includes multiple
characteristics: VLAN,
ACL, QoS, Timer, etc.

Assigns service that
includes multiple
characteristics: VLAN,
ACL, QoS, Timer, etc.

Controls which FQDNs
the endpoint can reach
or not

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Wireless Introduction

Y

Central Authentication

ISE

Local Authentication

c 1 sco L‘V&./ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Integrating ISE with Cisco Wireless

Meraki Wireless

MR20, MR70

MR28/30H/33/42/42E/52/53/
53E/74/84
MR36/36H/44/45/46/46E/55/
56/57/76/78/86
CW916x/CW9I17x

Catalyst

9800 (All Supported APs)

cisco L;'V&/

_ _
802.11ac . 3F1r°2m
Wave?2 or 5 < on
higher. Min 802.1Tax+
27 6 models

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




Managing Wireless
Network Security
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C9800 Network Admins TACACS+ Workflow

o
- ==
START (Authentication) - User trying to connect -
P REPLY (authentication) to ask client to get username ~
- CONTINUE (authentication) to give server username -
P REPLY (authentication) to ask client to get password g
- CONTINUE (authentication) to give server password -
P REPLY (authentication) to indicate pass/fail status ~
N REQUEST (authorization) for service=shel| -
P RESPONSE (authorization) to indicate pass/fail status ~
N REQUEST (accounting) for start-exec -
P RESPONSE (accounting) that record was received ”
N REQUEST (authorization) for command and command-argument -
P RESPONSE (authorization) to indicate pass/fail status ~
N REQUEST (accounting) for command -
P RESPONSE (accounting) that record was received ~
N REQUEST (accounting) for stop-exec -
P RESPONSE (accounting) that record was received ~
<

cisco M. BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



C9800 Wireless Users Management

None Open ( guest)
AUP ( MAC Filter) Open ( guest))
pre-shared key (PSK) WPA + PSK (iot)
psk1 | psk2 | ... WPA2 + mPSK (iot)
e e s wwsz Bk (o)
B e00000 A 802.1X WPA2/3-Ent (corp)

c 1 sco L‘V&~/ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16
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MAB

Endpoints without a configured supplicant fail 802.1X!

v Attribute Value Pairs

>

4 Y Y Y Y Y Y YYYYYYY

AVP: 1=14 t=User-Name(1): b844d934e871
AVP: 1=24 t=Called-Station-Id(30@): 2@-bb-c@-67-fd-a@:0PEN
AVP: 1=19 t=Calling-Station-Id(31): b8-44-d9-34-e8-71
AVP: 1=6 t=NAS-Port(5): 4
AVP: 1=6 t=NAS-IP-Address(4): 192.168.202.61
AVP: 1=7 t=NAS-Identifier(32): wlc-1
AVP: 1=12 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)
AVP: 1=18 t=User—Password(2): Encrypted
AVP: 1=6 t=Service-Type(6): Call-Check(1@)
AVP: 1=6 t=Framed-MTU(12): 1300
AVP: 1=6 t=NAS-Port-Type(61): Wireless-802.11(19)
AVP: 1=6 t=Tunnel-Type(64) Tag=0x00: VLAN(13)
AVP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x@@: IEEE-8082(6)
AVP: 1=4 t=Tunnel-Private-Group-Id(81): 3@
AVP: 1=49 t=Vendor-Specific(26) v=ciscoSystems(9)
AVP Type: 26
AVP Length: 49
» VSA: 1=43 t=Cisco-AVPair(1): audit-session-id=c@a8ca3d@00@000@58a28e54
AVP: 1=3@ t=Acct-Session-Id(44): 58a28e54/b8:44:d9:34:e8:71/1

MAB requires a MAC address database |

Bypass 802.1X Authentication with a Known MAC

00-10-23-AA-1F-38
(o) C]

MAB

Call Check

802.1X
Timeout

A
S

Radius:Service-Type =

ISE builds this database

dynamically from discovered endpoints

cmcol%h&/

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



IEEE 802.1X Fundamentals

Endpoint
(Supplicant/Client)

Credentials: ‘ D

P Ding

o i -

- Certificate
- Password
- Token

EAP-Start

= EAP Tunnel

RADIUS

DOMAIN\bob

Network Device
(Authenticator)

(Authentication Server)

RADIUS

AAA Server

|dentity Store(s)

XX KE>

cisco L{{/&/

v Attribute Value Pairs

» AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

Y Y Y Y Y Y Y Y Y Y YYYYYYVYYY

1=11 t=User-Name(1): employeel

3 t=Chargeable-User-Identity(89): \000

6 t=Location-Capable(131): Civix-Location(1)

19 t=Calling-Station-Id(31): b8-44-d9-34-e8-71

23 t=Called-Station-Id(3@): 2@-bb-c@-67-fd-a@:ISE

6 t=NAS-Port(5): 4

49 t=Vendor-Specific(26) v=ciscoSystems(9)

1=30 t=Acct-Session-Id(44): 58a28ffb/b8:44:d9:34:e8:71/0

1=6 t=NAS-IP-Address(4): 192.168.202.61

1=7 t=NAS-Identifier(32): wlc-1

1=12 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)
1=6 t=Service-Type(6): Framed(2)

1=6 t=Framed-MTU(12): 1300

=6 t=NAS-Port-Type(61): Wireless-802.11(19)

6 t=Tunnel-Type(64) Tag=0x@0: VLAN(13)

6 t=Tunnel-Medium-Type(65) Tag=0x@@: IEEE-802(6)

4 t=Tunnel-Private-Group-Id(81): 3@

45 t=EAP-Message(79) Last Segment[1]
7
1

e

4 t=State(24): 333743504d5365737369616e49443d633061386361336430. ..
8 t=Message-Authenticator(8@): 2f9604fd5e7141e3436719b6f88e516f

1
1
1
1
1
1

BRKEWN-2325

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



IEEE 802.1X Fundamentals

Endpoint
(Supplicant/Client)

Network Device AAA Server
(Authenticator) (Authentication Server) ldentity Store(s)

cisco L{V&/

EAP Tunnel
‘o EAP

802.1X

RADIUS &=
ISE
(o)

v Attribute Value Pairs

>

4vVvYVYy

av

AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

1=11 t=User-Name(1): employeel

1=40 t=State(24): 52656175746853657373696f6e3a63306138636133643030. ..
1=51 t=Class(25): 434143533263306138636133643030303030303033353861...

1=6 t=EAP-Message(79) Last Segment[1]
1=18 t=Message-Authenticator(80): ea8102e64735fe4037e02bc3d3a720f4
1=37 t=Vendor-Specific(26) v=ciscoSystems(9)

AVP Type: 26
AVP Length: 37
» VSA: 1=31 t=Cisco-AVPair(1): cts:security-group-tag=0004-0

AVP:
AVP:
AVP: 1=20 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)

1=58 t=Vendor-Specific(26) v=Microsoft(311)
1=58 t=Vendor-Specific(26) v=Microsoft(311)

AVP Type: 26
AVP Length: 20
» VSA: 1=14 t=Airespace-ACL-Name(6): Employee-ACL

‘o |EAP
RADIUS

RADIUS: ACCESS-ACCEPT
VSA: Airespace-ACL = Employee-ACL
EAP: EAP-SUCCESS

BRKEWN-2325
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PSK (Pre-Shared Key) WLAN

PSK= Cisco123 -
- - - -
S

PSK= Ciscol123

C9800 &
- Embedded WLC
P on Catalyst AP

PSK= Cisco123

A
T

> _
PSK= Cisco123 — -

» Each endpoints associate to the single WLAN with same PSK value
« (Optional) ISE may be used for validating/filtering MAC address

« Supported on virtually any wireless product

CISCO M‘/ BRKEWN-2325

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



mPSK (Multi-PSK)

PSK= PY9CK5tL

PSK= PY9CK5tL .
N\‘\
PSK= zD23501M

3 PSK=Cisco123
—-—“~~~ t
TTmee- MAC-Filterin

)’17\

”
2 A ISE
IJ- Prad PSK WLAN C9800 &
-7 Embedded WLC
- _.- on Catalyst AP
Auth Key Mgmt 802.1x
+ Can configure up to 5 different PSK per WLAN o . oy v | Femst "
+ (Optional) ISE may be used for validating/filtering MAC address T+ 802.1x Ascl Unencrysted
. FT + PSK ASCII Unencrypted
+ Supported with C9800 16.10.1+, Embedded WLC on Catalyst Al S02 1SS e P
(I0S-XE Mobility Express AP)16.12.2+ PRICSHAZID Asl Unencrypted
PSK Format ‘Tvl ASCII Unencrypted
Pre-Shared Key* ‘ .......... @ ‘

c 1 sco L‘V&./ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Identity PSK (iPSK)

PSK= PY9CK5tL
- -~ \\

MAC-Filterin
J ’I’ PSK WLAN AireOS WLC, C9800,
7 Embedded WLC on Catalyst AP,
> "1’ Meraki MR

ISE

* Each endpoints associate to the single WLAN with different PSK
20:C9:D0:2B:80:F7

9C:3D:CF:4A:72:4D
50:C7:BF:BA:D3:23
50:C7:BF:BA:D9:75

value

* |ISE provides mapping of MAC address to PSK

PSK= zD23501M
PSK= PY9CK5tL

cisco L{V&/

BRKEWN-2325
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iPSK (Identity PSK) p2p blocking

P2P Blocking Action

Client Exclusion

Disabled

Drop

Forward-UpStream
¥ Allow-Private-Group

Enabled

Edit WLAN

General Security Advanced

Coverage Hole Detection v

Airanet [E

P2P Blocking Action

38U
Timeout Value (secs)

S

Disabled

Multicast Buffer
Drop

- Media Stream Multicast-

-1 PSK WLAN

» Each endpoints associate to the single WLAN with different PSK value

* Endpoints with same PSK value defines segmented network

cisco L{V&/

Allow Private Group w

Forward-UpStream

MAC-Filterin

1
)’17\

AireOS WLC, C9800

direct Allow Private Group

ISE

20:C9:D0:2B:80:F7
9C:3D:CF:4A:72:4D
50:C7:BF:BA:D3:23
50:C7:BF:BA:D9:75

PSK= zD23501M
PSK= PY9CK5tL

BRKEWN-2325
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Local Web Authentication (LWA

= e @ © @&

AP 9800 WLC DHCP Server DHS Server RADIUS Server

sspciation request,»

Rssociation IE!‘QDI‘L!Eh

,'DHCP Discover, Offer, Beguest, AEck

: NS Query c.ﬂptive_ﬂpple_c:m'I )

: gptive.spple.com is at 1?.253.53.20?:

®
@
®
@ R — S :a::}tivel_ag?le_cemH
®
®
@

A AQ‘L

HIID 200 DK + Redirsct URLj——————
—— HTTD3 GET WLC Virtual IPH

+|Here is the defsult/custom web page |jHIIPS:-|—

_|Here 's my username/password

Check user
locally or
against RADIUS

@ :’i,.ADIUS Access Request%
HDIUS Locess Rocept/Ree o] —
@ Helete client or ge te RON Etatel— I

cisco M. BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



i

Client AP 9800 WLC DHCP Server

Q 0O 0O OO O

©

E_x

ternal Web Authentication

‘7**( / A

—|Association request»

ssociation response’_

DNS S

=DNS Query captive.apple. COJu:

( iDHCP Discover, Offer, Request, Ack'%

: aptive.apple.com is at 17.253.53.207:

—'HTTP GET captive.apple. COH

(_|HTTP 700 OK + Redirect URLj——

Intercept

erver Web Server RADIUS Server

{HTTPS GET Custom Web Page}

( idere is the custom web page (HTTPS

)f

—Here 's my username/password

Check user
locally or
against RADIUS

RADIUS Ac

cess Requesti )

O P

HDelete client or go to RUN Stat e

cisco W‘/

RADIUS Acces

El Accept/Reject}

BRKEWN-2325

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Central Web Authentication (CWA

A—

Client AP

Association reque

®

© 600 © OO

®

©)

cisco W‘/

9800 WLC

F—{q“m; iation res[m,,se)—

DHCP Server

™

Eccess Reque '—

DNS Server ISE

—>

Hcccss Acce

pt + Redirect ACL + Redirect URLjrm—

Apply ACL

%‘DHCP Discover, Offer, Request, Ack'—)

:DNS Query captive.apple.com

( : aptive.apple.com is at 17.253.53.207}

>

—IHTTF GET captive.apple. comH

(—{HTTP 200 OK + Redirect URL to IS5Ej————

Intercept

JETTPS GET ISE Portal Pagel

<

{Here i= the page (Z{TTPS”

I}

ociation

L

re's my username/

password or "I accept T&C"}

Haaociatian response, go to RUN State'—

| Pee———— |

<

oA-Request

[Con-nckk

Please reauth

~oA-ACK

ccess Request'—

<

| P ———— |
jiccess Accept]

BRKEWN-2325
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ISE Guest Features

# of supported L PRI SMS Portal language
Guest accounts Guest account notification customization
options
Hotspot Self Registered

Immediate, un-credentialed
Internet access

Self-registration by guests,
Sponsors may approve

aCCess

A

cisco Li/&/

The 3 types of guest access

Social Media Manage guest
Login support accounts via REST

Sponsored Guest Access

Authorized sponsors create
account and share
credentials

BRKEWN-2325

v

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

29



Configuration -
Catalyst

cisco Li/&/



Designing ISE Guest with Catalyst 9800 WLC

Catalyst 9800
Series WLCs Internet Edge / DMZ
' FlexConnect
Guest (anchor) WLC ‘x
CAPWAP Guest Anchor Tunnel 1
-
‘-_, Core AN Aggregation

i)
Catalyst 9800 ]
Series WLCs R4 i Branch
l_ .

«

Hf
€§

w¢ A v
%" N, x
Enterprise (foreign) WLC Pair > = \_/_. ° /
— =
Shared Services +— CAPWAP Tunnel ‘ :-__.
> ——
| Distribution 1;
L Catalyst 9100 APs in R‘[*‘v
i I g:f?ﬁgs'w FlexConnect Mode
Centralized . PN
% «— Guest WLAN/SSID v %
. % Guest WLAN/SSID ‘ ﬁ!

CISCO M‘/ BRKEWN-2325
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Integrating ISE with Catalyst 9800 WLC

C9800 Configuration Flow for ISE

*  Key

*  Support for CoA

AAA Servers 5 Server Group
+ Name *  Name
¢« IP ¢ Assigned Servers

Webauth Parameter Map
*+  Name
« Captive Bypass Portal

m Authorization List
*  Name

«  Type

«  Group-Type

ACLs (Referenced via RADIUS)
Name
ACL Type
Sequence

Access Control Entries

d Server Groups

\ 4

5 Authentication List

*  Name

+ Type

*  Group-Type

« Assigned Server Groups

URL Filters (Referenced via RADIUS)
Name
Type
Action
URLs

E Accounting List
+  Name

+  Type
* Assigned Server Groups

WLAN Profile
Name
SsID
Status
L2 Security Mode
MAC Filtering
- Authorization List
Webauth Parameter Map
Authentication List

u Policy Tag

*  Name
*  WLAN Profile
« Policy Profile

AP/AP List
« Policy Tag

VLAN
« VLANID
*«  Name
« State
*  Port Members

BRKEWN-2325

Policy Profile
Name
Status
HTTP TLV Caching
RADIUS Profiling
DHCP TLV Caching
VLAN/VLAN Group
Allow AAA Override
NAC State
Accounting List

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Why ISE with Meraki for Access Control?
o Mekd E

Multi-Vendor Deployments Meraki Only
Active Directory Domains 1 per Splash Page / LocalAuth 50
. Sequences: AD, Azure AD, LDAP,
ldentity Stores AD, LDAP, Google Auth ODBC, SAML
Centralized, Customizable Portals Splash Page
Guest: Hotspot/AUP/Click-Thru
Guest: Self-Registered
Guest: Sponsored
Social Logins Facebook Facebook
Pay for Access Option X
MDM Meraki Systems Manager Meraki SM + 13 MDM Partners
Context / Security Integrations Splash Page, WPN 100+ CSTA Partners

c 1 sco L‘V&~ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 49
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Configuration -
Meraki
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SSIDs

Wireless > Configure > SSIDs

Configuration overview

SSIDs Showing 4 of 15 SSIDs. Show all my SSIDs.
Unconfigured SSID 0
Enabled
Name rename
Access control edit settings
Encryption Open
Sign-on method None
Bandwidth limit unlimited
Client IP assignment Meraki DHCP
Clients blocked from using LAN yes
Wired clients are part of Wi-Fi network no
VLANtag © nfa
VPN Disabled
Splash page
Splash page enabled no
Splash theme nfa

Unconfigured SSID 2
rename

edit settings
Open

None
unlimited
Meraki DHCP
no

no

nfa

Disabled

no

nfa

Unconfigured SSID 3
rename

edit settings
Open

None
unlimited
Meraki DHCP
no

no

nfa

Disabled

no

nfa

Unconfigured SSID 4
rename

edit settings
Open

None
unlimited
Meraki DHCP
no

no

nfa

Disabled

no

nfa

cisco L{V&/

BRKEWN-2325
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Access Control Options per SSID

Security

© Open (no encryption)
Open / Default

Pre-shared key (PSK)

e st entr o pessphrase o asocise Hotspot / Passphrase

MAC-based access control {(no encryption)
RADIUS server is queried at association time M A B

Enterprise with

User credentials are validated with 802.1X at association time 8 O 2 . 1 X

Identity PSK with RADIUS

RADIUS server is queried at association time to obtain a passphrase for a device based on its MAC address P a S S p h ra S e p e r M A‘
Identity PSK without RADIUS

Devices are assigned a group policy based on its passphrase P O | i Cy p e r P a S S p h ra S e

cisco M. BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Enterprise Authentication Options per SSID

Security

Open (no encryption)
Any user can associate

Pre-shared key (PSK)
Users must enter a passphrase to associate

MAC-based access control (no encryption)
RADIUS server is queried at association time

© Enterprise with

Meraki Cloud Authentication ~

.1X at association time
yr this SSID o

Meraki Cloud Authentication

my RADIUS server

Local Auth
ain a passphrase for a device based on its MAC address

Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase

CISCO M~/ BRKEWN-2325

Available for:
M « Sign-On Splash page
° « WPA2 + 802.1X

f Open

PSK

MAB

Active Directory
LDAP

ISE / | opsc

Azure AD

\ SAML

C )
~— ]
2 | < (a2 E
(LE

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Adding APs as Network Devices on ISE

Administration > Network

= Cisco ISE
Resources > Network Devices

Network Devices Network Device Groups Network Device

Network Devices
Network Devices

Default Device
Network Devices Network Device Groups Network Device Profiles

Device Security Settings

+ Add
| Network Devices
Network Devices List > New Network Device
Default Device
(J Name ~ IP/Mask A - Network Devices
Device Security Settings
Name AccessPoint_Branch_Wing1

Description

Add multiple IP Addresses or
— IP Address  ~  "IP:  192.168.192.168 / 32 &

Address Ranges for ease of
configuration!

CISCO M‘/ BRKEWN-2325
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Optimizing
Authentication
for Wireless
Users
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9800 WLC

. Configure |nterim—ACCOunting Configuration = > Security = > AAA| Show Me How °
to send updates on new-info S
or roam only.

Servers [/ Groups AAA Method List AAA Advanced

Global Config

Local Authentication None v
RADIUS Fallback Local Authorization None v
Atribute List Name Radius Server Load Balance
Device Authentication Interim Update v
AP Policy Interim Interval (Minutes) 0
Password Policy Show Advanced Settings >>>

CZDhttps://communitv.cisco.com/t5/securitv—knowledqe—base/ise—and—catalvst—9800—series—inteqration—quide/ta—p/3753060

c 1 sco L‘V&~ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 56
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Number of RADIUS Servers

- Keep it to

- 3 retries at b seconds means 15 seconds per server.

- Devices won’t wait long enough to make more worthwhile (inbuilt

timers).

- More adds more chance for cascading failures.

-« Need more? Add a load balancer!

- Use a dead timer of 10 minutes or more.
- If all servers are exhausted the top server will be tried before the

deadtime expires.

cisco L{{@/

BRKEWN-2325
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Rad|us Timers (Global Setting)

Configuration™ » Security ~
+ AAA Wizard
Servers |/ Groups AAA Method List AAA Advanced
Global Config

RADIUS Fallback

Attribute List Name
Device Authentication
AP Policy

Password Policy

AAMA Interface

cisco L{{@/

Retransmit Count

Timeout Interval (seconds)

Dead Time (Minutes)

Dead Criteria Time (seconds)

Dead Criteria Tries

10

10

Dead Time = For how long will the server be considered dead.

Dead Criteria Time = How long should the WLC wait before marking it
dead once the Dead Criteria Tries have been exhausted.

Dead Criteria Tries = How many tries should the radius requests fail before

marking it dead.

BRKEWN-2325
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Radius Timers (Per Server

Create AAA Radius Server

Narme* Support for CoA (&) ENABLED .

Server Address” 10.10.10.10 CoA Server Key Type ‘ Encrypted v ‘

PAC Key CoA Server Key @
Key Type Confirm CoA Server Key
Key* @ Automate Tester (]

Confirm Key™

Auth Port

Acct Port

Server Timeout (seconds)

Retry Count
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Automate Tested

Configuration ™ > Security ™ > AAA

+ AAA Wizard

Servers / Groups

RADIUS

TACACS+

LDAP

AAA Method List

cisco L{V&/

Servers

AAA Advanced

Name

O Radius

For Radius Faliback ta work, please make|

Server Groups

[0 +]

Name™

Server Address®

Set New Key

Auth Port

Acct Port

Server Timeout (seconds)

Retry Count

| Radius
| 10.10.10.10

(B

| 1812
| 1813
| 1-1000

| 0-100

Per Server

Edit AAA Radius Server

The username does not have to exist
on ISE, we are seeking a response from

Support for CoA @
CoA Server Key Type

CoA Server key @

Confirm CoA Server Key

| Clear Text

* |

Automate Tester

Username™

Ignore Auth Port

Ignore Acct Port

Enable Probe on

ISE (positive or negative)

BRKEWN-2325

=] Update & Apply to Device
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TACACS+ Timer

Create AAA Tacacs Server
Name* | ISE
rver Address* | 10.10.10.10
Key Type | Clei
Key™
Confirm Key*

Port

= Apply to Device

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Use Fast BSS Transition (802.11r)

MOBILITY DOMAIN - M1

Allow clients to roam without full 802.1x

Controller - 1 Controller - 2
. . E —— Mobility update for C1 —>» ”
authentication. faayd G

Supported by: i
- Apple Devices |

- Android Devices (platform and version Ay’f;\
dependent) o "
equest \::
- Some Windows devices (driver dependent) FT Response’ o (]
e
. ciat .
- Clients that done support 802.11r work on R .

the same WLAN.

TAC recommends over-the-air mode.

----- Client's logical FT communication

------ Actual communication path

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-quide/b wl 16 10 cqg/802-11r-bss-fast-transition.html
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9800 WLC Client Exclusions

Configuration~ > Security~ > Wireless Protection Policies Configuration > Tags & Profiles > Policy
Rogue Policies Rogue AP Rules Client Exclusion Policies General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabri

RN < Session Timeout (sec) 3600 ® Link-
Excessive 802.11 Association Failures v Idle Timeout (sec) | 300 ‘ rPnol?ig
Excessive 802.1X Authentication Failures v Idle Threshold (bytes) | 0 ‘ Hots
Excessive 802.1X Authentication Timeout v Client Exclusion Timeout (sec) » ‘ —— ‘ Use1
IP Theft or IP Reuse v
Excessive Web Authentication Failures v
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9800 WLC Client Exclusions

Tweaking EAP Timers

. Clients excluded on
. 611 802.1x failure
. 51'802.1x timeout

- Advanced EAP timers should
be tweaked to allow exclusion
before client restarts.

cisco L{{/&/

Cor

ifiguration~ > Security ~ > Advanced EAP

EAP-Identity-Request Timeout (sec)* 5
EAP-Identity-Request Max Retries* 8

EAP Max-Login Ignore Identity Response |. DISABLED |
EAP-Request Timeout (sec)* 5
EAP-Request Max Retries™ 5

EAPOL-Key Timeout (ms)* 1000
EAPOL-Key Max Retries* 2
EAP-Broadcast Key Interval (sec)* 3600

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Consideration for C9800 High Avaliability

Administration~ > Device

General Redundancy Configuration
FTP/SFTP/TFTP Redundancy Pairing Type ® RMI+RP RP

Redundancy RMIIP for Chassis 1* 192.168.10.47

RMI IP for Chassis 2* 192.168.10.48
The active controller uses Wireless Management or RMI IP’s to initiate
AAA requests. Whereas the standby controller uses the RMI IP to

initiate AAA requests. Thus, the RMI IPs must be added in AAA servers
for a seamless client authentication and standby monitoring.

cisco L{{@/
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Avoiding Inter-WNCD Roaming

What Are WNCd'’s

Horizontally scaled

c 1 s co W~/ BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



What Are WNCd’s

cisco Li/&/

WNCd : controller process managing AP and client
session

Capwap : AP discovery

Dot11 : Client dot11

SANET/AAA: Client authentication

EPM : Client policies

SISF : client IP learning

Client Orchestrator : Client State Transitions
LISP-agent : L2 Lisp handling for Fabric deployment
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Avoiding Inter-WNCD Roaming

- How Many WNCd’s do | have?

Platform WNCd Instances

EWC (on AP and Catalyst 9k switches) 1

show processes cpu platform sorted | count wncd e [
€9800-CL (small) 1
show platform software system all < Specific for 9800-CL
C9800-CL (medium) 3
C9800-40 5
C9800-CL (large) 7
C9800-80 8
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Avoiding Inter-WNCD Roaming

What’s key here is, having all AP’s from a single roaming domain be part of the same WNCD
by having them within the same site tag

For example, if you have a 9800-40, handling one main office, plus 5 branch
offices, with different AP counts, the configuration could look like this:

wireless tag
load 120

wireless tag
load 10

wireless tag
load 12

wireless tag
load 45

wireless tag
load 80

wireless tag
load 5

cisco W‘/

site

site

site

site

site

site

office-main

branch-1

branch-2

branch-3

branch-4

branch-5

The load command is a expected size hint, it does not
have to match exactly the AP count, but it is normally
set to the expected APs that might join.

As the 9800-40 has 5 WNCD’s we would want to
prevent the main office sharing its WNCD with any other
branch, hence its the one with the highest load value.

BRKEWN-2325 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network
Segmentations
and Security
Group Tags
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ISE Segmentation Options
Beyond RADIUS Access-Accept / Access-Reject @

VLANSs ACLs: DL, Named, DNS Security Group Tags

Downloadable ACL (Wired) or

Dynamic VLAN Assignments Named ACL (Wired + Wireless)

Cisco Group-Based Policy

Pind Pind
D [ S °
o
Printers
Employees YEANS
VLAN 3
VLAN 4 Employee Contractor 16-bit SGT assignment and
Per port / Per Domain / Per MAC B A e T oy oy SGT based Access Control
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Dynamic Segmentation

Features C9105/C9115/C9117 €9120/C9124/ C9130 C9136 CW9162/CW9164/CW9I166 CW9163

Employees 3
TrustSec SXP, SGT No for 9105 Yes Yes Yes Yes p(4§/ Antl_Ma lware
System Platform License Security Group SGT Exchange Inline SGT SGT
Component Tag (SGT) Protocol (SXP) Tagging Enforcement
Classification  Supportand -
Version Services
Cisco Catalyst 9800 Series No license Support for Speaker, SGT over SGACL V4, V6
Tier | for the 9800 | v4/v6: Listener Ethernet (Note 17),
Cisco Catalyst itself. Each | pynamic, \Z3 SGT over Monitor mode,
9800 Series AP joinedis | |p to SGT, V5 from 17.9.1 | VXLAN Logging.
Lﬁ;’:ﬁd Subnet to SGT, =
global sar et SGT NetFlow v9
setting of
either
Essentials or
Advantage * *
ok L\
OO0 000000

%SGACL % SGACL

Employee Employee
(SGT=4) (SGT=4) Sl
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ISE Policv Download

Regardless of topology or location, policy (Security
Group Tag) stays with users, devices, and servers

Destination
]
&b Contractor

Enterprise
Backbone

TrustSec enabled WLC & _/'

AP receives policy for only
what is connected

@ Employee Tag

S o @@ Contractor
Employee Contractor
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Summary

* There is no common authentication method that is optimal for all use
cases, deployments or client types.

» |ISE and Cisco Wireless enables us to easily manage and maintain a
various set of authentication methods for various use cases.

» Follow the best practices prescribed to avoid interruptions and
inconveniences in the network

« This will simplify managing the setup and scaling it up.

* Follow the lab guide that will be provided and practice implementation.
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKEWN=2325

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

« Visit the Cisco Showcase for related demos

- Book your one-on-one Meet the Engineer
meeting

- Attend the interactive education with
DevNet, Capture the Flag, and Walk-in
Labs

« Visit the On-Demand Library for more
sessions at ciscolive.com/on-demand.
Sessions from this event will be available
fromm March 3.

Contact me at: surendrr@cisco.com , rahamdan@cisco.com
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Thank you
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