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- Troubleshooting mindset

- Common problems and troubleshooting
- AP Cloud join and management
. Client join
- Performance
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Troubleshooting
mindset
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“WiFi does not work”

Every User. Everywhere
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Problem resolution is only as effective as the
description

- "Wireless is un-usable in the . Sticky client

meeting room - Oversubscription / lack of

“Choppy voice, pixelated video”  capacity

- “Everything is slow” - High number of APs
. “Random disconnects” - High cell-overlap, CCl
- “Unable to connect” - Hidden node

. Infrastructure weirdness
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“It must be a problem
with Nerakl.”

Every Customer
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Asking the right questions will get you closer

problem location
time

device type SSID most important least

capable
mission critical application

recent examples
business impact
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If you can describe the problem in one sentence,
You will Fix it

But how often are you able to get a problem statement like this?

“Cisco 840 running 1.9(1) fails to
“WiFi does not work”™ _ FT Roam between CW9166I
running MR29.7.1"
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Escalation principles
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Al will help but never replace

. Data analysis . Creativity

. Efficiency - Intuition

. Consistency . Complex Understanding
.- Adaptability
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How many points of troubleshooting do we see?

3. AP to AP JEBSS

2. Client to AP

1. AP to Client

CCCCC

cisco L{V&/ "—L
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AP management
plane
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AP not coming online in the dashboard
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Couple of basic checks can save you a case

- Port config

- Power

- 1P

- Routing (LAN and WAN)
- Firewall info page

- Anything interesting above L4
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Checks

Something's not right

This access point is not connected to the Internet.

cisco L{V&/

Port status

Power

IP address

GW
communication

DNS resolution

NTP
communication

Public IP
communication

Meraki Cloud
communication

Node Local Net Internet
ol a] (o)

C= J

C =

C =

C =

C
Node is failing to

C communicate with IP
209.x.x.x UDP/TCP
port 7351/443,
ensure your firewall

® is not blocking this
traffic.

C

BRKEWN-2399

Meraki Cloud

)

[

Port Up

802.3at

Using 10.10.10.10

GW 10.10.10.1
reachable

DNS resolution
successful

Using NTP a.b.c.d
Public IPs

reachable

Meraki Cloud
Unreachable
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Source IP &

Your
network(s)

Your
network(s)
Your
network(s)
Your
network(s)
Your
network(s)
Your
network(s)
Your
network(s)
Your
network(s)

Your
network(s)

Your
network(s)

Your
network(s)

Your
network(s)

Firewall info page provides everything your
device needs to become green

Destination IP

64.62142.12/32, 158.115.128.0/19, 209.206.48.0/20, 216.157.128.0/20

0.0.0.0/0

158.115.128.0/19, 209.206.48.0/20, 216.157.128.0/20

209.206.48.0/20

17.0.0.0/8

0.0.0.0/0

198.27154.14/32, 13.251.22.225/32, 18139.30.19/32, 52.64.93.238/32, 13.237.212.134/32,13.215.192.136/32, 52.76.93.162/32, 18.153.157.174/32,
3125165.17/32, 3.64.43.250/32, 3.120.110.72/32, 3.70.89.174/32, 3134.137.203/32, 312.119.245/32, 313.96.175/32, 3.20.198.200/32, 3.132.164.124/32,
3141.76.140/32, 18189.238176/32, 3.12.45.197/32, 312.41.11/32, 35.83.73.230/32, 35.166.60.8/32, 34.208.168.67/32, 35.83.153.224/32, 35167.6113/32,
44.228122.230/32, 34.211166.40/32, 52.43.10.180/32, 35.84.224.170/32, 52.24.202.158/32, 34.218.6.117/32, 34.211.165157/32, 35.164.43.196/32,
52.40.228109/32, 54.212.241.230/32, 54.200.126.77/32, 54.213.72.213/32, 52.37.59.221/32, 35.160.113.242/32, 35.155.128.150/32, 54.184.179.181/32,
44.237182.41/32, 52.89.0.105/32, 35.85.66.39/32, 158.115.128.0/19, 209.206.48.0/20, 216.157.128.0/20

0.0.0.0/0, 2606:6940:0000:0000:0000:0000:0000:0000/32, 2606:7bc0:0000:0000:0000:0000:0000:0000/32,
2620:012f:c000:0000:0000:0000:0000:0000/44

158115128.0/19, 209.206.48.0/20, 216.157.128.0/20

8.8.8.8/32

FQDN

api.meraki.com

cloud-meraki-asn.amp.cisco.com

cloud-meraki-est.amp.cisco.com

syslog.log-
ingester.emea.production.insight.meraki.com

registry.meraki-applications.com

Ports

7357,
9350-9381

443

443

443

443

443

443, 2195-
2196, 5223
5228-
5230

443,
30001

80, 443

80, 993,
7734,
7752,
60000-
61000

8888

Protocol

ce

ce

ce

TCcP

ce

=
=]
o

TCP

upP

Direction

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

inbound

Description

Meraki cloud communication, VPN registry

API Requests

Advanced Malware Protection (AMP) Lookups

Advanced Malware Protection (AMP) Enroliment

Insight data collection

Meraki Container Registry

iOS Systems Manager communication

Android Systems Manager communication

Camera streaming proxy

Systems Manager agent communication, Splash
pages, MV cloud archive, Meraki cloud
communication

Backup Meraki cloud communication, Backup
configuration downloads, Measured throughput
to dashboard.meraki.com, Backup firmware
downloads, Mac/Windows remote desktop,
Mac/Windows agent communication

802.1X with customer-hosted RADIUS

Devices using
this rule

Access points,
Cameras, MX
Security Appliance,
Switches

MX Security
Appliance
MX Security
Appliance
MX Security
Appliance

MX Security
Appliance

Systems Manager

Systems Manager

Cameras

Access points,
Cameras, MX
Security Appliance,
Switches, Systems
Manager

Access points,
Cameras, MX
Security Appliance,
Switches, Systems
Manager

Access points

Cisco
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Connectivity (UTC-8) + LocallP Public IP
P—
I 10.92§128332 50.216.
] 10.92§129)166 50.216.
] 10.92§128331 50.216.
I 10.92§128399 50.216.
| 10.9208128453 50.216.
I 10.92§1283228 50.216.
] 10.92§128495 50.216.
h—
—_—
] 10.921176/212 50.216.
I 10.921176213 50.216.
I 10.92/ 176} 206 50.216.
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Dashboard Connectivity Troubleshooting

If the offline node is connected to an online Meraki node.

Basic Network Check

‘ Power status Packet capture 1o switches -

Switch: | 88:15:44:31:cd:65

. POI’t StatUS Ports: [ 10 i

. Output: {Download .pcap file (for Wireshark) VI
VLANS Duration (secs): 60
. I P Statu S (Stati C / D H C P) Filter expression:
z
. D N S File name: CountryTest-swit_MS-88-15-44-31-cd-
©  B5_IF-10

one

@ internet reachability
@ Veraki Cloud reachability
@®ss inspection

cisco 9./
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Dashboard Connectivity Troubleshooting

If the offline node is NOT connected to an online Meraki node and the user was able to open

the LSP.
Basic Network Check
@ Power status
Support asks for OOB logs
@ Port status _— :
Somethlng s not rlght / Support bundle
This access pUiF‘IT is not connected to the Internet.
@®VLANS
@ P status (static / DHCP) Download support data
. D N S Download diagnostic information about this device for Support to examine. This can take several minutes.
Do this only if requested by Cisco Meraki Support.
‘ NTP Download
@ internet reachability
@ Veraki Cloud reachability ® Theusersendthefile ,
® NSE (Network Support Engineer) decrypts the file
‘ SSL inspection ® NSE navigate through all the files and try to make sense

of the logs
c 1 s co L‘V&~ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Client join
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What is client responsible for?

c 1 s co W~/ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Cisco L‘V&./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Common problem example
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Assurance overview shows network state

Last 2 hours v

Overview

n Welcome to the new Assurance Overview page
We would love your feedback as we roll out new feature

Network health score @ Good

1 0 0/100 (:5

Opts last 2 hours ‘ 100

Does the score feel right? 7 T3

Learn about scores

Clients 1364total @ Good

@ Wireless 3issues

190 cClients impacted

©® Wireless

3issues - 190 impacted clients

Association

155 Clients impacted

Authentication

69 clients impacted

IP address

19 Clients impacted

Additional metrics ©

Latency Avg. 410 ms Packet loss

Avg. 26%

Signal Quality Avg. 21dB

BRKEWN-2399
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Wireless Health Overview will guide you

Connection health ©

2 etn o 0.26 ¢ on . 041 oo, - Every number has a story
Excellent ‘

Expected < 55 (0 Expected <35 © to te | |

» Click to unleash the
Performance health © |nS|g htS

Latency Packet loss Signal quality (SNR)

oot N 286 me e L 47 38 + Health metric is always
based on Client Count
Ratio
Network service health ©
R _— _— - |t will always cherry-pick

‘ 925 -5 99 5% o crange 100 % v crance the most impacted clients
Excellent

c 1 sco L‘V&~/ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



And will give you insights that you need

Connection health ©

Failed clients Time to connect Roaming

Excellent ‘ 1/440 2% 0.3 s wozs 0.15s 7ooss

Expected < 55 © Expected < 3s (D

A

1 out of 440 connection 5 out of 455 clients took | 4 out of 457 clients took

attempted client more than 5 sec. to more than 3 sec. to
Failed to connect connect roam

99.8 % client successes) 99 % client successes| 99.2 % client successes|

Impact Impact
Impact
p 5 /455 cta it righoc tr vt [ 77 F—
1 ) Cient Aug time te connect I
/440 cionts with 100% failures pp— 2ms sime
[— . [ ————
Client Failed Connections. e s 418050
1ms - “ an
Te:ad:fe:2¢:13:4a 4 VIDAMODA -M- V832 6758 a12s
icotss-Bhone sss 088

cisco L{V&/
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Common problem example
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Network service health ©

RADIUS success DHCP success DNS success

92 % 5% 99 % o change 100% wo change
Excellent

- Look at all Radius
RADIUS Server IP | AllIPs - ConneCtionS per SSID

RADIUS client connection attempts by SSID RADIUS failure reason codes

- Filter per Radius IP to

5000

o better scope
o - |« Select sample client to

co R investigate the timeline

Impact Impact

5 0 7151 Accesspoints with most failures 1 5 /399 clients with most failures
Access Point Failures Client Failures
sfo12-5-ap-18 59/81 192/192
sfo12-5-ap-21 33/51 188 /188
sfo12-4-ap-003 31/273 22/22
sfo12-5-ap-15 25/42 21/21
sfo12-2-ap-23 24 /46 18/18
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Aug 23 ® Roamed from AP RH3 Lobby 2x2 then had a failed connection to SSID

09:18:34 did not respond.
CHANNEL BAND SNR O VLAN ID RADIUS SERVER
48 5GHz ®21d8 5 10.10.80.34

I RADIUS server not responding I

The configured RADIUS server 10.10.80.34 was not responding to valid RADIUS authentication requests on

VLAN 5, ing client devices to fail authenticati
Impact Evidence @
‘I O O RADIUS Response Rate of 31% for VLAN 5 shows the
/2134 server was not to client auther
v requests, but an average RADIUS Response Rate of
& Clients 89% means the server was responding to clients on
other VLANs.

RADIUS RESPONSE RATE ON VLAN 5

————— | 3 19
o%
07:18 08:18 /0
AVERAGE RADIUS RESPONSE RATE ©
100% | —

n -89 %

07:18 08:18

during authentication because the auth server

MERAKI REASON (CODE 100) ©

RADIUS timeout

« Looks like server
does not want to
speak to the AP

Recommendations

« Check that VLAN 5 is tagged or
SSID.

Check that the upstream switch port is configured to
pass traffic with VLAN 5.

Check if the RADIUS server 10.10.80.34 is blocked
in the firewall rules for SSID or
any ACLs of an upstream device.

Check the RADIUS server 10.10.80.34 is configured
with the correct IP or SSID.
Review steps to configure RADIUS in the
documentation.

Try pinging the RADIUS server 10.10.80.34 from AP
to verify connectivity.

Verify the RADIUS server 10.10.80.34 functionality
using the RADIUS test tool.

Follow troubleshooting steps in the RADIUS issue
resolution guide.

cIsco '&/
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You can find
some interesting
data on those
pages
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You can find miss-behaving clients or bad actors

Top failure types

W EAPOL: Timeout waiting for client EAP response 61.8%
‘\‘ B Unspecified 19.5%
‘ B RADIUS authentication rejected by server
B RADIUS timeout
M Previous authentication no longer valid
. B EAPOL: Invalid message integrity code (MIC)

9.8%
5.8%
1.2%
1.6%

M EAPOL: Timeout waiting for client EAP response: 724 decause client left coverage area 0.1%
v B 4-way handshake timeout 0.1%
B Deauthenticated because client left coverage area 0.1%
Impacted clients 990
[ Q Search ] [ Filter v ]
Last failed
. Failed A
Name Failure type atte:: e‘s - SSID :;:ss attempt
P P (GMT-8)
- . . fo12-5- Jan 23 2025
c4:91:0c:d7:4a:fa RADIUS authentication rejected by server 1623 blizzard s n
ap-16 18:39
335c3edd- Meraki-
8262-49f1- . fo12-4- Jan 28 2025
EAPOL: Timeout waiting for client EAP response 1035 Guest- sto an
a518- OWE ap-015 09:53
60c6d1e2582c

Cisco Lt/&~/ BRKEWN-2399
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You can find miss-behaving clients or bad actors

RADIUS Server IP | AllIPs v

RADIUS client connection attempts by SSID RADIUS failure reason codes

M Success M Failure

3000
M Unknown Errar 0%
2000
B Radius login failure 99%
1000 W EaPoL timeout 0%
Bad Password 0%
0
Impact Impact
3 1 /118 sccess points with most failures 4 /233 Clients with most feilures
Access Point Failures Client Failures
070 521/531 Android 3176 /3176
067 513 /532 ca:44:d6:6d:05:e8 7/7
043 397 /408 92:09:ae:7f:59:02 5/5
-028 240 /240 P24-9FCWE00856N 2/10
-027 198 /198
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Common problem example
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With the details we can go multiple directions

Client details page > Timeline \f

»~” Wireless Health > Connection Log
Network Wide > Event log \

PCAPS

cisco L{V&/

BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Network Wide > Event log

M Ki- RAYILAM-M-
Feb1214:51:42 sfol2-5-ap-38-elev o SATRANERE goam 80211 disassociation 802.11_reason_code = undefined
Corp PX6K
Meraki-  RAYILAM-M- ) . . .
Feb 12 14:51:42 sfo12-5-ap-38-elev Corp PYGK 802.11 802.11 disassociation client not responding
Meraki RAYILAM-M radio: 2, vap: 0, group: «hide
Feb12 14:51:35 sfol2-4-ap-0dl-elev oo SCTLAMENE  gapax RADIUS response t 0015ms
Corp PX6K
attr n
Meraki-  RAYILAM-M-
Feb1214:51:35 sfo12-4-ap-0dl-eley o o 8021 802.11 association channel: 133, rssi: 16, band: 6

Corp PX6K

Wireless Health > Connection Log

Connection start time v Client device Access point SsID Failure stage Failure reason

Wed Feb 12, 2025, 14:55:16  RAYILAM-M-PX6K  sfo12-4-ap-041-elev  Meraki-Corp  Authentication  auth_mode='wpa3-802.1x' vlan_id="132' radius_proto="ipvé' radius_ip='fd0a:9b09:1f7::1812:0' reason="eapol_timeout' reassoc="1" roam_ap="'6A:49:82:3F:EQ:BO’ radio="2" vap="0' channel="133" rssi="15"

Client details page > Timeline

Feb 12 ¢ Roamed from access point sfo12-5-ap-38-elev then had a failed connection to SSID Meraki- Packet capture
14:51:35 Corp on access point sfo12-4-ap-041-elev during authentication because the client did not
provide credentials.
CHANNEL BAND SNR @ VLAN ID RADIUS SERVER MERAKI REASON (CODE 101)
133 6 GHz ©15dB 132 fd0a:9b09:1f7::11812:0 ©

EAPoL timeout

Download packet capture [ View in packet viewer ]

CIsco
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AP captures are the present and future

chket cqpture For access points ~
New capture Stored captures Proactive PCAP Enablement

Simple and convenient

(s | (remote/proactive)
[ Wireless ]

r:'::toa d ] Decrypted

Duration (secs) &

e ]

Capture filters

Highest likelihood of capturing all Data frames
(OFDMA/MIMO/High)

View example filters

File name

[ karthik.iy_2024-07-19723:54:34Z

Bi-directional

+ + + +

Notes

We recommend including a description of the reason for youl
improve the analysis capabilities of our capture tool

Start capture

Cisco M. BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Proactive Captures when the future becomes the p

« Automated Packet Capture upon
client connection or roaming
failure

» Native Packet Analyzer integration

Cisco

.&‘/

resent

mew capture

 Allcaptures

0e:9a:¢1:87:ae:b5_43RVVC_auth_eapol_timeout

Comment

» LEEE 602,11 QoS Data, Flags: ... B8 62 14 91 Oe S0 cl 87 e b5 66 49 97 31 % 60
» Lagical-Link Cantrol 68 40 92 31 5d o6 50 8 86 B0 a0 aa 93 OO B 00
B e
tiersion: B02.10-2004 (2}
Type: key (3)
Length: 95

Stored captures  Proactive PCAP Enablement

Apply  Clear

Na.  Time Source Transmitt.. |Receiver | Protocol  Frame Type Channel  Length  Duration

Signal Strength
= @

18678603000
19662698000
19683036000

884589000

CiscaMerak| 3600
Decfaic 7505
Dedaic 87005

chrai 33
—
e
o0 00 30 00 6f 89 00 48

B9 18 3 89 cB 08 b3 %
o2 08 00 08 08 00 00 80

de 3e 4b a1 26 0L 00 00
B0 80 08 93 71 08 10 08
80 08 09 90 08 00 00 00

Key Descriptor Type: EAPOL RSW Key 12)

BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Pro-Active Cloud Packet Capture

Packet capture

New capture Stored captures Proactive PCAP Enablement
255 captures
Time (UTC) Name Access Points File size Packet Count Client Step Reason
Aug 14, 10:57 a8:bb:56:71:11:6d_MHRYOu_dhcp_timeout CW9166-office Auto capture © Saved to cloud 7.0 kB 28 a8:bb:56:71:11:6d Dhep Timeout

Packet capture

New capture Stored captures. Proactive PCAP Enablement

“ All captures

a8:bb:56:71:11:6d_MHRYOu_dhcp_timeout

1513121000 0.0,
4556634000 0000

21 9.386065000 0000

2 18176774000 00,00

23 18177746000 Apple_71:11:6d
24 18505757000 Apple_71:11:6d
5 18830611000 Appie_71:11:6a
28 19155799000 Apple_71:11:6d
27 19.476196000 Apple_T1:11:8d
28 19.796803000 Apphe_7111:6d

> Frame 18: 436 bytes on wire (3488 bits), 436 bytes captured (3488 bits)
> Radiotap Headar v0, Length 70

> 80211 radio information

> IEEE 80211 Q05 Data, Flags: o....T

> Logical-Link Control

> Intamet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

» User Datagram Protocol, Src Port: 68, Dst Port: 67

> Dynamic Host Configuration Protocel (Discover)

.&/

Cisco

255.255.255.255
255 265 255258
255.255.255.255
255.255.255.255

BRKEWN-2399

126
126
126
126
126
126

0000 4600 600890 40 a7 4a Ob 56 47 010000
0000BC 1440013622 00 0000 00 0000 00 00
00000000 fcc3fe 00 d4 6b 0000 80 2102 71
00037f0010002b06 0004 00 00 000000 00
0000 abefb1dB3 &1 3000 de Bt 20 ec 26 90
38D S6TINGdf 103001625
41b20000232a0300 0000080045 D001 48
Scfd00COf1ISdad 000000 QO
0044004301348a8a 010106 000d fads f3
00000000000C0000 0D 000000 6O 0000 00
00 000000 a8 6656 71 115d 00 00 00 00 00 00

M.

Fiter Expression. Apply | Clear
No. Time Source Destination Protocol Length Info
70 ApEie_TTTTEd EAPOL 6 Key IWessage o 41
" 004904000 Apple 711164 de:Sc:zeec26:90 a02.11 147 Action, SN=1898, FN=0, Flags=.......
12 0050088000 Apple_71116d de8ci2e 00, 26:90 80211 81 Action, SN=1888, FN=0, Flags=......, SSID="test"
1 0051927000 e:9c:2eec:26:80 Apple_ 711160 aoz11 a0 Action, SNe1, FN=0, Flags=.
14 0251301000 deiSc:2ee;26:90 a0z 1 8 Action, SN=1901, FN=0, Flags......, Dialog Tokan=201
15 0252420000 Apple_71118d 80211 & Action, SN=2, FN=0, Flagss=......, Dialog Token=201
025256000 de8cze 6c.26:90 a0z 1 a , Dilog Token=202
0253702000 Apple_ 711160 Dialog Token=202

DHCP Discover - Transaction ID Oxdfadsfa
DHCP Discover - Transaction |D OxdfadSf3
DHCP Discaver - Transaction |D Oxdfad5l3
DHCP Discover - Transaction ID OxdfadSfa
Who has 1892541821577 (AR Probe]
Who has 168.254.182.1577 (ARP Probe)
W has 169.254.1821572 (AR Probe)
ARP Announcement for 169254182157
ARP Announcement for 188.254.182.187
ARP Announcement for 168254182157

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Timeline will provide the pcap automatically

Feb 12 ® Failed connection to SSID WINDOW on access point CW9166I1 during association, and then Packet capture
14:26:08 B .
the client roamed to access point CW9166l.
i
CHANNEL BAND SNR @
11 2.4 GHz ©32d8

Download packet capture [ View in packet viewer ]

Open locally |y IS

on ypur dashboard
device
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Common problem example
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Sep12 ® Slow connection to SSID for 12 minutes on AP

14:46:21
CHANMEL BAMND SHR &
36 S5cHz ®36ds
Sep 12 ®* Roamed from AP
13:57:24
CHAMMEL BAND SHR &
157 56Hz ®57 48
Sep12 * Roamed from AP
11:50:40 and then the client roamed.
CHAMMEL BAND SHR &
48 5cHz ®39ds

cisco L{V&/

SLOW STEP TIME TO CONMECT

Authentication ® 25750 ms

then had a slow cor nection to SSID

SLOW STEP TIME TO CONMECT]

Authentication 23880 ms

then had a slow cor nection to SSID

SLOW STEP TIME TO CONMECT]

Authentication ©23900 ms

BRKEWN-2399

and then the client roamed.

RADIUS SERVER

10.166.73.13

for an hour on AP

RADIUS SERVER

10.38.93.94

for 2 hours on AP

RADIUS SERVER

10.38.93.94

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Roaming event log

# @ Origin AP to New AP

1 o 04 > 0z
2 o 02 » 14
3 o 14 > 04
4 o 04 > 08
5 o 08 —» 04
6 o 01> 04
7 o 14 > 04
8 o 04 > o4

cisco L{V&/

Roam time RSSI SNR Band Start time

{ms) {dBm) {dB) (GHz)

24,130 =37 =2 -54 58 —» 41 55 Sep 12, 9:59 AM
1,680 -56 =+ -55 39 = 40 525 Sep 12, 10:02 AM
2,070 -55 =+ -34 40 =+ 61 525 Sep 12, 10:57 AM
23,900 -32 =2 -54 63 =+ 41 55 Sep 12, 11:57 AM
23,880 -53 =+ -38 42 » 57 55 Sep 12, 1:57 PM
1,640 -60 = -33 35 =» 62 55 Sep 12, 2:56 PM
2,160 -60 = -36 35 > 59 55 Sep 12, 4:30 PM
1,650 -42 = -35 53 = 60 24 >5 Sep 12, 4:34 PM

BRKEWN-2399
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Common problem example
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Apr5
16:30:10

Aprs
16:24:45

Apr5
16:21:46

Aprs
16:21:45

Apr5
16:18:25

Apr5
16:16:53

Apr5
16:16:42

Apr5
16:16:1

Client
connectionto SSID ~

CHANNEL BAND SNR @
64 ScHz o424
Client matates s & s = "

" roamed from AP
- for 6 minutes.

T

TIME TO CONNEC

#3060 ms

” e

roar |ed from AP

©~+ then had a successful

then had a successful connectiont¢ SSID -~ fiir 2 hours.

CHANNEL BAND

64 Sc6Hz

SNR &

®5008

Client =+ hadasuccess

CHANNEL BAND SNR &

64 ScHz ®5248
Client « e’ 1 » & 6% S9N &
18 minutes.

CHANNEL BAND SNR &

64 SGHz e4248
Cliont ¥ i ses saos st m )
3 hours.

CHANNEL BAND SNR @

64 SGHz ®51d8
Client

CHANNEL BAND SNR @

64 SGHz ®51de

Clignt ™ras i stte % &% o
hours.

CHANNEL BAND
64 S6Hz

SNR @
®52de

Client ~ = had asuccess

CHANNEL BAND
64 S6Hz

SNR ©
#50de

TIME TO CONNECT|

©3200ms

ul connection

TIME TO CONNECT|

©2840ms

i M had

TIME TO CONNECT|

©3510ms

js. 0w~ = had|

TIME TO CONNEC

®3660ms

~  had a succes! ful connection

TIME TO CONNECT|

2540 ms

TIME TO CONNECT]
©2670ms

ul connection

TIME TO CONNEC
©3840ms

SsID - for 2 hours.

successful connectionte SSID ~ for

successful connectiontoSSID ~~ for

SsSID -~ for 4 hours.

.~ hadc successful connectiontoeSSID = for3

ID  for2hours.

Apr7
18:21:15

Apr7
18:20:11

Apr7
18:19:45

Apr7
18:19:39

Apr7
18:19:12

Apr7
18:19:07

Apr7
18:19:06

Apr7
18:19:00

Client

4w roamed from AP ©

- - = thenhad a successful

connectionto SSID © = = for a few seconds.

CHANNEL BAND SNR ©

40 56Hz ®47d8

-l SR "

Client s
then had a successful connection t

CHANNEL BAND SNR ©

40 56Hz ®544e

' TIME TO CONNEC l

o roar) ed from AP ¢

Client = == = hadasucces:
CHANNEL BAND SNR O
40 5GHz *53de

Client = “& = roamed from Al

connectionto SSID « = for 11
CHANNEL BAND SNR O

40 56Hz ®5548
Client = .o roamed from
connectionto SSID « = = for 16
CHANNEL BAND SNR O

40 56Hz ®53de
Client = = = = hadasucces
CHANNEL BAND SNR ©

40 5GHz ®53d8

Client =« = == roamed from

connectionto SSID =~~~ for101
CHANNEL BAND SNR O
40 S GHz ®57de

Client = » e - e o

9 minutes.
CHANNEL BAND SNR O
40 5GHz ®4948

AP 50 -
linutes.

N —

®110ms

SSID =« = f{r 15 minutes.

TIME TO CONNECT)

®50ms

| connectiento 3SID ~ = = for 6 minutes.

TIME TO CONNECT)|

©360ms
T = thenhad asuccessful
nutes.

TIME TO CONNECT)|

560 ms

e “ = thenhad asuccessful

inutes.

TIME TO CONNECT)|

560 ms

| connection to 5SID «© © . for a few seconds.

TIME TO CONNECT|

®10ms

“w % then had a successful

TIME TO CONNECT)|

®540ms

== had asuccessful connection to SSID =~

TIME TO CONNECT)|

©640ms

« for

48



Client_
experience
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There are usually 3 reasons for bad user

experience

=

RF / Design
Limited RF Coverage

Extended RF Coverage
Co-Channel Interference
Oversubscription
Data rate downshifts

Retries

cisco L{V&/

i

RRM channel changes Slow roam

DFS

Frequent roams

Sub-optimal roams

BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Common problem example

Cisco M./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



< Back
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Device type

Device name
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Production hours test

& (Term2 sShell Edit View Session Scripts Profiles Toolbelt Window Help 2B B # C >+ & 8 6 - @& 8 8 % @ ® % wumm T Q 8B Wed3Ap 16:06
000 iz O BHX OO0 cGUPNNUMEE S EEENO® x + v

npert.com [ [Vl 4 oc L 0O @ even (Update

ns available
Be the first one 1o test our app for Mac of PC with streaming and browsing tests Included. | Tryftnow |

Internet speed test (speedtest)

Test your ADSL, xDSL, cable, optical fiber or satellite broadband connection bandwidth.

(N
jaktalal@JAKTALAL-M-NY4:~

prettyping (ping)

8y browsing nPerf.com, you consent to our Privacy and Cookles Usage Policy as well as our nPerf test End User License Agreement. | 0K

ABCO\*0 @ 4 NG6-@00S006 0N @ .

ciIsco 'p/‘/
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Common problem example
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o6PM test

CIsco

.&‘/

@ WeslessDlognostics Fie £t Window 0+ ® & O

® S @ 4 B © 0 3 wm T Q Br WeddApx 17:56

cEXcocTUPNUBAMEE “U@ < e,eemoxo TR + oo

= nper comy (Y . 4 oG G

Pertormance

Applications ~ Maps  Publications  Solutions  About us

PC/Mac Applications available
B he frst one 10 1ast 0ur 49 for Mac of PC wih streaming and browsing lasts included

Internet speed test (speedtest)

Test your ADSL, xDSL. cable, optical fiber or satellite broadband connection bandwidth

———— e

By brawsing nPerf.com, you cansent to our Privasy.and Cookies Usage Policy a3 weil s our nPerf test End User License Agresment.

IBCOO*0 G0 OBZE - CO8D6E

BRKEWN-2399
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Inadequate cell size triggers inadequate
experience

- Poor distribution of clients

- Wireless is a shared medium
- 49 clients may suffer
- 5 clients will have better experience

- Bad placement
- Very broad TX power range

- Challenging environment

- When you see glass, think reflections
- And bleeding

Cisco M./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



_______________________________________ 6 clients e B

41 clients 22 clients
5 clients 11 clients

AP08

m

9 clients

49 clients

| v

18 clients

10 clients

16 clients

|APOS

5 clients
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Common problem example
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Same channel on strongest neighbors will cause
performance issues

Map view under
radio settings

Cisco L‘V&./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Neighbor allows to identify RF conditions

« Make sure 5GHz band to run 20Mhz Ch.
Width

« Next-Generation AP RF Neighbor view

- Highlight the impact of Co-Channel
Interferers

- Visualize Channel Overlapping with Ch.
Width view

- Consolidate Single AP with Multiple SSIDs

- Continue real-time monitoring of RF
Spectrum Analysis and current Ch.
Utilization

cisco L{V&/

R Overview
AP neighbors for SFO12-5-AP32 (32 tota)
MRS 36 :0b:44:03:03:21

@D i rework | - | [

SFO12-5-AP32 on 5 GHz, ch 44 @40 MHz

. °
©
High intereference (35 1o -5 Moderate interference (-6 -75) Low interference (76 12 -50)
#  interference () AP neighbor RSS| (dBm) ch Ch utilization Active clients Txpower (dBm)  SSIDs. (]
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Common problem example

Cisco M ./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



CIsco

.&‘/

& Bave fie Edt View Haiory Bookmarks Peogk T Wdow Hep O > OB B e

Py
)
L)
°
°

5 ®81© w

C G0 @ % swmm ® Q B Wed2ahor 1543

Networks T Maraki ools 2 €56

v scowrsess T4 PO T3 MR

Pudlications  Solutions

Applications  Maps
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speed test )

Test your ADSL, xDSL, cable, optical fiber or satellite broadband connection bandwidth.

O o s seecn

How 1o optimize your

8y beowsing nPert.com, you consent o our Privacy. and Cookles Usage Policy as wel as cur nPert tast End User Licanse Agresment,

ecee=c
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Common problem example
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Clients connection can be disrupted by multiple
factors

- Channel changes

c 1 sco L‘V&./ BBBBBB -2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 65



Why would AP change channel during production?

RRM to improve experience DFS because it has to

Time (GMT) ¥ Access point SSID Client Category Event type Details Time (JST) ¥ Access point SSID  Client Category Eventtype Details

Feb 12 23:06:12 UK_EPREDWAP05-014 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1308:45:13  JTANDMERWTNIGTI DFS DFS event detected  band: 5, channel: 120, radio:
Feb 12 23:06:12 UK _EPREDWAP03-012 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1308:31:33  JTANDMERWTN1509 DFS DFS event detected band: 5, channel: 136, radi
Feb 12 23:06:12 UK EPREDWAP03-012 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1308:26:16  JTANDMERWTN1504 DFS DFS event detected  band: 5, channel: 116, radio: 1
Feb 12 23:06:12 UK_EPREDWAP02-012 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 13 08:21:114 JTANDMERWTN1505 DFS DFS event detected band: 5, channel: 132, radio:
Feb 12 23:06:12 UK EPREDWAP01-014 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 1215:10:31 JTANOMERWTN1608 DFS DFS event detected  band: 5, channel: 120, rad
Feb 12 23:06:12 UK_EPBLUEWAP07-004 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 15:01:48 JTANDMERWTN1604 DFS DFS eventdetected  band: 5, channel: 128, radio: 1
Feb 12 22:06:06 UK_EPREDWAP05-014 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 14:56:17 JTANDMERWTN1603 DFS DFS eventdetected  band: 5, channel: 52, radio: 1
Feb 12 22:06:06 UK_EPREDWAP08-014 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 1213:53:56 JTANDMERWTN1ST1 DFS DFS event detected band: 5, channel: 112, radio: 1
Feb 12 22:06:06 UK _EPREDWAP03-012 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1213:08:29  JTANDMERWTN1614 DFS DFS event detected  band: 5, channel: 128, radio: 1
Feb 12 22:06:06 UK_EPREDWAP04-016 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 11:51:55 JTANDMERWTN1503 DFS DFS event detected  band: 5, channel: 56, radio: 1
Feb 12 22:06:06 UK _EPBLUEWAP04-013 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 11:30:06 JTANDMERWTN1621 DFS DFS event detected band: 5, channel: 108, radio: 1
Feb 12 22:06:06 UK EPREDWAP03-013 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1211:00119  JTANDMERWTN1601 DFS DFS eventdetected  band: 5, channel: 104, radio: 1
Feb 12 22:06:06 UK_EPBLUEWAP07-004 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb12 09:58:40  JTANDMERWTN1503 DFS DFS event detected band: 5, channel: 52, radio: 1
Feb 12 22:06:06 UK _EPREDWAP05-010 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 09:58:19 JTANDMERWTN1612 DFS DFS event detected band: 5, channel: 104, radio: 1
Feb 12 22:06:06 UK EPREDWAP09-010 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1209:58:17  JTANDMERWTN1610 DFS DFS event detected  band: 5, channel: 124, radio: 1
Feb 12 21:06:12 UK_EPREDWAP05-014 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1209:56:53  JTANDMERWTN1613 DFS DFS event detected  band: 5, channel: 100, radio: 1
Feb 12 21:06:12 UK EPREDWAPO1-019 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1209:56:05  JTANDMERWTN1611 DFS DFS event detected  band: 5, channel: 64, radio: 1
Feb 12 21:06:12 UK EPREDWAP04-011 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1209:37:22  JTANDMERWTN1510 DFS DFS event detected  band: 5, channel: 116, radio: 1
Feb 12 21:06:12  UK_EPREDWAP04-016 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1209:31:46  JTANDMERWTN1508 DFS DFS event detected  band: 5, channel: 136, radio: 1
Feb 12 21:06:12 UK_EPR| /AP02-008 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 12 09:17:22 JTANDMERWTN1502 DFS DFS event detected band: 5, channel: 120, radio: 1
Feb 12 21:06:12  UK_EPREDWAP05-017 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1209:10:56  JTANDMERWTN1605 DFS DFS event detected  band: 5, channel: 112, radio: 1
Feb 12 21:06:12 UK _EPBLUEWAP03-012 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1208:49:31  JTANDMERWTN1523 DFS DFS event detected  band: 5, channel: 60, radio: 1
Feb 12 21:06:12 UK_EPREDWAP05-010 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1208:20:53  JTANDMERWTN1504 DFS DFS event detected  band: 5, channel: 100, radio: 1
Feb 12 20:06:09 UK EPBLUEWAP07-005 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1208:20:51  JTANDMERWTN1501 DFS DFS event detected  band: 5, channel: 56, radio: 1
Feb 12 20:06:09 UK_EPREDWAP05-010 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1208:08:33  JTANDMERWTN1512 DFS DFS event detected  band: 5, channel: 140, radio: 1
Feb 12 20:06:09 UK _EPREDWAP03-017 Al-Enhanced RRM  Al-Driven Channel Change  Auto Channel Update more » Feb1018:31:16  JTANDMERWTN1506 DFS DFS event detected  band: 5, channel: 140, radio: 1
Feb 12 20:06:09 UK_EPREDWAP05-009 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb1016:44:27  JTANDMERWTN1601 DFS DFS eventdetected  band: 5, channel: 64, radio: 1
Feb 12 07:02:29 UK EPREDWAP05-008 Al-Enhanced RRM  Al-Driven Channel Change ~Auto Channel Update more » Feb1014:57:26  JTANDMERWTN1610 DFS DFS event detected  band: 5, channel: 116, radio: 1
Feb 12 06:01:44 UK EPREDWAP01-019 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 10 12:45:31 JTANDMERWTN1612 DFS DFS event detected  band: 5, channel: 52, radio: 1
Feb 12 05:01:40 UK_EPREDWAP02-002 Al-Enhanced RRM  Al-Driven Channel Change Auto Channel Update more » Feb 10 11:56:19 JTANDMERWTN1621 DFS DFS event detected band: 5, channel: 140, radio: 1
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VWhat about
those channel
changes?
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What is Meraki’s Auto RF?

Auto RF is Cisco Meraki’s radio resource management (RRM) solution that optimizes wireless
configurations using 15-20 mins of RF data (Snapshot-based) to improve RF performance.

Dynamic Channel Dynamic Band
Assignment (DCA) Selection (DBS)
® @
15-20 mins of RF
Anonymized Optimizations
. RF data Channel, Width,
Transmit Power

Power Changes

Control (TPC)

@ Optimized
Wireless
Experience

cisco L{V&/
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Understand RRM operations before
tuning

- Auto RF cares about many metrics

- Usage demand /./ %) \

- Airtime availability S
- Channel utilization 1 l

- Changes may occur every 15 minutes
- Neighboring APs may end up on same frequency

- Select the right channels for your network

- Set the channel width that you wish
- Every time you double width, you increase the noise

Cisco M./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Capabilities that Al-Enhanced RRM will bring to Meraki!

Wireless Client Disruption Trust & Visibility

. @ Al-Enhanced RRM
RRM Services Ready at Any Scale < RF Visibility Widgets
Supports RRM services, DCA, DBS, TPC, FRA, and AP zone- Provides org-to-AP level visibility of RF health, RRM changes,
level configurations for deployments of all sizes and use co-channel interference, etc.
cases.
Trend; Reward, Client-Based RRM RF Insights and Recommendation
Uses Al to optimize based on historical trends, RF : Al reviews customer config against intended outcomes and
performance, and client-side telemetry. provides insight recommendations to ensure goals are met.
° Predictive RF Simulator
After Hours RF Tuning Uses historical data to predict outcomes of RRM config
changes, giving admins peace of mind before applyin
Defers optimizations after peak hours to minimize disruptions themg gving ns p l pplying
but uses peak hour data for relevance to clients' activity times. '

)
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Understand why changes are made

f Auto Channel Update « hide
Mew_Channel 53720
Old_Channel 53780
Al-Driven Channel Change Band 6

Radio 2

-Channal bandwidth guality is improved 23 percent
-Channel width is decreased to reduce co-channal interferance

Evani_Reason

r Tx power reduced to decrease network interference = hide
Cld_Power 7
Mew_Power d

Al-Driven Tx Power Change Radic 1

-Tx Power is changed to 4 dBm from 7 dBm
Eveni_Reason -0ld Tx Power 7 dBm is higher than optimal Tx Power 4 dBm
-Channal Max Power is 24 dBm and TPC thresheld is -70

c 1 s co L‘V&~ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



To CSA or not CSA

« Channel Switch Announcement tells clients about the new
frequency

- Some may follow
- Some may ignore

o Used by Auto RF’ AI RRM or DFS N gement Crame Trpe Channel Switch Count | Channel

0.000098 Management Neighbor Repor..

8.102367 Management Beacon

0.204766 Management Beacon

8.307295 Management Beacon

8.409614 Management Beacon

8.512000 Management Beacon
8.614368 Management Beacon 9
8.716867 Management Beacon 8
Tag: Channel Switch Announcement Mode: @, Number: 36 , Count: 15 @.819228  Management Beacon 7
Tag Mumber: Channel Switch Announcement (37) R LETRLEIANE Heacom B
TEQ length: 3 12;:33? :anagemerﬁ; zeacon Z

. . anagemen eacon
Channel Switch Mode: © 1.228856 rﬂanagement Beacon 3
New Channel Number: 36 1.331246 Management Beacon 2
Channel Switch Count: 15 1.433604  Management Beacon 1

1.461755 Management Beacon
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Can | reduce
Auto RF activity?
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Busy hour to the rescue

4 GHz Channel Changes

Busy hour Minimize RF changes during busy hour

Auto RF will minimize changes during the most active hours of the day &

i I I s I el s s ol I I s e s A s oy ot s o s s s
oyt SIRAIRGRSERIGRIDIG I
@Auto

Based on historical data of up to the last 6 weeks © Channel Changes

| 09:00 ] |->| 19:00 [c]

[ O Manual ]

’Sp"b"b".a'b'bq'?q‘? 5&%5&33&\&@5&5’5&55&\&
e eI
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Planning with radars in mind will set you for

® =) by

AP sends CSA to announce the new frequency
ch.100 in NOL for 30 minutes

1)) e

Jz
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Planning with radars in mlnd will set you for

SUCCESS
[ ch.100 :| — B ch.36 :| )))

- If no active clients on 5GHz radio, then
- ch.100 is under NOL for 30 minutes

1. After NOL expires

2. Go off-channel to ch.100

« When off-channel it won’t serve clients / transmit / receive etc.

3. CAC for 60 seconds
4. If no radar pulses, start to serve clients / transmit / receive etc.
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Planning with radars in mlnd will set you for

SUCCESS
[ ch.100 :| — B ch.36 :| )))

- If active clients on 5GHz radio, then
- ch.100 is under NOL for 30 minutes
1. After NOL expires

2. 12 hours back off timer

3. Go off-channel to ch.100
« When off-channel it won’t serve clients / transmit / receive etc.

4. CAC for 60 seconds
5. If no radar pulses, start to serve clients / transmit / receive etc.

Cisco M./ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 77




Al channel planning to the rescue

Al channel planning O OFF

31 DFS Hit access points

O RF Jammed access points. (1]

@ ON (Recommended)

Enhance Auto RF by leveraging artificial intelligence to optimize channel planning capabilities ©

O RF Jammed access points mitigated 31 DFS Hit access points mitigated

cisco L{V&/

BRKEWN-2399

FS Events Detected
Jul 2022 — Nov 2022

RS- W1-BT AB- 8IS - &5- W12- W19- 826- 10A- IMI0- 10N7- 1024- 1031- 10T
™ ats e21 a2s o4 911 M8 825 102 108 1046 1023 1030 116 113

nnel Planning Off WAl Channel Planning On

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al channel planner in the nutshell

Channels that face a DFS or channel
Jam_me_d event with will be_ puton an Severity Avoid Period  Monitor Period
avoid list starting at severity 6

6 1 Day 1 hour

Avoid List — Channels on this list won’t
be used; after the period, it'll be added 5 2 Days 2 hours
to the monitor list with the same severity

4 4 Days 3 hours
Monitor List — If a DFS or jammed 3 8 Days 4 hours
channel event occurs, the channel is
added to the avoid list and the severity 2 14 Days 5 hours
IS increased.

1 30 Days 6 hours
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Clients connection can be disrupted by multiple
factors

- Channel changes
- Roaming

c 1 sco L‘V&./ BBBBBB -2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



So let’s talk
about roaming

cisco Li/&/



“Roaming is a client
device decision.”

Every Wireless Engineer

cisco Li/&/



Is roaming that destructive?
It depends
- Every time client roams there are few things happening
- Might go off channel to look for target APs
- Time varies on number of channels enabled and supported
 Derive PMK and PTK

- In PSK environments it’s quick

- In dot1x it varies
* What EAP type used and connection to AS?
* What Roaming protocols are used? .
» Enterprise voice requires <= 150ms transition times
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Good roaming makes users happy

What can trigger a roam? What happens behind the scenes?

Client is between 2+ high coverage cells « Might go off channel to look for target APs

AP triggered * Time varies on number of channels enabled
and supported

« Auto RF, DFS « Select the candidate and connect

AP encouraged e Derive PMK and PTK
e 11k/v * In PSK environments it’s quick
Client triggered * Indotl1x it varies

. . . What EAP type used and connection to AS?
* Device movement, driver logic
What Roaming protocols are used?

Enterprise voice requires <= 150ms transition times

cisco M- BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 85



There are good and bad roams

Good roam Bad roam
. Fast transition times . Transition takes seconds
. OKC/SKC = 150-300msec - No roaming protocol for dot1x SSID

. 802.11r = ~90 msec

- Ping-pong between APs
. Adaptive 11r = ~80 - 150 msec

+  Depending on the client ° |ntra_band
- Intra-band* . Low RSS|
- Better RSSI - No roaming
- Higher rates . Sticky client

CIsco M‘/ BRKEWN-2399
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Roaming swas complex to troubleshoot and

monitor

Vleraki makes it simple

Wireless overview AISSID8
Connection health ©

Failed clients

34 /1390 ~ux
Excellent

Average roam time by SSID

Impact

O /143 2ps with highest roam time.

ap Avg roam time

No matches fos

< hew
Time to connect Roaming

0.71 s 70w 0.08 s 7o=
Expected <55 Expected < 35 O

Average roam time

Impact

5 /1426 cionsui igrestrocmiims

20Ba28d5fda7050a457 4552064700063
6322080969fa5d33c31500a16470db1b

88dbcc2cBa0952bcade 105764700047

Avg
raam
tima
3325
3728

3695

Cisco

.&/

Overview ~Connections Performance  Roaming seta  Timeline

Roaming | Last 24 hours

3 Bas moams o 4 sunoptimai roams

Wed ape 26

Roam time v

SFOTR-4-APTLBETAPY.

stonz-a-ap1?

SFON-4-4P18
SFO1-5-4P1B
Roaming Event Log
" Origin AP to Now AP
1 ©  SFO1Z-4-AP18 5 SFO12-2-AP17

2

SFO12-4-AP17 + SFO12-5-AP18

3 ©  SFO12-5-AP18 5 SFO12-4-AP11.BETAPVT
a ©  SFO1Z-4-AP11BETAPVT - SFO12-4-AP17
5 ©  SFO12-5-AP18 4 SFO12-4-AP11.BETAPVT
6 ©  SFO1Z-4-AP11BETAPVT - SFO12-5-AP18

L] 6 5000 roams.

Roam time [ms) RSS! (dBm)
o7 45 -a2
®130
@80

os0

o180

@80

—o—0

SHR (dB)
4953
5447
5533
3547
5232

3248

0 png pongs = 2 ciuen aisconnacts
(iyroroam

I

b

:

[

Band (GHz)  Starttime

545 Apr 25, 12:49 PM
595 Agr 25, 3:00 PM
545 Apr 25, 413 PM
535 Apr 25, 414 PM
545 Apr 26, 7:28 AM
525 Apr 26, 7:30 AM

Durationonold AP Protocol @
8 ter
n1im10s omer

th12m 288 sxc

s omer

1m 29 oxe

amsos otner

BRKEWN-2399
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Common problem example
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Wireless audit cheat sheet

How well APs hear Are APs well There is usually RX-SOP - avoid How your APs
others define what balanced across opportunity to sticky clients and behave with your
TX they use channels or majority increase reduce advertised APs and your
on non-DFS (5GHz) utilization neighbors?
or PSC (6GHz)? You don’t need all
of them ©

Do you use 20/ 40
/80 /160 MHz ? + disable meshing

c 1 s co L‘V&~/ BRKEWN-2399 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



5 GHz

Target power Transmit power

Access point name Channel & Ch. Width (MHz) (dBm) @ (dBm) &
« Almost 0 channel reuse
lon11-8-ap-03 36 (Auto) 20 3-14 3
lon11-8-ap-01 40 (Auto) 20 3-14 3 ¢ A” APS on loweSt TX
power
lon11-8-ap-08 44 (Auto) 20 3-14 3
- They hear each other well
lon11-8-ap-06 48 (Auto) 20 3-14 3
lon11-8-ap-05 64 (Auto) 20 3-14 3 ’ DO they prOVIde enough .
power when people are in
lon11-8-ap-09 64 (Auto) 20 3-14 3 the Ofﬁce’)
lon11-8-ap-07 100 (Auto) 20 3-14 3
lon11-8-ap-04 116 (Auto) 20 3-14 3
lon11-8-ap-10 136 (Auto) 20 3-14 3
lon11-8-ap-02 140 (Auto) 20 3-14 3
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6 GHz

Target power Transmit power

Access point name Channel & Ch. Width (MHz) (dBm) & (dBm) ©
- 11dB stronger
lon11-8-ap-02 5 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-08 5 (Auto) 80 (Auto) 8-30 14 * PSC bIaS
lon11-8-ap-06 21 (Auto) 80 (Auto) 8- 30 14 - Channel reuse is higher
lon11-8-ap-09 21 (Auto) 80 (Auto) 8-30 14 « SOMHz channel width
lon11-8-ap-04 37 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-03 53 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-07 69 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-05 85 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-10 85 (Auto) 80 (Auto) 8-30 14
lon11-8-ap-01 85 (Auto) 80 (Auto) 8-30 14
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Band selection All SSIDs ‘ Per SSID l

N
=

Name 2.4 GHz

[HNE!E!

Show disabled SSIDs

Minimum bitrate ) Per band
configuration

O PerssiD

Set the minimum bitrates per S51D

SSID name

Show disabled SSIDs

cisco L{V@/

5 GHz

<]

< < I < I

Min bitrate

n

mn

5.5

mn

1

n

H

Band steering @

OD0DO0ODoOo

Set the minimum bitrates for the 2.4 & 5 GHz radios separately below.

A T S A

BRKEWN-2399
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| I AT T i oo ssip

You are never alone

- All picked up within CCA threshold

- Nearby network occupying entire
UNII-1

- Auto RF or RRM will try it’s best to
optimize

- Every optimization attempt results
with channel switch

asco Leye/

BRKEWN-2399

dBm ¥ Channel
— 52 64
— 56 64
— -61 48
— G2 48
— 74 2]
— 74 48
— 75 132
— 77 36
— =17 132
— 78 36+ (80
— 78 36
— -78 36
— 78
— 78 132
— -78 136 (40 MHz)
— -79 36
—_— 78
— 78 36
— 70 132
— 80
— 80
— 80 36
— -80 36
— -80 36
— -80 52
— 80 44+ (80 MHz)
— -81 36+ (80 MHz)
— 8 36+ (80 MHz)
— -81 36
— -81 36+ (40 MHz)
— 81 0 MHz)
— MHz)
— ) MHz)
— -81 52
— -81 100
— -81
— 82
— 82
— 82 MHz)
—_— 82 ) MHz)
— a2 0 MHz)
— a2 MHz)
— 82 36
— 82 0 MHz)
— 82 ) MHz)
— 82 MHz)
— 82 0 MHz)

Mode

802.11ax (¢

802.11ax (802.1x)

802.11n
8021ax

802.11ax

B02.1ax (8
80211n
802.1ax (802.1x)
802.1ax
B021ax

80211
B021ax

802.1ax (802.1x)

802.1ax (802.1x)
B021ax (802.1x)
B802.1ax (8021x)
802.11ax (802.1x)

802Max
802.1ac
8021ac

802.1ax (802.1x)

B02Mac

B02.11ac
B021ax (8
802 Max (
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OnLAN
not seen
nat seen
not seen
not seen
not seen
not seen
not seen
not seen
nat seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seel

not seen
not seen
not seen

not see

nol seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not seen
not sean
not seel

not seen

not se

not s
not sean
not see
not seen
not seen
not seen

not seen



Air Marshal enables you to monitor RF trends

And is a great story-teller

Last seen

2 days ago
4 days ago
1 day ago

2 days ago
2 days ago
4 days ago

6 days ago

cisco L{V&/

First seen

2 days ago
4 days ago
2 days ago

4 days ago

2 days ago

4 days ago

6 days ago

Manufacturer

Ruckus Wireless

Shenzhen iComm...
SHENZHEN RF-LINK...
HUNAN FN-LINK Technology
Shenzhen Feitengyun...
70mai

Spreadtrum...

Channels

M

36

1

Broadcast MACs

80:bc:37:4a:ea:el

30:8e:7a:c5:f2:56

c4:6e:7b:a0:c4:83

68:4e:05:f7:dd:55

34:20:03:e1:9a:31

44:27:f3:b0:4b:fe

40:45:da:53:34:d2
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First seen
3 weeks ago
3 weeks ago
2 weeks ago
3 weeks ago
1 year ago
1year ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
2 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
1 year ago
1year ago
1year ago
2 months ago
2 months ago
2 months ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
3 weeks ago
7 hours ago
1 year ago
11 months agoe
2 weeks ago
3 weeks ago
2 weeks ago
11 months ago
4 days ago
3 weeks ago

3 weeks ago

Air Marshal enables you to monitor RF trends

10

© ® ©® ® ® © ©

Num APs

MACs

Ruckus Wire!

Cisco Systems
Cisco Systems
Cisco Systems

Cisco Systems
Sagemcom Broac 6a:97:41:15:7f:8a (and 48 others)

Cisco Systems
Meraki

SKY UK

fe:5c:45:93:cecd (and 74 others)
ed:4e:2d:f3:15:01 (and 73 others)
00:a3:8e:f3:bb:80 (and 71 others)
ed:4e:2d:f3:f5:03 (and 62 others)
72:97:41:48:2f:f4 (and 50 others)

LRV EEEY 38:ff:36:20:8b:ac (and 42 others)
g fc:5c:45:54:33:58 (and 36 others)

fe:5¢:45:14:91:39 (and 35 others)
fc:5¢:45:93:ce:c8 (and 34 others)
38:ff:36:5f:fb:5c (and 34 others)
ed:4e:2d:f3:15:05 (and 33 others)
38:ff:36:df:fb:5d (and 33 others)
fe:5¢:45:14:91:38 (and 30 others)
34:20:e3:17:80:08 (and 29 others)
34:20:¢3:57:80:08 (and 28 others)
2c¢:12:05:18:df:4b (and 27 athers)
8c:7a:15:d9:e5:b8 (and 23 others)
38:f:36:61:e9:9d (and 22 others)
38:ff:36:1f:fb:5d (and 21 others)
2¢:33:11:ab:f9:6e (and 17 others)
ea:ch:bc:49:35:26 (and 17 others)
06:ff:02:a3:2c:a0 (and 15 others)
fe:5¢:45:a7:e8:3¢ (and 15 others)
fc:5¢:45:67:e8:3¢ (and 14 others)
fc:5c:45:27:e8:3c (and 14 others)
38:f:36:21:80:09 (and 11 others)
72:d7:9a:7a:47:a2 (and 10 others)
38::36:a1:80:09 (and 10 others)
ba:b0:24:¢0:55:bf (and 10 others)
b4:b0:24:c0:55:¢3 (and 10 others)
38:ff:36:¢1:9a:6¢c (and 10 others)
06:ff:02:32:c0:92 (and 9 others)
00:fe:c8:73:85:9e (and 9 others)
fe:5c:45:1a:a3:cc (and 9 others)
56:d9:e7:f4:78:67 (and B others)
f4:92:bf:ac:24:ed (and 8 others)
82:15:04:84:25:80 (and 7 others)
00:fe:c8:5d:89:be (and 7 others)
02:92:bf:11:01:f0 (and 7 others)
f6:92:bf:9c:24:ed (and 7 others)
b0:3e:51:85:31:2e (and 7 others)

800

600

400

200

162

1 year ago 11 months ago

BRKEWN-2399

739

130

46

2 months ago 2 weeks ago 3 weeks ago 4 days ago
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RF Summary Bar
in Radio Settings

Understand RF Performance at-
a-glance per network

RF health score considers all
critical RF metrics

Mitigated events shows benefits
of Al Channel Planning

New discovery workflow with
advanced filtering

cisco L{V&/

Overview RF Profiles

fRadio Settings

Auto RF

New Advanced

Filtering

Q searcn by access point | ((8and v | [ cnamer v ] [[acces ag v ) (R protie v ] (R neain v | = Fiers 123 adios
Summary RF Performance @ Fair RF Coverage © Fair
10 21 48 30% 9 Fair (25 dB) High density (6)
Access points Clients. RF AP density
:
() Status © Accesspoint = Channel . Sy m;J n
New RF Health n mﬂ ...,,Iﬂm
0 ©  sFo1-1-APO1 112 (40 MH2) S C t ! In"ﬂ n' Ih J" a
P ]
a ° SFO12-1-APO1 112 (40 MHz) core once p : e q Lﬂ & 'Iﬂn -—I
] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Opti d RF P L"‘ I
0 i B i “d, mm]]l | |
D L] SFO12-1-APOT 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
D o SFO12-1-APO1 112 (40 MH2) 5-14 14 MRS6 Optimized RF Pro
D ] SFO12-1-APOT 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
D ] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
D (] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
D L] SFO12-1-APO1 112 (40 MHz) 5-14 14  MRS6 Optimized RF Pro
[:] o SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
oot
D L] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
D (] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
<
Rows per page < 0 >
Same Al engine with similar visibility as Catalyst Center’s AI-RRM Control Center!
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RF Health reports the worst metric

And there are quite a few of them

Summary RF Performance @ Good RF Coverage @ Good
22 23 100 0% 0 Medium (9) High (50 dB)
Online APs Clients RF Health High CCI (O Mitigations (O AP density Connectivity
|
4 N 4 N 4
Co-Channel Neighbor ) ) )
e 8 Co-Channel Overlapping Noise Side Channel
Utilization
\_ y \_ y \_
4 N 4 N 4
) Adjacent Channel
Noise Same Channel Co-Channel Interference J
Interference
\_ y \_ y \_
4 N 4 N 4
Low SNR Clients Radio Utilization Other Interferers
\_ y \_ y \_
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RX-SOP - double edged sword

- YOou can control receive sensitivity
of the radio

- AP will ignore any traffic beyond
specific threshold

- Default is very high

« Too low will cause random client
disconnections

« It will allow AP to transmit more
often

- VTP of WLANs ©
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32357

Channel utilization ®

100%

0%

18:00

30000

25000

20000

16000

MAX(Y Field) ms

10000

80211 and interference ~

00:00

06:00

Time is)

12:00
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Common problem example
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Monitor RF Channel Utilization

Both Real Time and Trending View

AP Level View
Monitor > RF Spectrum

ar overvew » SFO12-4-AP02.BETA_PVT - channels 6 (2 GHz), 48 (5 GHz), 101 (6 GHz)

24GH

Live Ch. Utilization

Channel 6 (2.4 GHz): 71% (Very high, likely a problem)

Channel 48 (5 GHz): 16% (Acceptable)
[1
Channel 101 (6 GHz): 1% (Acceptable)

Utization | Interfering aPs

Channal+ Avg. utization (last 80s)
8

-

Channel utilization &

100% I

~—\
— - —N\ A — N A N, / WA~ ANAA A
- - - - - - —
00:00 06:00 12:00

cisco L{{/&/

0 == Ch. Utilization Trend

BRKEWN-2399
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Common problem example
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Wireless is not always the problem

Most discovered AP issues in MR networks

APs for the last day ~
N N | OFFLINE ALERTING ONLINE REPEATERS
O NEW 0 -0 21 o1
offline device

Search... ~  22access points Download As v
" Name MAC address Connectivity Ethernet14 Ethernet 1LLDP Firmware version Alerts #
1 o — MR 26.8.3
. CJ 00 MoR, l uplex - Connected as full duplex

AP become Repeater. or s b tone
e e i) ocaas but 100 Mbps speed
s [ ] N 1000 Mbit, full duplex Port29 MR26.8.3 9 C h k S H h P C f-
6 L ] 1000 Mbit, full duplex Port38 MR268.3 e C WI tC O rt O n | g
7 [ ] N 1000 Mbit, full duplex Jort29 MR2683
8 [ ] I 1000 Mbit, full duplex Port5  MR29.51
9 [ ] I 1000 Mbit, full duplex Port20 MR29.51
10 o R 1000 Mbit, full duplex Sort3  MR29.51
n L ] N 1000 Mbit, full duplex Jort15 _MR29.51
2 @ N 1000 Mbit, full duplex Port 34 MR 29.51 M u |t| p | e
13 [ ] R 1000 Mbit, full duplex Sort 15 MR 2683 . .
“ e — 100, o8 SW versions are being used
5 [ ] I 1000 Mbit, full duplex Port41 MR 29.51
% [ ] I 1000 Mbit, full duplex Sort1  MR29.51
” [ ] 1000 Mbit, full duplex Sort2  MR2951
8 [ ] I 1000 Mbit, full duplex Port43 MR29.51

D O rm a N t AP v e I 1000 Mbit, full duplex Port40 MR 29.51

. 20 O I 1000 Mbit, full duplex Port28 MR29.51

Offline for > 7 Days n_e I 1000 Mo, ful duplex g7 MR2683 Unreachable

2 1000 Mbit, full duplex MR 29.51 unreachable
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2 weeks later...
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Common problem example
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKEWN=2399

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

CO ntl nue B\ - Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.
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