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Who is this guy?
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• Troubleshooting mindset

• Common problems and troubleshooting

• AP Cloud join and management

• Client join

• Performance
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Troubleshooting 
mindset
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Every User. Everywhere

“WiFi does not work”
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Problem resolution is only as effective as the 
description

• ”Wireless is un-usable in the 
meeting room”

• “Choppy voice, pixelated video”

• “Everything is slow”

• “Random disconnects”

• “Unable to connect”

BRKEWN-2399

• Sticky client

• Oversubscription / lack of 
capacity

• High number of APs

• High cell-overlap, CCI

• Hidden node

• Infrastructure weirdness
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Every Customer

“It must be a problem 
with Meraki.”
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Asking the right questions will get you closer

BRKEWN-2399

What is the problem?

What device type and SSID is 
impacted?

What is the most important least 
capable device? What is the 
mission critical application?

Provide recent examples (device 
details, timestamp, define user 
activity)

Does it affect particular location at 
particular times?

What is the business impact?
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If you can describe the problem in one sentence,
You will Fix it

“WiFi does not work”
“Cisco 840 running 1.9(1) fails to 
FT Roam between CW9166I 
running MR29.7.1”

BRKEWN-2399

But how often are you able to get a problem statement like this?
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Escalation principles

In data we trust

No pcaps = didn’t 
happen

Trust but verify

Eyes in the back of 
your head

5 min workaround 
beats 1 hour of 
troubleshooting

Behind every data 
there is a story
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Can AI replace a 
problem solver?
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AI will help but never replace

12

• Data analysis

• Efficiency

• Consistency

• Creativity

• Intuition

• Complex Understanding

• Adaptability

AI Capabilities Human capabilities

BRKEWN-2399
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How many points of troubleshooting do we see?

2. Client to AP
1. AP to Client

3. AP to AP EBSS 
(the ones you own)

OBSS 
(everything around you)
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AP not coming online in the dashboard

16

AP is physically 
online but does not 
register with cloud

Ok, let’s check a few things
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Couple of basic checks can save you a case

• Port config

• Power

• IP

• Routing (LAN and WAN)

• Firewall info page

• Anything interesting above L4
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Checks

Port status

Power

IP address

GW 
communication

DNS resolution

NTP 
communication

Public IP 
communication

Meraki Cloud 
communication

Port Up

802.3at

Using 10.10.10.10

GW 10.10.10.1 
reachable

DNS resolution 
successful

Using NTP a.b.c.d

Public IPs 
reachable

Meraki Cloud 
Unreachable

Node is failing to 

communicate with IP 

209.x.x.x UDP/TCP 

port 7351/443, 

ensure your firewall 

is not blocking this 

traffic.

Node              Local Net         Internet          Meraki Cloud
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Firewall info page provides everything your 
device needs to become green
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Are there other Meraki 
devices that are healthy 

in your network?

BRKEWN-2399
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Dashboard Connectivity Troubleshooting

If the offline node is connected to an online Meraki node.

Basic Network Check

●Power status

●Port status

●VLANs

●IP status (static / DHCP)

●DNS

●NTP

●Internet reachability

●Meraki Cloud reachability

●SSL inspection

BRKEWN-2399 21
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Dashboard Connectivity Troubleshooting

If the offline node is NOT connected to an online Meraki node and the user was able to open 
the LSP.

Basic Network Check

●Power status

●Port status

●VLANs

●IP status (static / DHCP)

●DNS

●NTP

●Internet reachability

●Meraki Cloud reachability

●SSL inspection

● The user send the file
● NSE (Network Support Engineer) decrypts the file
● NSE navigate through all the files and try to make sense 

of the logs

Support asks for OOB logs 
/ support bundle

BRKEWN-2399 22
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What is client responsible for?

1. AP Selection
2. Association and 

Auth
3. Uplink* data rates
4. Roaming decision
5. Randomly 

disconnect 
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Select the AP candidate
• RSSI / SNR 
• Band 
• Channel width
• Security
• Load

Associate and Authenticate
• Compatibility
• Authenticate
• Handshake

Get IP and enjoy
• IP
• ARP
• DNS

BRKEWN-2399 25
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Common problem example

27

We have a P1
no-one can connect

Let’s try to scope it a little
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Assurance overview shows network state
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Wireless Health Overview will guide you

• Every number has a story 
to tell

• Click to unleash the 
insights

• Health metric is always 
based on Client Count 
Ratio

• It will always cherry-pick 
the most impacted clients
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And will give you insights that you need

30BRKEWN-2399

1 out of 440 connection 

attempted client

Failed to connect 

99.8 % client successes

5 out of 455 clients took 

more than 5 sec. to 

connect 

99 % client successes

4 out of 457 clients took 

more than 3 sec. to 

roam

99.2 % client successes



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Common problem example

31

It seems that all .1x 
SSIDs are facing this 

problem

It seems that only handful of devices 
failed to connect over the past 2 

hours – do you have more details?
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• Look at all Radius 
connections per SSID

• Filter per Radius IP to 
better scope

• Select sample client to 
investigate the timeline

BRKEWN-2399
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• Looks like server 
does not want to 
speak to the AP

BRKEWN-2399
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You can find 
some interesting 
data on those 
pages
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You can find miss-behaving clients or bad actors
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You can find miss-behaving clients or bad actors
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Common problem example

37

Our CEO cannot 
connect

Ok now we have a P1

BRKEWN-2399



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

With the details we can go multiple directions

38

Client details page > Timeline

Wireless Health > Connection Log

Network Wide > Event log

PCAPS

BRKEWN-2399
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Network Wide > Event log

Wireless Health > Connection Log

Client details page > Timeline

BRKEWN-2399



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

AP captures are the present and future

Highest likelihood of capturing all Data frames 
(OFDMA/MIMO/High)

Simple and convenient 
(remote/proactive)

Decrypted

Bi-directional

BRKEWN-2399 40
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Proactive Captures when the future becomes the present 

• Automated Packet Capture upon
client connection or roaming 
failure

• Native Packet Analyzer integration

BRKEWN-2399 41
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Pro-Active Cloud Packet Capture

BRKEWN-2399 42
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Timeline will provide the pcap automatically

43

Open locally 
on your 
device

View in the 
dashboard

BRKEWN-2399
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Common problem example

44

CEO can connect but 
when moving there is a 

drop

Ok, let’s look at roaming data

BRKEWN-2399
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Common problem example

47

802.11r (FT) won’t hurt

BRKEWN-2399
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There are usually 3 reasons for bad user 
experience

Limited RF Coverage

Extended RF Coverage

Co-Channel Interference

Oversubscription

Data rate downshifts

Retries

RRM channel changes

DFS

Slow roam

Frequent roams

Sub-optimal roams

RF / Design Channel changes Roaming

BRKEWN-2399 50
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Common problem example

51

Some users report 
slow connections

Specific location?

BRKEWN-2399
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Select what you 
wish to see

52
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Production hours test

BRKEWN-2399 54



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Common problem example

55

All the time

Specific time and days?

BRKEWN-2399
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6PM test

BRKEWN-2399
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Inadequate cell size triggers inadequate 
experience

• Poor distribution of clients

• Wireless is a shared medium

• 49 clients may suffer

• 5 clients will have better experience

• Bad placement

• Very broad TX power range

• Challenging environment

• When you see glass, think reflections

• And bleeding

BRKEWN-2399 57
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5 clients

49 clients

41 clients

5 clients

5 clients

22 clients

11 clients

6 clients

8 clients

3 clients

17 clients

9 clients

49 clients
7 clients

9 clients
10 clients

16 clients

4 clients

4 clients

15 clients

5 clients

18 clients
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Common problem example

59

40 clients per AP 
should be fine?

Yes but there is one more thing

BRKEWN-2399
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Same channel on strongest neighbors will cause 
performance issues

60

Map view under 
radio settings

BRKEWN-2399
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AP Neighbor allows to identify RF conditions

• Make sure 5GHz band to run 20Mhz Ch. 
Width

• Next-Generation AP RF Neighbor view 

• Highlight the impact of Co-Channel 
Interferers

• Visualize Channel Overlapping with Ch. 
Width view

• Consolidate Single AP with Multiple SSIDs

• Continue real-time monitoring of RF 
Spectrum Analysis  and current Ch. 
Utilization

BRKEWN-2399 61
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Common problem example

62

We forgot to revert 
config after some tests

They share the same channel. We 
should look at the radio config and 

placement.

BRKEWN-2399
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Common problem example

64

Clients experience 
random drops

Do you have timestamps?

BRKEWN-2399
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Clients connection can be disrupted by multiple 
factors

• Channel changes

65BRKEWN-2399
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RRM to improve experience

Why would AP change channel during production?

66

DFS because it has to

BRKEWN-2399
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What about 
those channel 
changes?
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What is Meraki’s Auto RF?
Auto RF is Cisco Meraki’s radio resource management (RRM) solution that optimizes wireless 
configurations using 15-20 mins of RF data (Snapshot-based) to improve RF performance.

Supported RRM Services

Dynamic Channel 
Assignment (DCA)

Transmit Power 
Control (TPC)

Dynamic Band 
Selection (DBS)

15-20 mins of 
Anonymized

RF data

1

Auto RF

RF 
Optimizations
Channel, Width, 
Power Changes

2

Optimized 
Wireless 
Experience

3

Topology

BRKEWN-2399 68
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Understand RRM operations before 
tuning

• Auto RF cares about many metrics

• Usage demand

• Airtime availability

• Channel utilization

• Changes may occur every 15 minutes

• Neighboring APs may end up on same frequency

• Select the right channels for your network

• Set the channel width that you wish

• Every time you double width, you increase the noise

BRKEWN-2399 69
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RF Visibility Widgets

Provides org-to-AP level visibility of RF health, RRM changes, 
co-channel interference, etc.

Trust & Visibility Config Simplification

RF Insights and Recommendation

AI reviews customer config against intended outcomes and 
provides insight recommendations to ensure goals are met.

Capabilities that AI-Enhanced RRM will bring to Meraki!

Trend, Reward, Client-Based RRM

Uses AI to optimize based on historical trends, RF 
performance, and client-side telemetry.

After Hours RF Tuning

Defers optimizations after peak hours to minimize disruptions 
but uses peak hour data for relevance to clients' activity times.

RRM Services Ready at Any Scale

Supports RRM services, DCA, DBS, TPC, FRA, and AP zone-
level configurations for deployments of all sizes and use 
cases.

Predictive RF Simulator

Uses historical data to predict outcomes of RRM config 
changes, giving admins peace of mind before applying 
them.

Wireless Client Disruption

AI-Enhanced RRM
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Understand why changes are made

BRKEWN-2399 71
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To CSA or not CSA

• Channel Switch Announcement tells clients about the new 
frequency

• Some may follow

• Some may ignore

• Used by Auto RF, AI RRM or DFS

BRKEWN-2399 72
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Can I reduce 
Auto RF activity?
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Busy hour to the rescue

BRKEWN-2399

Busy hour 
enabled

74

AutoRF can still change 
channels during busy 

hour
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Planning with radars in mind will set you for 
success

BRKEWN-2399

ch.100

ch.36

AP sends CSA to announce the new frequency
ch.100 in NOL for 30 minutes
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Planning with radars in mind will set you for 
success

• If no active clients on 5GHz radio, then

• ch.100 is under NOL for 30 minutes

1. After NOL expires

2. Go off-channel to ch.100
• When off-channel it won’t serve clients / transmit / receive etc.

3. CAC for 60 seconds

4. If no radar pulses, start to serve clients / transmit / receive etc.

BRKEWN-2399

ch.100 ch.36
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Planning with radars in mind will set you for 
success

• If active clients on 5GHz radio, then

• ch.100 is under NOL for 30 minutes

1. After NOL expires 

2. 12 hours back off timer

3. Go off-channel to ch.100

• When off-channel it won’t serve clients / transmit / receive etc.

4. CAC for 60 seconds

5. If no radar pulses, start to serve clients / transmit / receive etc.

BRKEWN-2399

ch.100 ch.36
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AI channel planning to the rescue

BRKEWN-2399

AI channel plan 
enabled

78

Verify your environment 
You may end up with very 

few channels available
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AI channel planner in the nutshell

Severity Avoid Period Monitor Period

6 1 Day 1 hour

5 2 Days 2 hours

4 4 Days 3 hours

3 8 Days 4 hours

2 14 Days 5 hours

1 30 Days 6 hours

BRKEWN-2399

Channels that face a DFS or channel 
jammed event with will be put on an 
avoid list starting at severity 6

Avoid List – Channels on this list won’t 
be used; after the period, it'll be added 
to the monitor list with the same severity

Monitor List – If a DFS or jammed 
channel event occurs, the channel is 
added to the avoid list and the severity 
is increased.
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Clients connection can be disrupted by multiple 
factors

• Channel changes

• Roaming

80BRKEWN-2399
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So let’s talk 
about roaming
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Every Wireless Engineer

“Roaming is a client 
device decision.”

BRKEWN-2399 82



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Is roaming that destructive?

• Every time client roams there are few things happening

• Might go off channel to look for target APs

• Time varies on number of channels enabled and supported

• Derive PMK and PTK

• In PSK environments it’s quick

• In dot1x it varies 
• What EAP type used and connection to AS?

• What Roaming protocols are used?

• Enterprise voice requires <= 150ms transition times

It depends

BRKEWN-2399 83
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Good roaming makes users happy

• Client is between 2+ high coverage cells

• AP triggered

• Auto RF, DFS

• AP encouraged

• 11k/v

• Client triggered

• Device movement, driver logic

• Might go off channel to look for target APs

• Time varies on number of channels enabled 
and supported

• Select the candidate and connect

• Derive PMK and PTK

• In PSK environments it’s quick

• In dot1x it varies 

• What EAP type used and connection to AS?

• What Roaming protocols are used?

• Enterprise voice requires <= 150ms transition times

What can trigger a roam? What happens behind the scenes?
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• Fast transition times

• OKC/SKC = 150-300msec

• 802.11r = ~90 msec

• Adaptive 11r = ~80 – 150 msec
• Depending on the client

• Intra-band*

• Better RSSI

• Higher rates

There are good and bad roams

• Transition takes seconds

• No roaming protocol for dot1x SSID

• Ping-pong between APs

• Intra-band

• Low RSSI

• No roaming

• Sticky client

BRKEWN-2399

Good roam Bad roam
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Roaming iswas complex to troubleshoot and 
monitor
Meraki makes it simple

BRKEWN-2399 87
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Common problem example

89

We no longer have 
disconnects but poor 
performance came 

back

Let’s review the RF config

BRKEWN-2399



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Wireless audit cheat sheet

90

TX power range 
defined vs used

How well APs hear 
others define what 
TX they use

Channels and bands 
used

Are APs well 
balanced across 
channels or majority 
on non-DFS (5GHz) 
or PSC (6GHz)?

Do you use 20 / 40 
/ 80 / 160 MHz ? 

Data rates and SSID 
consolidation

There is usually 
opportunity to 
increase

You don’t need all 
of them ☺

+ disable meshing

Advanced tuning

RX-SOP – avoid 
sticky clients and 
reduce advertised 
utilization

RF Environment

How your APs 
behave with your 
APs and your 
neighbors?

BRKEWN-2399
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5 GHz

91

• Almost 0 channel reuse

• All APs on lowest TX 
power

• They hear each other well

• Do they provide enough 
power when people are in 
the office?

BRKEWN-2399
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• 11dB stronger

• PSC bias

• Channel reuse is higher

• 80MHz channel width

6 GHz

BRKEWN-2399
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You are never alone

• All picked up within CCA threshold

• Nearby network occupying entire 
UNII-1

• Auto RF or RRM will try it’s best to 
optimize

• Every optimization attempt results 
with channel switch 
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Air Marshal enables you to monitor RF trends
And is a great story-teller
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Air Marshal enables you to monitor RF trends
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• Understand RF Performance at-
a-glance per network

• RF health score considers all 
critical RF metrics

• Mitigated events shows benefits 
of AI Channel Planning

• New discovery workflow with 
advanced filtering

RF Summary Bar
in Radio Settings

New RF Health 
Score Concept.

New Advanced 
Filtering

Same AI engine with similar visibility as Catalyst Center’s AI-RRM Control Center!

BRKEWN-2399 97



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

RF Health reports the worst metric
And there are quite a few of them

Co-Channel Neighbor
Utilization

Co-Channel Overlapping Noise Side Channel

Noise Same Channel Co-Channel Interference
Adjacent Channel 

Interference

Low SNR Clients Radio Utilization Other Interferers
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RX-SOP - double edged sword

• You can control receive sensitivity 
of the radio

• AP will ignore any traffic beyond 
specific threshold

• Default is very high

• Too low will cause random client 
disconnections

• It will allow AP to transmit more 
often

• VTP of WLANs ☺
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RX-SOP to -79
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RX-SOP set to 
-72
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Common problem example

102

We optimized but one 
area still reports 
sporadic issues

Time to review RF – maybe there is 
something in the air
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Monitor RF Channel Utilization
Both Real Time and Trending View

BRKEWN-2399

Live Ch. Utilization

Ch. Utilization Trend

AP Level View
Monitor > RF Spectrum
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Common problem example

105

RF is fixed but we are 
still not quite happy 

with the performance

Maybe it’s not the wireless issue 
after all?

BRKEWN-2399
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Wireless is not always the problem
Most discovered AP issues in MR networks

BRKEWN-2399

No Newly 
offline device

Dormant AP
Offline for  > 7 Days

Connected as full duplex
but 100 Mbps speed
→ Check Switch Port Config

Unreachable

AP become Repeater

Multiple
SW versions are being used
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2 weeks later…
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Common problem example

108

APs are randomly 
dropping offline – one 
by one and don’t come 

back

Can you inspect them?
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.

112BRKEWN-2399

http://www.ciscolive.com/on-demand.html


-

Thank you
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