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Let’s start with Slido

• Cyber security mandates for 
remote access

• Remote Access Technologies 
and Cyber Security

• Secure Equipment Access

• Q&A

kd1hbh

Agenda

slido.com #3653386

BRKIOT-1005 2



What technology do you currently use 
for remote access to the OT 
network? Select all that apply.

Please download and install the 
Slido app on all computers you 
use

ⓘ Start presenting to display the poll results on this slide.



Is your remote access solution 
dedicated to the OT? Or do you 
leverage the existing IT 
implementation?

Please download and install the 
Slido app on all computers you 
use

ⓘ Start presenting to display the poll results on this slide.



What are your biggest 
challenges with your 
current implementation?

Please download and install the 
Slido app on all computers you 
use

ⓘ Start presenting to display the poll results on this slide.
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Is Security really top of mind?

Between 2019 and 
2023, attacks 

causing physical 
consequences to OT 
networks are almost 
doubling every year1

Yet, malware free 
activity (such as 
identity attacks) 

represented 75% of 
detections in 2023 –

up from 71% in 
20222

1. Waterfall 2024 Threat Report – OT Cyberattacks with Physical Consequences

2. Crowdstrike 2024 Global Threat Report 

VPN with no MFA
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Problems with our existing remote access 
solutions

Unknown remote 
access gateways

24/7 availabilityNo Multi-Factor 
Authentication (MFA)

No visibility into user 
activity

VPN / Jump servers 
with full plant access

For many, these are not new problems, and an attacker just needs a single entry to cause damage
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Mandates must be implemented to drive change

NIS2 NIST ISA/IEC-62443 NERC CIP TSA
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Mandates must be implemented to drive change

NIS2 NIST ISA/IEC-62443 NERC CIP TSA

BRKIOT-1005

the use of multi-
factor 
authentication or 
continuous 
authentication 
solutions

MFA is an 
accepted best 
practice for 
remote access 
to OT 
applications

SR 1.1 RE 2 –
MFA for 
untrusted 
networks

SR 1.1 RE 3 –
MFA for all 
networks

005-7 – Remote 
Access 
Management: 
Require MFA

MFA, or other 
logical and 
physical security 
controls that 
supplement 
password 
authentication

9
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The Importance 
of MFA
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Have I been Pwned?
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Multi-Factor Authentication (MFA)
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• Password
• PIN
• Email Verification

• Mobile
• Yubikey

Something you know Something you have Something you are

• Fingerprint
• Facial Recognition
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Single Sign-On (SSO)
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App1 App2 App3

SSO

• One authentication for many applications
• Reduces password sprawl
• Single set of policies across all your 

applications
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Is cloud based 
remote access 
risky?



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Remote users come from outside of your 
network

Boundary Firewall

BRKIOT-1005

If your VPN headend is on-prem, you must expose part of 
your network to the public

15



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

OT Network only needs a single trusted flow 
through the firewall

SEA

Boundary Firewall

Cisco Secure 
Equipment Access

Cloud

SEA

Boundary Firewall

BRKIOT-1005

Much more consistency for policies across multiple 
locations

16
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Remote Access 
Technologies
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Virtual Private Network (VPN)

BRKIOT-1005

• Extends the network to remote users

Pros

• Users can use applications hosted natively on 
their devices

• Minimal friction from end user experience

Cons

• Users have an IP address on your network
• Additional steps for lateral movement and 

reconnaissance to be prevented
• VPN headend has public IP that will be 

targeted
• Client can sometimes be a burden
• MFA an additional add-on

18



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Jump Servers

BRKIOT-1005

• Users do all their tasks from a trusted device 
hosted in the network

Pros

• Minimize the risk of introducing malware from 
client device

• Devices can be locked down to only 
permitted applications

• Jump servers can reside in isolated state until 
needed 

Cons

• Additional overhead often leads to over 
privileged jump servers

• Must maintain vendor applications
• MFA still not a hard requirement
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Shift to Zero Trust Network Access (ZTNA)

BRKIOT-1005

• Users have proxied access to specific 
endpoints / applications

Pros

• Users only have access to what they need
• MFA is natively built in
• Clientless connectivity
• ZTNA gateway establishes outbound 

connection to a trusted cloud*

Cons

• Clientless connectivity does not cover every 
protocol

• Clients will be needed in some cases

*some solutions can offer ZTNA gateway to be first point of entry
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Remote Privileged Access Management (RPAM) 

BRKIOT-1005

• Very similar to ZTNA, but with 
extended features

Pros

• Users only have access to what they 
need

• MFA is natively built in
• Scheduled Access
• Session Monitoring and Recording
• Session Approval flows

Cons

• Clientless connectivity does not cover 
every protocol

• Clients will be needed in some cases

21
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Cisco Secure 
Equipment 
Access
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• Introduction

• SEA and SEA Plus

• Session Management

• Request and Approvals

• VLAN access

• Installation and Management

• Where is it used?

• Demo

Agenda
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Troubleshooting
Remote configuration and maintenance 

by vendors and third-party technicians.

Remote experts helping quickly solve 

issues to maintain production uptime.

Large sites, distributed operations, limited 

resources. Remote access helps lower OpEx.

Maintenance

Secure Remote Access for OT

Remote access to OT assets is key for operations

Avoiding Truck Rolls

Operations need remote access to all assets at anytime, for internal and external experts

RenewablesRoadways EV chargersTransportation ManufacturingUtilities MiningOil & Gas Ports

24BRKIOT-1005
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Secure Remote Access for OT

What do IT and OT users want?

O
T I

T

✓ Gain instant access to remote assets 
from anywhere in case of emergencies

✓ Be capable of easily creating remote 
access credentials when needed

✓ Be able to use any remote access 
protocol depending on the need

✓ Access to audit trails to understand what 
changes have been made to an asset

✓ Ensure only legitimate users can connect, 
and never to the entire network

✓ Verify remote computers’ posture to 
avoid malware

✓ Simplify architecture to lower costs and 
avoid complex DMZ/firewall setups

✓ Have access to audit trails for regulatory 
compliance and investigations

Modern industrial operations require both OT agility and IT security

Operational Efficiency Cybersecurity
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IoT Operations Dashboard

Cisco Secure Equipment Access
Purpose-built for Industrial and OT

Access any remote asset the way you want
Connect any OT asset to a Cisco IE switch or IR router 
and securely access it from anywhere in the world 

Install and scale with ease
Deploy and monitor network embedded ZTNA 
gateway agents at scale from the cloud

Centralized cloud enforced policy
Define and enforce ZTNA controls with a cloud-based 
trust broker

Cloud
managed
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Cisco Secure Equipment Access

Zero Trust Network Access (ZTNA) 
built into your industrial network

Eliminating complexity by converging functionalities as software features on Cisco’s industrial network

Industrial
Switch 

Remote Access 
Gateway

Vendor A

Vendor B

Cisco Secure 
Equipment 

Access service

Cisco’s ZTNA trust broker 
specifically designed for 

OT workflows

SEA Agent

Cisco’s ZTNA gateway 
built into industrial 

switches and routers

Working together to 
enable least privilege 
access to OT assets

Cisco industrial switch
with embedded 
ZTNA gateway
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Platforms that 
support SEA 
Agent

Industrial Switches

Industrial Routers

IE3300, IE3400
IE3100

IE3400H

IE9300

IR1101 IR1800

IR8300

Roadmap

SEA Agent SEA Agent SEA Agent

SEA Agent

SEA Agent SEA Agent

SEA Agent

SEA Agent is the ZTNA gateway 
function embedded in network 
platforms

BRKIOT-1005 28
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Cisco Secure 
Equipment Access
SEA and SEA 
Plus 
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SEA Flow

• No installation required: equipment access through browser

• Proxy: SEA Agent on Gateway is a proxy over TLS/443

• Isolation: remote user is never directly connected to remote network

Remote
Equipment

HTML5 over HTTPS
tcp/443

TCP

Cisco IoT
Operations Dashboard

Cloud

SEA
Gateway

SEA Agent (IOx)SEA Service

SSH

RDP

VNC

Proxy Service over 
TLS tcp/443

Remote User
Browser

BRKIOT-1005 30
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SEA Configuration Overview

Access Method

SEA Access 
Control Group

OT AssetOT Asset
Access

IoT Gateway

SEA User
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How to access SEA Service ? 

• Login to Cisco IoT Operations Dashboard
EU cluster https://eu.ciscoiot.com
US cluster https://us.ciscoiot.com

• On the left panel, in Services, switch to 
“Secure Equipment Access”

• If you don't see Secure Equipment 
Access, you may need to purchase an 
additional license. Contact your account 
team.

SEA 
Configuration

This view can be different based 
on your license
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SEA Plus Flow
• Agent installation is required – creates TUNTAP virtual network device

• TUN devices runs inside SEA TLS/443

• Remote user computer routes changed to use TUN device

• Remote user is directly connected to remote network – with ZTNA therefore only 
allowing what's been explicitly permitted

Remote
Equipment

IP encapsulated inside
tcp/443

IP

Cisco IoT
Operations Dashboard

Cloud
IoT OD Connected

Gateway

SEA Agent (IOx)SEA+ Service

TCP

UDP

ICMP

Proxy Service over 
TLS tcp/443

Remote User
Browser

SEA Plus User App (Agent)
(TUN virtual interface) Filtering happens in all 3 places

1. in Windows SEA Plus app, 

2. in Cloud, and 

3. in IOx SEA app.
BRKIOT-1005 33
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SEA Plus Creates on virtual TUN interface
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SEA vs SEA Plus

• SEA is easier to use

• More secure with IP isolation

• To be used, when possible, for: 

• SSH

• VNC

• RDP

• Telnet

• Web

• SEA Plus requires Windows, 
installation of the SEA Plus User 
Application, and Windows admin 
privileges to do so

• SEA Plus is more flexible

• Can provide direct IP connectivity (ie. 
to a native client such as Profinet
programmer)

• Allows file transfer (ie. with SFTP)

Use both SEA and SEA Plus for different use cases
It always follows the ZTNA principles
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SEA Support Matrix
Platform SEA Support Recommended Minimum IOS-XE 

Release

IR8x9 Yes 17.9(3)M8

IR1101 Yes 17.14.1

IR18xx Yes 17.14.1

IE3400 Yes 17.14.1

IE3300 Yes (4GB of RAM models) 17.14.1

IE31xx Yes 17.14.1

CAT9K, IE9K Yes 17.15.1a

36BRKIOT-1005 © 2025  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-1005 36



-

Cisco Secure 
Equipment Access
Session 
Management
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Features for Session Monitoring

• SEA Admin can: 

• join active sessions to monitor activity in real time
(Only for RDP, VNC, SSH and Telnet)

• immediately terminate an active session

• see Session History

• view inline session recordings stored on AWS S3

• see audit information

• Logs can be seen, but cannot be exported to any Security 
Information and Event Management (SIEM) system

BRKIOT-1005 38
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Accessing and Terminating Sessions

Join Session

Terminate Session
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Session History
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Remote User Benefits

• Can request access to a remote asset

• Request is routed to a list of approvers

• The approver list can be unique for each 
group

• Once approved – user gets instant 
access for the requested duration

• No need to pro-actively add users 
to group – they request when 
needed

• Simple approve / deny / revoke 
action to be done by approvers

• Approvers and Administrators can 
be separate users

Administrator Benefits
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Simple "Remote User" workflow

• Request, approve, and access:

Request access to 
a specific asset 

and access 
method

Notification 
received when 

approved
Connect to Asset

For maximum granularity and security, access is not granted to the whole group, but only to 
the specific asset(s) and access method(s) that have been requested and approved.
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Cisco Secure 
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VLAN Access



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

VLAN Access on IE Switches for SEA Agent

• For switches, when installing SEA, you can 
configure access to up to 9 VLANs.

• For each VLAN you can use a dynamic 
(DHCP address) or configure a static IP 
address.

• Multiple interfaces will be created inside 
IOx, each in their respective assigned VLAN

• No overlapping IP addresses between 
VLANs

• Note: the IOx port must be in trunking
mode,
for example:

interface AppGigabitEthernet1/1
switchport trunk native vlan 4094
switchport mode trunk

45BRKIOT-1005 © 2025  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-1005 45
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SEA Agent 
Installation
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SEA Agent Deployment Model

SEA Agent is an essential part of the solution and it needs to run on 
the SEA Gateway - switch or router. 

There are four ways for the SEA to be deployed:

1. Through Cisco IoT Operations Dashboard ("Application Manager")

2. Through Cisco Catalyst Center (previously DNA-C)

3. Through Cisco Catalyst SD-WAN Manager (previously vManage)

4. Through IOS-XE CLI

BRKIOT-1005 47
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Deploying SEA Agent with 

Cisco IoT Operations Dashboard

• Add the gateway 
to "Application 
Manager" service

• Enable the 
"Secure 
Equipment 
Access" service.

• SEA Agents is 
automatically 
installed and 
configured.
Magic!

48BRKIOT-1005
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Deploying SEA Agent with 

Cisco Catalyst Center

• SEA can be 
enabled right from 
Catalyst Center

49BRKIOT-1005
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Deploying SEA Agent with 

Cisco Catalyst Center

• Automated connection from 
Catalyst Center to SEA

• Click "Connect" follow the 
steps, you're done!

50BRKIOT-1005
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Deploying SEA Agent with 

Cisco Catalyst SD-WAN Manager

• Connects SD-WAN 
Manager and SEA 
with one click

• Creates an API-level 
connection to 
manage SEA from 
SD-WAN

51BRKIOT-1005

New in 
SD-WAN 20.16
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Request: Provision App
Serial: FGL21121G0
Name: NYC-West-54th-2nd

Cross Launch URL: https://vmanage01-acme.com/#/app/...1

Response:
On-Boarding Token: App-adfjh64wr4er352jhfw5293959ghse
Cross Launch URL: https://us.ciscoiot.com/coreshell/devices#/...

2

Request: Deploy App
Application Config: Config-Blob with OD as SEA download location
On-Boarding Token: App-adfjh64wr4er352jhfw5293959ghse

3

SEA 
Age
nt

5
Request: Update App version

Content: App Image

4a. Request to download SEA App
4b. Request: Onboard App IOx Agent

On-Boarding Token: App-adfjh64wr4er352jhfw5293959ghse
4

Deploying SEA Agent with 

Cisco Catalyst SD-WAN Manager
Cisco Catalyst SD-WAN Manager

Cisco Secure Equipment Access
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Deploying SEA Agent with 

Cisco Catalyst SD-WAN Manager

• SEA has a dedicated 
feature profile in SD-
WAN Manager

• Agent is installed and 
configured by SD-
WAN Manager

• SD-WAN and SEA 
organizations are 
linked automatically 

53BRKIOT-1005

New in 
SD-WAN 20.16
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Deploying SEA Agent with 

Cisco IOS-XE CLI

• SEA can be enabled 
with auto-generated 
configuration

• Cut and paste config 
on the device.

• Done!

54BRKIOT-1005

config term
vlan 4094
interface AppGigabitEthernet1/0/1

switchport trunk native vlan 4094
switchport trunk allowed vlan add 1
switchport mode trunk

! Uncomment the command below to enable app signature verification.
! Note that this action may affect other IOX applications on the device.
! app-hosting signed-verification
no app-hosting appid SEA_agent_amd64_linux
app-hosting appid SEA_agent_amd64_linux

app-vnic AppGigabitEthernet trunk
vlan 1 guest-interface 0

app-resource docker
prepend-pkg-opts
run-opts 1 "-e TOKEN=eyJnd9tIn0="

start
end
write mem
! The copy command below requires internet connectivity on the device.
! Alternatively, download the SEA Agent app and copy to flash manually.
copy http://apps.eu.ciscoiot.com/seaAgent_amd64_linux_v0.84.tar flash:seaAgent_amd64_linux_v0.84.tar
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Where is it used?
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Blade Manufacturing Plant

56BRKIOT-1005

• Lots of equipment managed by 
different vendors

• Need to filter who access what, 
when

• Need sometimes direct access 
(ie: for Siemens TIA)

• SEA reduces administration, 
complexity

• SEA improves time to resolution 
and satisfaction
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Roadway Intersection

• IE2K in Clanton, AL for traffic controller 
connectivity.

• Wireless with point-to-point radio

• Radio terminates on an IR1101 with LTE 
for backhaul
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Offshore Wind Turbine

• Using IR1101 with CAT18 LTE 

• Installed atop the turbine in a weatherproof case

• Need extended temperature range

• Access to PLCs, HMI, RTU, IED, Relays, 
Generator, etc... using OD and SEA and a local 
HMI computer (RDP protocol)
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Key takeaways

• Contemporary network access embraces ZTNA, not VPN

• SEA is built with ZTNA in mind, for OT networks

• SEA is embedded in your network – no additional equipment 

• SEA is Cloud managed by Cisco – nothing to install
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Webex App
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.
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Using SEA in a TrustSec protected network

66

MES SCADA Historian

Industrial DC

SEA

SEA

SGT 10

SGT 20

permit to SEA Cloud

permit to cell/area zone(s)
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