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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural
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- Industrial Network Security
- NIS2: What is happening?
- The Journey to OT security

- Cyber Vision
- Fundamentals
- Architecture
- Spotlight: New Features
- Network Segmentation: ISE & Firewall
- Integration: Splunk & XDR

- Conclusion
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. Please download and install the
slido Slido app on all computers you ;Q*
use L° )

Join at slido.com
#2886115

( Start presenting to display the joining instructions on this slide.



. Please download and install the
slido Slido app on all computers you ‘@@.
use L° )

What is top of your mind
in OT security?

(D Start presenting to display the poll results on this slide.



. Please download and install the
slido Slido app on all computers you ;Q*
use L° )

What is your role in OT
security for your
organisation? Multi-
Choice

(D Start presenting to display the poll results on this slide.



. Please download and install the
slido Slido app on all computers you i@.
use L° )

How would you describe
your current Industrial
network security?

(D Start presenting to display the poll results on this slide.



. Please download and install the
slido Slido app on all computers you i@.
use L° )

How familiar are you with
Cyber vision?

(D Start presenting to display the poll results on this slide.



What to expect in this session?

- Session is focused on Cyber vision
- Some context around OT cyber risk and NIS2 update
- Fundamentals, Architecture and Spotlight on Key new features

- Integration of Cyber vision:
« Segmentation: ISE and Firewall (CSDAC)
* Incident Response: XDR & Splunk

- WWhat not to expect in this session:
- Troubleshooting guidelines
- Deep dive into Integrated products: ISE, Firewall, XDR or Splunk
- Customer case study
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Industrial Network
Security
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The need to secure industrial is critical to industrial resilience

hit from cyberattack

\jlorox says sales and profit took a big

! Johnson Controls Ransom}vare Attack: Data Theft OT Reported Incidents since 2010
Confirmed, ( e 7
World's Critical Infrastructure Suffered 13
Cyber Attacks Every Second in 2023 i

!
!

Cyberattacks on CNI surge by
30% in 2024, study reveals
The report by KnowBe4 details the significant rise in attacks on essential
pan———— ]

sectors - with the US power grid providing especially vulnerable. - —————————————

Projected

: : ¢ 82 &8 9 & 9 8 8§ 2 &3 8 8 8 & §
Suzuki Motorcycle India breach forces S © © o © © © o o © © © © © ©
~ ~ ~ ~ ~ ~ ~ ~ ~ ™~ ~ ~ ~ ~ ~

plant shutdown

_ . — Over 50% of incidents
Simpson Manufacturing Takes Systems Offline .
Following Cyberattack occurred in process and
| “ | discrete manufacturing
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Industry Digitization Increases the Threat
Landscape

—_

- __".“,‘ ~my W A
L

More connected automation devices
» |oT devices accessing the cloud

= | 772, + Shadow IT in industrial networks
T « Remote access from third parties

* Malware intrusions
 New regulatory requirements

The role of IT is expanding to help secure industrial operations

BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Security challenges with increased connectivity

2024 State of Industrial Networking Report

The main problems are vulnerabilities in legacy systems and outdated software
(41%) and malware or ransomware attacks specifically targeting operational

technology (40%).

Vulnerabilities in legacy systems
and outdated software

Malware and ransomware attacks
targeting OT / ICS systems

Insider threats

Lack of control over remote access
from vendors and contractors

Lack of SOC visibility into
OT security policies

Lack of up-to-date inventory of
OT /ICS connected assets

Unsegmented, flat
industrial network

None of the above

I
G 0%
o
o—
27%
o o
o 2

5%

Q. What specific cybersecurity challenges have you encounterad in your industrial networks? Select all that apply
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Weak Security Posture
Lack of visibility to thousands of OT assets
with poor cybersecurity hygiene

Lack of Control
Legacy networks that are not equipped to
prevent the spread of malware

Too many screens for security analysts to
monitor without cross-domain context

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



What OT security assessments reveal?

Unauthorized remote access by third parties
OT network fully connected to IT  Default credentials to log into systems

Security Patches not installed Unknown devices

Bad Firewall or Switch configuration
Firmware uploaded over FTP without Signature
Multiple Time Servers )5 queries to Amazon ‘Windows XP SMBv1
Unnecessary network communications
Decommissioned assets still connected  |Py6 traffic in IPv4 networks

Devices in the wrong VLAN Malware or Virus activities
Program Upload over VPN during the night

c 1 s co M~/ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



L § |
People, Process, and Organizational Structure

Who Manages Security in Operational Networks?

Network management
and security expertise

IT/NetSec Team

Network performance
and security objective

InfoSec/SecOps Team
Threat management and global
cybersecurity objective

Industrial Investigation, remediation,
and compliance expertise
Networks . .

Knowledge of industrial
assets and processes

OT/Engineering Team
Production uptime
and profitability objective

c 1 s co L‘V&~/ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16




IT-OT collaboration is vital for securing ICS

Drives best practices
Fights cyber attacks

®

Cybersecurity skills
Network hygiene
Security policies

Detection & Remediation

Industrial (( N
Network | .
pr— Operational events context

Traffic Asset criticality levels
Equipment configuration

e

Ensures production continuity
Defines behavioral baselines

c 1 sco L‘V&./ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



NIS2: Where are
we today?

Network and Information
Security Directive 2.0 (NIS2)

cisco L{V&/



NIS2 is an EU wide legally mandated

framework for Cyber Security Readiness
(Compliance in Law 18th October 2024)

Risk analysis and management
Incident handling and reporting
Crisis management

Policies and procedures

Cryptography
Asset management
Access control

Multifactor authentication

Cybersecurity best practices
Operational Workforce trainings
Vulnerability management

Supply chain security

cisco Lt/&~/ BRKIOT-2910
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NIS 2 impacts many more sectors than its predecessor NIS

b
O
=,
)

>
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Energy

Transport

Drinking water &

Wastew%

Waste

Chemicals

Healthcare &

Pharmaceu%

Food & Beverage
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Manufacturing

Postal & Courier

Digital infrastructures

ICT services &
Digital platforms

Administrations

Space

Banking & Finance

350,000+

organizations

In scope

NIS2 was enforced Oct 18, 2024

Requires national bodies to create legislation
Non-EU organizations taking part of the EU supply chain

must comply

BRKIOT-2910
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Mandate to report cyber incidents
- 24hr incident notification
« 72hr follow-up report
 Final report within 1T month

/'vatanI)a[ Organizational penalties

Law ' ‘

- Management liability
- Suspension of certification
- Monitoring officer assigned

Financial penalties

} . Essential Entities:

| . €10M or 2% annual earnings,
whichever is higher

« Important Entities:
€7M or 1.4% annual earnings,
whichever is higher

BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is happening on the ground with NIS2 7?

NINY
. Countries needed to be responsible for

their own law implementations since > 46 Articles
Oct 18t 2024 — 144 Recitals
= 3 Annexes

— 40000+ words

Countries had been slow to move to Local Law during 2024

The European Commission decided to open infringement procedures by sending a
letter of formal notice to 23 Member States on Nov 28th 2024
Most countries have now transposed and are drafting legislation

Accurate information can only be found on the Country Cyber Security Authority Pages
- NO COMMON repository

cisco M./ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



NIS2 status: For information only — Feb 2025

Accuracy cannot be confirmed check with your authority!

Country Transposition Status Key Legislation/Authority

Austria Likely Transposed Federal Chancellery Cybersecurity Act
Belgium Transposed (Sector Rules Pending) Centre for Cybersecurity Belgium (CCB)
Bulgaria Transposed (Enforcement Lagging) State e-Government Agency Cybersecurity Act
Croatia Transposed (Delays in Critical Sectors) Croatian Cybersecurity Agency (CERT.hr)
Cyprus Transposed (Limited Public Updates) Digital Security Authority

Czech Republic

Denmark
Estonia

Finland

France
Germany

Greece
Hungary

Ireland

Ful
ransp [ie

Fully Transposed

o Security Agency (NUKIB)

Informatlon System Authority (RIA)

Transposed (Sector Guidelines Ongoing) Transport and Communications Agency (Traficom)

Transposed Early
Fully Transposed

Transposed (Enforcement Lagging)

ANSSI (Military Programming Law Updates)
Federal Office for Info Security (BSI)

National Cybersecurity Authority

Transposed (Delays in Healthcare/Energy) National Cybersecurity Coordination Centre (N3C)

Transposed (Focus on Tech/Cloud)

National Cyber Security Centre (NCSC)

cisco Lz%o//
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NIS2 status: For information only- Feb 2025

Accuracy cannot be confirmed check with your authority

Country Transposition Status Key Legislation/Authority
Italy Fully Transposed National Cybersecurity Agency (ACN)
Latvia Transposed (Limited Documentation) Cert.lv (CERT.LV)
Lithuania Fully Transposed National Cybersecurity Centre (NKSC)
Luxembourg Transposed (Expanded Sectors) National Cybersecurity Agency (ANSSI-LU)
Malta Transposed (Enforcement Capacity Issues) Malta Information Technology Agency (MITA)
Netherlands ed yb Centre (NCSC.nl)
Poland srjf? Ia@ @ i < NASK
Portugal Transposed (SME Focus) National Cybersecurity Centre (CNCS)
Romania Transposed (Uneven Enforcement) National Cyber Security Directorate (DNSC)
Slovakia Transposed (Limited Updates) National Security Authority (NBU)
Slovenia Transposed (Healthcare Delays) SI-CERT (CERT.SI)
Spain Transposed National Cybersecurity Institute (INCIBE) & CCN-CERT
Sweden Transposed Early Swedish Civil Contingencies Agency (MSB)

cisco M- BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NIS2 for OT-

Secure supply chain with Cisco networking
Monitor risk with Cisco Cyber Vision
Zero-trust segmentation with Cisco ISE
Zero-trust remote access with Cisco SEA

Cisco CX Services for NIS2 compliance

Free Download at http://cs.co/NIS2 Free Download at http://cs.co/NIS2forOT

BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




. Please download and install the
slido Slido app on all computers you ;Q*
use L° )

Is your business subject
to NIS2 Regulations?

(D Start presenting to display the poll results on this slide.



. Please download and install the
slido Slido app on all computers you
use

Do you feel confident
that you have a clear
strategy to comply with
NIS27

(D Start presenting to display the poll results on this slide.
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The Journey to
OT Security
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Cisco Industrial Threat Defense

Enabling a comprehensive OT security journey

4 N [ N [ N [
Secure the Operational Security Posture & Segment Network into Develop Incident
Boundary ZTNA of OT Assets Smaller Trust Zones Investigation & Response
S ED ey regomen  Opern qqp
= = e o o L] o= " D splunk> + Cisco XDR
’ I © ! A
Cisco Secure Cisco SD-WAN Eﬁg C O : -
Firewall : A v // ‘\ /—/7 A R
I ,/ // 1 \
L A R I 8 | R N
o i || L]
H o | T B! ©, @
g HE : o ’lﬂl- § ’lﬂl | % g7
: ) £ ! Cisco Cisco Cyber Cisco ISE
1 : Secure Vision
7Y S ) o \_ _ _ Zone segmentation using firewalls or swiches Firewall
o 2N N\ O\ J
s ] In,
‘ ’ Talos Threat Intelligence  + ‘:‘” Talos Incident Response
.

BRKIOT-2910
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. Please download and install the
slido Slido app on all computers you ;Q*
use L° )

Which stage of the OT

security Journey are you
at?

(D Start presenting to display the poll results on this slide.



Cyber Vision
Fundamentals
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Securing industrial operations starts with OT visibility

— = —
. = - e - e S \
Ooo es
@ ooo o
Oooa (1]
( ~—rle ED O [ om T - 8 g

fof £ s

O O
Identify OT assets and Spot vulnerabilities to Segment networks Detect bypass or Drive compliance
their communications patch or protect with access policies leaks in the IDMZ and governance

Visibility helps drive IT/OT collaboration to secure industrial operations

cisco M-/ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cisco Cyber Vision

Visibility & Security Platform for the Industrial loT

O O AT
@ aoon
Qoo

O O 7

Visibility Security Posture Zone Segmentation
OT asset inventory Device vulnerabilities Automate segmentation below
Communication patterns Risk scoring the IDMZ to protect operations

Context and insights that are foundational to building reliable and secure OT networks

c 1 s co M~/ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Cisco Cyber Vision

Visibility into connected industrial assets

Asset Inventory

Automated inventory of all assets
in your environment with detailed
and up to date profile information

Y,
Communication Patterns

Dynamic map of all
communication activities with
detailed application flow level
information

o

cisco L{V&/

Asset Inventory

Component

1769-L16ER/B LOGIX5
notoation  316ER
© Paint_Line 2 high
IP: 192.168.249.50
MAC: 4:54:33:91:cbcee.
£ Edit (0 Manage group

{2 Basics @ Security - Activity

Properties  Tags  Sensor

Praperties

verdor-name: Rockwell Automation
fv-version: 31,011
model-ref: 1769-L16ER/B LOGIX5316ER

mber: 68771949

name: 1769-L16ER/B LOGIX5316ER
ip:192,168,249.58
public-ip: no

mac; f4:54:33:91:cb:ee

First activity

H Apr12021

11:45:12 AM

Last actlvity

H Apr16,2021

11:00:01 AM

& Automation

. = 14 B9
# Contraller , ow Events

Rockwell Automation

@10

Activity tag: i
Vulnerabilities

#swpcPu,

# Diagnasties

# ReadVar ,

& Write Var,

# Low Volume .3+

Communication Map

Minimap
v LEGEND
]
‘ Manuf IO  Manuf - Scada & HMI
‘ | [ | | ||
'SIEMENS
! mmm Network analysis
\ w— QOthers STATION-WINCC )M|51-3PN SENTRYO-XP-1
/
| ‘SIEMENS ‘SIEMENS
; g « G
—"| Siemens 192.168.0.10
(
]
]
]
|
SENTRYO-SIMATI(Profinet DCP Multicast 0:0:0 10.45.1.255
e
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Cisco Cyber Vision

Visibility into the OT security posture

Vulnerability Detection o o 0 » 2 o DI 2OOE
92108 ket o ©73Vulnerabilities
Identify known asset vulnerabilities 9
SO you can patch or protect them .
before they are exploited e
J E R
Risk Scoring P ST
Criteri Overview Details
Risk scoring for assets, production -4 S
cells and sites, to help prioritize -
action and improve governance
/e

[ T——
VusrabiiesPathTavesal Vuloesblityin Yokgaen
centm

cisco L{V&/
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Cisco Cyber Vision

Visibility into operational issues

®
Control System Activit
Control System Activities CNO! SYSTE ACHHHES
<

Activity X

PLC_3 _ .
E‘ - _ _ _ = Variable / Setpoint access

Track process modifications

|dentify configuration changes B, O Comre o omem
Record control system events o e ([

7 Dell 1921 - swrorwcomms

‘ Maintenanc J—

) oq921681 o SLANT

MAAC: 34170

J .
- CELL-2 CELL-1
. e 'ﬁ
Variable Access First sctivity B L -
" Apr 6,2017 10:59:13 bemation

PM T Sk
See which variables, objects, _
. b . d Eg= & Program Upl
setpp!nts are being accessed or @ reodvor . G| | varisbies scesees
modified to help OT troubleshoot (hide)
issues . - e || il senmimere

o
[

cisco L{V&/
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Cisco Cyber Vision

Visibility into threats with Snort IDS and Talos

®
Malware Intrusions

< Security analysis
#DDOS

Snort IDS with Talos threat —
intelligence helps identify ©Portcan ety

# Snort Alert
malware and intrusions into the e
€5 i/

OT network R - - ——

P

# Snort Experimental-Do$

# Snort Experimental-Scada
Avto-tomowl] | T sczanzs O e P77 e r——

v
WM | | 707 e

# Snort Exploit-Kit

# Snort File

# Snort Malware-Backdoor

J
- - - # Snort Malware-CNC
Malicious Traffic e
# Snort Misc

# Snort 05-Other

10:3127.690  Signature based Detection Snort 44037 ANetwork Troj & inei192168012- @) 2121
6621080
# Snort OS-Windows Snor

# Snort Server-Other

Snort tags automatically St ere Vo
associated with network activities
to help identify malicious traffic

o
[

13
212.166.210. T
80

Intel
192.168.0.12
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Cisco Cyber Vision

Visibility context with Presets, Baseline & Reporting

Preset/Baseline

Presets: View a subset of
discovered assets and
communications, in a dimensional
information reduction based on
multiple filter criteria

Leverage presets to set baselines

Generate Inventory, Remote
Access and Security Posture
reports, based on Presets

Reports are exportable in docx and
pdf formats.

o

cisco L{V&/

8 You are sbout to create a baseline from the preset All
Preset/Baseline >
data with active data between Jan 10, 2025 3:18:02 PM
and Feb 9, 2025 3:18:02 PM (30d of data) . This
De represents:
All nd activities are listed in this preset. ) o
This preset should not be used and other more Devices Activities
well defined presets would be preferred for more
e findings.
Variables Groups
eline: No active baseline i
Criteria
Executive Summary m—
; s Cetar: 8 st Prvsst
| mventory Distribution summary
op S Vendara by Gvvice Count Ton § Protacais by Bevee Coant
" -
— i
0 " Vot o o rofoacs e 38
< E
£
® II H Emm - _ =
typos seer: 17
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198.18.133.1

Explore - Cisco Cyber Vision

<« C & cybercenter/#

Welcome to Cisco Cyber Vision

Last 30 days «

Operational overview Security overview

v Presets highlight

VNETIP

NETBIOS

OTHERS

oystem has not been

ipdated
1as been updated

Cisco Cyber Vis...

07fdald6-7544-4

o 1Z53PM
2/10/2005 =




How Cyber Vision helps with NIS2 compliance
Required NIS2 Measures Cyber Vision Capabilities

4 M

X . .
U@ Risk analysis
-

v

p
*.* Risk scores, Security posture reports
NS

M 4 M

b' IEC62443 zone segmentation with Cisco ISE

v

p
O Incident prevention
N\
p

v

74" Incident detection & response Snort IDS with Talos Threat Intel, Splunk & XDR

v

ﬂ:n Vulnerability management

N\
4
# Cyber hygiene
N\
to implement best practices
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Asset inventory, Activities, Security insights
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p

* OT asset vulnerability, Cisco VM Risk scores
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Cyber Vision
Architecture
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Cisco Cyber Vision: Unique 2-Tier Architecture
OT visibility that can be deployed at scale

OT Assets

Cisco industrial =C B s
switches or routers 5

Lightweight Metadata_ =3 582 Oan @ .
” | Bl Integrations
= @ E e B SIEM, XDR, NAC, Firewall, CMDB,
etc.
o i v L .

Cyber Vision Cyber Vision Center OT asset profiles in IT security tools
\§en?or . v" OT context and events in SOC

Software embedded into v Centralize analytics and data storage v Native integrations and specific apps

network equipment . )
v . : ; v Detailed ,OT gsset inventory and v" Comprehensive APIs for custom

Passive discovery via DPI communications maps integrations
v’ Safe active queries of v Security posture and detection

assets v Reporting

v Decodes application flows

OT visibility sensors embedded into network equipment sees more and is easier to scale

cisco M./ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cisco Cyber Vision portfolio

Hardware Appliance
UCS based servers with Hardware RAID

0 _ =3 _ ’ 1
E; \

CV-CNTR-M6N
* 24 core CPU
+ 128 GBRAM
« 3.2TBdrives

[
[
d|
|

Software Appliance
Virtual Machines

»

HyperV VHD

~

VMWare ESXi OVA

Minimum requirements
x386 server CPU, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

dWs "

Amazon Web
Services
Minimum requirements
x386 server CPU, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

Microsoft Azure

Sensor Sensor S IDS) Sensor) (CD

== : SenEer @ Sensor l@

Catalyst IR1101

Sensor c Catalyst 9300/9400 ]
Cellular Router atalyst IRB300 . : -
Catalyst IE3300 ‘ RS Sensor Multiservice Router Soisa Aggregation Switches EEEEE
andEsa0 R — o
Switches ) ‘
e x86 or ARM64 Compute IC3000 Industrial Compute
Catalyst IR1800 Cellular Catalyst IE9300
IE3400HD Router Rugged Switches
P67 Switch Network-Sensors Docker Sensor Hardware-Sensor

DPI and active discovery built into network-elements eliminating the need for SPAN DPI and active discovery via SPAN to support brownfield

cisco W‘/
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Easy to deploy in Brownfield and
Greenfield environments

On-Center sensor

isi Centralized .
)Cyber Vision Cent?r‘ 0Pl o DS embedded in

Cisco networking for simple and
highly scalable deployments

Hardware sensor
DPI, DAD & IDS for any

network equipment Docker senso

DPI, DAD & IDS on
3rd party hardware ! or . . .
capturing traffic on any switch with

a single hop SPAN to support
brownfield deployments

= @D%@ SV'IVhJE.E)N oy b | L1 to leverage

< . existing SPAN infrastructures, or
G oscosuien e mE g - collect traffic within the datacenter
B -

%) I e Trid-ary ()

Network sensor
DPI & DAD built into
network equipment

Cyber Vision offers flexible deployment options to best fit your constraints

DPI = Deep Packet inspection
DAD = Distributed Active Discovery

W / IDS = Intrusion Detection System
CISCO &~ ) . ) ) ' "
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Why is a network-sensor important?
Sensors embedded in the network can see more

Other solutions

Active discovery from central
appliances cannot see behind firewalls
and NAT boundaries

/ Active

/ discovery

‘ requests
X NAT/Firewall

Boundary

PLC/RTU/IED

0000

Active discovery requests are not blocked by NAT and firewall boundaries

cisco L{{@/

Cisco Cyber Vision

Active discovery by sensors
embedded in industrial network
equipment can see more

Lightweight
Metadata
NAT/Firewall
. = = Boundary
Active |
discovery |
requests v

PLC/RTU/IED

0000

BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Leverage the network as a sensor to lower cost
and complexity

Cyber Vision Center

-
Purdue level 3 [

| . QO OI
- -

Purdue level 2 [Had ICS

Network
Application-Flow

Lightweight
Metadata

level 0-1 level 0-1

RSPAN introduces Jitter Out-of-Band SPAN is expensive Network sensors scale without SPAN

TCO of SPAN based solutions is not sustainable over long-term growth

c 1 SCO W. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Gartner Peer Insight’s Survey

What do you see as the main obstacles?

74% 65% 50% 39% 31%
The cost and OT team’s Still have to  Lack of budget We do not have
complexity of building reluctance to demonstrate  to upgrade access or
an out-of-band SPAN modify the the value of industrial permission to
network or deploying industrial network gaining OT switches to gain access switches
network TAPs visibility this capability within the

industrial network

None of these 2%, Other 1%

c 1 s co W~ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



IT has no visibility below the Industrial IDF

How can IT leverage
network equipment it
owns to gain visibility
into OT?

Cisco M./ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Your Catalyst switches let you turn on the lights

‘:‘ Cisco Catalyst

gi‘

|1-DMZ Cisco Secure Firewall ‘J=

Enterprise IT

Datacenter Security
Operations Center |T

Operations & Control
Purdue Level 3

-

Industrial —

Cisco Catalyst 9300
with Cyber Vision Sensor

Step-1: Cyber Vision Sensor
on Catalyst 9300 gives you
Process visibility to North-South
communications to identify
key assets

CISCO M‘/ BRKIOT-2910
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Get OT buy-in by showing the benefits of
visibility

‘:‘ Cisco Catalyst

gi‘

|1-DMZ Cisco Secure Firewall ‘J=

Operations & Control i — r— l I _]
Purdue Level 3 |ndUtrla| —
al

Cisco Catalyst 9300
—_— Step-2: Work with OT to
identify the critical industrial
prazzss switches that connect these
key assets

Enterprise IT

Datacenter Security
Operations Center |T

CISCO M‘/ BRKIOT-2910
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Gain full visibility to improve your security posture

Enterprise IT

Datacenter Security

Operations Center

g@—"

1-DMZ Cisco Secure Firewall ‘J=

Operations & Control
Purdue Level 3

Cisco Catalyst 9300

Industrial —

with Cyber Vision Sensor

Process
Purdue Level 0-2

PLC/RTU/IED E

Sensor

oo
cisco L{V&/

B &8 <

© 00

Zone-2

Step-3: Replace critical
switches with Cisco I[E Switch
running Cyber Vision sensor
to see the entire OT network

Note: You don’t need to replace all
industrial switches, just the ones
connecting to PLC’s
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Do you need a Sensor on every switch?

P Securlty Operatlons Center ___

e
(Purdue Level 4) 4 J m---- @ D

Ci 1 |
Gatalyst 5300 u___‘i_s?ftiiig;'es_n"t’_e"r_ _______ R ‘ Sensor at aggregation

o
o

sees North-South traffic

Industrial DMZ

=]

Sensor at the edge sees
East-West traffic

—
~~

Industrial

Operations
(Purdue Level 0-3)

@)
3

Remember: Cyber Vision
gy s licensed per endpoint,
Cyber Vision Sensor not per SenSOF!

PLC/RTU/IED PLC/RTU/IED

Rule of thumb: All flows must go through
Q G @ @ O @ o at least one sensor. Every networking

oT

equipment should have a sensor.
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= UN"-IN Unified IT/OT security across

20+ flooring factories worldwide

Challenges
= Each factory had different OT network architectures
and little/no security practices

= IT had no visibility into any OT networks
= An audit highlighted OT as a huge cyber risk

Results
= Standardized OT networks on Cisco IE3x00

CUStomer Case StUdVACSSIOT' 1 573 switches to improve production performance and
Wed, Feb 12th 12:00.PM - 12:45 PM CET over coss

Gained 100% visibility into all factories by enabling
“‘ Cyber Vision sensor on Cisco |E switches
g Created a workstream between IT and OT to drive
Giving I'T full visibility on all their OT netvvorks‘ security improvements and industry 4.0 projects

. . IT now has unified IT/OT security with Cyber Vision
to_help solve prpduc’qon lSSL.JeS faster _and - integrated with Cisco ISE, Secure Firewall and
drive collaboration with'the line of business
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Feature
Spotlight
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What happened since last Cisco Live (Feb 2024)7

5.0 - August 2024

5.1 - January 2025

5.2 - April 2025 (EFT March 2025)

Cisco Lt/&~/ BBBBBB -2910



Docker Sensor

- Support both arm64 - Supports all sensor’s - Each sensor interface
and x86 features can use a different
- Passive (DPI) CPU core
- Tested and validated - Active Discovery
with Ubuntu (20.04 . Snort - Fit both small
and 22.0) and Docker compute* for low
27.0 throughput or UCS like
server for high
bandwidth

* RAM: 1GB minimum, 2GB recommended
cisco L{V&/

BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Docker sensor deployment steps
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Docker sensor deployment steps

p

cisco L{V&/

wizard

Step 2: Start Step 3: Select C%tnefga j;e
the Docker Sensor type netw%rk
(DPI, Snort, AD) interfaces

Step 5:

Step 6: Start
bLowiileze the docker
DEEEr sensor

compose file

a8

System

Deployment Tokens
DataManagement  » Add new deployment tokens

From this
Clear Data

+ Add *Name: Deployment01
Expiration Settings
Ingestion Configuration " Number ofuses: 4
Network Organization * Expirationtime: 2025-05-01 &
L] Sensors - Enabled: D

Sensor Explorer

Deployment Tokens

Templates

edfo

BRKIOT-2910

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

58



Docker sensor deployment steps

Step 1: Create Step 3: Select Step i diep Step 6: Start
Configure Download
a deployment Sensor type the docker
token (DPI, Snort, AD) IS DS sensor
’ ’ interfaces compose file

Explore Ef] System

Sensor Explorer

Reports B DataManagement

From this page, you can explore and manage sensors and sensors folders.

Events A, Network Organization
) o Newsensor | Tlf ManageCiscodevices [ Organize
Monitor Os
ensors ~ —
Cisco 10x
Search )

Sensor Explorer 3] Manual install

Deployment Tokens More Actions
Templates i

Serial Number IP Address Ve
PCAP Upload e Docker sensors

cisco M. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Docker sensor deployment steps

Step 4: Step 5:
Step 1: Create Step 2: Start Confip ure Dowr?load Step 6: Start
a deployment the Docker 9 the docker
token wizard TR DEEEr sensor
interfaces compose file

Sensor Application

Sensor Application

Name*

MySensor

Deployment Token®

MyToken (0/100) v Create deployment token

Sensor Mode*

Passive and Active Discovery A

Passive only

Active Discovery only
Passive and Active Discovery

e e g M

i ) Container(s) will reach the center using NAT

() Centeris behind NAT

Cisco M‘/ BRKIOT-2910
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Docker sensor deployment steps

Step 5:
Step 1: Create Step 2: Start Step 3: Select Dowr?load Step 6: Start
a deployment the Docker Sensor type the docker
token wizard (DPI and/or AD) LEESE] ' sensor
compose file
Capture Configuration
- Active Discovery
. ) i:‘]’\:""“"" Common configuration:
Active Discovery Interface”
enpBs0
2 Saved Capture interfaces:
RN et Target interface:
. Capture Intertace’ DR VLAN CIDR" VLAN
ERs: empts0 1921684022724 w0 o 192.168.66.12/24 86 B Add anew target
L o 5. 192.168.1.1/24 14095 .
Al a‘r‘\‘nw:’t"lllmlm-ﬂ CIDR" VLAN
192.168.69.12/24 69

ey Back Continue with 2 target interfaces

Capture interface configuration Active Discovery configuration

c 1 sco M. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Docker sensor deployment steps

>

Step 4:
Step 1: Create Step 2: Start Step 3: Select Conf%ure Step 6: Start
a deployment the Docker Sensor type the docker
. network
token wizard (DPI and/or AD) . sensor
interfaces
Docker Compose

éﬁ\.‘ Please ensure that this configuration really fits to your hardware, especially resources allocations

1 services:

2 ccv-sensor-1:

3 image: centerl62. Jo b 443/sensor

4 container_name: ccv-sensor-1

5 restart: always

6 pull_policy: always

7 environment:

8 SERIAL_NUMBER=MyDockerSensor@l-enp6s9.49

9 = PROVISIONING_TOKEN={ & . _ oW - - «d FEN ILemLhBES1bWI Lc AI6TK1SRGI J a2VyU
2VUC29yMDE t ZWSwnMwl. ) OwI 1wiY2VudGY " - - - - - —— — wxsIn0. LggAIOECTRX | aKKNAUyReM-F
CJOC2YOTREQ-ulekT8

10 ~ ERSPAN_TYPE=2

11 cap_add:

12 = NET_ADMIN

13 networks:

14 cev-network-8-collection: {)

15 cev-network-capture-1:

16 ipvd_address: 192.168.40.22

17 volumes:

18 ccv-volume-1:/data

19 ccv-sensor-2:

20 image: center162..m 443/sensor

21 container_name: ccv-sensor-2

22 restart: always

23 pull_policy: always

24 environment:

25 = SERIAL_NUMBER=MyDockerSensor@l-enp7s@

26 =~ PROVISIONING_TOKEN= . ~ ] v ] L] L= s InNLcmLhDES10W) Lc AI6IK1SRGI  a2VyU
2VUC29yMDE t ZWSWN3MWI LwiY2VudGVy SGe o - - - .o - - - v o *xsIn0. SMOS-MIWgdUMINPQOKpVESJONSnRK
DhHWuKh4YedVemQ

27 cap_add:

Cisco

.&‘/

BRKIOT-2910
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Docker sensor deployment steps

Step 2: Start
the Docker
wizard

Step 1: Create
a deployment
token

Step 3: Select Citneﬁp j;e
Sensor type netw%rk
(DPI'and/or AD) interfaces

Step 5:
Download
Docker

Interactive sensor creation

docker compose up

System will display stderr/stdout of the
instance. End with Ctrl+C

Start and run sensor independently

docker compose up -d

System will start the docker container
instances to the background and leave
them running

Forcefully recreate the docker instance

docker compose up --force-recreate -d

End existing sensor, recreate a new
instance and send it to the background.

Interactive access to container instance

docker exec -it <sensor-name> /bin/bash

Provides CLI access to the running docker
instance.

Stopping a docker sensor

docker stop <sensor-name>

Stopping a running docker container.

Start/Stop an existing docker sensor

docker start <sensor-name>
docker stop <sensor-name>

Change the state of operation of an
existing instance of a docker sensor.

cisco L{V&/

BRKIOT-2910
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Docker sensor limitation

- Active Discovery cannot use sensor’s collection interface
- By default, sensor will run without any resource limitation
- The docker host needs to trust Cyber Vision CA to pull the app

c 1 Sco M- BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Other sensor enhancements

.

Sensor app in-place
update

cisco L{{@/

Support of Cat9300
without SSD

BRKIOT-2910

Catalyst SD-WAN
Manager support

© 2025 Cisco an

d/or its affiliates. All rights reserved. Cisco Public
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Cyber Vision
New Ul/UX
(preview)

cisco L{V@/



Goal of this new Ul

JaL
ol

Simplified User
Experience (aligned with
other Cisco products)

Preview Available in 5.1 - Hidden behind a feature flag

cisco L{{@/

Reduced time-to-value

BRKIOT-2910

NT A

«[T]-
¢ 4\

Enhanced scalability

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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el Cyber Vision

Dashboard Dashboard — Refresh As of: Oct 29, 2024 1:00 PM [ Go to Cyber Vision classic ]
2. Asset Visibility
Active View Global 4 Data sources 3 Functional Groups v
A plerts
2 Configuration > Assets © View all 92 assets
8 with Active Alerts o 11 vulnerable a +51 Last 7 Days +92 Last 30 Days

Vulnerabilities © View all 55 vulnerabilities

9 critical [ 28 High o 18 Medium a 0 Low o

Highlighted Vulnerabilities ® [Sort By: CVSS Score v ]

CVSS Score Vulnerability
10 CVE-2023-20198: Cisco 10S XE Software Web Ul Privilege Escalation Vulnerability
Critical Affected Assets 5
9 8 CVE-2019-12260: VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent Pointer State Confusion c...
Critical Affected Assets 1

68
a0 CVE-2019-12256: VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Stack Overflow in parsing of IPv4 pack...



New Beta Ul Preview - Viewing Data

Navigate data displayed by
selecting parameters

» Organization Hierarchy is nested
selections of data sources

* Each asset has a primary data
source (sensor or PCAP)

* Functional Groups are assets
auto clustered based on
network communications

cisco L{V&/

1 selected Assign Selected to Organization Hierarchy
®  Network Device Name Health Status Processing Status Organization Hierarchy (0 Action
Line2 Connected Normally processing ..[PaintShop/Line2 Assign
Line1 Connected Normally processing ../PaintShop/Line1 Assign
Organization Hierarchy
[ Global \/] [ 3 Data sources ® V] [ 3 Functional Groups ® V]
[Global A][s ®A][3 @A]
Quick Select Quick Select
[ Search ]
[ Deselect all Deselect all
1 Global v Select all in this level only Select all
FR-Plant P | Global Common
No Data source assigned
PaintShop Line1
Sub-Levels
Common Line2
Common
Line1 D Ungrouped assets
) Lire
Line2
] Line2
MainSwitch
. T
BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



New Beta Ul Preview - Assets

+ Asset Visibility

COMMON

Summary

Type
PLC

Vendor
Rockwell Automation

Sensor

Common

Family
1756

Firmware Version
n3

Model
1756-EN2TR/C

Rack Number
Port1-Link01

Reference
1756-EN2TR/C

Serial Number
0125fed1
Primary Interface

IP Address
192.168.41.21

Vulnerabilities 18

Communications

Properties Interfaces

© Top 5 Vulnerabilities

Name

View All

CVSS Score ()

Insufficiently protected credentials in Logix controllers

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Han...

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP ...

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP ...

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Stac...

© 9.8 Critical

© 9.8 Critical

© 9.8 critical

© 9.8 Critical

© 9.8 Critical

Cisco

< Asset Visibility
COMMON
Summary  Vulnerabilities 18 Communications  Properties  Interfaces
1, Export
~ Q) search
ENIP 10 ~
enip- REM enip- COMMON
status-ra- cpuname
major
enip- 1.3,3312
enip- RUN version
status-ra- ) .
minor enlp—l Port1-Link01, Port1-Link00
location
enip-serial 0125fed1, 01280479 ~
enip- 1756-EN2TRIC, 1756-L81E/B
enip- Rockwell Automation/Allen- name
vendor Bradley . -
enip- AtLeastOnelOConnectioninRunMode,
enip- CommunicationsAdapter, status AtLeastOnelOConnectioninRunMode, ReservedBits12-15:0x3
devicetype  ProgrammableLogicController
VLAN n ~
vian-id 43,90, 41
<« Asset Visibility
Summary Vulnerabilities 18 Communications Properties Interfaces
Y @&
1] MAC VLAN Network Name Primary Interface
192.168.41.21 08:61:95:d2:11:38 41 PAINTSHOP-PLC-SCA... @
172.16.1.1 5c:88:16:f6:b0:92 =11 Common O
2 Records ShowRecords: 50 v 1-2 < @ >
BRKIOT-2910 70




ew

& Asset Visibility

COMMON
y 18 Properties Interfaces
[ Protocars - | @D showvoume
Reset view
r ~
Line1
PLC device
= Protocols
r N CIP-I0  +2 r
192.168.41.2 { ; Line2
Unknown device PLC device
Protacols Protocols
ICMP  +1 CIPI0  +2
L
617 MB
\
192.168.41.53 \
Unknown device 9128 617 MB
N /
Protecols COMMON S
ICMP 43 2 interfaces -
. 139 kB Interfaces 280 MB
Network:
1.39k8 | Common 53.7MB_
\ AN ™~

s

172.16.20.55
Unknown device

Protocols
ICMP 43

192.168.41.51
Unknown device

Protocols
EthernetlP  +1

Cisco

.&'/

1734-IR2 2ptRT...
10 device

s01k8

Beta Ul Preview - A

| 5094-AENTR/A |
10 device

Protocols
CIP10  +2

Protocols

CIPI10  +2

|
ROCKWELLSRV
Workstation device

Protocols
EthernetlP  +2

sset Communications

COMMON « Linet X
Line1's Details ~
Communications 4 ~

Volume Packets Protocols First Seen Last Seen
617 MB 1168624 CIP10 42 Oct 8, 2024 4:28 PM Oct 8, 2024 5:28 PM
Protocol Port COMMON Line1 Volume Fil
CIP-10 - 192.168.41.21:2222 @ 192.168.41.22:2222 817 MB Oc
TCP - 192.168.41.21:57410 @ 192.168.41.22:44818 70.9kB Oc
TcP - 192.168.41.21:44818 @  192.168.41.22:64018 70.8 kB ot
ARP - 192.168.41.27 @ 192.168.41.22 2.32kB Oc
4 Records Show Records: 50 v 1-4 < Q@ >
Line1's Details ~
Type Family Primary Interface
PLC 5069 Compact V'O
IP Address
Sensor Firmware Version 172.16.10.1
= 3312
VLAN
Model 91
S5069-L310ER/A
Network
Oaol Alumbar Linnd
BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network
Segmentation:
ISE & Firewall

cisco L{{@/



The Purdue Model

[ IT ] - No direct communication between IT
(level 4 & 5) & OT (level O - 3)

- IDMZ services (level 3.5) are

IDMZ
I recommended to be segmented from
each other
* |.e. each service in its own VLAN and
terminates at the firewall
OoT

« OT consists of site operations zone
(level 3) and Cell/Area zone (level 0-2)

cisco M- BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



IEC 62443 Zones & Conduits

(Ente rprise E-Commerce Enterprise Firewall
Network ﬁ Enterprise %
Infrastructure
- Web Server Internet
> * Conduit
\ ELETIED B File Server onaul
/_ i Terminal Services / Inventory
I n d u Strl_a I’ Data Historian Mirror Router/ Management
Enterprise : % Firewall ?
DMZ ﬂ - oL
o Ma_naged 3
Domain Controller, Anti-Virus, -S)‘\' Sl Manufacturing Execution
\ Patch Management 00(\6 System (MES)
/S yd N
(‘Industrial N2 Industrial \
Network #1 § Router! O Router Network #2
Firewall % Firewall
GEC Lopal Los:al
Swltch . Switch !_“ =)
HMI HMI
\ Field Devices / \ Field Devices /
cisco M‘/

BRKIOT-2910

Zone: Collection of entities that
represent a partitioning of a System
under Consideration (SUC) based on

relationship that
share common security requirements

Conduit: Physical or logical grouping
of communication channels,

intermittent or iermanent| between

or with the outside that share
common security requirements

The intent is to [dSAtiNAtHOSelassets!

which share common securit
characteristics in order to

that reduce cybersecurity risk

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



The Segmentation Journey - Virtual Segmentation

ISA/IEC 62443

Q O
Enterprise J ‘ @
| O O
|
et W |
Virtual Segmentation
L i ) Visualizing the zones and

el CollAres Cond_wts model and
o zone 2 reacting to data

[ ] [ ] observed between zones

cisco W‘/
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The Segmentation Journey - Macro and Micro

Macro Segmentation Micro Segmentation
. ;ohcy a/cgoss Ieslrgel_.zon()es (between Cell/Area - Pushing policy across “small” zones
oHes J PToauetion Hes « Segmentation within Cell/Area Zones

* Distribution is typically point of VLAN termination « It can be done on firewall. switches or
* Generally done at Firewall level ISA/IEC 62443 routers

&_
—1 Enterprise

Industrial Data ) Industrial
Center Conduit DMZ l Data Center | Conduit

} Distribution r-ﬁ

Cell/Area Cell/Area Cell/Area
Zone 1 Zone 2 Zone 1

Enterprise

b

Cell/Area
Zone 2

c 1 SCO W. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Streamlining OT Segmentation with
Cyber Vision Visibility

| can group assets into zones
that match my industrial

. - . S %
Endpoint l§ Activity Risk ‘ , process.
Profile Tags Score
W :: = 2@ I Industrial DMZ
l w;‘ . Data Center

(]

S - =t
\ : S o IDF ﬁ
- i e
oo i Cell/Area Cell/Area
3 222 Zone 1 Zone 2
o Y
2 (@
G-0 8-
:e

c 1 SCO M. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



Aggregated activities match I[EC62443 conduits

Unaggregated Aggregated

Building J Building J
Manuf - Scada & Hwi  Manuf - Engineering Manuf - Scada & Hm|  Manuf - Engineering

Motor Control Motor Control

IE“ tr,
|||||||||||||||||||||||||||| '
[SIEMENS| N L
=y W
» -
[SIEMENS -
QA Cell 19 - -
W |||||||["“""“s Foms -
S Gomean  swscan -
A ~ - ’ -
\ 5 -
\“\ -.: = =
o ~ e ‘ty, Siemens |© from my
. ’ Auto Wobot
Robot Control A Pilz Safety” L 2,

WIS

e 10230 1630 dichee oo st DCF Mcaat 000

View all asset relationships

Easily browse through conduits

cisco L{V&/
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Cyber Vision Center

Cyber Vision Integration for
Segmentation

OT visibility drives segmentation to
mirror industrial processes

Cisco Secure Firewall Cisco Identity Services
Management Center (FMC) Engine (ISE)

Enable OT teams to group assets into
zones by using Cyber Vision

Visualize conduits

Cisco Industrial Ethernet

Share context with other platforms to
enforce segmentation

Automatically update security policy
as assets move across the network

@ Identify traffic violations

cisco Li/&/



Automated Segmentation Informed by Visibility

This user interface understands
industrial processes.
| can group assets into zones

P

Zone 2
a 2 . 2]
SIEMENS ISIEMENS, .
[rsTro s e Vekaten
g SIEMENS u
Rocorst
iy
P ey
my. =
SIEMENS n
M

——r

nm!?uun- THAENTRE Enamet Adssser
Fcve)

?M,

Rl 192.168.3.41

Zone 1

o

N
(o]
>
(@) @
N

Cisco Cyber Vision Map View

cisco L{{@/

| now have OT context to build
the right network access

policies
Zone 1 [ MES |
X X
X X
X X

Cisco ISE Policy Matrix

BRKIOT-2910

Segmentation of
industrial network

Zone 1 Segment

-
m MY Industrial
Ty MllP Switch
Q

PLC/RTU/IED
Zone 2 Segment

o)

HMI

Industrial
Switch

| =z

PLC/RTU/IED

0000
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Firewalls in Plant Networks

I3

IT / OT Boundary

Ideally a full IDMZ has been deployed, but at minimum, a
firewall between IT and OT is to be expected

—— 4
Indlustria - Core Industrial Data Center

Datacenter
Tii I Data Center modernization should consider firewalls as
B -] an enforcement point for any data that enters or exits
Distlibftioh Carpeted the virtual infrastructure on the plant floor

L Ll Industrial Distribution Frame (IDF)
ﬂ i ﬂ =D A common deployment model in OT is to terminate
ome VO T o 10 e VLANS at a firewall. This reduces the need for firewalls
Zone 1 Zone 2 per cell

Cisco M./ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



On-Prem

Cisco Secure Dynamic Attributes Connector
Cyber Vision Integration

CDO FMCe
@ V.
.OJ//;
A “.59/;7/,
@)"n. %,
80
@)) .‘SO{?
08)’ API calls Contor
© i : enter
< FMC : Groups and associated Sl
2 : =5 [
: ) , e rmrrmnrmnrnnnnnen S #: M liee
% : @ Dynamic objects > -
Qs 4. .............................. —
: (REST)
: A —_
[O) E 172.23.33.10
: =2} E very_suspicious_quarantine A None
: % : P:172.23.33.10 © o
H e H T:-:.::Oﬂﬂc:z?:?e:[iv:if
\ 4 < E ! Windows
o
£ Standalone CSDAC instance* 10.99.998 _
FTD FTD v:r’;’;:;‘p?l:;us,quarantme A None o
. . . . . MAC: 00:2a:e3:cc:a2:2e N
*FP 7.6 onward has Cyber Vision direct CSDAC integration LS

c 1 s co M~ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



Cisco Secure Dynamic Attributes Connector
Cyber Vision Integration

f ‘ E:FE\:VEIHL MatT?gementt Center Overview Analysis Policies Devices Objects Integration  Deploy Q (&) ﬁo fo N - ] cgrabows@tmedemos.com ~ il oo e py
Objects / Object Managemen
I
AAA Server ' . .
Dynamic Objects @ Fitter C
Access List
Address Pools Name Description Last Updated Number of Mapped IPs
Application Filters OT_broadcast_components 01 Jul 24 17:38 PM 8
AS Path o
OT_building_mgmt 01 Jul 24 17:38 PM 2
BFD Template
OT_chemical_emerson_process 01 Jul 24 17:38 PM 13
Cipher Suite List
Community List OT_control_center 01 Jul 24 17:38 PM 4
DHCP IPv6 Pool OT_cyber_vision_sensor 01 Jul 24 17:38 PM 1
Distinguished Name OT_drilling_machine 01 Jul 24 17:38 PM 7
DNS Server Group
OT_edge_intelligence 01 Jul 24 17:38 PM 1
External Attributes
_ : OT_engineering_stations 01 Jul 24 17:38 PM 3
Dynamic Object
Security Group Tag OT_enterprise_network 01 Jul 24 17:38 PM 5
File List OT_folding_production_line 01 Jul 24 17:38 PM 4

cisco L‘V&~ BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



Firewall Policy with OT Dynamic Objects

5:11AM — Jul 10, 2024 2:35:20 AM

=)

e Firewall policies
automatically follow

dynamic OT groups.
= " ‘: ‘r ‘B

w
b b (e
o e
¥ o @
A A
Name Action Sources Destinations and Applications
Mandatory (No rules)
~ Default (1 - 3)
_ NET | Engineering-Range APP |HTTPS DYN | OT_management_stations
1 Management Access Allo R E RDP
i Inll SsH

DYN | OT_control_center

APP | S7Comm DYN | OT_folding_production_line
2 Folding Process CTRL Allo) L]

S7Comm Ack
FMC

S7Comm Ack Data

3 New-Rule-#2-ALLOW Alluwﬁl DYN OT_windows_statiOHSI ﬁl DYN | OT_chemical_emerson_process I

cisco W‘/
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Cyber Vision
Integration
Splunk & XDR

cisco L{{@/



Extend IT security to your industrial settings

Cyber Vision Center
OT asset inventory and security
posture

Cisco ISE

Micro-segmentation

Cisco Secure Firewall
Macro-segmentation

Cisco XDR/Splunk

Correlate Threat Intelligence
Orchestrate Remediation

Cisco Secure Analytics
Netflow analysis
Cyber Vision Sensors

Deep Packet Inspection built into your Cisco industrial network

The broadest OT security solution on the market - Powered by Talos Threat Intelligence

Cisco M. BRKIOT-2910 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



Cisco XDR

Investigate & remediate the highest priority
incidents with greater speed, efficiency, and
confidence

Extended

Multi-vector telemetry ingest from
network, cloud, endpoint, email, and
more from Cisco and 3rd party

Detection

Cross domain alert detections and attack
chaining with automated incident
prioritization and enrichment

Response

@ Automated or user triggered responses
to block observables using any
integrated technology

cisco L{V&/

Product Product Product
dashboard 1 dashboard 2 dashboard 3

1 Re| ES

Without XDR:
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Cisco XDR Ribbon on Cyber Vision:
Investigation & Orchestration

a & B 2 (0 v  LastiOyears(Apr11,2014 10:39:40 AM — Apr 8,202410:39:40AM) £ Refresh

Alldata 3 Dashboard © Newdata Create and manage y
Basics
- Global Risk Score Devices La u n C h
Description:
e n——— 60 5 Orchestrate
defined presets would be preferred for more

accurate findings. 9 other components

Vulnerable Devices Events (Over The Last 30 Days) ---directly from Cyber ViSion

Active baseline: No active baseline

Criteria Selectall  Rejectall  Defauit
a
© RISKSCORE v 2
Al

& NETWORKS v + 4 other vulnerable components. d XDR HOME

DEVICETAGS v

Tags
4 ACTIMITYTAGS v ’ o —
> Ribbon = Applications ./
O GROUPS Y Devices and components per tag
= ¢ XDR
[0 sensors v Device - Level 2 A C'\ >
{4 Controller Casebook Incidents Queries =) org-bfaBfa97-46bf-479a-92a2-31e9215eb...

@ Engiggiing station

Device - Level 3-4 O @ @

@ ONS Server Notifications Settings Tips

System

i Siemens
A :
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Unified visibility across IT and OT with Splunk

OT Asset Investigator

u
444 OT Asset Information : 172300104 98

T OT Asset Behavioral Indicators : 17200104 98

PRa 28239833 §
--.llllll

2202 4252 5502 7,306:2 ﬁ
—

" REST AP
Splunk Enterprise Security Cyber Vision Add-On >
Splunk base
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Sp|unkbase‘ Collections Apps Q Find an app

Submit an App Login ¥

( Main Page / Apps / Cisco Cyber Vision Splunk Add On

Cisco Cyber Vision Splunk Add On

The Cyber Vision Splunk Add On provides the ability for organizations to puifinformationfrom Cisco CyberVisionleveraging it's RESTIUFARI

. Leveraging the Add On, organizations can configure and pull component information, vulnerabilities, activities and events from Cyber

Built by

wy Q Login to Download

S

Splunkbase Collections Apps ‘ Q, Find an app

Submit an App

(@ Main Page / Apps / Cisco Cyber Vision Splunk App

Cisco Cyber Vision Splunk App

The App delivers a user experience designed to make Splunk immediately useful and relevant for typical tasks and roles with Cisco's Cyber Vision.
The Cisco The Cyber Vision App for Splunk has been developed to simplify the ability to visualize information in Splunk that is received from the...
Built by Cyber Vision

Splunkbase Collections Apps O\ Find an app Submit an App Login ¥

(® Main Page / Apps / OT Security Add-on for Splunk

OT Security Add-on for Splunk

The OT Security Add-on for Splunk enables organizations thafOperate assets, networks, andfacilities across both i anad O environmentsto
better apply the globally proven SIEM, Splunk Enterprise Security, to improve threat detection, incident investigation, and response. The OT. ..
Built by Splunk Works




Conclusion

cisco L{V&/



The Cisco Industrial Security Differentiation

OT Visibility
embedded in
network equipment
/ asS d

Network

( abric to secure
OT at scale ‘
77
Segmentation &

Remediation Policies
enforced by network .\/

equipment
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ZTNA Remote

Access gateway
embedded in network
equipment




You cannot secure what you cannot see

AN

List all the Spot Identify asset Detect bypass . .
- o : Build compliance
assets you are vulnerabilities communication or leaks in the feports
defending to patch issues IDMZ P

Gain visibility into your OT to take corrective actions, segment networks,

build security policies and drive best practices
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Threat Intelligence }— A\ }— Identity Intelligence P

Cyber Vision
Secure Secure
Equipment Access Firewall

oo\ -
The most Identity Services Eﬁg Cisco Vulnerability
comprehensive security one ANE = >~ Inteligence A platform for OT, IT, and

solution for industrial Security teams to partner

) and successfully defend the
customers o protect o industrial en\%ronment
their entire digital >
footprint across every ESzcur,et J *\ Umbrella
. ndpoint  ~ N
aspect of their ‘ TELEMETRY )
organization ‘%
III \‘
Secure Network | alaln k .
ecx;ealytsisc\évor I, cisco * SE)CIIsl:lorllrijy | Secure Email

SIEM / SOAR
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKIOT-

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Internet of
Things

Secure your Industrial loT
Environment

In these industrial loT environments, the scale and
associated attack surface increase exponentially.
Also the extreme requirements for performance,
availability and visibility raise the need to
transform the way of thinking and designing these
complex loT networks, especially when agility and
ease of use are a must. Secure network
automation and orchestration lead the way and
secure network transformation is the core platform
for line of business innovation and resilience.

START

Sunday, February 9| 1:45 p.m.
TECSEC-2001
Industrial Security Journey: from

Visibility to Enforcement and
Protection

Monday, February 10| 4:00 p.m.
BRKIOT-1005
Enable Zero Trust Network Access

for Industrial Networks with Cisco
Secure Equipment Access

Tuesday, February 11 12:00 p.m.
LTRSEC-2381

Stronger Together: Uniting IT and
OT Security with Cyber Vision

FINISH

Tuesday, February 11 1 4:00 p.m.
BRKIOT-2882

Implementing Segmentation in
Industrial Networks

Tuesday, February 111 4:30 p.m.
BRKIOT-2910

Securing Industrial Networks:
Where to start - using Cyber
Vision for OT Asset Visibility

Wednesday, February 121 2:30

p.m.
IBOIOT-1141

Pwn the OT Network! Do | Really
Know What's Happening Inside?

Wednesday, February 12 | 4:00

p.m.
IBOIOT-2094
Build The Next Generation

Industrial Firewall with a Single
Industrial Router using SDWAN

Thursday, February 13 | 1:00 p.m.
BRKSEC-2821

Securing Industrial Networks:
Strategies and Best Practices
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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http://www.ciscolive.com/on-demand.html
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Thank you
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