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| can’t log in! NetWOrk DOwn!
cantorint \Wi-Fi isn’t working!
The Internet I1s broken!

System is down

The VPN is broken!

The whole office is offline!

Nothing workst - Servers are down!

CISCO Lt/&~/ RRRRRR -2844

One device never connects!

Can’t send emails



About Me

\CCIE)
. Hiking enthusiast
- Badminton Ninja

- Passionate about Oud

- Cisco Exam Advisory Group
- CCIE certified

- +5 Years experience in TAC
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKMER-2844

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




- Introduction
« Overview of Meraki dashboard

- Unveiling Powerful Insights
v Insights
v Packet captures
v Live Tools

- Troubleshooting
v Dashboard Intelligence
v Real-World Scenario
v Getting Help

- Practical Tips

- Conclusion
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- Watch out for Hidden Slides @

- Key Insights for real challenges

- Make the most of what you have

- Demos cover:

v Common problems you’ll relate to
v Core products MR, MX, and MS

BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Introduction
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What You Will Learn

@ Understand Meraki Cloud architecture and Dashboard Navigation
Q Discover Insights and Tools for simplifying daily tasks
& Learn how to resolve common issues through practical demos

{2 Learn Tips and Hacks for efficiency

cisco W‘/



Why Mastering Troubleshooting Skills Matters
Even with TAC Support?

$ il &

Cost Efficiency Business Impact Faster Resolution
Proactive Maintenance Collaboration with TAC

c 1 SCO M./ RRRRRR -2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



“Having the right tools is
just the start; knowing
how to use them
unlocks their true
potential.”

Lina Alduaikat
Cisco
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Overview of
Meraki
Dashboard
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Meraki Cloud Architecture

out of band control plane
Scalable
- Unlimited throughput: No bottlenecks
- Add devices or sites within minutes
Reliable
- Uninterrupted network during outages
- 99.99% uptime SLA Secure
Secure
- No user traffic passes through the cloud

- FIPS 140-2 compliant

cisco L{V&/

NexTunneI
User Traffic I\/Ianagement data
WAN/Internet

1

Meraki endpoints

.
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Meraki Dashboard Menus

v Hardware
v Software

Network
London

& Secure Connect

Network-wide

ma
a/g Assurance New

(| security & SD-WAN

&  switching

View old version

Ciients
Uplinks 2 total WAN appliances 1w Switches 4 total = Access points 15 total =
All All All All
Online @ Online @ Online @ Online @

Usage and clients = Filters — Usage 43.1GB (440.07 GB, +3.03 GB)

10
8
= Wireless
6
B Systems Manager 4
Te/ Cameras 0 Mbfs
03:00 05:00 07:00 09:00 11:00 13:00 15:00 17:00 19:00 21:00 23:00 01:00 Applications details v
@' Sensors
il Insight [ Q Search for clients ] [ Status, type, OS hd ] Connected to v VLAN v Policy v
[ nsig
) lient t
Status Description Last seen (UTC-0) Usage - gslen P, IPv4 address Policy @
@ Wired Martin Nash Dec 20 2024 03:52 21.49GB Other 172.17.10.114  Whitelisted

 Only Qrganization admins have access
cisco L{V&/
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Meraki Dashboard Key Sections

Observe the status, performance,
and health of your Meraki network
devices and clients. It is primarily for
monitoring and troubleshooting.

cisco L{{@/

.2 Network-wide
Cllents S
@ Assurance New
Traffic Analytics Administraon
@ Cellular Gateway Topology Alerts
Event Log Group Policies
( security & SD-WAN
Map & Floor Plans Users
o= Switching Compliance Add Devices
VLAN Profiles
~  Wireless
¥

Set up and manage your Meraki

confiquring settings

network. This is primarily for
olicies, and

BRKMER-2844

device parameters.
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Unvelling
powerful insights

cisco L{V&/




Insights

cisco L{{@/




Meraki Assurance

Proactive Insights, Trusted Uptime

1. Network

%] Meraki Sydney SYD0S v Clients
& secure Connect
Uplinks 2 otz WAN applic|
<+ Network-wide Al All
Online @ Online &
U5 Assurance New Analytics Logs
Event Log

Overview (y New

(! security & SD-WAN &D
Alerts

= Switching Clients

Web App Health
= Wireless

Compare today’s experience
to yesterday

Network health score A Far © 100

Some end clients are unable to access their applications and

have moderate interruption from the network. 9%
80

Overall network
score and insights

91/100

-7 pts last day

25

Spot network degradation

with the trend line

19:51 22:51 1:51 4:51 7:51 10:51

== |ast day's health score === Previous day

o
0 L

13:51

® Configuration changes

BRKMER-2844
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Client Impact Module

< Association

Clients 130total @ Good

© Wireless 3issues

33 Clients impacted

© Wired 0issues

@ Remote 0issues

cisco L{V&/

A Wireless

3issues - 56 impacted clients

Association

41 Clients impacted

Authentication

7 Clients impacted

IP address

12 cClients impacted

100/100 Opts lastday

81/100 -11pts

100/100 +0pts

—/100 —pts

Top failure types
W Previous authentication no longer valid 56.1%
W Challenge failure 14.6%
W Temporary refusal 24.4%
W Unspecified 4.9%
< Authentication
Top failure types
B EAPOL: Timeout waiting for client EAP response 25.0%
B RADIUS authentication rejected by server 62.5%
B RADIUS timeout 12.5%
< IP address
Top failure types
M No DHCP Acknowledge 66.7%
B DHCP Negative Acknowledgement 25.0%
M No DHCP Response 8.3%

BRKMER-2844
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ThousandEkyes Assurance Integration

Seamless Visibility and Proactive Insights

Assurance Overview Dashboard

Per-Application Health
Visibility beyond the WAN
Internet or application issue

Single-client workflows

cisco L{V&/

A Applications & Fair 10 @

© app.acme.com == 1issue

12 clients potentially impacted

@ Sharepoint &

@ Asana 5,

© Salesforce &

© Box @

e 82100 -2pts lastday

63/100 +23pts

100/100 No change

100/100 No change

100/100 Mo change

100/100 Mo change

< ()2 >
Single Client Dashboard

CIsCco
ThousandEyes

&

/0 Microsoft365

12 est. clients impacted

O

Current client connections

=

DONVO-M-9RGV

— ~
"Te—o—w 0-.': 8 —o—7 ‘_.. 16—0—88 -n-

CORE1

SF012 5-AP21 SFO‘IZ WIFI132

BRKMER-2844
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ThousandEyesi
© Internet @
12 est, impacted clients
© Application =)
Mo impacted clients
Applications @\
Data (for the past 2 hours)
© app.acme.com
12 clients potentially impacted
@ salesforce.com
@ Slack.acme.com
N @ Asana.com
@ Box.com
@ aws.acme.com
\See all applications J
= [=]]
oo 8
SFO12-MX1 Applications
22



Summary report

Transform Data into Actionable Insights

Summary Reponl from the last week I

NETWORK /| ORGANIZATION DEVICE TAG 8sSID

Cisco Meraki v - All SSIDs - 10
Anomalies

|+ Dec 17th: Above average usage for a Tuesday

Bandwidth usage was 32% higher than the last 10 Tuesdays recorded View details »

Clients with high usage

l#* 10 clients used more than 100.00 GB
'ubuntuy’, 'F8:39:18:13:58:C0" and B other clients

Usage stats

TOTAL DATA TRANSFERRED TOTAL DATA DOWNLOADED TOTAL DATA UPLOADED

407.27 248.28 1 158.89 78
Usage over time M Downioad M Total
B0 GLre
60 Gbfs
40 Gbfs
2060ss

N N fod
0Gbfs
Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19

Number of sessions over time &

Mon Tue Wed
1212 1213 12014 2ns 1218 12117 1218 1219

Cisco

.&/

SHOW TOP RESULTS

- Export to Excel

Customize report ~

Client stats

TOTAL UNIQUE CLIENTS AVERAGE # OF CLIENTS PER DAY AVERAGE USAGE PER CLIENT

10857 6109 38.41 ¢k
Clients per day
I -1 1 I [ |
Thu Fri Sat Sun Man Tue Wed Thu
12Nz 1213 124 1215 12ne znz 12n8 122ne
Splash page
NUMBER OF CLIENTS TO REQUEST PAGE @ MUMBER OF CLIENTS GRANTED ACCESS @
0 0
Top clients by usa
Description Usage % Usage
ubuntu 7675 TB - 18.85%
F8:39:18:13:58:C0 28.85TB ] 7.08%
mB81544505d02 1350 TB ' 331%
cloud-pm-lab-1st-fl-mx-e0553d844f70 173718 ' 2.88%
fairyoffice-appliance-aB469db61fcf 1166 TB ' 2.86%
OPS-IS1-PROD 796 TB 1.96%

BRKMER-2844

Export to Excel

Schedule report €

Email

Schedule old report

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Change Log

9,

Network
London ~

Secure Connect

Network-wide

Assurance New

Cellular Gateway

Security & SD-WAN

Switching

Wireless

Cisco Meraki Platform change log

network:"San Francisco - switch™

41 changes in 2985 changes dating back to Dec 30 2022

Download as CSV

Time (UTC) ¥ Admin Network SSID  Page Label 0Old value New value
RSTP: enabled
Nov 26, 2024 ~ R B ~ - - . - . STP Root guard: disabled
2322 TEAdmInG San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X [ 15 RSTP: disabled STP BPDU guard: disabled
STP Loop guard: disabled
Nov 26, 2024 N . . .
23:07 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X / 16 Name: Name: CMP CW9176D1
Nov 26, 2024 . )
23:05 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X [ 14 Name: Name: CMP CW91761
Nov 26, 2024 B . . .
23:04 TEAdming San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X / 15 Name: CMP CW9178 Name: CMP CW9178I eth1
Nov 26, 2024 . ; y
23:04 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X [ 13 Name: Name: CMP CW9178I ethQ
Nov 26, 2024 B N N N ~ ~ . ~ Type: access Type: trunk
23:03 TEAdmMInG San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X [ 15 VLAN: 205 Native VLAN: 1
Nov 286, 2024 . . . . ;
23:03 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X / 15 Port: disabled Port: enabled

Systems Manager

Cameras

Sensors

Insight

*
cIsco '&/

Monitor

Summary | New.
Alerts

Change Log v

LAN

nalytics

on Templates

Upgrades

Summary Report

Configure
Settings

ntegrat New

Configuration Sync

MDM

Administrators

Came

8Branding
Policy Objects

Adaptive Policy

Early Access (New.

Certificates

n Francisco - switch

n Francisco - switch

n Francisco - switch

n Francisco - switch

Switch ports

Switch ports

Switch ports

Switch ports

CAMPUS-SFO-IDF2.11-MS355-24X [ 15

CAMPUS-SFO-IDF21.1-MS355-24X / 5

CAMPUS-SFO-IDF2.1.1-MS355-24X / 8

CAMPUS-SFO-IDF211-MS355-24X / 7

Name: MPLS Link

Port: enabled

Port: disabled
Type: access
VLAN: 10

Voice VLAN: 20

Port: disabled
Type: access
VLAN: 10

Voice VLAN: 20

Name: CMP CW91781

Port: disabled

Port: enabled
Type: trunk
Native VLAN: 1

Port: enabled
Type: trunk
Native VLAN: 1

BRKMER-2844
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<
Event Log

Network
London v

&  Secure Connect

Network-wide

w/m Assurance New
B Cellular Gateway

{  security & SD-WAN

Switching

= Wireless

§ Systems Manager

s Cameras

*" Sensors

il Insight

*  Organization

Event log

for security appliances =

for endpoints
for cellular gateways

for security appliances

splunk>

a C1SCO company

for switches

for access points

error_code

4

peer_ip: 6.11.167.137, local_as: 64512, remote_as: 64512 « hide

Client: Any

Event type include: All

Monitor

Clients

Traffic Analytics

Topology

Event Log ~
Map & Floor Plans

Compliance

Configure

General
Administration
Alerts

Group Policies
Users

Add Devices

VLAN Profiles

for cameras

for sensors

error_subcode 4]

Dec 11 23:58:11
Dec 11 23:58:37
Dec 11 23:58:34
Dec 11 23:58:34
Dec 1123:45:22
Dec 11 23:45:21
Dec 1123:45:20
Dec 1123:45:18
Dec 11 23:37:06
Dec 11 23:37.06
Dec 11 23:37:01
Dec 11 23:36:58
Dec 11 23:36:58

desc Hold timer expired
for Catalyst switches
Before: 12/16/2024 23:56 (GMT)
Event type ignore: None
« newer lolder »
Category Event type Details
25-24p-683aleda8eBa DHCP DHCP lease vap: 0, vlan: 1, ip: 172.171.7 more »
DHCP DHCP lease vap: 0, vlan: 10, ip: 172.17.10.16 more »
BGP BGP session established peer_ip: 811.167.137, local_as: 64512, remote_as: 64512
BGP BGP session no longer established peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
BGP BGP received notification peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »
BGP BGP session established peer_ip: 811.167.137, local_as: 64512, remote_as: 64512
BGP BGP session no longer established peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
BGP BGP received notification peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »
Meraki VPN VPN tunnel connectivity change vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: true
BGP BGP session established peer_ip: 6.11.167.137, local_as: 64512, remote_as: 64512

Route tracking
Meraki VPN

Route tracking

Route connection change
VPN tunnel connectivity change

Route connection change

Meraki VPN VPN tunnel connectivity change
Meraki VPN VPN tunnel connectivity change
BGP BGP session no longer established
BGP BGP sent notification

peer_type: 13_vpn, peer: BC:33:40:C9:6C:7E, connection_status: connected
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: true
peer_type: I13_vpn, peer: BC:33:40:C9:6C:7E, connection_status: disconnected
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: false
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: false
peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »

Cisco

.&/

BRKMER-2844
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@')

https://www.youtube.com/w
atch?v=5jkwb2xgBQs

https://www.youtube.com/w
atch?v=R1B-YuF-7M8

BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26
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Topology

Instant Network Map with Zero Prep!

Network
London ~

CJ Secure Connect

< : = | Network-wide

®» Assurance New

I Cellular Gateway
§  security & SD-WAN
Switching
Wireless
B Systems Manager
® Cameras
o Sensors
il Insight

®  Organization

L2 - Link layer L3 - Networking layet
Expand - Collapse = Search...
Label all devices.
Configure O‘
General
Traffic Analytics Administration
Topalogy ~ Alerts
Event Log Group Policies
Map & Floor Plans Users
Compliance Add Devices
VLAN Profiles

BRANCH-LON-MDF1.1-MX100

-—
BRANCH-LON-MDF1.1-MS125-24P

- M 8 online 2 alerting

BRANCH-LON-1 ‘I*MV75!

BRANCH-LON-1.2-MV2&‘

@
BRANCH-LON-1.2-MR386

BRANCH-LON-LS-CWS‘I&ZI

o BRANCH-LON-MDF1.1-M5125-24P
MS125-24P

Active ports: 9
Direct clients: 16

-4
BRANCH-LON-1.1-MR36

s BRANCH-LON-1.3-CW3162|
cwse1e21

Direct clients: 2

Country detection mismatch

This device has disabled the 6 GHz frequency band because there are no active SSIDs using WPA3 encryption.

L
CH-LON-MDF1.2-MS5130-8X

.
BRANCH-LON-MDF1.4-MS130R-8P

cisco L{V&/

/ ¢ BRANCH-LON-MDF1.1-MS250-24P

BRKMER-2844
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[ Q, Search ] = Filters 3 results

Clients Page

(] BRANCH-LON-1.1-MR36 Q3AJ-DG2A-AUZR
[ BRANCH-LON-1.2-MR36 Q3AJ-FQ3Y-G5NT
View old version
Network
e Clients (1] BRANCH-LON-1.3-CW91621 Q5AA-XURU-NZ8F + Add clie
#  Secure Connect
Uplinks 2 total WAN appliances 1 total 1 Access points 3 ttal =
& Al All 1
Online Online @ Alerting Ak
Jg Assurance  New
W Cellular Gateway Monit Confl
oniter onfigure v | [ © Lastweek ~ ] [ Applications v — Usage 11.71G8 (48.41 GB, 13.3 GB)
( Security & SD-WAN Clients v General
Traffic Analytics Administration
| EAETE Topology Alerts
= Wireless Event Log Group Policies
Map & Floor Plans Users
B Systems Manager . a8 A
Compliance Add Devices
Dec 12 Dec13 Dec 14 Dec15 Dec 16 Dec1  Applications details
s Cameras VLAN Profiles
" Sensors [ ] [ Status, t v ] Connec v LAN v A 22 results
Il Insight
Status Description VLAN MAC address IPv4 address Port Connected to Usage ~  Adaptive policy group =
#  Organization
© Wired 9c:38:18:1a:9¢:81 1 9c:38:18:1a:9c:81 172.17.1.12 10 BRANCH-LON-MDF1.2-MS130-8X 1.51GB —
Q  Findin Menu
© Wired Ben Nugent 10 @0:ce:39:d0:fe:7b 172.17.18.15 5 BRANCH-LON-MDF1.1-MS5125-24P 1.41GB —
9 Wired Val Johnson 10 00:ce:39:¢8:76:7b  172.17.18.13 1 BRANCH-LON-MDF1.1-MS125-24P  1.35GB = —
9 Wired Switch 0 b4:4c:990:20:06:80 172,31.128.83 — BRANCH-LON-MDF1.1-MG52 129GB —

cIsco '&/
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Alerts Hub

Network-level

Q Search Dashboard

Alerts sea

Meraki San Francisco SFO12

[ M Alerts for all networks 644 ]

. Alerts are always one click away

1. Device's gateway mismatch 2

. Quickly navigate to the problematic device SF012-4-1-5W1-ENG-MV ®

Feb 27 14:50

CORE 1 ®

- Inline links to step-by-step troubleshooting

1, Switch not connected to stack 1

. Consolidates alerts from a single network. ®

Oct 04 14:51

CONNECTIVITY (e

© Unreachable device 3

[AQI]SFO12-1-Wired Lab ®
May 10 21:06
[Temp]SFO12-2-Castro ®
May 10 20:56
SFO12-MS-2.2.18-Mint-VideoEdit-06 ®
May 08 12:23
N vy

cisco L{V&/
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Organization Alerts

Organization level

. A timeline/trend line
- Analytics graphs

. All alerts in a single place

Cisco

.&/

Alerts vLastweek v
0

TLELEL

2024-12-1111:00 PM

Alerts (#)

2

@ Current Period === Pravious Week

2024-12-12 11:00 PM

2024-12-13 11:00 PM

Alert Counts

2024-12-13 8:10 PM - 2024-12-14 12:01 AM

rts (7

Critical

@ current Period 30
Unreachable device

== Previous Week 2

Warning
@ current Period 18
30 802.1X failure

Bad internet

connection

Misconfigured DNS
== Previous Week 11

Top Networks by Alert Count

Top Alert Types by Alert Count

Active & Dismissed 0 Resolved J
4 critical ° 4 Wiaming a 0 Informational L
Al networks 8 v Alert Type M Device Typ M D Tags ~ | 8 matehing results 13 Refresh As of December 17, 2024 11:51 PM UTC

Analytics

Sydney 4 )
- ———
misconfigured ons [N -
o 1 2 3 4
0 i 2 3 4
View Details View Details
BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Packet Capture
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Legacy Packet Capture

. Network
“*") PL-KRK04-POD1 ~

Network-wide

@ Assurance New

(  security & SD-WAN

Packet ca pture |sor security appliances ~ \
Security (1 of.43:1a:64:0a N
appliance: for security appliances
Interface: | Internet

Output: [Download .peap file (for Wireshark) ™

Duration (secs): 60

for access points
for switches

for cellular gateways

Sample filter expressions
host 10.1.27.253

1.27.253

packets to and from ip address 1
host 10.1.27.253 and port 53

packets to and from ip address 1
icmp[icmptype] != icmp-echo a
all ICMP packets that are not ech

Filter expression:

& Switching | ¢
Packet Capture
=~  Wireless Event Log
Map & Floor Plans
Il Insight

Configure

General

Administratior

Start capture

Add

VLAN Prafiles

7

File name: | PL-KRK04-POD1 - appliance_MX-14_9f_43_1a_

ether host 11:22:33:44:55:66
packets to and from ethernet ho
pppoes and ip

IP packets encapsulated in PPPo

See more examples.

The maximum packet capture dul
This capture will stop after 60 se

Current client connection

c21a:b2:d4:3d:04

Focused Capture

Name

Device type MS120-8LP

LAN IP 192.168.128.3 (via DHCP)

Services for the past 7 minutes
© No DNS problems detected
© No RADIUS issues detected
© No OSPF routing issues detected
© No L3 host issues detected

View more details Packet capture

_)
. © <4 ©

2¢:3f:0b:be:7f:e2 34:56:fe:2c:8b:c9

—

&

14:9f:43:1a:64:0a

cisco L{V&/
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Sample Filter Expressions

ntelligent Capture
Packet capture [ For access points - | port 68 or port 67 0 Copy

New capture Stored captures Proactive PCAP Enablement Subnet Filter e.g. net 10.168.10.0/24

net {subnet/mask} [ Copy
Access Points

[ Access Points Select

DNS or DNS over TLS
Interface port 53 or port 853 (3 Copy
[ Wireless ~ ]
Output RADIUS
[ Save to cloud v ] T port 1812 or port 1813 or port 1645 or port 1646 (11 Copy

Duration (secs) @

[ e0 ] |

Capture filters
)
View example filters
File name
[ Karthik.ly_2024-07-19T23:54:34Z ] o Selected device is currently unsupported
Notes CS based switches (MS380/C9300-M) and Cloud monitored Catalyst

do not yet support Intelligent Capture. This will be added in a future
release. For now please use the legacy mode by clicking the button
below.

) Cancel Go to legacy

A 4

We recommend including a description of the reason for your capture, this will help us
improve the analysis capabilities of our capture tool.

— -

cisco M./ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




Proactive PCAP Enablement

Network-wide > Intelligent capture

- Navigate to Proactive PCAP Enablement tab

. Select Enable the auto capture for some
devices.

. You can choose to enable this feature on a
per access point basis, by tag, or for all
devices

. To view proactive captures, go to
the Network-wide > Monitor > Clients page
and select the client you are troubleshooting
from the list.

cisco Ld{a/./

Packet Cdpture | For access points

New capture Stored captures Proactive PCAP Enablement

Proactive PCAP enablement

O Disable the auto capture for all devices
O Enable the auto capture for all devices
@ Enable the auto capture for some devices

Select devices

| Living room 9162 x Mesh x Upstairs 9166

Select tags

[ recently-added

BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved.
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Use Assurance to View Proactive
PCAP Taken for Clients

CLIENTS
Roomba-3144460C51007770 4

Overview  Connections Performance Roaming Timeline  Stored captures

I
History 05:27to 17:26 +
SSID ACCESS POINT BAND CONNECTION STEP STATUS
All SSIDs v All Access Points v All bands v All connections hd All statuses
Jul 22 ® Successful connection to SSID msnjs2023 for a few seconds on access point CW9178-minse.
09:30:13 CHANNEL BAND SNR @
6 2.4cHz 034 s

Download packet capture [ View in packet viewer ]

Jul 22 @ Failed connection to SSID msnjs2023 on access point CW9178-minse during association.
09:30:13 CHANNEL BAND SNR €
6 2.4cHz ©34as

Try new version

PACKET CAPTURE

- IYes

Packet capture

Packet capture

v
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Packet Capture Analysis

Effortless Packet Diagnostics

. Analyse common issues (DHCP, ARP,
ICMP) quickly

. Supports uploaded, scheduled, or proactive
captures

. Provides actionable findings and evidence

cisco L{{@/

Dashboard Intelligence

Packet Capture Analysis Summary DHCP @ © 1/2tests failed ~
Tests summary Multiple DHCP servers seen © Alltests passed
Protocols
© 3/3 protocols failed DHCP Transactions completed O Failed 12
DHCP
© 172 tests failed
ARP ARP @ © 1/1tests failed ~
© 1/1tests failed
ICMP :
ARP Requests have responses O Failed 13
© 2/2 tests failed
MAC address summary
® O 2/2testsfailed

These MAC addresses appeared in at least one of the failed 1cMP o ' -~
tests

8 2¢: Missing ICMP responses O Failed 2

1:c0 3 e0:d 74

68:3arle:0a:1c:16

Device summary
These devices appeared in at least one of the failed te|

Switch E SwitchC-SPARE  SwitchH

ﬁsing ICMP responses }

ICMP request to 8.8.8.8 has no response

Packets

Details

Packets

Qﬂs

ICMP request to 172.20.193.81 has no response

2,7,51,117,128, 138, 160, 187, 232, 252, 264, 303, 317, 368,
388, 408, 450, 470, 516, 562, 574, 594, 604, 623, 674,685,702,
715,753,796, 806, 819, 832, 869, 917, 931, 981, 1006, 1027,
1069, 1086, 1116, 1139, 1161, 1183, 1255

ICMP request failed from 172.20.193.76 t0 8.8.8.8

4,46,98, 121, 129, 146, 181, 221, 244, 254, 297, 310, 328, 377,
395,432, 461, 473, 536, 565, 588, 598, 606, 853, 676, 689, 705,
744,791,801,810, 821, 854, 903, 921, 937, 899, 1016, 1042,

1075, 1094, 1129, 1153, 1165, 1243
ICMP request failed from 10.92.135.56 t0 172.20.193.81
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New Tab to the Right

Add Tab to Reading List

Add Tab to New Group

Move Tab to Another Window

Capturing Traffic on Multiple Interfaces

A complete picture of how traffic is flowing

-m Packet SEBIE > Merskipast X _ - pecket copires Meraipas X

Reload
Duplicate

€ > C % n7.merakicom/Meraki-London-Fi... & % @ £ | @ : € > C % n7.merakicom/Meraki-London-Fi.. & * @ £ | @ :
il Merakishow admin Demo Networks Q, Search Dashboard ‘seh’ Merakishow ad Demo Networks
-4 Network Packet capture for security appliances v -5+ Network Packet capture for security appliances +
“i"' Meraki London - v . “**) Meraki London - v )
Finsbury LON11 Secunity || on11-Mx1 Finsbury LON11 Security ) on11-mxi =
ARSHUEY appliance: WSy appliance:
I Interface: LAN v | I Interface: = Internet 1 v I
@  Secure Connect : - @  Secure Connect - -
Output: | D .pcap file (for Wireshark) v | Output: | Download .pcap file (for Wireshark) v |
25 Network-wide Duration (secs): 60 "% Network-wide Duration (secs): 60
7% Assurance New Filter expression: 2% Assurance New Filter expression: )
7 Z
i : i -Fi - appli : Fil : Meraki -Fi - appli
(0 Security & SD-WAN File name: Meraki London - Finsbury LON11 - appliance_! ' Security & SD-WAN ile name: Meraki London - Finsbury LON11 - appliance_!
Start capture -
& switching 2  Switching

Why it matters?

cisco Lz/ /
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1:1 NAT

WAN and LAN Traffic on

10 5.074916  66.74.83.217 184.17.32.

66.74.83.217

cisco Li/&/

Pre-Processed

Internet

an MX Security Appliance

Yiew Go
Rl LRRB Re==TiEE QAN

1=

Tieme: Source Destnaton Sae

1 0.000000 66.74.83.217 192.168.128.29 78

21000295 66.74.83.217 192.168.128.29 7

3 2.012565 66.74.83.217 192.168.128.29 78

43.022888  66.74.83.217 192.168.128.29 7

5a.026161  66.74.83.217 192.168.128.29 7

65.040105  66.74.83.217 192.168.126.29 7

76.093698  66.74.83.217 192.168.126.29 7

87.057511  66.74.83.217 192.168.128.29 7

71732 66.74.83.217 192.168.126.29 ™

10 9.074721 66.74.83.217 192.168.128.29 78

BRKMER-2844

Post-Processed

MS120 File Server

192.168.128.29
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DHCP

Wireless and Wired Traffic on an MR Access Point

[ wireless-capture peap [} -

File Edit View Go

Capture  Analyze Statistics  Telephony

am IpRBRe=T aEEQaaan

1 [bootp

No. Time: Source Destination Protocol  Source MAC Dest MAC

- 2199 4.606714 8.e.8.a 255.255.255.255 DHCP Intel(oriﬁﬁ:ﬂz:aﬂ Broadcast
3023 7.618786 9.0.0.0 255.255.255.255 DHCP IntelCor_98: Broadcast
102.. 15.748384 8.e.e.a 255.255.255.255 DHCP Intel(or798 Broadcast
2087.. 31.856888 9.0.0.0 255.255.255.255 DHCP IntelCor 98:8c:ad Broadcast

0.0

cisco L{V&/

.0.0

I//

Downstream

Wireless

[ wires-capture peap F

e . -l

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LY LERE Res=F D RaaH

M [bootp.

No. Time Source Destination Protocol  Source MAC Dest MAC

r 11 2.394886 ©.9.0.0 255.255.255.255 DHCP IntelCor_98:8c:a@ Broadcast
14 5.422765 9.0.0.8 255.255.255.255 DHCP IntelCor _98:8c:a@ Broadcast
27 13.544362 ©.8.8.0 255.255.255.255 DHCP IntelCor_93:8c:a@d Broadcast
45 28.844891 9.0.0.8 255.255.255.255 DHCP IntelCor 98:8c:a@ Broadcast

Wired

BRKMER-2844

Upstream

MS120

DHCP Server
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Live Tools
Demo
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IPvé

isComMg

|
/ ' '
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IPV6

Embracing the Future: IPv6 Transition and Troubleshooting

. Larger addressing space

. Simpler header (No IP-level checksum)
. Efficient forwarding/routing

. Simplified Network Configuration

. Auto-configuration (SLAAC)

cisco L{{@/

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

IPv6 Growth
B b A DY 0 N A D At 6 Lo
S IS I A I I
AT AR AT AR AR ADT AR AR ARY AR ARY DY AP

BRKMER-2844
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Troubleshooting IPv6

All Cisco

v Ping

v Traceroute
v MTR

v DNS Lookup

. . . Add VLAN
networking devices can pass IPv6 traffic
€ 1Pva [ L=
Same link-local and solicited-node multicast for all VLANs
v Useful for analyzing pcaps and general IPv6 troubleshooting
Tools for IPv6 are the same as those available for IPv4
G VPN
IDA  VLAN name Version  Config VLAN interface IP Uplink p;iis mode
1 Management 0 Manual 10.0.60.254/24 Any None Enabled
e Manual  200T:Luvwuor . l:/64 WAN 1
0 Ao Tsfaciz):hf—; LIl lT. of5 (Link- B
e Auto mimsf)tfs (Solicited node B

cisco L{{@/
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Local Status
Page (LSP)
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s N Device Name 4
Model aa:bt id:ee:ff
o &3¢
Unreachable for 1 day - How to
resolve this error

e

!
- 80
° = ® ) ‘_. & )
Meraki

Internet Cloud

cisco W&-/ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Out-of-Band Log Fetching (OOB) ©
Support Data Bundle (SDB)

For troubleshooting issues on devices that are unable to be accessed via the cloud.

Download support data
Download diagnostic information about this device for SUPPort to examine. This can take several minutes

Do this only If requested by Cisco Merakl Support

It's recommended to use an up-to-date version of Chrome, Firefox, or Safari
cisco L‘V&~/ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Troubleshooting
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Cisco Meraki Study

IT departments spend 43% of their time
troubleshooting issues in enterprise networks alone.

42% of organizations saved 50-70% or more time

deploying, maintaining, and troubleshooting IT since
they began using

c 1 S c o M-/ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Dashboard
Intelligence
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Root Cause Analysis

Guided Troubleshooting Flow

CRC

Configuration Mismatch issue

Cable and other issues

' enc - Help = Qe

A Alerts Boa X

o
DEVICE HEALTH
L]

.
@ CRC erors detected 1
Very high CRC erfor detected on MS120-BEP /1

STP tapalogy changes 1

High rate of STP topology changes detected on MS125-
24pi3
I
| connecTiviTY

Unreachable device(s) 4

Celluiar gateway

MR45-1

MS355-24X

View ak

Give your feedback on these alerts

Give your fesdback

cIsco ég{@/

Suggested fix X

CRC errors detected
Wery high CRC efrer deteeted on MS

Suggested fix: cable test

A damaged eabile an eause CRC errors,

Testing the cable may disrupt the traffic on this port

I Cancel i cable test

Give feadback about this alert

Documentation on CRC errors (7

VLAN Mismatch

Dashboar

Health

@ 1 /1healthy

security update for the MS390 now available. Piease upgrade to M5 14.32 firmware and

=5
-

3/5 healthy

A . . L

Suggested fix x

Port VLAN mismatch
VLAN mismatch error between MS425 | 31 and standalone 2/
1/MA-MOD-4X106/4

L]
1 /1healthy
Clients a1+ formetast sy -
a0k
20
oy \
) 500 2000 0 0400 o600 0800
Searc - Acliont davices Add client = | Download As +
v F
L Feb 16 09:32 232K8 Other 1921681291
9818:88:00:50:8 Feb 16 0814 nake other 192168128155
Feb 16 09:27 108 KB Other 16216812877
9618:88:01:46:81 Feb 16 09:24 93KB Other 192168128147

Give your fesanack

BRKMER-2844
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MR Automated Root Cause Analysis

Impact, evidence and recommendation

RADIUS server taking long to respond

The configured RADIUS server 10, was taking a long time to respond to client authentication
requests on VLAN 1/ This may cause issues with some client devices that may timeout and reattempt
authentication.

. Correlates network events for deeper insights.

I Impactl I Evidence Iy

. Identifies the scope of network issues. TE8 gy TR oot st e

taking longer than expected to respond to client authentication
requests.

@ Clients

- Provides actionable resolution steps.

e VAV W T - P

* Check CPU utilization on the RADIUS server 10,

* Check load on the RADIUS server 10, and if the amount
of requests received is over the server processing limit

« Check the network path from SFO1 to the RADIUS
server 10
« Try pinging the RADIUS server 10. from AP SFO'

to verify connectivity.

 Follow troubleshooting steps in the RADIUS issue resolution
guide.

Was this helpful? 4 ©

cisco M. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Smart Thresholds

Intelligent Limits for Enhanced Network Oversight

- Detects anomalies using intelligent, data-driven thresholds
- Reduces false alarms by adapting to network behaviour

- Highlights potential issues for proactive troubleshooting

September 21, 2:00 - 2:05

7 anomalies detected over 7d — Total clients 389
Failed clients 204
1000 Anomaly detected

800 Failed clients count higher than
expected smart threshold.
600

400

200

Sat 18 Sep 19 Mon 20 Tue 21 Wed 22

CISCO W‘/ BRKMER-2844

> Network-wide

Configure

General

Traffic Analytics
Topology

Intelligent Capture

Administration

Alerts v

Group Policies

Clients fail to connect to the wireless network

() Enable smart thresholds

Fri 24

Il Anomaly

= Total clients
Failed clients

* Only SSID filters are applied (up
to one week)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




MR and MS Health Tab

Top-down assurance overview to single device troubleshooting workflow

New wireless Health tab

New switches Health tab

-

AP35 7 ©ow

mas3 s

e

on 22004 070N WIS

izzs
Corp-Gunet. TA
Camers At

8550 oeeain

R

Summary Ports Hesih  Eventlog Timeine  Locaion  Comnections Performance  Tools  LAN
System resources
CPU O e Memory © @ Fm
60 FPS Srsastant hame coumt 30.6 MB vt ot 3458
s %
20 FPS Mt ame coune
95% unnsston
> "
vsareuans ——
System status
Power mode @ far
Unptanned reasons. Count (Orsabred features. Tine
Pok negotaten fakse 24 0Mz e $13 p
Uit Pok tudget from Swach Searning rago Today 313 pm

Unknown Reeson

Pk injector Issun

AC Adspter Fatare

Towt
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Today 13 pm

S|

\.

W35 & ©onime

MS355-48X e0-cbibc:ad:03:48

Lagunite ¥

Woodvile:

adoress 4
500 Torry A, Francls Blv, San Francisco, CA
94158

vics baot
Jan 2 2028 110201 (UTC-5)

Last beos reason
EvsitLog
Doeumentation (3

onglels.

LaN tPud &
192,198, 83200

W

n

Putic B

192.195.,69.700

Gateway

19.92.128. 188

oS

852128, 10
18.92.131.28

Summary  Ports  Health L3routing DHCP  Eventlog Location  Tools
System resources
CPU @O @ Poer Memory ©
130 PPS aroppsd Protosols () Status Droppedfiotal  Droppedrate  Processed rate Software memory ) Fir
9% 1 03
! Lace L] 45.45% 100 220 30.6 ot 34mm
630 PPS taia
213 Iy B [} 10% 10 00
Hardware memory @ Falr
ARP ° 10% 1 150
amet, consecetur MAC acdress
aaicecing i, sed 9o o @ o ° @ 3,000 ounof 3333 evties
iz e
incichnt ut fabore ot Management @ Good 0% o 20 -
okrs magna aiqua. Ut Houting
erim ad min Allprowcols — 2063% 120 500 15,000 outof 37500 evries
s
Last updatec a: Fet 16 2024 13.42 Historical data updated at Feb 6 2024 1342
System environment
Power supplies @ good
PSUslot1 @ Powering Slot2 @ staniby |
Sarizi umber Serizl number
Q2C5-5MG2-DVKP FS03-65HG-23CF
Madsl number Mol number
PWR-MSMG2-1025WAC KRE-MAAG2-1253WSG
POE budget PeE tudget
0w Ta0w
Power poet lagram
PoEusage © Good
Consumption Budgeted
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- iy
a8% 243%

View stversion "\

Historical data
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API-Driven
Troubleshooting
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Meraki Dashboard API ¢

How do APIs work?

— [ — g
’ || Meraki Developer Hub
e ,

. Postman Collections

1 . User initiates an API request through the API's Uniform Resource Identifier (URI).

2 . APl receives the request and makes a call to the server.

). Server sends a response containing the requested data to the API.

API forwards the requested data to the User.

cisco L‘V&./ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 57


https://developer.cisco.com/meraki/build/meraki-postman-collection-getting-started/introduction/#dashboard-api-and-postman

Uses of the Meraki Dashboard API

include, but are not limited to

or&i?z':’:ivgns, Usc_a automat!on Automatically Buil_d dashboards

admins, networks, scrlr?t§ to rapl.dly onboard and off- designed to meet
devices, VLANs provision T_NU"HP'e board teleworker ’.che needs of

and SSIDs new sites devices unique use cases

cisco M./ BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Access and utilize Meraki Dashboard APlIs

API key acts as the equivalent of a username and password

ailali Meraki

To generate an API key:

%o Global Overview API & Webhooks

Overview APl keys and access Webhooks

vNavigate to Organization > Configure o comintn

Sample Org Inc. v ;. =
API monitoring and management
> / \P I & We b h OO kS * Generate and manage API keys and permissions
* Monitor API usage, success, and failure rates (coming soon)

5 Network «_Track marketplace ions (coming soon)
"2 Head Office v

~Select the Overview tab .

<> Network-wide

(| security & SD-WAN

vClick Generate API Key - e

= Switching
A RESTful API to programmatically manage and monitor Meraki networks at scale.
= Wireless Meraki community (7
Find answers, ask questions, and connect with our community of Meraki aficionados from
%) Cameras around the world.

¢ Organization

cisco M. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 62
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Troubleshooting API requests

. ? :
What call am [ trying to make Common Errors and Behaviours

| S th I S C a | | a p p ro p ri ate fO r t h e Status Code Error Notification Description and Troubleshooting

H H J H 200 oK The API request has been successfully completed and a response has been
In Orl I latlon l I l trylng tO retu rn, received from the server.
400 Bad Request This error indicates a malformed JSON payload. Validate the text/JSON
u p d a te p Ost or d e | ete ? being used with a tool like jsonlint.com
4 ) " 401 Unauthorized This error indicates an issue with the API key inputted. Confirm that the API
key is correct.
- . 403 Forbidden This error occurs when a read-only admin attempts a call that will alter data
. Wh at be haVIor I S th e A P | C a | | in the dashboard (PUT/POST/DELETE). Adjust account admin rights if user
must be able to return these calls.
H H H H * 404 Not Found This error indicates an issue with the APl endpoint. Confirm that the API
displaying, and is it expected? endponURL f corect
429 Too Many Requests This error indicates that the user has submitted more than the maximum

allowed API calls per second, per organization. For Meraki Dashboard APIs,
this limit is 10 calls. This error will also appear if:

. Wh at d ata O r r‘e S po n S e C O d e iS th e . 2rngear?irzgaat?;ﬁaslion reaches the limit for API calls made across multiple

« Limit is exceeded when sourced from a single IP

AP I Ca | I ret u rn I n g ? *k 500 Server Error This error is most likely related to an application error and will require

further investigation.

502/504 Request time out This error occurs if the API request took longer than 60 seconds to process
and may require further investigation to establish a cause.

*API call responses contain a code that indicates the status of the information returned.
**Meraki Dashboard APIs use standard RFC 9110 HTTP Status Codes

cisco M. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Maximizing Efficiency with Smart APl Usage @ @&

Efficient APl endpoint

- “Get Organization Devices Statuses”: Pulling all devices can return excessive data, especially
with dozens of devices.

- Inefficient: Repeatedly pulling the same data leads to unnecessary overhead.

. Alternative: Use “Get Organization Devices Availabilities Change History” which only
returns data for devices with status changes (e.g., 10 devices out of 100).

- No Changes: If no devices’ status changes, the response will be null, reducing unnecessary data
transfer.

Operation Id: getOrganizationDevicesAvailabilitiesChangeHistory

Description: List the availability history information for devices in an

Operation Id: getOrganizationDevicesStatuses
organization.

Description: List the status of every Meraki device in the organization
- /organizations/{organizationId}/devices/availabilities/c

hangeHistory

c 1 Sco M. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Real-World
Scenario

cisco L{{@/



Wireless Network Connectivity

Let’s troubleshoot!

eve
|
Inbox (1)

Drafts

Sent items

New Message

Hey there, this is Avery from
Sales. A couple of us went down
to grab breakfast at the company

lounge around 8:30 this morning,
but none of us could get on the
web with the guest wireless. Can
you fix it? Thanks!

BRKMER-2844
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Getting Help
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Meraki Community

P H “tits’ Meraki Community Q search (@ | Registerorsignin
. Official Meraki Forum
= Welcome to the Meraki Community
. . . . . | Home Find answers, ask guestions, and connect with our community of Meraki aficionados from around the world.
. Gain insights from experienced Meraki users -
F"u"“. Celebrating 2024: Year in Review
& Oroups 5 ,:lsk ques}luﬁs and learn from your peers Together, we regched some Impressive miestones this
. Connect with a global community of peers s v}m‘g;‘ — @ e oy TRt
ms iaged swiches for o . resibent networks L
Learning Hub @ Wireless

S

MR Series sccass points and wireless LAN

- Find answers to common issues o o acommany > NewFostres & Projscuceley ]
Qi Developers & APls Learn abaut our latest releases See Meraki in the real world

Pratform pregrammabilty, autamation, lzcation analytics, snd integratiens

- No additional cost to join. i | Biusudroon

Accessible at https://community.meraki.com/ o o == mE

Subject
Hotspot 2.0 RadSec Setup - Workaround for Third-Party & weriioan ° 7
Provided AAA & neuro 5 hours ago by neuro S

-~

W / Scan me!
Cisco &. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 69
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Meraki Documentation

. Comprehensive Knowledge Base
. Searchable and Organized

.- Always Up-to-Date

. Backed by Experts

. Accessible either at
https://documentation.meraki.com/

Or via Help>Get help on the dashboard

cisco L{V&/

Getting Started with
Meraki

=

5
O "!I!'

S

&

SM - Endpoint
Management

General Administration MX - Securit ity & SD-WAN MR - Wireless LAN
MG - Wireless WAN MV - Smart Cameras. MT - Sensars.
‘ .
J
MI - Meraki Insight Architectures and Best Meraki G
Practices

BRKMER-2844

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 70


https://documentation.meraki.com/

Meraki Support ?

Recommended Actions and Best Practises

24x7 Telephone and E-mail support

v Error or Log Analysis: Open an case and attach a screenshot of the error/log

v Service Impact: support immediately for urgent or complex issues
v Root Cause Analysis (RCA) Needed: Avoid rebooting; contact TAC first

*Connect to support more easily using the “Call Me Now” option in the dashboard—no need to dial manually; the
system links you directly to an engineer to support you.

Navigate to '?' icon > 'Get help & cases’ > documentation > call me now

cisco M. BRKMER-2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



i’

. https://documentation.mer
aki.com/General _Administr
ation/Support/Contacting
Support

. https://documentation.mer
aki.com/General _Administr
ation/Support/Contacting
Support/Call_Me_Now
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Practical Tips
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Smart Configuration for Better Performance
Security & SD-WAN > SD-WAN & traffic shaping

. Traffic shaping

Use traffic shaping to prioritize critical
applications.

. Bandwidth

Adjust bandwidth settings based on your
environment's needs.

Pro Tip: Regularly review and update settings as new
applications or devices are added to the network

cisco L{{@/

Traffic shaping rules

Per-client bandwidth limit  unlimited

details
Per-SSID bandwidth limit imit
unlimited .
o
Shape traffic Shape traffic on this SSID =]

Default Rules Enable default traffic shaping rules [

Traffic Type

SIP (Voice)

All Advertising, All Software Updates, All Online Backups

WebEx, Skype

All Video & Music

There are no traffic shaping rules.
Create a new rule

DSCP tag

46 (EF - Expedited Forwarding, Voice)

10 (AF11 - High Throughput, Latency Insensitive, Low Drop)
34 (AF41 - Multimedia Conferencing, Low Drop)

18 (AF21 - Low Latency Data, Low Drop)

BRKMER-2844
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Stay Informed: Enable Alerts Proactively

Network-wide > Alerts

- Major Events - Tailor Alerts

Set up for key events like Customize alerts to match
device downtime. your network’s needs.

Avoid excessive notifications Use email notifications or

for minor events. webhooks for real-time alerts

and integration.

Available Alerts

CISCO M‘/ BRKMER-2844
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https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Alerts_and_Notifications

Automate Device Management and Configuration

Deploy configuration
updates across
multiple locations
quickly

.| Configuraion tempiate

Leverage API
integrations for
custom automation

Clone networks or
templates to deploy
identical settings
faster

Firmware

Enable Auto-Update
for Firmware to keep
devices secure and
up-to-date
automatically

@

cisco L{V&/
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Firmware Upgrade

Organization > Firmware Upgrades

- Meraki’s default firmware settings

v No automatic beta firmware deployments

- Review Release Notes

- Leverage Stable Firmware Versions

- Test the beta code in your designated test
networks first.

- Monitor the Upgrade Process

- Revert if Needed (The rollback option is
available for customers for up to 14 days)

cisco Ld{a/./

: New Major Release
a
s}

Meraki Firmware Life Cycle

Devices Upgraded Over Time

Latest firmware versions

ssssss

@ Be the first to experience the cloud-native I0S XE. Try it now by upgrading your cloud-managed Catalyst switches to 10S XE 17.15.1

Learn more
{ (1 all
MX18.211.2 MR 31.1.51 MV 6.1.2 MT 2.01 MG 3.212
B Release note B Rele B Release note B Release notes B Release note
Ccs171.4 MS171.3 10S-XE1712.3
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Conclusion
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For the Curious: Detailed Sessions on Key Topics

cisco L{{/&/

Wed, Feb 12 3:30 PM

Wed, Feb 12 4:00 PM

Thu, Feb 13 8:45 AM

Thu, Feb 13 3:30 PM

Thu, Feb 13 3:45 PM

[DEVWKS-2845]
Automate Meraki Alerting & Response with
Webhooks and AWS Lambda

[BRKMER-1887]
Seeing the Invisible: Integrating Splunk and Meraki
for Large Scale Data Analysis

[BRKOPS-2528]

Succeed with Test-Driven Network Automation -
Practical Examples Using Python and your
Network’s APls

Meraki and Ansible: A Collaboration Made in the
Cloud [DEVNET-1399]

[BRKEWN-2399]
Meraki Wireless from a Troubleshooter Perspective
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Key Takeaways

Dashboard = Your Best Friend: Dive in and let it do the heavy lifting

Assurance: Let Meraki watch things for you.

PCAP Prodigy: Captures aren’t scary—they’re your superpower.

Troubleshooting — follow the clues with an open mind!

Live Tools = Real-Time Magic: Quick fixes are just a click away!

CISCO M‘/ BRKMER-2844
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntinue \ with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at:
https://www.linkedin.com/in/lina-al-dwaikat/
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http://www.ciscolive.com/on-demand.html

./

”N

You’ve Earned the
Troubleshooter Badge! ®



Call Of Action

v' Deep Dive: Explore related sessions and on-demand resources

v'Join the Community: Connect with the Meraki community for insights and support

v' Explore Learning Hub: Boost your skills with the Meraki Learning Hub

v' Save Time: Use Al-powered troubleshooting to streamline issue resolution
v' Stay Proactive: Monitor and prevent issues with dashboard alerts and insights

v' Explore More: Tap into Meraki Documentation for quick answers
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https://www.ciscolive.com/on-demand/on-demand-library.html#/
https://community.meraki.com/?utm_source=meraki.com&utm_medium=blog&utm_campaign=launch&_gl=1*1f70hhp*_ga*MTcyMzM4NTg4LjE3MTM3ODc3MTE.*_ga_NHZZG7QL8R*MTczNDkxNDg3OS4xMDYuMC4xNzM0OTE0ODc5LjAuMC4w
https://learning.meraki.net/
https://documentation.meraki.com/

i
CISCO

Thank you
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