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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

.CI ick 0Join the Discussiono

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until February 28, 2025.
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Architecting Hybrid Multi-Cloud
Infrastructures

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

IREI;\&AET] w & w

Venue
@ View Location
(@) Join the Discussion

Speakers

_ﬁ ¥ David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




A Introduction
A Overview of Meraki dashboard

A Unveiling Powerful Insights
Vv Insights
v Packet captures
Vv Live Tools

A Troubleshooting
v Dashboard Intelligence
v Real- World Scenario
v Getting Help

A Practical Tips

A Conclusion
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AWatch out for Hidden Slides @

AKey Insights for real challenges

AMake the most of what you have

ADemos cover:
vCommon probl ems you
v Core products MR, MX, and MS
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What You Will Learn

Under stand Mer aki Cl oud architeci
Di scover I nsights and Tools for s
Learn how to resolve common 1| SSU:¢

Learn Tips and Hacks for ewci enc)
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Why Mastering Troubleshooting Skills Matters
Even with TAC Support?

$ il &

Cost Efficiency Business Impact Faster Resol ut i
Proactive Maintenance Collaboration with TAC
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Overview of
Meraki
Dashboard
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Meraki Cloud Architecture

out of band control plane

Scalable NexTunnel

I@necks

A Add devices or sit e asewlraffibd i n miMQn‘AgIelﬂe%tdata

A Unlimited throughput: Nc¢ "0

Reliable

a WAN/Internet

A Uninterrupted network durin out ages
A 99.99% uptime SLA Secure | |

Secure

A No user traffic passes t Nz the cloud

A F 1 P-R cdmgliant

Meraki endpoints
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Meraki Dashboard Menus

V Hardware
V  Software

Network
London

& Secure Connect

Network-wide

ma
a/g Assurance New

(| security & SD-WAN

&  switching

View old version

Ciients
Uplinks 2 total WAN appliances 1w Switches 4 total = Access points 15 total =
All All All All
Online @ Online @ Online @ Online @

Usage and clients = Filters — Usage 43.1GB (440.07 GB, +3.03 GB)

10
8
= Wireless
6
B Systems Manager 4
Te/ Cameras 0 Mbfs
03:00 05:00 07:00 09:00 11:00 13:00 15:00 17:00 19:00 21:00 23:00 01:00 Applications details v
@' Sensors
il Insight [ Q Search for clients ] [ Status, type, OS hd ] Connected to v VLAN v Policy v
[ nsig
) lient t
Status Description Last seen (UTC-0) Usage - gslen P, IPv4 address Policy @
@ Wired Martin Nash Dec 20 2024 03:52 21.49GB Other 172.17.10.114  Whitelisted

* Only Oiganization admins have access
cisco L{V&/
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Meraki Dashboard Key Sections

Observe the status, performance,
and health of your Meraki network
devices and clients. It is primarily for
monitoring and troubleshooting .

cisco L{{@/

.2 Network-wide
Cllents S
@ Assurance New
Traffic Analytics Administraon
@ Cellular Gateway Topology Alerts
Event Log Group Policies
( security & SD-WAN
Map & Floor Plans Users
o= Switching Compliance Add Devices
VLAN Profiles
~  Wireless
¥

Set up

coni

and
net wor k.

guring

manage
Thi s 1|1 s
settin

BRKMER 2844

device par amet
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Unveiling
powerful insights
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Insights
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Merakl Assurance

Proactive Insights, Trusted Uptime

Compar e
to yesterday

age| Network
%" Meraki Sydney SYDO5 v Clients
& Secure Connect
Uplinks 2 otz WAN applic|
<% Network-wide All All
Oniine @ Online &
% Assurance New Analytics Logs
Overview (y New Event Log
(' Security & SD-WAN pre &D
= Switching Clients
Web App Health
= Wireless
Network health score A Fair ® 100
Some end clients are unable to access their applications and
have moderate interruption from the network. 9%
Overall network 80

score and insights

91/100

-7 pts last day 100

25

Spot network degradation

with the trend line

19:51 22:51 1:51 4:51 7:51 10:51 13:51

== |ast day's health score === Previous day

® Configuration changes

BRKMER 4 4 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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< Association

Client Impact Module

Top failure types

W Previous authentication no longer valid 56.1%
‘ W Challenge failure 14.6%
Clients 130total @& Good . W Temporary refusal 244% 1100/100 Opts last day
A ereless ® Unspecified 4.9%
© Wireless 3 issues 3issues - 56 impacted clients 81/100 -11pts

33 Clients impacted

< Authentication

Association
@ Wired 0issues Top failure types 100/100 +0pts
41 Clients impacted B EAPOL: Timeout waiting for client EAP response 25.0%
B RADIUS authentication rejected by server 62.5%
B RADIUS timeout 12.5%
© Remote 0issues —/100 —pts
Authentication
7 Clients impacted < IP address
Top failure types
M No DHCP Acknowledge 66.7%
Ip address ‘ B DHCP Negative Acknowledgement 25.0%
M No DHCP Response 8.3%

12 Clients impacted

c 1 s co L‘V&. BRKMERB 4 4 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



ThousandEyes Assurance Integration

Seamless Visibility and Proactive Insights

CIsCco
ThousandEyes

&

Assurance Overview Dashboard /" Microsoft365

12 est. clients impacted

O

ThousandEyesi
H H i Applications & Fair 10 & s 82100 -2pts lastday
A Per- Application Health © ot ®
est, impacted t
© app.acme.com == 1issue 63/100 +23pts
A Visibility beyond the WAN ] © Appicaton -
No impacted clients
A I I. . . @ Sharepoint & 100/100 No change
nternet or application issue F— )
@ Asana 5, 100/100 No change
. . Data (for the past 2 hours)
A Slngle Cllent Workflows © Salesforce & 100/100 No change © app.acme.com
12 clients potentially impacted
© Box @ 100/100 No change @ salesforce.com
@ Slack.acme.com
N E] 2 > N—— @ Asana.com
Single Clienit © gox.xm
@ aws.acme.com
See all applications
Current client connections - /

—Q i o a (e
1 J --0-- = | 6 —0—18 :'_-o 8 —0—7 :_'.. 16—9—88(-&1— rrrrrr
‘ S
S
DONVO-M-9RGV SFO12-5-AP21 SFO12-WIFI32 CORE1 SFO12-MX1

Applications

cisco L‘V&~ BRKMER 2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Summary report

Transform Data into Actionable Insights

Summary Reponlrmm the last week I

NETWORK | ORGANIZATION DEVICE TAG $sID

4

Cisco Meraki All devices - All SSIDs v 10

Anomalies

|+ Dec 17th: Above average usage for a Tuesday

Bandwidth usage was 32% higher than the last 10 Tuesdays recorded View details »

Clients with high usage

l#* 10 clients used more than 100.00 GB
'ubuntu’, 'FB8:39:18:13:58:C0" and B other clients

Usage stats

TOTAL DATA TRANSFERRED TOTAL DATA DOWNLOADED TOTAL DATA UPLOADED

407.27 248.28 1 158.99 7=
Usage over time M Downioad M Total
80 Gbs
60 Gbfs
40 Gbfs
2060ss

N N fd
0Gbfs
Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19

Number of sessions over time &

Thu Fri sat Sun Mon Tue Wed Thu
12n2 12013 12014 25 1218 12117 1218 1219

Cisco

.&/

SHOW TOP RESULTS

- Export to Excel

Customize report ~

Client stats

TOTAL UNIQUE CLIENTS AVERAGE # OF CLIENTS PER DAY AVERAGE USAGE PER CLIENT

10857 6109 38.41 ¢k
Clients per day
I -1 1 I [ |
Thu Fri Sat Sun Man Tue Wed Thu
12012 1213 1214 1215 12ne znz 12h8 12ne
Splash page
NUMBER OF CLIENTS TO REQUEST PAGE @ MUMBER OF CLIENTS GRANTED ACCESS @
0 0
Top clients by usage
Description Usage % Usage
ubuntu 7675 TB - 18.85%
F8:39:18:13:58:C0 28.85TB ] 7.08%
mB81544505d02 1350 TB ' 331%
cloud-pm-lab-1st-fl-mx-e0553d844f70 173718 ' 2.88%
fairyoffice-appliance-aB469db61fcf 1166 TB ' 2.86%
OPS-IS1-PROD 786 7B 1.96%

BRKMERB 4 4

Export to Excel

Schedule report €

Email

Schedule old report

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Change Log

9,

Network
London ~

Secure Connect

Network-wide

Assurance New

Cellular Gateway

Security & SD-WAN

Switching

Wireless

Systems Manager

Cameras

Sensors

Insight

Cisco Meraki Platform change log

network:"San Francisco - switch™

41 changes in 2985 changes dating back to Dec 30 2022

Download as CSV

Time (UTC) ¥ Admin Network SSID  Page Label 0Old value New value
RSTP: enabled
Nov 26, 2024 ~ R B ~ - - . - . STP Root guard: disabled
2322 TEAdmInG San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X [ 15 RSTP: disabled STP BPDU guard: disabled
STP Loop guard: disabled
Nov 26, 2024 N . . .
23:07 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X / 16 Name: Name: CMP CW9176D1
Nov 26, 2024 . )
23:05 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X [ 14 Name: Name: CMP CW91761
Nov 26, 2024 B . . .
23:04 TEAdming San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X / 15 Name: CMP CW9178I Name: CMP CW9178I eth1
Nov 26, 2024 . ; y
23:04 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.1.1-MS355-24X [ 13 Name: Name: CMP CW9178I ethQ
Nov 26, 2024 B N N N ~ ~ . ~ Type: access Type: trunk
23:03 TEAdmMInG San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X [ 15 VLAN: 205 Native VLAN: 1
Nov 286, 2024 . . . . ;
23:03 TEAdmIng San Francisco - switch Switch ports CAMPUS-SFO-IDF2.11-MS355-24X / 15 Port: disabled Port: enabled

*
cIsco '&/

Monitor

Summary | New.
Alerts

Change Log v

LAN

nalytics

on Templates

Upgrades

Summary Report

Configure
Settings

ntegrat New

Configuration Sync

MDM

Administrators

Came

8Branding
Policy Objects

Adaptive Policy

Early Access (New.

Certificates

n Francisco - switch

n Francisco - switch

n Francisco - switch

n Francisco - switch

Switch ports

Switch ports

Switch ports

Switch ports

CAMPUS-SFO-IDF2.11-MS355-24X [ 15

CAMPUS-SFO-IDF21.1-MS355-24X / 5

CAMPUS-SFO-IDF2.1.1-MS355-24X / 8

CAMPUS-SFO-IDF211-MS355-24X / 7

Name: MPLS Link

Port: enabled

Port: disabled
Type: access
VLAN: 10

Voice VLAN: 20

Port: disabled
Type: access
VLAN: 10

Voice VLAN: 20

Name: CMP CW91781

Port: disabled

Port: enabled
Type: trunk
Native VLAN: 1

Port: enabled
Type: trunk
Native VLAN: 1

BRKMER 2844
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D
Event Log

Network
London v

&  Secure Connect

Network-wide

w/m Assurance New
B Cellular Gateway

{  security & SD-WAN

Switching

= Wireless

§ Systems Manager

s Cameras

*" Sensors

il Insight

*  Organization

Event log

for security appliances =

for endpoints
for cellular gateways

for security appliances

splunk>

a C1SCO company

for switches

for access points

error_code

4

peer_ip: 6.11.167.137, local_as: 64512, remote_as: 64512 « hide

Client: Any

Event type include: All

Monitor

Clients

Traffic Analytics

Topology

Event Log ~
Map & Floor Plans

Compliance

Configure

General
Administration
Alerts

Group Policies
Users

Add Devices

VLAN Profiles

for cameras

for sensors

error_subcode 4]

Dec 11 23:58:11
Dec 11 23:58:37
Dec 11 23:58:34
Dec 11 23:58:34
Dec 1123:45:22
Dec 11 23:45:21
Dec 1123:45:20
Dec 1123:45:18
Dec 11 23:37:06
Dec 11 23:37.06
Dec 11 23:37:01
Dec 11 23:36:58
Dec 11 23:36:58

desc Hold timer expired
for Catalyst switches
Before: 12/16/2024 23:56 (GMT)
Event type ignore: None
« newer lolder »
Category Event type Details
25-24p-683aleda8eBa DHCP DHCP lease vap: 0, vlan: 1, ip: 172.171.7 more »
DHCP DHCP lease vap: 0, vlan: 10, ip: 172.17.10.16 more »
BGP BGP session established peer_ip: 811.167.137, local_as: 64512, remote_as: 64512
BGP BGP session no longer established peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
BGP BGP received notification peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »
BGP BGP session established peer_ip: 811.167.137, local_as: 64512, remote_as: 64512
BGP BGP session no longer established peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
BGP BGP received notification peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »
Meraki VPN VPN tunnel connectivity change vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: true
BGP BGP session established peer_ip: 6.11.167.137, local_as: 64512, remote_as: 64512

Route tracking
Meraki VPN

Route tracking

Route connection change
VPN tunnel connectivity change

Route connection change

Meraki VPN VPN tunnel connectivity change
Meraki VPN VPN tunnel connectivity change
BGP BGP session no longer established
BGP BGP sent notification

peer_type: 13_vpn, peer: BC:33:40:C9:6C:7E, connection_status: connected
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: true
peer_type: I13_vpn, peer: BC:33:40:C9:6C:7E, connection_status: disconnected
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: false
vpn_type: site-to-site, peer_contact: 155.190.209.3:35013, connectivity: false
peer_ip: 611.167.137, local_as: 64512, remote_as: 64512, new_state: Close
peer_ip: 611167137, local_as: 64512, remote_as: 64512 more »

Cisco

.&/
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https://www.youtube.com/w
atch?v=5jkwb2xgBQs

https.//www.youtube.com/w
atch?v=R1B- YuF- 7M8
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https://www.youtube.com/watch?v=R1B-YuF-7M8

Topology

| nst ant

Net wor k Map wi

t h

Zero Prep!

ot Network
: London ~

Secure Connect

®» Assurance New
I Cellular Gateway
§  security & SD-WAN
Switching
- Wireless

B Systems Manager

® Cameras

O Sensors
il Insight
L 4

Organization

L2 - Link layer L3 - Networking layet

Expand - Collapse v © Search... -

M 8 online

Label all devices.

BRANCH-LON-1 ‘I*MV75!

nitor Configure <>7 _

Clients Genera

Traffic Analytics Administration &q
BRANCH-LON-1.2-MV 2.

Topology v Alerts

Event Log Group Policies

Map & Floor Plans Users

Compliance Add Devices

VLAN Profiles

@
BRANCH-LON-1.2-MR386

BRANCH-LON-MDF1.1-MX100

— 4
BRANCH-LON-MDF1.1-MS125-24P BRANCH-LON-1.3-CW9162|

o BRANCH-LON-MDF1.1-M5125-24P
MS125-24P

Active ports: 9
Direct clients: 16

-4
BRANCH-LON-1.1-MR36

L
CH-LON-MDF1.2-MS5130-8X

2 alerting

% BRANCH-LON-1.3-CW9162|
cwse1e21

Direct clients: 2

Country detection mismatch

This device has disabled the 6 GHz frequency band because there are no active SSIDs using WPA3 encryption.

.
BRANCH-LON-MDF1.4-MS130R-8P

cisco L{V&/

/ ¢ BRANCH-LON-MDF1.1-MS250-24P

BRKMER 2844
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[ Q, Search ] = Filters 3 results

Clients Page

(] BRANCH-LON-1.1-MR36 Q3AJ-DG2A-AUZR
[ BRANCH-LON-1.2-MR36 Q3AJ-FQ3Y-G5NT
View old version
Network
e Clients (1] BRANCH-LON-1.3-CW91621 Q5AA-XURU-NZ8F + Add clie
#  Secure Connect
Uplinks 2 total WAN appliances 1 total 1 Access points 3 ttal =
& Al All 1
Online Online @ Alerting Ak
Jg Assurance  New
W Cellular Gateway Monit Confl
oniter onfigure v | [ © Lastweek ~ ] [ Applications v — Usage 11.71G8 (48.41 GB, 13.3 GB)
( Security & SD-WAN Clients v General
Traffic Analytics Administration
| EAETE Topology Alerts
= Wireless Event Log Group Policies
Map & Floor Plans Users
B Systems Manager . a8 A
Compliance Add Devices
Dec 12 Dec13 Dec 14 Dec15 Dec 16 Dec1  Applications details
s Cameras VLAN Profiles
" Sensors [ ] [ Status, t v ] Connec v LAN v A 22 results
Il Insight
Status Description VLAN MAC address IPv4 address Port Connected to Usage ~  Adaptive policy group =
#  Organization
© Wired 9c:38:18:1a:9¢:81 1 9c:38:18:1a:9c:81 172.17.1.12 10 BRANCH-LON-MDF1.2-MS130-8X 1.51GB —
Q  Findin Menu
© Wired Ben Nugent 10 @0:ce:39:d0:fe:7b 172.17.18.15 5 BRANCH-LON-MDF1.1-MS5125-24P 1.41GB —
9 Wired Val Johnson 10 00:ce:39:¢8:76:7b  172.17.18.13 1 BRANCH-LON-MDF1.1-MS125-24P  1.35GB = —
9 Wired Switch 0 b4:4c:990:20:06:80 172,31.128.83 — BRANCH-LON-MDF1.1-MG52 129GB —

cIsco '&/
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Alerts Hub

Network - level

AAlerts are always one click away
A Quickly navigate to the problematic device
Alnline links to step - by- step troubleshooting

A Consolidates alerts from a single network.

cisco L{{/&/

BRKMER 2844

Q Search Dashboard

Alerts sea

Meraki San Francisco SFO12

[ M Alerts for all networks 644 ]

1. Device's gateway mismatch 2

SFO12-4-1-SW1-ENG-MV ®
Feb 27 14:50
CORE 1 ®
Feb 27 14:50

1, Switch not connected to stack 1

Closet 1.1.2 ®
Oct 04 14:51

CONNECTIVITY (e

© Unreachable device 3

[AQIISFO12-1-Wired Lab ®
May 10 21:06
[Temp]SFO12-2-Castro ®
May 10 20:56
SFO12-MS-2.2.18-Mint-VideoEdit-06 ®
May 08 12:23
N vy

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Or gani

Organization level

A A timeline/trend line
A Analytics graphs

AAll alerts in a single place

Cisco

.&/

Zat i

On

Al

erts

Alerts vLastweek v

Alerts (#)

2024-12-1111:00 PM

@ Current Period === Pravious Week

a -

2024-12-12 11:00 PM

2024-12-13 11:00 PM

Alert Counts
2024-12-13 8:10 PM - 2024-12-14 12:01 AM

Critical

@ current Period 30
Unreachable device 30

== Previous Week 2

Warning
@ current Period 18
802.1X failure 1
Bad internet 5 I
connection
Misconfigured DNS 2

Previous Week 11

rts (7

Active & Dismissed 0 Resolved J
4 critical ° 4 Wiaming a 0 Informational L
Al networks 8 v Alert Ty vp - D ~ | 8 matching results 13 Refresh As of December 17, 2024 11:51 PM UTC

Analytics

Top Networks by Alert Count
Sydney

San Francisco I 1

London
e ,

o 1

View Details

Top Alert Types by Alert Count

misconfigured ons [N -

0 1

3 4

View Details

BRKMER 2844
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Packet Capture

cisco L{{@/




Legacy

Packet

Cap

t u

-5- Network Packet ca pture |for security appliances - \
"+ PL-KRK04-POD1 v Securit
CUMY [ 14:0.43:12:64:0a N
appliance: for security appliances
I- > Network-wide Interface: | Internet

@ Assurance New

Duration (secs): 60

(  security & SD-WAN

Output: [Download .peap file (for Wireshark) ™ for switches

for access points

for cellular gateways

Sample filter expressions

host 10.1.27.253
packets to and from ip address 1

1.27.253

host 10.1.27.253 and port 53

packets to and from ip address 1
icmp[icmptype] != icmp-echo a
all ICMP packets that are not ech

Filter expression:

i o Connigurs
Switching
Administratior
Packet Capture v
~ Wireless Event Log
Map & Floor Plans Users
Compliance
I I In5|ght VLAN Profiles

7

File name: | PL-KRK04-POD1 - appliance_MX-14_9f_43_1a_

Start capture

ether host 11:22:33:44:55:66
packets to and from ethernet ho
pppoes and ip

IP packets encapsulated in PPPo

See more examples.

The maximum packet capture dul
This capture will stop after 60 se

Current client connection

c21a:b2:d4:3d:04

2¢:3f:0b:be:7f:e2

Focused Capture

Name

Device type MS120-8LP

LAN IP 192.168.128.3 (via DHCP)

Services for the past 7 minutes
© No DNS problems detected
© No RADIUS issues detected
© No OSPF routing issues detected
© No L3 host issues detected

View more details Packet capture

_)
. © <4 ©

34:56:fe:2c:8b:c9

—

&

14:9f:43:1a:64:0a

cisco L{V&/
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Sample Filter Expressions

ntelligent Capture
Packet capture [ For access points - | port 68 or port 67 (7 Copy

New capture Stored captures Proactive PCAP Enablement Subnet Filter e.g. net 10.168.10.0/24

net {subnet/mask} [ Copy
Access Points

[ Access Points Select

DNS or DNS over TLS
Interface port 53 or port 853 (3 Copy
[ Wireless ~ ]
Output RADIUS
[ Save to cloud v ] T port 1812 or port 1813 or port 1645 or port 1646 (11 Copy

Duration (secs) @

[ e0 ] |

Capture filters
)
View example filters
File name
[ Karthik.ly_2024-07-19T23:54:34Z ] o Selected device is currently unsupported
Notes CS based switches (M$390/C9300-M) and Cloud monitored Catalyst

do not yet support Intelligent Capture. This will be added in a future
release. For now please use the legacy mode by clicking the button
below.

) Cancel Go to legacy

A 4

We recommend including a description of the reason for your capture, this will help us
improve the analysis capabilities of our capture tool.

— -

cIsco '&/
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Proactive PCAP Enablement

Network - wide > Intelligent capture

A Navigate to Proactive PCAP Enablement tab

A Select Enable the auto capture for some
devices.

A You can choose to enable this feature on a
per access point basis, by tag, or for all
devices

A To view proactive captures, go to
the Network - wide > Monitor > Clients page
and select the client you are troubleshooting
from the list.

cisco L{{@/

Packet Cdpture | For access points

New capture Stored captures Proactive PCAP Enablement

Proactive PCAP enablement

O Disable the auto capture for all devices
O Enable the auto capture for all devices
@ Enable the auto capture for some devices

Select devices

| Living room 9162 x Mesh x Upstairs 9166

Select tags

[ recently-added

BRKMER 2844 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 35




Use Assurance to View Proactive
PCAP Taken for Clients

CLIENTS
Roomba-3144460C51007770 &

Overview  Connections Performance Roaming Timeline  Stored captures

I
History 05:27to 17:26 +
SSID ACCESS POINT BAND CONNECTION STEP STATUS
All SSIDs v All Access Points v All bands v All connections hd All statuses
Jul 22 ® Successful connection to SSID msnjs2023 for a few seconds on access point CW9178-minse.
09:30:13 CHANNEL BAND SNR @
6 2.4cHz 034 s

Download packet capture [ View in packet viewer ]

Try new version

PACKET CAPTURE

e IYes

Packet capture

Jul 22 @ Failed connection to SSID msnjs2023 on access point CW9178-minse during association. Packet capture
09:30:13 CHANNEL BAND SNR €
6 2.4GHz ®3448 v
CISCOW./ BRKMER 2844 E2028isco and/or its awliates.
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Packet Capture Analysis Dashboard Inteligence

Effortless Packet Diagnostics

Packet Capture Analysis Summary

Tests summary
Protocols
© 3/3 protocols failed

DHCP

A Analyse common issues (DHCP, ARP, -
ICMP) quickly pi—

ICMP
© 2/2 tests failed

A Supports uploaded, scheduled, or proactive

MAC address summary

Captu reS These MAC addresses appeared in at least one of the failed

tests,

8 2¢:

DHCP © © 1/2tests failed ~
Multiple DHCP servers seen © Alltests passed
DHCP Transactions completed O Failed 12

ARP @ © 1/1tests failed ~
ARP Requests have responses O Failed 13

ICMP @ © 2/2tests failed ~
Missing ICMP responses O Failed 2

74

A Provides actionable findings and evidence -

68:3arle:0a:1c:16

Device summary

These devices appeared in at least one of the failed te

Switch E SwitchC-SPARE  SwitchH

Packets

Details

Packets

Qﬂs

ﬁsing ICMP responses }

ICMP request to 8.8.8.8 has no response

2,7,51,117,128, 138, 160, 187, 232, 252, 264, 303, 317, 368,
388, 408, 450, 470, 516, 562, 574, 594, 604, 623, 674,685,702,
715,753,796, 806, 819, 832, 869, 917, 931, 981, 1006, 1027,
1069, 1086, 1116, 1139, 1161, 1183, 1255

ICMP request failed from 172.20.193.76 t0 8.8.8.8

ICMP request to 172.20.193.81 has no response

4,46,98, 121, 129, 146, 181, 221, 244, 254, 297, 310, 328, 377,
395,432, 461, 473, 536, 565, 588, 598, 606, 853, 676, 689, 705,
744,791,801,810, 821, 854, 903, 921, 937, 899, 1016, 1042,

1075, 1094, 1129, 1153, 1165, 1243
ICMP request failed from 10.92.135.56 to 172.20.193.81
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New Tab to the Right

Add Tab to Reading List

Add Tab to New Group

Move Tab to Another Window

Capturing Traffic on Multiple Interfaces

A complete picture of how traffic is flowing

-m Packet SEBIE > Merskipast X — -m Pecket copires Meraipas X

Reload
Duplicate

€ > C % n7.merakicom/Meraki-London-Fi... & % @ £ | @ : € > C % n7.merakicom/Meraki-London-Fi.. & * @ £ | @ :
il Merakishow admin Demo Networks Q_ Search Dashboard i Merakishow ad
-4 Network Packet Capture for security appliances v -5 Network Packet capture for security appliances +
“** MerakiLondon - v ) “**) Meraki London - v )
Finsbury LON11 Secunity || on11-Mx1 v Finsbury LON11 Security ) on11-mxi =
ARSHUEY appliance: WSy appliance:
I Interface: LAN v | I Interface: = Internet 1 v I
@  Secure Connect : - @  Secure Connect - -
Output: | D .pcap file (for Wireshark) v | Output: | Download .pcap file (for Wireshark) v |
"% Network-wide Duration (secs): 60 "% Network-wide Duration (secs): 60
7% Assurance New Filter expression: 2% Assurance New Filter expression: )
7 Z
i : i -Fi - appli . Fil : Meraki -Fi - appli
(0 Security & SD-WAN File name: Meraki London - Finsbury LON11 - appliance_! ‘ Security & SD-WAN ile name: Meraki London - Finsbury LON11 - appliance_!
Start capture - Start capture
& switching 2  Switching

Why it matters?
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1:1 NAT

WAN and LAN Traffic on an MX Security Appliance

1

1

1 Tieme: Destnaton Sae
1 6. eopbee 184.17.32.2 74 N 1 0.000000 192.168.128.29 78
2 2eieaas 100.17.32.2 5 ! 2 10205 192.168.128.29 »
3 2.813596 184.17.32.2 74 Irtwre 1 3 2.012565 192.168.128.29 78
4 3.827540 184.17.32.2 74 N 4 3.022888 192.168.128.29 78
< tesi s i e TYT L s s.026161 192.168.125.29 7
& 5.paanas 1me17.32.2 2 A v pepeM © 5.040105 192.168.128.29 n
7 6050167 me17.32.2 ,. v ek 7 6.04398 192.168.128.29 7
B 7.862156 66.74.83.217 184.17.32.2 74 . 8 7.057511 192.168.128.29 78
9 8.876536 66.74.83.217 184.17.32.2 74 1 71732 - 192.168.126.29 78
18 9874916 66.74.83.217 184.17.32.2 Meraki_@ 74 . 10 9.674721 __ 66.74.83.217 192.168.128.29 7

Pre- Processed PosRr ocessed

MS120

File Server

Internet i

66.74.83.217 192.168.128.29
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DHCP

Wireless and Wired Traffic on an MR Access Point

[ wiriss capturepeap 1 e S -l [ vires coprorepeoe T e

Eile Edit View Go Capture Analyze Statistics Telephany less Jools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am LpRERe==TiEEaaR dms@ uBRE A== 0FEQa_E

1 [bootp 1 [ bootp

No. Time: Source Destination Protocol  Source MAC Dest MAC | No. Time Source Destination Protocol  Source MAC DestMAC

21993 G061 86105, 2555255255255, DAICE T e G a0 0 oo e o cns . r 112.324886  0.0.0.0 255.255.255.255 DHCP  IntelCor 93:6c:a@  Broadcast
3923 7.618786 8.0.8.9 255.255.255.255 DHCP IntelCor_98: Broadcast ! 14 5.422765 0.0.0.0 255.255.255.255 DHCP IntelCor 98:0c:a@ Broadcast
102.. 15.748384 ©.0.8.@ 255.255.255.255 DHCP IntelCor 98 Broadcast 1 27 13.544362 ©.6.0.8 255.255.255.255 DHCP IntelCor_98:8c:ad Broadcast
267.. 31.856808  ©.0.8.0 255.255.255.255 DHCP  IntelCor 98:@c:a®  Broadcast . 45 25.844891 0.0.0.0 255.255.255.255 DHCP  IntelCor 98:8c:a@  Broadcast

Wi rel ess Wired

MS120

I//

Upstream

Downstream i

’ DHCP Server
0.0.0.0 i
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Live Tools
Demo
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IPvé

isComMg

:
Lz/ / . '
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IPV6

Embracing the Future: IPv6 Transition and Troubleshooting

ALar qeldr essing

AST mpl er healdeewre

AEwci Patwarding/routing

ASI mpliiTed Network Coni gl

AAutmoni gurati on

cisco L{{@/

space

[( Ncoh el cPk s u

(SLAAC)

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

IPv6 Growth

BRKMER 2844
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Troubleshooting IPv6

All Cisco

Same link- local and solicited - node multicast for all VLANs
v Useful for analyzing pcaps and general IPv6 troubleshooting

Tools for IPv6 are the same as those available for IPv4

v Ping

v Traceroute
v MTR

v DNS Lookup

cisco L{{@/

. . . Add VLAN
networking devices can pass IPv6 traffic
€ 1Pva [ QI
| - |
Group VPN
IDA  VLAN name Version  Config VLAN interface IP Uplink policy mode
1 Management 0 Manual 10.0.60.254/24 Any None Enabled
e Manual  200T:Luuuen v, 15/64 WAN 1
e Auto fe80:eou 77T, uf5 (Link- -
local)
G Auto ff025.i veriwr - -f5 (Solicited node B
multicast)
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Local Status
Page (LSP)
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s N Device Name 4
Model aa:bt id:ee:ff
o &3¢
Unreachable for 1 day - How to
resolve this error

e

!
- 80
° = ® ) ‘_. & )
Meraki

Internet Cloud
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Ou-bfBand Log Fetching (OOB)@Z
Suppbata Bundle (SDB)

For troubleshooting issues on devices that are unable to be accessed via the cloud.

Download support data

It's recommended to use an up -to- date version of Chrome , Firefox, or Safari
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Troubleshooting
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Cisco Meraki Study

v IT departments spend 43% of their time
troubleshooting issues in enterprise networks alone.

42% of organizations saved 50- 70% or more time
deploying, maintaining, and troubleshooting IT since

they began using
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