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• Anthropomorphize

• Understanding AI with OSI 
Layers 

• Connecting the Layers

• Call to Action

3BRKOPS-1079

Agenda
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Anthropomorphize
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Wisdom

Raw Data: unprocessed facts 

Meaning: Data organized and given context

Context: Understanding patterns and 
relationships by analyzing information  

(Applied) Knowledge: Informed decisions or 
predictions

How we got here?
The Role of Data

5BRKOPS-1079
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From OSI to AI

BRKOPS-1079

Layer 7 Applications
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Layer 1

BRKOPS-1079

OSI

• Transmission of raw data (bits)
• Cables, connectors, radio 

signals 
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Layer 1 - Hardware

BRKOPS-1079

OSI Artificial Intelligence

• Transmission of raw data (bits)
• Cables, connectors, radio 

signals 

• Computational Resources to 
process data and perform tasks.

• Lossless networks
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AI Hardware – The Need for Speed 

11BRKOPS-1079

General-purpose computing
• Running applications
• Virtualization
• OS System Operations

Parallel Processing
• Perform many calculations 

simultaneously

Process

NotifySynchronize

CPU

GPU

Execute Instructions

Send Results of 
Computation

Wait for everyone to 
complete
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AI Network Requirements

12BRKOPS-1079

Latency

Load Balancing

Visibility

Bandwidth/Scale

Network Losses

• High speed ASICs
• RDMA (Remote Direct Memory Access) NICs

• PFC (Priority Based Flow Control)/ECN 
• Scheduled fabric

• Need well integrated application and network 
monitoring tools; telemetry

• ASICs optimized for AI
• High bandwidth NICs/optics

• PBR rules
• ECMP with User Defined Fields
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From OSI to AI
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Layer 2

BRKOPS-1079

OSI

• Node to Node Data Transfer
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Layer 2 - Data

BRKOPS-1079

OSI

• Node to Node Data Transfer

Artificial Intelligence

• Data Ingestion and processing
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Layer 2- Unstructured Data Streams

BRKOPS-1079

Data Before Data Now

Unstructured Data in movement 

Video, logs, sensor feeds, machine 
generated data 

Real-time processing

Structured data at rest

Inventory DB, Financial Records 

Batch-oriented, processed at 
scheduled intervals 
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Unstructured Data in movement 

Video, logs, sensor feeds, machine 
generated data

Real-time processing

Structured data at rest
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Data Wrangling 

Cleaning, organizing, 
and transforming raw 
data into a structured 
and usable format for 

analysis
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Layer 2- Unstructured Data Streams

BRKOPS-1079

Data Before Data Now

Unstructured Data in movement 

Video, logs, sensor feeds, machine 
generated data

Real-time processing

Structured data at rest

Inventory DB, Financial Records 

Batch-oriented, processed at 
scheduled intervals 

Connection Oriented Flow-Centric 

Data Wrangling 

Cleaning, organizing, 
and transforming raw 
data into a structured 
and usable format for 

analysis
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From OSI to AI
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Layer 3

BRKOPS-1079

OSI

• Routing Addressing, Delivering 
Decisions
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Layer 3 - Algorithm

BRKOPS-1079

OSI

• Routing Addressing, Delivering 
Decisions

Artificial Intelligence

• Learning mechanisms and 
techniques
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Layer 3 – Machine Learning or Deep Learning

BRKOPS-1079

Machine Learning Deep Learning

Advanced computing neural 
networks

Subset of ML, analyze raw data

Large amounts of data 

Learn independently, need human 
adjustments 

Statistical techniques

Need less data, structured data
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Layer 4

BRKOPS-1079

OSI

• Transport, Reliable data transfer
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Layer 4 - Models

BRKOPS-1079

OSI

• Transport, Reliable data transfer

Artificial Intelligence

• Model for the right purpose
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Layer 4 – Models 

BRKOPS-1079

Machine Learning Models

Learn from data to make 
predictions

Deep Learning Models Generative Models Reinforcement Learning

Complex neural networks 
for advanced tasks

Create new data based on 
existing data

Learn through trial and 
error

• Supervised Learning
• Unsupervised 

Learning
• Semi-supervised 

Learning

• Convolutional Neural 
Networks

• Recurrent Neural 
Networks

• Generative 
Adversarial Networks

• Convolutional Neural 
Networks

• Recurrent Neural 
Networks

• Generative 
Adversarial Networks

• Q-Learning
• Deep Q-Learning
• Reward, Penalty 

Methods

LLMs

RAG
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From OSI to AI
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Layer 5

BRKOPS-1079

OSI

• Manage sessions between 
applications. APIs and RPCs
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Layer 5 – Software Framework

BRKOPS-1079

OSI

• Manage sessions between 
applications. APIs and RPCs

Artificial Intelligence

• Software Framework
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Layer 5 – Software Framework

BRKOPS-1079

TensorFlow

Google open-source 
machine learning library

PyTorch Scikit-learn LangChain

Open-source ML library 
developed by FAIR

Data mining and analysis Open-source framework 
for apps based on LLMs

• Image and Speech 
Recognition

• Natural Language 
Processing, 
reinforcement 
learning

• Computer vision
• Natural Language 

Processing
• Generative Modeling 

• Classification
• Regression
• Clustering
• Dimensionality 

Reduction 

• To create powerful 
apps with AI LLMs
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Layer 6 

BRKOPS-1079

OSI

• Presentation, Translates data 
formats between application 
and network
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Layer 6 - Integration

BRKOPS-1079

OSI

• Presentation, Translates data 
formats between application 
and network

Artificial Intelligence

• Integration, Ensures AI 
integrates into systems and 
applications
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Layer 7

BRKOPS-1079

OSI

• Application, Interfaces directly
with user applications for
network services
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Layer 7 - Application

BRKOPS-1079

OSI

• Application, Interfaces directly 
with user applications for 
network services 

Artificial Intelligence

• Application, Provides end user 
functionality and value derived 
from AI
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What does it mean 
it to me?

37BRKOPS-1079

Why should I Care?
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Why Should I Care About Artificial Intelligence (AI)?

38BRKOPS-1079

Can AI help resolve 
Incidents faster?

What if we knew about 
issues before our users did?

IT Helpdesk Where do we start?

What are the benefits of AI 
in Network Operations?

What’s real – what’s hype?

IT Manager

Acronym Soup

Machine Learning - Statistics – Artificial 
Intelligence – Machine Reasoning - ...

How does it all fit together?

Everyone

Is my network and 
compute ready for AI 

workloads?

Will I get Insights to 
bettter planning?

Architect
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AI
Across public and 

private data centers

People
Distributed, working 

from anywhere

39

AI and People

BRKOPS-1079

Complex, distributed 
landscape
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Complex, distributed 
landscapeAI People

Secure, connected experiences 

have become a mandate –

expectations have changed 

faster than many have adapted

High latency and low 

efficiency were nuisances –

now, they can undermine 

massive AI investments

Yesterday’s approaches don’t support today’s 
reality

40BRKOPS-1079
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Connecting the Layers

BRKOPS-1079

Cisco Compute for AI

The heartbeat for AI

Cisco Networking for AI

The Only way to Scale

Layer 1

Layer 2 Layer 7Layer 3 Layer 4 Layer 5 Layer 6

Infrastructure

Foundation
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Cisco Compute 
for AI
The heartbeat for AI

AI Compute Challenges

Feeding neural networks

• Inference vs Fine-Tuning vs 
Training requirements

• Sizing

• Power consumption

42BRKOPS-1079
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Training:

Composition: Crafting 
the melody and lyrics. 
This is the most 
resource-intensive 
stage, similar to 
building an AI model 
from scratch.

Fine Tuning: 

Mixing: Refining the 
song with adjustments 
and effects to suit a 
particular style, akin to 
enhancing an AI model 
for specific tasks.

Inferencing:

Performance: Playing 
the completed song for 
an audience, much like 
using a trained AI 
model to interact with a 
user.

From Training to Inferencing: A Songwriting 
Analogy

43BRKOPS-1079
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Sizing AI Workloads

BRKOPS-1079

Considerations

• Number of model parameters
• Concurrent requests
• Context size
• Knowledge-base size
• Precision compression level

Model 
component

Bytes @ full precision

Model 
Parameters

4 bytes per parameter

Activations 4 bytes per token * context 
size

Optimizer 
states

8 bytes per parameter

Gradients 4 bytes per parameter

Training 
Overhead

Single model memory footprint

A single 70B parameter 
model is 240GB alone



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public 45

Power Considerations

BRKOPS-1079

8U HGX H100 Server (4) 2U UCS C245 M8 server 2U UCS C245 M8 server

GPU (8) H100 80GB SXM5 700W (8) H100 80GB PCIe 350W (2) H100 80GB PCIe 350W

LAN CX-7 dual 400G (4) VIC quad 10/25/50G VIC quad 10/25/50G

Storage Network CX-7 dual 400G IB (4) CX-6 dual 100G CX-6 dual 100G

GPU Network (8) CX-7 dual 400G IB N/A N/A

Power Draw 9,900 watts max 5,600 watts max 1,400 watts max

System Watts per GPU 1,237 700 700

What are your per-rack power requirements?

Optimize the model
Fine-tuning and RAG

Use the model
Inferencing

Build the model
Training
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Portfolio built for choice

BRKOPS-1079

Validated solutions for AI with compute, network, storage, 
and software

Full stack AI with compute and networkingDense compute for demanding AI

UCS C885A Dense GPU Servers

Optimize the model
Fine-tuning and RAG

Use the model
Inferencing

Build the 
model
Training

UCS Blade (w/GPU Expansion) and Rack
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Global Infrastructure Management

BRKOPS-1079

Intersight

Deploy

Manage

Expand

Upgrade

System Components

• Edge Analytics 
• Containers
• Machine Learning Inferencing (NVIDIA GPU)

(Future architecture will reflect the platform as a 
fundamental Key Flexible Architecture)

ROBO
Site #2000

VM

Hypervisor

VM

CT CT

ROBO
Site #2001

Colocation

Colocation

VM

Hypervisor

VM

CT CT

UCS-X Direct

UCS-X Direct
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Cisco Networking 
for AI
The only way to scale

AI Networking 
Challenges

Connecting the hivemind

• Different sub-networking

• Training flow characteristics

• Cabling

48BRKOPS-1079
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AI Datacenter
Different networks for different purposes

49BRKOPS-1079

Frontend Network

Backend (GPU Direct) & Storage Networks

Servers

10G

25G

50G

100G

400G

800G

512

Inference

Training
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Backend Ethernet AI Fabric

BRKOPS-1079

RDMA over Ethernet (RoCEv2)
Lossless network (PFC + ECN)

400/800G Ethernet Transition (25.6T & 51.2T)

High-bandwidth fabrics with reduced footprint 
and energy savings

Network card for every GPU

Non-blocking network 

Low latency, congestion management

Load balancing enhancements

PFC: Priority Flow Control

ECN: Explicit Congestion Notification

Validated designs for networks and ecosystem 
partners

Spine/Leafe, 3-tier, & Rail-Optimized architectures

AI fabric templates, AI analytics, telemetry, 
congestion scores

“Just move data and get out of the way”

Backend (GPU Direct) & Storage Networks

Lossless | High-Throughput | Low Jitter | Low-Latency
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Remote Direct Memory Access (RDMA)
over Converged Ethernet

51BRKOPS-1079

• RDMA allows GPUs to 
access the bytes directly 
in each others VRAM

• Latency is very low as 
CPU and kernel can be 
bypassed

• Does not handle loss 
well

Non-blocking, 
Lossless Ethernet 
transport, requires 

ECN and PFC

System 
Memory

GPU 
Memory

System 
Memory

CPU GPU CPU

RDMA 
NIC

RDMA 
NIC

PCIe PCIe

RoCEv2

GPU 
Memory

GPU

Direct Memory 
to NIC 

communication
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Nexus Dashboard
Automation

52BRKOPS-1079

“Easy button” templates for lossless ethernet fabrics
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Nexus Dashboard
Visibility

53BRKOPS-1079

Real-time performance metrics
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Bringing it Together Full Stack Systems

Layer 1 Layer 2 Layer 7Layer 3 Layer 4 Layer 5 Layer 6
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Full Stack Systems to accelerate time to value

BRKOPS-1079

Use fully integrated, 
modular, and scalable 
stacks for AI workloads 

Realize fast, reliable 
deployments based on 
validated AI infrastructure 

Gain unmatched 
performance wherever AI 
lives

*Roadmap

Cisco Nexus Hyperfabric AI*

NVIDIA DPU/NIC
BlueField-3

NVIDIA GPU
VAST Data

Cisco UCS
c885A M8

AI PODs

Nexus

UCS

Nexus Dashboard 
and Intersight

NVAIE | NIMS
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Confidently deploy AI-ready 
infrastructure with pre-designed 
full stack architecture bundles for 
targeted AI use cases.

Leverage automation frameworks for 
rapid deployment and adoption of 
infrastructure.

Operate with best-in-class single-
support model for your AI deployment 
architecture, include enterprise 
support for select Operations Support 
System (OSS) tools and libraries

Inference & Fine-tuning with confidence

AI Model

AI Tooling

Containers

Accelerated Compute

Networking

Converged Infrastructure

Management & Automation

A I  E N T E R P R I S E

Adoption & Support Services
MINT

PARTNERS
CISCO 
Customer Experience

AI PODs

56

Full Stack Systems

BRKOPS-1079
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Cisco 6000 
Series Switches

Cisco Nexus HyperFabric

On-prem AI Infrastructure

A solution that will enable you to 
spend time on AI innovation—not on IT.

Democratize AI 
Infrastructure

Unified stack
Including NVAIE

High-performance
Ethernet

AI-native 
operational model

Cloud managed 
operations

Visibility into 
full stack AI

Pods of plug-and-play 
data center fabrics

Built on Cisco Silicon One and Optics innovations

NVIDIA
GPU

NVIDIA
DPU/NIC
BlueField-3

Servers
VAST 

Storage

ValidateDeploy CollaborateMonitorOrderDesign Upgrade

Cisco Nexus 
Hyperfabric AI Cluster
in partnership with NVIDIA

57BRKOPS-1079
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Connecting the Layers
Follow the data

58BRKOPS-1079

E X T E N D  T O  
C O N V E R G E D  A N D  

H Y P E R C O N V E R G E D

L A N  A N D  S A N  N E T W O R K I N G

A C C E L E R A T E D  C O M P U T E

P L A T F O R M

O P E R A T I O N S  &  A U T O M A T I O N

UCS

Nexus & 
Hyperfabric

A I  T O O L I N G

INTERSIGHT &
NEXUS DASHBOARD

AI Ready Datacenter

A D V A N C E D  S E R V I C E S

S E C U R I T Y
Cloud Protection

Hypershield

Sources of Data

Infrastructure 
Monitoring

Microservices 
APM

Digital Experience 
Monitoring

Splunk Platform
Log Analytics

App Security & 
Risk Mgmt

Service Monitoring Event Intelligence

Network
Monitoring 

AI Operations
S p l u n k  I T  S e r v i c e  M o n i t o r i n g

IoT User Data

Customer support

AI Users

People Systems

Data Transport

Usage Security

Infrastructure & App Data

Container | VM | Bare Metal 

IT Data
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Building Your OWN 
IT Operations 
AI Assistant

59BRKOPS-1079
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UCS C or UCS-X Series with GPU

Splunk Search Head with 
Data Science and Deep 
Learning (DSDL) App

LLM Module 
(Ollama)

Llama3

Mistral

Jupyter Lab

VectorDB
Milvus

Minio

Workload Architecture for Splunk + UCS
Leveraging the Splunk Data Science and Deep Learning App

60BRKOPS-1079
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Example Query and Response

BRKOPS-1079
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Connecting the Layers

BRKOPS-1079

Layer 2 Layer 7Layer 3 Layer 4 Layer 5 Layer 6

The People

What can AI do for Network Analytics?
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The Path to Predictive Networks
Accelerating Data Driven Operations

63BRKOPS-1079

Expose Actionable Insights to Operations Team 

Raw Data

Information

Actionable
Insights
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Wisdom

Raw Data: unprocessed facts. 

Meaning: An Office365 test in London UK has failed.

Context: Microsoft is experiencing an outage. 

(Applied) Knowledge: You can avoid an outage by 
changing your config. 

The Path to Predictive Networks
The Role of Data

BRKOPS-1079 64
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Cisco Advantage
Best Data, Best Knowledge Base

65BRKOPS-1079

Accurate 
insights

Improved 
performance

IT Experience

Diverse data: 
Network, 
application, 
security 

IPAM

CMX
AppD

IPSLA

SNMP

OID

Telnet

DNS

MIB

Ping

CLI

DHCP

Wireless

AAA

Syslog

Router

NetFlow

Traceroute

Your 
network

Streaming 
telemetry :
Cloud connected

Diverse 
networks:
Local and global

40
years of top 
engineering 
knowledge

Communities

Cisco Validated Designs

Cisco Fellows

CX TAC

Worldwide 
data platform
Anonymized data

AI/ML

Knowledge 
base

supervised vs unsupervised, 
reinforcement/active learning, 

adversarial or ensemble methods, 
Convolutional Neural Networks 
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Anomalies and insights

WSA Collector

Anonymized 
data

Strong anonymization

WSA collector

Cloud Agent

Cisco AI Network Analytics Cloud Instance

Cisco Catalyst Center 
Appliance

Network infrastructure

Office site

WAN

Network Services DC

Cisco

Catalyst Center

Assurance UI

NDP platform

Cisco PaaS

Public Broker Feature Constructors

Prediction Pipelines

APIs

Trained Models

Training Data Models

Multi-Customer 
Database

Batch Pipelines

NLP/NLG

Deep Learning

Graphical Models

Time Series Models

Machine Learning Stack
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Cisco AI Network Analytics architecture

BRKOPS-1079
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Improve incident alert fidelity
Personalized baselining
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Before: Custom thresholds = Alert overload

Environment 3

Min

Max

Environment 2

Min

Max

Environment 1

Min

Max

AI-driven: Dynamic baselines = relevant anomalies

Environment 3

Environment 2

Environment 1
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AI driven wireless problem identification

BRKOPS-1079

Wireless onboarding Application experience

Wireless user failed to connect
Wireless user took too long to connect

Wireless user’s application throughput 
is declining

Excessive 
Onboarding Time

Excessive 
Failures

Excessive DHCP 
Time

Excessive DHCP 
Failures

Excessive AAA 
Time

Excessive AAA 
Failures

Excessive Assoc. 
Time

Excessive Assoc. 
Failures

Total Radio 
Throughput

Media Application 
Throughput

Cloud Application 
Throughput

Social Application 
Throughput

Office 365
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Use Case: Accelerated Remediation
AI driven issue identification
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• Dynamically generated 
“Green Band”, 
expected normal range 
of client experience

• Predictive model that 
derived from number of 
variables and KPIs

• Identify 5W1H – When, 
Where, Who, What, 
Why and How

Highlight timeline 
where the KPI of 
interest resides
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Use Case: Accelerated Remediation
Root cause analysis
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Who1When

4

3

Where

Why5

6 How

2 What

“Clients are facing 
timeouts and failures 
during authentication 
and addressing” 
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Use Case: Accelerated Remediation
Go deep into why
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Fail Reason: MAC FILTER FAIL

New user association request is failing due to 
MAC Filtering
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Insight – Found AP exposed to HUGE noise for last 2 weeks

Use Case: Proactive & Predictive Insights
Example: Long-term Trending and Behavior Change 

72BRKOPS-1079
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Use Case: Proactive & Predictive Insights
Compare KPIs with peers

73BRKOPS-1079

Compare with other 
devices in the same 
network, time and …
comparable networks
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Use Case: Proactive & Predictive Insights
Compare KPIs with peers
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Compare with other 
devices in the same 
network, time and …
comparable networks
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Use Case: Proactive & Predictive Insights
Compare KPIs with peers
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Compare with other 
devices in the same 
network, time and …
comparable networks
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Predictive optimization with Cisco Catalyst SD-WAN
Improved user experience
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WAN Insights

Cisco SD-
WAN Manager

Validate Improvement

Recommends Actions

Forecasts Issues

Applies Statistical Model

Ingests Performance 
Data

Telemetry

Cisco SD-
WAN Analytics

Data 
Center

Branch 
Offices 

MPLS

Policies

SaaS applications

Internet

Internet

Cisco
SD-WAN

76



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

If the computation results in finding a circuit 
with forecast of delivering better application 
quality compared to current circuits, a site 

recommendation is generated.

77

Understanding and applying recommendations
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▪ actionId
▪ type
▪ model
▪ window
▪ appClass
▪ srcEndpointId
▪ dstEndpointId
▪ defaultPathSet
▪ recoPathSet
▪ predDefaultQoE
▪ predRecoQoE
▪ predNumUsers

Recommendations are given 
per site and application 
where there is circuit 

forecasted to provide better 
application quality  

Recommendations 
manually applied 

using Cisco SD-WAN 
Manager

WAN Insights

Validate Improvement

Recommends Actions

Forecasts Issues

Applies Statistical Model

Ingests Performance 
Data

WAN insights recommendation engine 
analyzes the performance of all the 

active circuits from the past data and 
computes a quality score for each site. 

Cisco SD-
WAN Manager

Telemetry

Cisco SD-
WAN Analytics

Cisco
SD-WAN
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Physical and virtual infrastructure

On-Premises 
Management

Catalyst    Center

Meraki Dashboard

Cloud 
Management

Network Services
Ecosystem

Endpoint
Ecosystem

Cisco AI CloudCisco AI Services

AI-Driven 
RRM Engine

AI-Driven 
Assurance

Umbrella
Cloud Security

Cisco CX Cloud
AppDynamics

ThousandEyes

Cisco Secure 
Analytics

ISE Endpoint 
Analytics
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Full-Stack Network Intelligence
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Cisco Networking Cloud
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Call to Action:

79BRKOPS-1079

• Engage with business 
stakeholders 

• Ask the questions about the AI 
outcomes your organization 
wants to implement

• Leverage AI in Cisco solutions 
and lead the technology 
conversation for the AI 
transformation
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App

80BRKOPS-1079



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events mobile 
app or by logging in to the Session Catalog and 
clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog

81BRKOPS-1079
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.
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http://www.ciscolive.com/on-demand.html
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Thank you
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