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- Quick poll on ThousandEyes

- What is ThousandEyes

- Key use cases for ThousandEyes
- Key integration concepts

- Integration examples

- Conclusion
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What is
ThousandEyes
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The way it was
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IT managed digital experience by owning networks and applications
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Todays service delivery chain
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Can customers, partners, and employees reach

my external services

End to End
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Can my employees access their applications
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How can | support my individual users ?

End to End

~

Is it the User
Device?

Is it the home
or office
network?

Visibility

Is it the ISP?
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Remote access
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ThousandEkyes Architecture

A

Cloud
Agents

Globally distributed agents installed
and managed by ThousandEyes in
200+ cities around the world.

@
...
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ThousandEyes&

A A

/% Enterprise Endpoint
Agents Agents
Lightweight software-based agents easily Browser-based plugins installed on
installed on your own network, in data end-user laptops and desktops.
centers, branch offices and VPCs.
S ®
.

s <P
Cisco | Docker | Linux Apple | Microsoft | RoomOS,
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ThousandEyes Agent Comparisons
Enterprise Agent®  Cloud Agent©  Endpoint Agent®

. Inside-Out monitoring . Outside-In monitoring . Last-mile monitoring

- Use for internal apps, SaaS and - Use for customer / public . Use for full location-agnostic
site-to-site / backbone facing applications end-to-end visibility:

. On-prem deployment . 400+ Locations networks and applications

+ OVA[Physical Appliance . Tier 2 / 3 service providers, - Operating Systems:

. Linux Package /NUC / rP| broadband, cloud ..
. Docker . w

. Browsers:

Cee

. Cisco Cat 9k /ASR / ISR /Nexus 9k
. Meraki MX

www.thousandeyes.com/product/cloud-agents

vmware §gVirtualBox S Hyper-V I I

ubuntu® @rednat g Centos —
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Introduction to the
ThousandEyes and
Splunk Integration
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End-to-End Observability for Predictive,
Proactive Digital Experience Assurance

splunk>

a CISCO company

Observability

Enabling organizations to quickly identify and resolve

DlStl ﬂCt Pu rposes business-impacting issues by providing unified visibility

across network, infrastructure, and applications.

Monitoring critical business processes

Com plementa ry Use Incident response & root cause analysis

Cases Performance optimization for apps &
infrastructure

Tracking critical user journeys
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Key Splunk Tenants

Splunk Enterprise is the core product offered by Splunk.
» First released in 2006 and has since become the flagship product of the company

» Self-hosted solution that allows organizations to collect, index, search, analyze, and visualize
the data generated by their technology infrastructure, security systems, and business

applications. - Splunk
Core
Splunk Cloud Platform is essentially Splunk Enterprise offered as a Software-as-
a-Service (SaaS) solution.
» Launched in 2013 to provide customers with the flexibility of the cloud while leveraging the
powerful features of Splunk Enterprise. —

Splunk Observability Cloud is a more recent addition to Splunk's product lineup,
reflecting the company's expansion into the observability space.

* Launched in 2021, following Splunk's acquisitions of SignalFx and Omnition, which helped to
bolster its capabilities in monitoring and observability.
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ThousandEyes integrations types with Splunk

OpenTelemetry
Streaming
Integration

OpenTelemetry
Streaming
Integration

HEC Streaming Webhook Alert
Integration Notifications

Test
Recommendations

Technical
Add-on
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What is OpenTelemetry (Otel) ?

OpenTlelemetry is an open-source project that provides a vendor-neutral,
standardized way to instrument, generate, collect, and export telemetry data for
cloud-native applications.

> Project
Open rojec
4 ’ ™
4 N O ~ [ ~
Code lector OpenTelemetry
Instrumentation Protocol (OTLP)
SDK
- AN AN J
o s
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ThousandEkyes APl and OTel Intearation

Delete Enterprise

Agent

Retrieve Cloud and
Enterprise Agent

Update Enterprise
Agent

— 03...142

£ Configuration

Parameters Code Snippets

Nodejs

GET \ Copy

//api.thousandeyes.com/v7/agents °
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ThousandEyes for OpenTelemetry

¢ Streaming

. Auth Type
+ New Integration
sasic  Toten

Splunk Observability Cloud Custom Headers

Grafana + New Header
Honeycomb
Signoz OpenTelemetry Signal

Dynatrace Metric BRI

Elastic
Data Model Version (i)
New Relic

ServiceNow Lightstep

Test Data Configuration

Customize the data captured and transmitted for a more focused and meaningful observability experience.

Cloud and Enterprise Agent Tests

1 of 376 selected

Endpoint Agent Tests

1 of 9 selected

Tags (O

1 of 42 selected
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ThousandEyes Ul and TA Add On Integration

Tests Stream
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ThousandEyes
and Splunk
Integration
Examples
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Splunk & ThousandEyes

External Customer Experience Monitoring

Metrics: Page Load Time ~ Thu, Oct 3114:07 - 14:08 GMT+11 (54 seconds ago) < 2¢h 7d 14d

Page Load Time overlay [EIIll Agents = Average P

Metrics; Loss ~ Wed, Oct 30 07:39 - 07:40 GMT+11 (1dayago) < > > 24n 7d 14d

Loss overisy [N Agents
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Splunk & ThousandEyes

Extending Proxy Visibility

est ¥ &

n (Pri +3 Sat, Nov 30 11:25 — 11:30 GMT+11 (6 minutes ago) < > >I| 24n 7d d
u dov 10 Nov 13 Nov 16 Jov 18 Nov 22 Now 2 Nov 28
in U Agents Average AP| Completion WEB
100

The API test is
completing
but the network
NUUNTUIPIN ARSI 1 U T S e path is being
ton obscured by the

\proxy. )
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Splunk & ThousandEyes AP rarion e

Extending Remote User Visibility remains consistent,
p— = yet remote users
are complaining
about poor app

experience
7" J
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Splunk & ThousandEyes

Extending application availability

Current Test Settings [ Agent

Carrier Mail Trace Test - All agents

2= Views Metric
Availability

DNS Trace 24h 7d 14d

Target Domai
rarget Domain Showing data from Tue, Mar & 00:20 - 00:30 JST

172800 1IN NS .ns.ml.

172800 1IN NS .ns.ml.
172800 1IN NS .ns.ml.
" 172800 1IN NS .ns.ml.
; Received 276 bytes from 199.7.83.42(1.root-servers.net.) in 69 ms
; WARNING: No response from 185.21.169.1(b.ns.ml.)
; WARNING: No response from 185.21.171.1(d.ns.
; WARNING: No response from 185.21.170.1(c.ns.

; WARNING: No response from 185.21.168.1(a.ns.

;3 ERROR: No servers could be reached

The HTTP Server
test indicates
problems resolving.
The trace test

indicates a problem
with the TLD
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Splunk & ThousandEyes

SIEM Security - Policy Management

Users from a
specific subnet are
being blocked by
segmentation

policy.

M e e A N
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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