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Use of Catalyst Center
CLI templates

can significantly simplify
device configuration
through its entire life
cycle and helps to
maintain configuration
consistency.
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- Summary and references
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Introduction

cisco L{V&/



Few words about Il

« Joined Cisco in 1996

- Based in Prague, Czech Republic

- Worked on different technical positions (SE, CSE,
TSA) in country and regional teams

- CCIE #2910 (since 1997)

- Focus on enterprise technologies and multidomain
(switching, SD Access, TrustSec, Common Policy
etc.)

- Married with two children

- Enjoy trekking, skiing, biking and also astronomy
and physics

NETOR A0y
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How the story began

- Few years ago, during Christmas time with bad weather ©

- First use case:
- C3650/3850 imitating SD Access PEN configuration

- Limited “old fashioned” programming skills (Fortran77, Pascal,
PDP11 and VAX11 assembler)

- Other use cases (examples):
- Silent branch with VNs and TrustSec (C9200CX)
. TrustSec branch with C9200/C9200L
- Industrial switch (IE3400) with TrustSec, L2 NAT, CCV Sensor

cisco M-/ BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Catalyst Center option to configure network

- L2 configuration from Catalyst Center GUI for switches (in public
beta)

- CLI templates
- Workflows
- Use of API
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L2 configuration from GUI for switches (in Beta

* Catalyst Center

sk Catalyst Center Edit Device
All Devices /| C9200CX-Destne.enprglab.local
=) - % Run Commands 4 View 360 s ¥
) C9200CX-Destne.enprglab.local i s (1) Layer 2 Configuration is now in BETA. We'd love to hear your thoughts. Please share your feedback here.
TS-S8
© Reachable | @ Managed | IP Address: 192.168.112.18 | Device Model: Gisco Catalyst 9200CX-8P-2X2G Switch
Edit Device Configurations
DETAILS Device: C9200CX-Destne.enprglab.local
Summary
System [N AR
o AAAAE AN STR
nterfaces —
’ Layer 2 Configuration BETA \ - - - - - . & Reset & Set to Default
Discovery Protocols - g ’
VLAN I
STP
Biscovery Pratocols Mode @ Rapid-Pvst @ v
Dlscovety Lratocols @ Connected @ Error Disabled @ Admin Disable POE Enabled SRR ?
VTP
sTP
VTP DHCP Snooping Portfast Mode (U Disabled & v
System
DHCP Snooping IGMP Snooping -~
Image (Version) 17.12.4 BPDU Guard (U (O Enabled @ Disabled
IGMP Snoopin:
Sl 1P Add 192.168.112.18 e
MLD Snooping T 86:44:5:60:01:00 Authentication 8PDU Filter © (O Enabled ) Disabled
Platform C9200CX-8P-2X2G Cisco TrustSec
NG D
View System Details VLANs (10)
Logical Ports
. 5 . Port Configuration A
Port Confi Layer 2 Configuration 26™ 2 cdit g @ Add Configurations
Browse Configurations cop Enabled
User Defined Fields LLop Enabied
GMP Snooping Enabled
REP Rings
VLANs 14
SECURITY Ports 12
Advisories View Layer2 Detalls

ciIsco '&/
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Configuration templates

Templates

Simulation Provision Conflicts

() System Varlables Assistant [ Template History (P Attach to Network Profile gy 6. Decign Confics @ . o

12:43 PM ( ) =Q Search [) Clone (T Export {j Delete % CLI Template Best Practices

in

portType h
description.contains

@start-ignore compliance

Segments of code
e Support variables
Provides basic programming constructs
= Flexible

source template DefaultWiredDotlxCl

spanning -tree portfast

spanning tree bpduguard enable

service pcli(y input DNA-MARKING_IN

service policy output DNA-dscp#APIC_QOS_Q_OUT
ip nbar protocol-discovery

description Access -lan- Closed authentication
switchport mode access
device-tracking attach-policy IPDT_POLICY

ciIsco 'p/_/
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Workflow

IXI Cisco DNA Center X | [ vSphere- PRGO7 Client3-Sur X PRGO7 Client 3 -
<« (¢] O & =2 nhitpsi//10.62.9.230/dna/manage/sd 2
[ vSphere . VMware-EN +* VMware-PAR +* VMware-Fusion i CiscovManage [N Cisco DNA Center () Identity Services Engine 2 APIC (192.168.130.10) &% SMC FMC

Cisco DNA Center

Il

abiic / PRGO7
PRGO7  View Site Hierarchy ~ Site Actions v

SITE SUMMARY

9/ = 212 s ==

Fabric Site Authentication  INFRA_VN LISP Pub/Sub  Dynamic Default Borde:
Devices

Fabric Infrastructure  Authentication Template  Wireless SSIDs  Port Assignment

2 device(s) in this site are not compatible to be Edge Node, Wireless LAN Controller, Border

Cisco

Provision / SD-Access

C3650-AH.enprglab.local (192.168.115.82)

@ Reachable Uptime: 156 days 4 hrs 41 mins

Details  Fabric  Port Channel  Advisories  Configuration

Fabric

ol Pians Nods
@ Edge Node

Native VLANs ~ Power

o
s
o

Fans

@
>
It

o View 360

, Run Commands

User Defined Fields

Interfaces

SFP Modules

« Configuration generated in background

« Based on Cisco Validated Designs

« For specific features only (e.g. SD Access)
* Prescriptive

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Using API

APl - SDA-as-Code Application Files EVPN Ansible - Solution Playbook

User Input - YAML File

SDA-as-Code Application

Same playbook to add L3/L2 VNI's

< Eg: Add one or multiple L3/I2vni using
[e) Y g id 0 ultiple L3/12vni using .
_8 L3 + L2vni add same playbook Simple to Use
% Framework for post-check « Single playbook for complete
E Post Checks Eg ESGP status up/down, overlay ping solution
checks
8 Solution level deployment « Single inventory file to add
] Overiay coniig Eg: Ipv4 + Ipv6 + TRM in a single Leaf/Spine variables
_5 playbook
o es_porse) N Framework for pre-checks

Eg: License check, underlay reachability
check

https://github.com/CiscoDevNet/Cat9kEVPN-Ansible

https://github.com/cisco-en-programmability/dnacenter_fabric_operations EVPN Automation With Terraform

Terraform Provider
(https://registry.terraform.io/providers/robertcsapo/ciscoevpn/1.0.1)
Terraform Examples
(https://github.com/netascode/terraform-iosxe-evpn-examples)

cisco 'p/./
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How to create
CLI templates -
basics
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Where to start

. Currently under Design menu
. Design -> CLI templates

- In previous versions
. Tools -> Template Hub
. Tools -> Template Editor

cisco W‘/

il Catalyst Center

‘ Ug Design Network Hierarchy
Network Settings
Network Profiles
Image Repository
Service Provider Profiles
CLI Templates
Feature Templates

Authentication Templates

[ Explore

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Projects and templates

= lus’ Catalyst Center Design / CLI Templates

Templates (204) @

@ Q et v

> Type s
0S ok As of: Dec 9, 2024 6:15 PM %]

> Template Language (2 0 Impozt , o
> Category (2) O Name ~ Project Type Version Commit State (0 Provision Status () Network Profiles (. Actions
> Device Family (3) 5
> Device Series (23) (@] Base Config Sample Jinja Templates Regular Not Committed & Not Committed Not Provisioned NA
> Commit State (2) v

[  BTS05-INFRA-A 1 SDA DHCP Server Regular 2 © 19 Nov 2021 04:00 PM Not Provisioned Attact
> Provision Status (2)

M BTSO5-INFRA-IoT_Pool-138_160 ¥ 3 r 1 19 Nov 20 3 t Proy ! Atta
> Potential Design Conflicts (2) U BTS05-INI 3 SDA DHCP Server Regula © 19 Nov 2021 03:32 PM Not Provisioned et
25e;(20) 0 VN-Campus-End-Users-1... ¥ SDA DHCP Server Regular 1 © 19 Nov 2021 03:35 PM Not Provisioned Attact

el Projects: Adding Projects:
SUMMARY

“Folders” where «  Name
templates are @ «  Description (optional)
organized in

_ structure New Template
‘ « Can be exported
BT and imported

(" CCIE

. / [ Utility
cisco M- o BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Projects and templates - export and import

il Catalyst Center

Design / CLI Templates

FILTERED BY

IE3400-autonomous x

Templates (13)

@ Library
£83 Organize~  Clear Downl Search Downloads
i . - o s
SUMMARY e o Import v i Delete > ® HiStOl‘y (Y
j N2
v Project Name (32 Project Type Veisiai ¥, Downloas
> %Tags . :
£ T 1ait 10.62.9.230_1.8.232_Wed Dec 11 2024 _projects.json
Xparempiang IE3400-autonomous Composite 12 > Y All Bookma ST i
@ 1E3400-autonomous s S
Configura ™ igggly senc IE3400-autonomous Regular 22 © 24 Jun 2024 09:13 AM
(. Onboarding Configuration
e C 1 IE3400-autonomous Regular 8 © 19 Nov 2024 10:38 AM 91 4, Attach
C FNFe SGT
[ T [
"name": "IE3400-autonomous”, "name”: "Configure access interfaces and trunks”,
"description”: ",

“tags o
“"templates™: [

“description”: "*,

"tags": [
{
{ "8d046150-2014-4220-8309-b47d7516c9a1",
“name”: "Two VLAN L2 NAT and Profinet”, . - i
“description”: "*, }
"tags" »
“author”: “jpilar”,

“deviceTypes”: [

“productFamily”: "Switches and Hubs"

“author”: “jpilar”,
“deviceTypes”: [

, “productFamily”: "Switches and Hubs",
“productSeries”: "Cisco Catalyst IE3400 Rugged Series”, “productSeries”: "Cisco Catalyst IE3400 Rugged Series”,
“productType": "Cisco Catalyst IE-3400-8P2S Rugged Switch” “productType”: "Cisco Catalyst IE-3400-8P2S Rugged Switch”
“softwareType" . “softwareType”: "10S",
“softwareVariant’ E"

“templateContent”: "###\n###\n### Create Machine and External VLANs\n!\nvlan $vlani
\ninterface Vlan$vlanid_profinet\nip address $int_gw_addr $int_gu_mask\ninterface Vlan$vlan
\nl2nat instance $12nat_instance_name\n!\nexit\n!\ndefault 12nat instance $12nat_instance_n
deprecated\n### instance-id 1\n###\n##\n! \npermit unmatched\n###\n! \nfixup $Fixup_protocol
\n#set($0utside_List_SRC = [])\n#set($Outside_List DST = [])\n#set($Outside_List_NotEmpty =
false) \n###\n#set ($Inside_List_SRC = [])\n#set($Inside_List_DST = [])\n#set($Inside_List_No
$0utside.replace(\" \",\"\"))\n#set($0utside = $temp)\n#set($temp - $Outside_GH.replace(\"
(1$0utside.isEmpty())\n #set($Outside_List = $Outside.split(\";\"))\n #set($n = $Outside Li
#set($0utside_List_NotEmpty = $Outside_List_SRC.add($pair[@]))\n #set($Outside_List_NotEmp
$0utside_GH.split(\";\"))\n #set($n - $Outside GW_List.size() - 1)\n #foreach($i in [0..$n]
$Outside_GH_List_SRC.add($pair[0]))\n #set($Outside_GH_List_NotEmpty = $Outside_GN_List_DS
#set($n = $Inside_List.size() - 1)\n #foreach($i in [0..$n])\n #set($pair = $Inside_List[$
$Inside List DST.add($pairl11))\n #end\n#end\n###\n!\n#if (1$0utside.isEmotv())\n #set($n

cisco L{{@/

Project

“softwareVariant”: "XE",

“templateContent”: "###\n### This template works for DNAC 2.2.3.4, workaround for CSCvz
\n### Interfaces with Closed Authentication\n###\n### 11! Interfaces with Closed Authentica
must be fixed\n#if ($interface.portType == \"Ethernet Port\" &\n  !$interface.descripti
\"\n###) \n###1 11 \n###1 11 $interface.portType , $interface.portlame , $interface.description
Closed authentication\n switchport mode access\n device-tracking attach-policy IPDT_POLIC
dotlx max-reauth-req 3\n source template DefaultWiredDotlxClosedAuth\n spanning-tree port
dscp#APTC_Q0S_Q OUT\n### ip nbar protocol-discovery\n!\n#end\n#end\n###\n### Interfaces wi
${Open_Authentication_Interfaces})\n### Original if statement - (SCvz52730 must be fixed\n#
Vorkaround for CSCvz52730\n####if($interface.portType == \"Ethernet Port\"\ni##)\n###!!1\n#
$interface.porthame\n interface $interface.portllame\n description Access -lan- Open authe
dnacmonitor input\n### ip flow monitor dnacmonitor output\n dotlx timeout tx-period 7\n
bpduguard enable\n### service-policy input DNA-MARKING_IN\n### service-policy output DNA-
\n###\n### Tnitial settines\n###\n#set(SAccess VLAN List = [1)\n#set($SGT List = [1)\n#set(

BRKOPS-2566
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Adding CLI template

Adding template (parameters):

L+ @%d ~ 5
Add New Template
Template Name
New Project s A Project Name (selected from available)
e Template Type (Regular or Composite)
- Template Language (Jinja or Velocity)
Software Type (I0S, I0S-XE, ...)
© Regular Template (O Composite Sequence

Device Family (selected from available)

Devices (optional, selected from available
families or models)

Device Tags (optional, selected from
available, used to provide better granularity
of device selection)

Software Version (optional)

/ Template Description (optional)

ate Language
3 JA @ VELOCITY
re Type*

10S-XE

Device Type Details

Add the types of devices you want to associate with the template

DEVICE DETAILS* Edit Der
Device Family Switches and Hubs

Gisco Catalyst IE-3400-8P2S Rugged Switch
Gisco Catalyst IE-3400-8T2S Rugged Switch

Additional Details

® Mandatory
® Optional

A A

c 1 Sco M. m BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



CLI template types - regular vs. composite

Regular Composite
.- Generates real configuration . Sequence of regular templates
segments

. Sequence can be reordered

- Can use variables . Sequence can be aborted if

. Can use: deployment fails
. Source binding
. Manipulation of variables
. Conditional branches
. Loops
- Methods

cisco M. BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



CLI template types - regular vs. composite

Regular

Cisco

.&‘/

System Variables Assistant D Template History

T and Profinet (10)

Simulation Provis

s

vlan $vlanid
name External VLAN
vlan _p

name Machine_VLAN

nat

interface Vlan
ip address $i
interface Vlan
ip address
@start-ignore
12nat instance
exit
default 12nat instance %1
12nat instance

instance_name

@end-ignore-compliance

Composite

BRKOPS-2566

Properties

Provision Conflicts

Simulation

Templates

your composite template

Reorder More Actions

Template Name

Miscelaneous configuration_|IE3400

Authentication templates_IE3400

VLAN interfaces - IE3400

Access interfaces and trunks

Two VLAN L2 NAT and Profinet

CCV sensor prerequisites

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

18




CLI template languages

Apache Velocity Language
- Java-based template engine
. Allows CatC to expose variables

. Allows scripting logic to be included
in templates

- Provides:

. Source binding

- Manipulation of variables
- Conditional branches

.- Loops

- Methods

cisco W‘/

Jinja
. Template engine written in Python
- Inherits many Python’s capabilities
. Allows CatC to expose variables
. Allows scripting logic to be included

in templates

. Provides:

. Source binding

. Manipulation of variables
- Conditional branches

. Loops

- Methods and filters

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



CLI template editor

didy' Catalyst Center Design / CLI Templates

B Editor View  Version Compare View

(x, SyStemmgiables A: Template > Attach to Network Profile —p ¢, ficts C \ :

d: 3:50 PM (every 5 mins) Search [) Clone (T Export ) Delete ¢ CLI Template Best Practices

in ${Closed_Authentication_Interfaces})

Template simulation
Variable definition
Template code creation

e.portType thernet P
description.contains("Upli

@start-ignore compliance

default interface face .portName
@end-ignore-compliance

interface $interface.portName

description Access -lan- Closed authentication
switchport mode access

device tracking attach-policy IPDT_POLICY

dotix timeout tx-p

dotlx max-reauth-r

source template DefaultWiredDotlxClosedAuth
spanning -tree portfast

spanning tree bpduguard enable

service policy input DNA-MARKING_IN

service policy output DNA-dscp#APIC_QOS_Q_OUT
ip nbar protocol discovery

o) () (N

ciIsco 'p/_/
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CLI template editor -

whul Catalyst Center

CLi Templates / Configure access interfaces and trunks (9) roperties

Templates Variables Simulation Provision Conflicts

(! System Varlables Assistant @ Aach to Network Profile —

Version 8 - 19 November 2024, 10:38 AM

in ${Closed_Authentication_Interfaces})

portType -- "Ethernet Port
.description.contains("Uplink")

default interface -portName
interface $interface.portName

description Access -lan- Closed authentication
switchport mode access

device tracking attach-policy IPDT_POLICY

Highlighted
differences

dot1x timeout tx-period

dotlx max- reauth-req

source template DefaultWiredDot1xCl:
spanning tree portfast

spanning tree bpduguard enable

in ${Open_Authentication_Interfac

portType -- "Ethernet Port

history

Design / CLI Templates

Jarry

Save as latest

Template History

Latest

in ${Closed_Authentication_Interfaces})

portType -- "Ethernet Port
e.description.contains( "Uplink")

default interface .portName

interface portName

description Access -lan- Closed authentication

switchport mode access
device tracking attach-policy IPDT_POLICY

dotix timeout tx period

dotix max- reauth-req

source template DefaultWiredDotlxClosedAuth
spanning tree portfast

spanning tree bpduguard enable

Q Search

> & Latest Content
Author: jpilar

~ @ Version 9

e jpilar | 11 December 2024, 3:35 PM

Version 8
Aut

jpilar | 19 No 10:38 AM

Ignore compliance check for default interface ¢
ommands
:Jcompm

>

Version 7
Authar: jpiler | 22

Compare
versions

> @ Version 6

jpilar | 21

June 2024, 4:56 PM

> @ Version 5

jpitar | 11 June 21

09 PM

> @ Version 4
Authar: fpilar | 11 Ju

08 PM

> @ Version 3

ipilar | 12 January 2024, 2

2 PM

> @ Version 2

Author: jpitar | 1

January 2024, 2:21 PM

in ${Open_Authentication_Interfaces})

BRKOPS-2566

> @ Version 1

Authar: jpilar | 10 January 2024, 2:04 PM

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



CLI template variables

- Used to provide additional information to make use of it more
flexible and usable for different devices in different sites

- Variables can be of different types:
- User defined or bound to source (e.g. inventory) or system
- Single value (string, integer, IP address, MAC address)

- Entered by user or selected from predefined options (single select or
multiselect)

- Required or optional
. Variable name starts with “S” or “S__" (system variable)

- Variables can be entered manually or imported for csv file

cisco M-/ BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



CLI template variables

User defined - value defined and entered by user

Template variables (user defined) 2 Template variables (user defined)

User defined type IP adde®€ss 4 defined type IP address
$address > 10.1.1.1

User defined type stripg 6 defined type string
$name

User defined type string frivate) ? defined type string (private)

et string
L g

. D SR SR . W0
address L] addr L]
= oy s -
—— b e @ Require d Variab Siimides - e
° o am
secr °
° L]
o . Sl Vi
o
° ° .
° O s © User Defined
© User Defined o L
L
° L st S Strin f
A ;
. borsiratis R

c 1 SCO M./ BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



CLI template variables

User defined - value defined and selected by user (single or multiselect)

Template variables (single and multiselect) 2 Template variables (single and multiselect)

User defined (single select) 22 User defined (single select)
o Eopal p OO 23 Add
cnoice

User defined (multiselect) \ User defined (multiselect)
$choice multi [valuel, Value3]

cisco L{{@/
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CLI template variables

Bound to source (Inventory, Interface) - structure and single attribute

Template variables (bound to source)

Template variables (bound to source)

Bound to

) Bound to source - structure (multiselect)
) : - 1 GigabitEthernetl Ethernet Port Uplink to-Fabric Edge, 2
.portName , portType , ver. ifhdex _g 5 /2, S B¢
GigabitEthernetl/1 , Ethernet Port , Access -lan- Trunk, 1
Bound to source - single attribute (multiselect) 7 Bound to source - single attribute (multiselect)
_name [GigabitEthernetl/3, GigabitEthernetl/4]
= il Catalyst Center Design / CLI Templates = dule Catalyst Center
Variable Properties tes / Variables (14)  Properties
Templates  Variables  Simulation  Provision Conflicts Templates  Variables  Simulation  Provision Conflicts
interface . interface_name
Q Searct Q search
voger | W] v T ek
Field Name 16 Name
edurass ° Interfaces: @ Required Variable Hoass L Interface_name @ Required Variable
SRS ° name °
interface [ Variable Data Value interface [y Variable Data Value
interface_name ] Variable I interface_name L]
cholcs ° C i °
5 ol . Data Entry Typ Source
choice_multi ) ;;;un et o I'";;;‘my 5 (Rl ° Multi Select v Inventory v
loop_index o loop_index ° ’
ey Avribu
Entity
—— & v | A\ Please selact the attribute to get specific value ‘ IaTTACS v portNama v
Filter By v
Variable Notes
Hint Text na In
Hint Text P — Variable Notes
it Text
£ Hint Text

A
cIsco '.o/./
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Example - Attributes for bind to interface

* These is the list of attributes
supported for Entity Interface.

» This can be retrieved using API
“/dna/intent/api/v1/interface”

» Platform->Developer Toolkit-> API-
> Know Your Network

« Some useful parameters:
» portName
» portType
» portMode

« description (can be used to
encode some information)

-6alc-495e-92bc-55a@25daeed? ”,

cisco M- BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



CLI template variables
Auxiliary variable (not exposed outside of template code)

Local variables (not exposed outside of template) 28 Local variables (not exposed outside of template)

inde g, $loop_index
25 after value of 25 is assigned
5 is assigned 32425

il
thuilie Catalyst Center

CLI Templates / Variables (14) Properties

Templates Variables Simulation Provigion Conflicts

loop_index

Q Search

Variable
VARIABLES Reorder C‘

address

name
secret_string
interface
interface_name
choice

choice_multi

I loop_index

c 1 SCO M. BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



CLI template variables

System variables

variables

variable structure

( f )

.portName , r.portType , $mem .description

variable - single attribute
-hostname

Systend Variables Assistant

Variables (130)

System variables

System variable - structure
12 , Ethernet Port ,
, Ethernet Port ,
» Uplink-to-Fabric Edge
Ethernet Port , Access -lan- Closed authenticati

, Ethernet Port , Access -lan- No authentication
V1an5@7 , Ethernet SVI ,
AppGigabitEthernetl/1 , Ethernet Port , Apphosting interface
GigabitEthernet1/9 , Ethernet Port ,
V1an1@23 , Ethernet SVI ,
GigabitEthernetl , Ethernet Port , Access -lan Closed authentication
GigabitEthernetl/7 , Ethernet Port ,
Vlanl , Ethernet SVI ,
V1anl1@27 , Ethernet SVI ,
GigabitEthernetl/1 , Ethernet Port Access -lan- Trunk
GigabitEthernetl/4 , Ethernet Port , Access -lan- No authentication

System variable - single attribute
IE3400 PLZO1.enprglab.local

el Catalyst Center

CLI Templates / Variables (16) Properties

Templates Variables Simulation Provision Conflicts

1 Template History & Attach to Network Profile C-

Show Design Conflict:

Source « Entity Variable Name Attribute Name
> Inventory Device —-device [ =
Inventory Interface ——interface [ o=
Inventory Interface __interface[index].addresses T addresses
Inventory Interface __interface[index].adminStatus [ adminStatus
Inventory Interface _interface[index].className className
Inventory Interface __interface[index].deviceld [ deviceld
Inventory Interface __Interface[index].duplex [ duplex

cisco L{{/&/
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LI template variables - entering values

L

Search

Configure Template Variables for Devices

Based on the device type and device tags defined when the templates was
created. You can select the applicable devices from the list below to provision

the templates.

Devices

Select devices to fill out provisioning parameters

Show “ © success @ Failed

vision these temp!

@ Copy running config to startup config

even if they have been deployed before

Variables

Enter [P
Device name:

Switch

> Interfaces: * GigabitEthernet

> Interface_name-* Gigabi

Choice*

Keep

1et1/0/15, GigabitEthernet1/0/16

> Multichoice* keyz, keva

o

Cisco

.&‘/

BRKOPS-2566

Interfaces: * Gigabitethern

(Q Ssearch Table

-] Interfaces: ~

GigabitEthernet0/0

GigabitEthernet1/0/10

GigabitEthernet1/0/11

(O  GigabitEthernet1/0/12

66 Record(s) ~ Show Records: 25 v 1 - 25 1 I >
Choice” A

Add

Keep

Remove 4

Select at least ane opticn

Multichoice* Keyz, Keya

Q  Search Table

(-] Multichoice ~

O Keyl

] Key2

O  Key3

(] Key4
4 Record(s) Show Records: 25 v 1-4 ()

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CLI template variables

Setting values and operators (integer)

Setting variable values £ .
€ Setting variable values

Integer
Setting value
($1loop_index

Integer
Setting value

$loop inc
Addition

(%X $loop index

Addition (+ 1)

Pl
L0

Subtraction (- 1)
($X $loop index

Subtraction (- 1)

4

“~

X

Multiplication (~ 2)

$loop index

Multiplication (' 2)

S5
)

Division (div 5)

5

Remainder (mod 4) Remainder (mod 4)

($X = $loop _index % 4

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



CLI template variables

Setting values and operators (boolean and string)

Boolean
Setting value

($T = true)
se)

Boolean
Setting value

-~

Lrue

TalLse

Logical NOT

£2l =2

»

3F

Logical NOT
€34 $T)

Y

Logical AND

(%Y ST

Logical AND

rdlsSe
Logical OR

crue

Logical OR
( Y $T

String
Hello world

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Using template simulation capability

Available for both regular as well as composite templates

= -éllns-élé» Catalyst Center Design / CLI Templates

03 September 2024

k
Existing simulations list Result of last run Creates new simulation

cisco M./ BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Using template simulation capability

Catalyst Center

CLI Templates / Silent Trust: nch Switch (3) Properti

Templates Simulation Provision Conflicts

Simulations (1)

Q Search Table

O Simulation Name ~ Date

O Testt 03 September 2024

Select real device to

run simulation against
(device configuration will not
be modified)

Enter/select values for
template(s) variables

Save or run simulation

cIsco '.o/./

Design / CLI Templates

Update Simulation

Simulation Name*

Test1 ub Import Template Parameters (1, Export Template Parameters

BIND
This tem,

bles. Select the device for simulation

€9200CX-Destne.enprglab.local (19...

Virtual Networks

Q searct
TEMPLATES Branch AS number:* WAN AS number:*
60050 65535
Miscelaneous configuration o
Authentication templates 1P helper adaress:* ou wan
192.168.111.16 Yes v

I Virtual Networks

VLAN number for Hospital-End

1027

Access interfaces

© 00 0 0

VLAN name for Hospital-End-Users:*

Hospital-End_Users

Flexconnect WiFi
Enter

AN number far Hospital-End-Users.

for Hospital-End-Users.

Mask for v

255.255.255.

address Enter mask for VN Hor subne
VLAN name for Hospital-Re
1028 Hospital-Resources
ospital-Resources.
s subnet*
ources subn

Enter VLAN number for Hosy
BGP neighbor 4

192.168.112.21

VN Hospital e
192.168.112.22

VLAN name for loT-Profiled-Devices:*

BRKOPS-2566

. ol [ sae [ o ]
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Using template simulation capability

Catalyst Center

t Trustsec Branch Switch (3) Properties

Templates  Simulation  Provision Conflicts

Simulations (1)

Search Table

0 Selected
O Simulation Name ~ Date
O Testt 03 September 2024

Generated

configuration for review
(can contain debug prints)

Variables Simulated

44

/ CLI Templates

© Add Simulatiol

n

Y

17,2024 3:08 PM

View

Show Records: 25 v 1-1 )

BRKOPS-2566

Simulation - Test1 X

bles Simulated: 44 Status:

vlan 1630
name VN_Hospital WAN_link
!

interface Vlan1630

description vrf interface to External router
vrf forwarding Hospital

ip address 192.168.112.22 255.255.255.252
no ip redirects

ip route-cache same-interface

router bgp 60050

address-family ipv4 vrf Hospital

redistribute connec

neighbor 192.168.112.21 remote-as 65535
neighbor 192.168.112.21 update-source V1an1630
neighbor 192.168.112.21 activate
exit-address-family

1
1
i
5
vrf definition IoT

rd 1:4100
!

address-family ipv4
route-target export 1:4100
route-target import 1:4100
exit-address-family

vlan 1029
name IoT-Profiled

vlan 1030
name IoT_Quarantined
!

interface V1an1029
description VN-IoT-Profiled Device
vrf forwarding IoT
ip address 192.168.113.184 255.255.255.248
ip helper-address 192.168.111.16

i irects

cache same-interface
autostate

interface Vlan103@
description VN-IoT-Quarantined Devices

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Day 0 (Onboarding) and Day N (Provisioning) Templates

Day 0 (Onboarding) templates

- Must be in “Onboarding Configuration”
project (available by default)

. Regular or Composite templates
. Can use Velocity or Jinja language
- Import, export and clone options

- Used for initial device configuration
(usually during plug-and-play process)

. Some restrictions apply

. Entire configuration pushed at once

cisco W‘/

Day N (Provision) templates

. Can be in any project under existing

Projects

.- Regular or Composite templates
. Can use Velocity or Jinja language
- Import, export and clone options

.- Used to build complete device

configuration

. Provides flexibility

. Configuration pushed line-by-line

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Network profiles

- Template must be attached to network profile before it is used to provision
device

- Different network profile types- switching, routing, wireless, ...

- Each profile contains section for onboarding templates and Day-N
templates

- Device to template mapping is managed by device series/model selection
and/or tags

- Template can be assigned to network profile in Design->Network profile
section or in Design->CLI| templates section

- Catalyst Center supports up to 50 network profiles

cisco M. BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Network profile (example

= 'l Catalyst Center Design / Network Profiles / Switching

Network Profiles / Switching

Profile name & type

Edit Network Profile

Day-N Template(s)

OnBoarding Template(s) Day-N Template(s)
ype
ttach Templates E ]
Subtended IE3400 I0S-XE-Redirect- Access Interfaces Wol-In-Dedicated- C9300-FiaB-PLZ01- Autonomous IE3400
% Provisioning FNF-To-UDPD And Trunks VLAN Addons Provisioning

ce Type(s

Tag(s)

IE3400-2VLAN Local _HTTPS_User Enable-CTS-At- Provision C3K PEN

Onboarding Template(s) | £

avice Type(s) View Device Type(s

— Device Type(s)
. - . and Tag(s)

Tag(s)

cisco M. BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Steps to make CLI template ready to be used

Create project

and templates

Two VLAN L2 NAT and Profinet (

Templates Variables Simulation Provision Conflicts

(x] System Variables Assistant  [§ Template History ¢ Attach to Net

@start ignore compliance

12nat instance $

Simulate and test  Assign template to Network profile
functionality
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How to create
CLI templates -
advanced topics
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Conditionals (if - elseif - else)

Choice
( $x
(first elseif)
( 3y )

Choice (second elseif)

Choice 3

(else no previous condition met)

X 11

First match wins

Cisco M‘/ BRKOPS-2566

Choice 4

(first elseif)

y

(second elseif)

y

(else no previous condition met)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Conditionals (example)

N e Start of conditional block. Condition is met
($interface.portType Ethernet Port ) . o
F description.contains("Uplink") if port Is ethernet port, and deSCrlptlon
does not contain string “Uplink”

$interface.

@@start-ignore -compliance
default interface %$interface.portName

@end ignore compliance Block of configuration generated if
interface $interface.portiame condition is met, if condition is not met

description Access -lan- Closed authentication

switchport mode access nOthIng IS generated
device-tracking attach-policy IPDT_POLICY
dotlx timeout tx-period 7

dotlx max-reauth-req 3

source template DefaultWiredDotlxClosedAuth
spanning -tree portfast

spanning -tree bpduguard enable

End of conditional block

CISCO M‘/ BRKOPS-2566
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Foreach loops

1 to 5 loop

Run
Run
Run
Run 4
Run

Loop for each element

Gigabi&kthernetl/i

GigabitEthernetl/2

GigabitEthernetl/3

: GigabitEthernetl/4

) 16 GigabitEthernetl/5
17 GigabitEthernetl/6

Loop with break
GigabitEthernetl/1

GigabitEthernetl/2
GigabitEthernetl/3

c 1 SCO M. BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Foreach loop (example)

@start-ignore-compliance

default interface $interface.portName
flend-ignore-compliance

interface $interface.portName

description Access -lan- Closed authentication
switchport mode access

device-tracking attach-policy IPDT_POLICY
dotlx timeout tx-period 7

dotlx max-reauth-req 3

source template DefaultWiredDotlxClosedAuth
spanning-tree portfast

spanning-tree bpduguard enable

cisco W‘/

${Closed_Authentication_Interfaces})

Loop for all interfaces selected into
multiselect variable bound to
inventory

Conditional block from previous
example (starts with #if, ends with
first #end)

End of loop

BRKOPS-2566
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Working with strings

- Many ways how to manipulate with strings like:

. Test if string contains substring - Sinterface.description.contains("Uplink")

- Replace characters by others in string - SSGTs.replace(" ","")

- Split string into array by separator - SSGT_List = SSGTs.split(",")

- Compare two strings - ((SNoAuthint_List[Si].compareTo(SNoAuthint_List[Sj]) > 0)
- More options at:

- https://docs.oracle.com/javase/7/docs/api/java/lana/String.html or
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html

Cisco M‘/ BRKOPS-2566
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Encoding values into string

- Multiple ways how to encode values into string
- Single value in string (e.g. ‘startup_vlan’)
- Multiple values of single type in single strings (e.g. ‘vlan1, vlan2, ..., vlanx’)

- Multiple values of different types in single strings (e.g. ‘addr1,mask1;
addr2,mask2; ...; addrx,maskx’)

- Multiple values of different types in multiple strings and then match by position
(e.g. ‘addr1, addr2, ..., addrx’ and ‘mask1, mask2, ..., maskx’)

cisco M-/ BRKOPS-2566
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Working with strings - example

Generating static routes

[1

($5u bnets__‘;:.:*;_H::I*.Errpty false) Variable values:
D ub input $Subnets (string)
($temp = $Subnets.replace(™ “,"")) 1.0.0.0, 255.0.0.0: 2.1.0.0, 255.255.0.0: 3.1.1.0, 255.255.255.0
($Subnets $temp) .
$next_hop (string)

(! %$Subnets.isEmpty()) 5.1.1.1
3

($Subnets List $Subnets.split(";"))
(%n $Subnets List.size() 1)
($1 in [©..%n])
($pair = $Subnets List[$i].split(","))
($Subnets_List Not ty = $Subnets_Subnet.add($pair[e]))
($Subnets_ t NotEmpty = $Subnets_Mask.add($pair[1]))

(! %$Subnets.isEmpty())
(%n $Subnets Subnet.size() 1)
(%31 in [8..%n])
ip route $Subnets_Subnet[$i] $Subnets Mask[$i] %$next_hop

cisco M- BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Debugging prints

Generating static routes

nets.replace(” ",""))
mp )

s.isEmpty())
i $Subnets.split(”;"))

L)

$i].split(","))

Run/index %i
Subnets_List_Not Empty
Subnet

.isEmpty())
E bnet.size()

BRKOPS-2566

Run/index @
Subnets_List Not Empty - true
Subnet [ 3
Mask = [255.0 1

Run/index 1
Subnets_List Not Empty
Subnet = [ G 2
Mask = [255

Run/index 2
Subnets_List Not Empty
Subnet [1 2
Mask

ip route
ip route

Debugging prints inserted
in template code

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sorting strings into array

Problem origin

Multiselect variable in

Bolind to source single attribute (multiselect)
template

$interface_name

How values are presented

— .
when entering values

o
> Interface_name- GigabitEthernet1/0/10, GigabitEthernet1/0/11, GigabitEthe...

GigabitEthernet1/0/10, GigabitEthernet1/0/11, GigabitEthernet1/0/12,
GigabitEthernet1,/0/13

How values are presented

- 10 template when
15 ! ¢ generating configuration
16 ! Bound to source - single attribute (multiselect)
1 [GigabitEthernetl/0/10, GigabitEthernetl/0/12, GigabitEthernetl/0/13, GigabitEthernetl/0/11]
18 !

When configuration for all interfaces is the same there is no issue, but if not ....
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Sorting strings into array

Problem definition and solution

Possible solution (or workaround) is
Aocess interfaces to sort them into array™

> Interfaces with static VLAN and SGT: GigabitEthernet1/0/1, GigabitEthernet1/0/2, GigabitEthern...

| GigabitEthernet1/0/1, GigabitEthemet1/0/2, GigabitEthemet1/0/2

Select interfaces with static VLAN/SGT assignment.

List of access VLANs per interface:

507, 508, 510 *

List of SGTs per interface:
23, 18, 24|

nt_List[$j].1length()))

1

Intent is to assign VLANs and SGTs to interfaces
in the same order as they appear on screen
(GigabitEthernet1/0/1 to VLAN 507 with SGT 23, : ‘ »
GigabitEthernet1/0/2 to VLAN 508 with SGT 18, , ey sk oy
GigabitEthernet1/0/3 to VLAN 510 with SGT 24) : it o SR

*) Must be tested and possibly modified for platforms used
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Dealing with existing configuration overlap

In some cases, pushing already existing commands leads to failure

12nat instance $12nat_instance_name

permit unmatched

Provision Templates 02 Jan 2025 9 00 PM

- PROVISION

Completed © Failed

Start: Jan 2, 2025 9:00 PM End: Jan 2, 2025 9:00 PM As of: 9:00:59 PM [ Refresh

Two VLAN L2 NAT and Profinet

() Search

NCTP10214: Provisioning failed for the template Two VLAN L2 NAT and Profinet X
I IE3400-PLZ01.enprglab.local = 200 0l = £ .

55 u
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Dealing with existing configuration overlap

@start -ignore- compliance
12nat instance $12nat instance name
exit
default 12nat instance $12nat _instance name

@end-ignore-compliance

12nat instance $12nat_instance_name
permit unmatched in

permit unmatched out

fixup $fixup_protocol

cisco W‘/

‘default command’ for configured entity can often help

Provision Templates 02 Jan 2025 9 19 PM

Completed ® Success
Start: Jan 2, 2025 9:20 PM End: Jan 2, 2025 9:20 PM
Two VLAN L2 NAT and Profinet
1
I IE3400-PLZ01.enprglab.local SN

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Removing part of existing configuration

- Creation of new version of template without given command is not enough

- Several possible options how to solve it:
- Use the default (if possible) and recreate configuration from scratch
- Use “no” command to remove desired line of configuration
- Create section of template to remove or swap part of configuration as needed

($Create_VN_Hospital 'Remove ')
router bgp $Branch_AS number
no address-family ipv4 vrf Hospital

@@start-ignore-compliance
default interface $interface.portName
{@end-ignore-compliance

interface $interface.portName
description Access -lan- Closed authentication
switchport mode access

no interface Vlan%Hospital users_VLAN number
no interface Vlan$Hospital 'LAN_number

no interface Vlan$Ho _link VLAN number
no vlan $Hospital users_VLAN_number

no vlan $H ital resources_VLAN_number

no vlan $Hospital WAN link VLAN number

no vrf definition Hospital
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Using macros to optimize template code

Macro definition with variable

(Closed_Auth_Int_cfg %inte
fistart-ignore compliance
default interface %inter
fdend-ignore-compliance
interface %$interface.portName

description Access -lan- Closed authentication

switchport mode access

device-tracking attach-policy IPDT_POLICY
dotlx timeout tx-period

dotlx max-reauth-req

source template DefaultWiredDotlxClosedAuth
spanning-tree portfast

spanning-tree bpduguard enable

service-policy input DNA-MARKING_IN
service-policy output DNA-dscp#APIC_QO0S_Q OUT

Macro use in template

losed Authentlcatlon _Interfaces})

"Ethernet Por
o de)crlptlon contains(“Uplink"))
#Closed_Auth_Int_cfg

Generated code for two interfaces

f@start-ignore-compliance

default interface GigabitEthernetl/8/2

f@end -ignore-compliance

interface GigabitEthernetl/e/2

description Access -lan- Closed authentication
switchport mode access

device -tracking attach-policy IPDT_POLICY
dotlx timeout tx-period 7

dotlx max-reauth-req 3

source template DefaultWiredDotlxClosedAuth
spanning tree portfast

spanning- tree bpduguard enable

service-policy input DNA-MARKING_IN

service -policy output DNA-dscp#APIC Q0S_Q OUT

@start-ignore-compliance

default interface GigabitEthernetl/@/1

@end -ignore -compliance

interface GigabitEthernetl/@/1

description Access -lan Closed authentication
switchport mode access

device tracking attach policy IPDT_POLICY
dotlx timeout tx period 7

dotlx max-reauth-req 3

source template DefaultWiredDotlxClosedAuth
spanning-tree portfast

spanning-tree bpduguard enable

service-policy input DNA MARKING_IN

service policy output DNA-dscp#APIC_QO0S_Q _OUT

BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enable and Interactive Mode Template Commands

Using enable mode commands in CLI templates
#MODE_ENABLE -1 Beginning of enable mode block

write memory

#MODE_END_ENABLE

=P End of enable mode block

Using interactive commands in CLI templates

#MODE_ENABLE

write memory N
#INTERACTIVE o

reload in 1< 0>confirm<i>y

#ENDS_INTERACTIVE @ >
#MODE_END_ENABLE

Beginning of interactive command

End of interactive command

« An interactive command contains the input that must be entered following the execution of a
command

« To enter an interactive command in the CLI content area, use the following syntax
CLI_ command<IQ>interactive question 1<R>response_ l<IQ>interactive question 2<R>response 2

- <IQ> and <R> tags are case-sensitive and must be entered as uppercase
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Use of CLI
templates -
device
onboarding
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Device onboarding- design workflow

Network profile

Definition of “ » ;
Network hierarchy network settings Golde_n .Ir.nage Onboardmg_ Network profile assighment to
S e definition template creation Sl ;
definition and access f : definition network hierarchy
credentials * (Optional) (Optional) element
Network AAA Selection of Usually Onboarding Profile
. i i i i ignmen
Region DHCP desired mcludes_ b_aS|c templgte linked assignme tto
software connectivity to device type site, floor, etc..
Building DNS version for configuration
Floor NTP given device etc.
MoTD
SNMP
Syslog
NetFlow
Credentials

cisco L{{@/

BRKOPS-2566

*) Do not modify what is automatically
provisioned by Catalyst Center

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device onboarding- provision workflow

Device connected to the

Device will
search for PnP

Device listed

“Claim” device

“Claim” device

Finishing PnP

network server as “Unclaimed” (Step 1) (Step 2)
Do not touch DHCP List of Option to change || Enter or import Configuration
console until DNS devices device name onboarding of parameters
explicitly stated detected by Obtional template defined in
e Cloud ptiona k
it is allowed PnP server or . parameters networ
: : assignment of .
redirection manually device 1o Site settings and
added * by onboarding
Option to select template
software version SUDI validation
*) If device, which can work as SDA PEN is Option t(,) select Device is
connected to SDA FE node, shall not be configured onboarding enrolled into
as PEN, workaround shown in demo must be used template inventory and
otherwise SDA code will automatically claim it and Option to assigned to the

make it PEN

cisco L{{@/

configure stack

BRKOPS-2566

Site
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Demo 1

Device onboarding with
use of Day-0 template

Scan QR code or visit
https://youtu.be/HTNK1DeWhcg

cisco Lg{@/



[ vSphere [7gs VMware-EN - VMware-PAR

el Catalyst Center

10.62.9.230/dna/provision/devices/inventory/list

@ Cisco DNA Center () Identity Services Engine ﬁ APIC (10.62.10.111) ¢ SMC

Provision /

FMC @ EN Switching - TME - I...

Inventory

:ts Cisco Cyber Vision

R PLZO1

DEVICE WORK ITEMS
(0 Unreachable

(O Unassigned

(0 Untagged

(O Failed Provision

(O Non Compliant

\:I Outdated Software Image

(O No Golden image
(O Failed image Prechecks
(0 Under Maintenance

\:I Security Advisories

Focus: Inventory

(® Add Device

Device Name

C9300-FiaB-PLZ01.enprglab.local
C9300-FiaB-PLZ01, W...

C4351-B

AP687D.B45C.A67C

SN-FOC1911Y0QT.enprglab.local

C3850-PEN1-PLZ01.enprglab.local
C3k-PEN

IE3400-PLZ01-S1.enprglab.local
IE3400-subtended

e to apply basic or advanced filters or view recently applied filters

Actions

IP Address «

102.33

112.149

138.18

138.145

138.154

138.156

Vendor

Cisco

Cisco

NA

Cisco

Cisco

Cisco

Access Points Sensors

EoX Status (i

2 alerts

5 alerts

& Not Scanned

1 alert

5 alerts

& Not Scanned

L] Managed

L] Managed

& Managed

L] Managed

(] Managed

A Managed

Device Unreachable

& Non-Compliant

@ Non-Compliant

NA

& Non-Compliant

@ Non-Compliant

@ Non-Compliant

Take a tour

Site

/Pizen/PLZ01

/Plzen/PLZ01

./PLZ01/PLZ01-1

../Plzen/PLZ01

./Pizen/PLZ01

./Plzen/PLZ01

Image Version

17.12.3

17.12.3

17.12.3.31

15.2(7)E10

16.12.11

17.12.3




Use of CLI
templates -
device
configuration
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How to use CLI template for device configuration

- Option 1 - Provisioning device from Inventory page
- Provision->Inventory->Actions->Provision->Provision Device

- Template is pushed as part of complete device provisioning as advanced
configuration (Network intent, Advanced configuration, Device controllability)

« In Tasks it is shown as “Provision Device” task

- Option 2 - Push template from CLI template page

- Design->CLI Templates, select Project and Template (can be regular or
composite)

- Template must be attached to Network Profile(s) (also true for Option 1)
- Only configuration generated by template is pushed
. In Tasks it is shown as “Provision Templates” task (if not modified)
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SCAN ME

Demo 2
Device provisioning with

use of composite Day-N
template

Scan QR code or visit
https://youtu.be/ZjTUAFHEY9U

cisco L{{@/
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&« (6] O G =

o) vSphere [ga VMware-EN VMware-PAR M

10.62.9.230/dna,

Cisco vM.

= vl Catalyst Center

Provision /

g @ Cisco DNA Center () Identity Services Engine @ APIC (10.62.10.111) ss. SMC

FMC @ EN Switching - TME - I...

Inventory

:ts Cisco Cyber Vision

A PLZO1 v Routers
DEVICE WORK ITEMS Devices (7) Focus: Inventory
\:| Unreachable Q Click here to apply basic or advanced filters or view recently applied filters

(O Unassigned

() Untagged

(O Failed Provision
(O Non Compliant o
(O Outdated Software Im

O

(O No Golden image
(O Failed image Prechecks

(0 Under Maintenance

\:l Security Advisories ()

(® Add Device 7 Edit Device {j Delete Device

Device Name

C9300-FiaB-PLZ01.enprglab.local
C9300-FiaB-PLZ01, W...

C4351-B

AP687D.B45C.A67C

SN-FOC1911Y0QT.enprglab.local

C3850-PEN1-PLZ01.enprglab.local
C3k-PEN

IE3400-PLZ01.enprglab.local

IE3400-PLZ01-S1.enprglab.local
IE3400-subtended

Actions

IP Address «

192

192.

192.

192.

192.

192.

192.

168

168.

168.

168

168

168.

102.33

112.149

138.18

138.145

138.155

168.13

Vendor

Cisco

Cisco

NA

Cisco

Cisco

Cisco

Cisco

Reachability (1)

(]

L

e

(]

Reachable

Reachable

Unreachable

Reachable

Reachable

Reachable

Unreachable

s Access Points Sensors

EoX Status (i

2 alerts

5 alerts

& Not Scanned

1 alert

5 alerts

& Not Scanned

& Not Scanned

L] Managed

L] Managed

& Managed

L] Managed

(] Managed

(] Managed

& Managed

Device Unreachable

& Non-Compliant

@ Non-Compliant

NA

& Non-Compliant

® Non-Compliant

© Compliant

@ Non-Compliant

Take a tour ) Export Lo

Site

/Pizen/PLZ01

/Plzen/PLZ01

./PLZ01/PLZ01-1

../Plzen/PLZ01

./Pizen/PLZ01

.../Plzen/PLZ01

./Plzen/PLZ01

Image Version

17.12.3

17.12.3

17.12.3.31

15.2(7)E10

16.12.11

17.12.3

17.12.3



Demo 3
Device configuration

change with use of
single Day-N template

Scan QR code or visit
https://youtu.be/hJEgrhwevlo
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Device
configuration
compliance with
templates
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Compliance - Network Profiles

Catalyst Center

bl
cisco

All Devices / |E3400-PLZ01.enprglab.local

IE3400-PLZ01.enprglab.local

& Run Commands [ View 360

Last Updated: 5 minutes ago (O %)

IE3400-2VLAN

@ Reachable | @ Managed

IP Address: 192.168.138.155

Device Model: Cisco Catalyst IE-3400-8P2S Rugged Switch

Device Role: ACCESS

Uptime: 7 days 5 hrs 33 mins

Site: Global/Plzen/PLZ01

DETAILS
Summary Compliance Summary View Preference for Acknowledged Violations
System N
No events detected to trigger compliance check Run Compliance Check
Interfaces

Layer 2 Configuration BETA

& Network Settings @ EoX - End of Life @ ‘ Startup vs Running Configuration @
Browse Configurations Non-Compliant since Dec 30, 2024 10:33 PM Compliance last run on: Jan 6, 2025 8:59 PM Compliance last run on: Jan 6, 2025 8:59 PM
. ) Compliance last run on: Jan 6, 2025 8:5% PM
User Defined Fields Software : & 11 mins = added: 0
Lines removed: 0
REP Rings . ) Hardware : @ Compliant since in syne
e 1 General: 1 ! Lines modified: 0
i Open Violations Module : & Compliant
MRP Rings
SECURITY
Advisories
@ Network Profiles @ @ Software Image 0) @ Critical Security Advisories '0)

FIELD NOTICES

Field Notices

Potential Field Notices

COMPLIANCE

Summary

cisco Ld{a/./

Non-Compliant since Dec 30 0
Compliance last run on: Jan 6, 2025 8:59 PM
4 CLI Template: 4

Open Viclations

Compliant since Dec 30, 2024 3:29 PM

Compliance last run on: Jan 6, 2025 §:58 PM

17.12.03

Golden Image Versior

Running Version: 17.12.3

BRKOPS-2566

Compliant sinc

Compliance last run on

0

Dec 30, 2024 3:2

9 PM

8:59 PM

Jan g, 2
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Compliance - Violations

el Catalyst Center

s / IE3400-PLZ01.enprglab.local

IE3400-PLZ01.enprglab.local & Run Commands & View 360 Last Updated: 5 minutes ago (© 3
|E3400-2VLAN

© Reachable | @ Managed | IP Address: 192.168.138.155 Device Model: Cisco Catalyst IE-3400-8P2S Rugged Switch Device Role: ACCESS Uptime: 7 days 5 hrs 33 mins Site: Global/Plzen/PLZ01
DETAILS
You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues
Summary
System > . .
Ack ledged violat
 [—— cknowledged violations |, ...
Layer 2 Configuration BETA >

Browse Configurations > CLI Template (4) Open Vi0|ations

User Defined Fields

CLI Deviations

As of: Jan 6, 2025 9

Realize Template: Two VLAN L2 NAT and Profinet @ View CLI Template Best Practices
REP Rings
34 34 ip route 192.168.148.@ 255.255.255.224 192.168.139.62
MRP Rings Q) Search Table RO
36 36 interface GigabitEthernet1/2
37 itchport trunk allowed vl 587
SECURITY N O Acknowledged Violations (0) SLEEEIPSAE VP S ST UG P
38 37 12nat Sova-House 1827
e 35 38 !
Advisories Template Action .
40 39 profinet vlan 507
41 40 !
FIELD NOTICES ©  Two VLAN L2 NAT and Profinet Acknowledge a2 cts role-based enforcement vlian-list 507, 1827
43 41 !
Field Notices )
() VLAN interfaces - IE3400 Acknowledge
Potential Field Notices
(@] CCV sensor prerequisites Acknowledge

COMPLIANCE

_ O Access interfaces and trunks Acknowisdge Non-com o) liant commands
2 econtc Show Rsconts: 0V -1 < @ (missing or different)

cisco 'p/./
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Avoiding compliance check

.portType "Ethernet Port™
.description.contains("Uplink™) Beginning of section where
el . .
compliance is not checked
f@start-ignore-compliance
default interface $%$interface.portName
fdend-ignore-compliance
interface $interface.portName End of section where
description Access -lan- Closed authentication > . .
i e e compliance is not checked

device-tracking attach-policy IPDT_POLICY
dotlx timeout tx-period 7

dotlx max-reauth-req :

source template DefaultWiredDotlxClosedAuth
spanning-tree portfast

spanning -tree bpduguard enable

CISCO M‘/ BRKOPS-2566
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Summary and
References
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Use of Catalyst Center
CLI templates

can significantly simplify
device configuration
through its entire life
cycle and helps to
maintain configuration
consistency.

cisco Lz{@/

=

Onboarding Full

configuration

Configuration
changes



Reference information
Apache Velocity Language

Apache Velocity Project

v https://velocity.apache.org/

AVL User Guide

v https://velocity.apache.org/engine/2.4/user-quide.html

String manipulation

v https://docs.oracle.com/javase/7/docs/api/java/lana/String.html or
https://docs.oracle.com/javase/8/docs/api/java/lana/String.html

Example: comparing of strings

v https://docs.oracle.com/javase/7/docs/api/java/lang/String.html#compareTo(java.lang.String) or
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html#compareTo-java.lana.String-
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https://velocity.apache.org/
https://velocity.apache.org/engine/2.4/user-guide.html
https://docs.oracle.com/javase/7/docs/api/java/lang/String.html
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html
https://docs.oracle.com/javase/7/docs/api/java/lang/String.htmlcompareTo(java.lang.String)
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html#compareTo-java.lang.String-

Reference information

Jinja

« Cisco Catalyst Center Jinja Templating - Part 1
v https://ciscolearning.qithub.io/cisco-learning-codelabs/posts/cat-center-i2-part-1/#0

- Cisco Catalyst Center J|nJa Templatlng Part 2
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https://ciscolearning.github.io/cisco-learning-codelabs/posts/cat-center-j2-part-1/#0
https://ciscolearning.github.io/cisco-learning-codelabs/posts/cat-center-j2-part-2/#0

Reference information
Additional links

- Adam Radford’s blog

https://blogs.cisco.com/developer/velocity-templates-dnac-1
https://blogs.cisco.com/developer/velocity-templates-dnac-2
https://blogs.cisco.com/developer/velocity-templates-in-dna-center-3
https://blogs.cisco.com/developer/velocity-templates-in-dnac-4

- Devnet/Github collections
https://developer.cisco.com/codeexchange/qgithub/repo/kebaldwi/DNAC-TEMPLATES/
https://qgithub.com/ramkchel/Cisco-DNA-Center-Templates
https://developer.cisco.com/docs/dna-center/#!device-provisioning/configuration-template-api

- YouTube videos (search for DNAC or Catalyst Center templates)
https://www.youtube.com/watch?v= m-6rhlL HJ1I
https://www.voutube.com/watch?v=JrauG5iGkeM
https://www.youtube.com/watch?v=79f4Sjo6UNQ&t=802s
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https://blogs.cisco.com/developer/velocity-templates-dnac-1
https://blogs.cisco.com/developer/velocity-templates-dnac-2
https://blogs.cisco.com/developer/velocity-templates-in-dna-center-3
https://blogs.cisco.com/developer/velocity-templates-in-dnac-4
https://developer.cisco.com/codeexchange/github/repo/kebaldwi/DNAC-TEMPLATES/
https://developer.cisco.com/docs/dna-center/#!device-provisioning/configuration-template-api
https://www.youtube.com/watch?v=_m-6rhLHJ1I
https://www.youtube.com/watch?v=JrauG5iGkeM
https://www.youtube.com/watch?v=79f4Sjo6UNQ&t=802s

Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKOPS-2566

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog

cisco M-/ BRKOPS-2566 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntlnue b with DevNet, Capture the Flag,
and Walk-in Labs

your education )

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at: Webex or jpilar@cisco.com
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http://www.ciscolive.com/on-demand.html

You can start to practice now !
Walk-in Lab:

LABOPS-1470: Click Once, Configure Everything with Cisco
Catalyst Center using Configuration Templates

Osvaldo Jose De la Hoz Hadechiny, Technical Consulting Engineer
Carlos Moreno Almazan, Technical Leader
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