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Use of Catalyst Center 
CLI templates 
can significantly simplify 
device configuration 
through its entire life 
cycle and helps to 
maintain configuration 
consistency.

Full 
configuration

Configuration 
changes

Onboarding
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• Introduction

• How to create CLI templates

• CLI templates basics

• CLI templates advanced topics

• How to use CLI templates

• Device onboarding

• Device configuration

• Summary and references
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• Joined Cisco in 1996

• Based in Prague, Czech Republic

• Worked on different technical positions (SE, CSE, 
TSA) in country and regional teams

• CCIE #2910 (since 1997)

• Focus on enterprise technologies and multidomain 
(switching, SD Access, TrustSec, Common Policy 
etc.)

• Married with two children

• Enjoy trekking, skiing, biking and also astronomy 
and physics
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Few words about me
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How the story began

• Few years ago, during Christmas time with bad weather ☺

• First use case: 

• C3650/3850 imitating SD Access PEN configuration

• Limited “old fashioned” programming skills (Fortran77, Pascal, 
PDP11 and VAX11 assembler)

• Other use cases (examples):

• Silent branch with VNs and TrustSec (C9200CX)

• TrustSec branch with C9200/C9200L

• Industrial switch (IE3400) with TrustSec, L2 NAT, CCV Sensor
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Catalyst Center option to configure network 

• L2 configuration from Catalyst Center GUI for switches (in public 
beta)

• CLI templates

• Workflows

• Use of API
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L2 configuration from GUI for switches (in Beta)
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Configuration templates
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• Segments of code
• Support variables
• Provides basic programming constructs
• Flexible



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Workflow
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• Configuration generated in background
• Based on Cisco Validated Designs
• For specific features only (e.g. SD Access)
• Prescriptive
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Using API
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How to create 
CLI templates -
basics
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• Currently under Design menu

• Design -> CLI templates

• In previous versions

• Tools -> Template Hub

• Tools -> Template Editor

Where to start
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Projects and templates

14BRKOPS-2566

Projects:

• “Folders” where 
templates are 
organized in 
structure

• Can be exported 
and imported 

Adding Projects:

• Name
• Description (optional)
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Projects and templates - export and import
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Adding CLI template
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Adding template (parameters):

• Template Name

• Project Name (selected from available)

• Template Type (Regular or Composite)

• Template Language (Jinja or Velocity)

• Software Type (IOS, IOS-XE, …)

• Device Family (selected from available)

• Devices (optional, selected from available 
families or models)

• Device Tags (optional, selected from 
available, used to provide better granularity 
of device selection)

• Software Version (optional)

• Template Description (optional)

Mandatory
Optional
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CLI template types – regular vs. composite

Regular

• Generates real configuration 
segments

• Can use variables

• Can use:

• Source binding

• Manipulation of variables

• Conditional branches

• Loops

• Methods

17

Composite

• Sequence of regular templates

• Sequence can be reordered

• Sequence can be aborted if 
deployment fails

BRKOPS-2566
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CLI template types – regular vs. composite

Regular

18

Composite
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CLI template languages

Apache Velocity Language
• Java-based template engine

• Allows CatC to expose variables

• Allows scripting logic to be included 
in templates

• Provides:

• Source binding

• Manipulation of variables

• Conditional branches

• Loops

• Methods

19

Jinja
• Template engine written in Python

• Inherits many Python’s capabilities

• Allows CatC to expose variables

• Allows scripting logic to be included 
in templates

• Provides:

• Source binding

• Manipulation of variables

• Conditional branches

• Loops

• Methods and filters

BRKOPS-2566
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CLI template editor
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• Template simulation
• Variable definition
• Template code creation

Editor View     Version Compare View
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CLI template editor - history
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Highlighted 
differences

Compare 
versions

Save as latest
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CLI template variables

• Used to provide additional information to make use of it more 
flexible and usable for different devices in different sites

• Variables can be of different types:

• User defined or bound to source (e.g. inventory) or system 

• Single value (string, integer, IP address, MAC address)

• Entered by user or selected from predefined options (single select or 
multiselect)

• Required or optional

• Variable name starts with “$” or “$__” (system variable)

• Variables can be entered manually or imported for csv file
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CLI template variables
User defined – value defined and entered by user
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CLI template variables
User defined – value defined and selected by user (single or multiselect)
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CLI template variables
Bound to source (Inventory, Interface) – structure and single attribute
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Example - Attributes for bind to interface

• These is the list of attributes 
supported for Entity Interface.

• This can be retrieved using API 
“/dna/intent/api/v1/interface”

• Platform->Developer Toolkit-> API-
> Know Your Network

• Some useful parameters:

• portName

• portType

• portMode

• description (can be used to 
encode some information)

BRKOPS-2566 26



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

CLI template variables
Auxiliary variable (not exposed outside of template code)
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CLI template variables 
System variables

28BRKOPS-2566



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

CLI template variables – entering values

29BRKOPS-2566



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

CLI template variables 
Setting values and operators (integer)
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CLI template variables 
Setting values and operators (boolean and string)
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Using template simulation capability
Available for both regular as well as composite templates

32BRKOPS-2566

Creates new simulationExisting simulations list Result of last run
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Using template simulation capability

33BRKOPS-2566

Select real device to 
run simulation against 

(device configuration will not 
be modified) 

Enter/select values for 
template(s) variables 

Save or run simulation
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Using template simulation capability
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Generated  
configuration for review
(can contain debug prints)
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Day 0 (Onboarding) templates

• Must be in “Onboarding Configuration” 
project (available by default)

• Regular or Composite templates

• Can use Velocity or Jinja language

• Import, export and clone options

• Used for initial device configuration 
(usually during plug-and-play process)

• Some restrictions apply

• Entire configuration pushed at once

Day 0 (Onboarding) and Day N (Provisioning) Templates

Day N (Provision) templates

• Can be in any project under existing 
Projects

• Regular or Composite templates

• Can use Velocity or Jinja language

• Import, export and clone options

• Used to build complete device 
configuration

• Provides flexibility

• Configuration pushed line-by-line

BRKOPS-2566 35
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Network profiles

• Template must be attached to network profile before it is used to provision 
device

• Different network profile types- switching, routing, wireless, …

• Each profile contains section for onboarding templates and Day-N 
templates

• Device to template mapping is managed by device series/model selection 
and/or tags

• Template can be assigned to network profile in Design->Network profile 
section or in Design->CLI templates section

• Catalyst Center supports up to 50 network profiles

36BRKOPS-2566
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Network profile (example)

37BRKOPS-2566

Onboarding Template(s)

Day-N Template(s)

Device Type(s) 
and Tag(s) 

Profile name & type
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Steps to make CLI template ready to be used
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Create project 
and templates

Simulate and test 
functionality

Assign template to Network profile
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How to create 
CLI templates –
advanced topics
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Conditionals (if – elseif – else)

40

First match wins
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Conditionals (example)

41BRKOPS-2566

Start of conditional block. Condition is met 
if port is ethernet port, and description 
does not contain string “Uplink” 

Block of configuration generated if 
condition is met, if condition is not met 
nothing is generated

End of conditional block
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Foreach loops
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Foreach loop (example)

43BRKOPS-2566

Loop for all interfaces selected into 
multiselect variable bound to 
inventory

Conditional block from previous 
example (starts with #if, ends with 
first #end)

End of loop



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Working with strings

• Many ways how to manipulate with strings like:

• Test if string contains substring - $interface.description.contains("Uplink")

• Replace characters by others in string - $SGTs.replace(" ","")

• Split string into array by separator - $SGT_List = $SGTs.split(",")

• Compare two strings - (($NoAuthInt_List[$i].compareTo($NoAuthInt_List[$j]) > 0)

• More options at:

• https://docs.oracle.com/javase/7/docs/api/java/lang/String.html or 
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html

44BRKOPS-2566

https://docs.oracle.com/javase/7/docs/api/java/lang/String.html
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html


-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Encoding values into string

• Multiple ways how to encode values into string

• Single value in string (e.g. ‘startup_vlan’) 

• Multiple values of single type in single strings (e.g. ‘vlan1, vlan2, …, vlanx’)

• Multiple values of different types in single strings (e.g. ‘addr1,mask1; 
addr2,mask2; …; addrx,maskx’)

• Multiple values of different types in multiple strings and then match by position 
(e.g. ‘addr1, addr2, …, addrx’ and ‘mask1, mask2, …, maskx’)
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Working with strings - example
Generating static routes
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Variable values:

$Subnets (string)

1.0.0.0, 255.0.0.0; 2.1.0.0, 255.255.0.0; 3.1.1.0, 255.255.255.0

$next_hop (string)

5.1.1.1
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Debugging prints
Generating static routes

47BRKOPS-2566

Debugging prints inserted 
in template code
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Sorting strings into array 
Problem origin

48BRKOPS-2566

Multiselect variable in 
template

How values are presented 
when entering values

How values are presented 
to template when 
generating configuration

When configuration for all interfaces is the same there is no issue, but if not ….
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Sorting strings into array 
Problem definition and solution

49BRKOPS-2566

Possible solution (or workaround) is 
to sort them into array*

Intent is to assign VLANs and SGTs to interfaces 
in the same order as they appear on screen 
(GigabitEthernet1/0/1 to VLAN 507 with SGT 23,
GigabitEthernet1/0/2 to VLAN 508 with SGT 18,
GigabitEthernet1/0/3 to VLAN 510 with SGT 24)

*) Must be tested and possibly modified for platforms used
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Dealing with existing configuration overlap
In some cases, pushing already existing commands leads to failure

50BRKOPS-2566



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Dealing with existing configuration overlap
‘default command’ for configured entity can often help
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Removing part of existing configuration

• Creation of new version of template without given command is not enough

• Several possible options how to solve it:

• Use the default (if possible) and recreate configuration from scratch

• Use “no” command to remove desired line of configuration

• Create section of template to remove or swap part of configuration as needed 
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Using macros to optimize template code
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Macro use in template

Macro definition with variable Generated code for two interfaces 
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Enable and Interactive Mode Template Commands
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Using enable mode commands in CLI templates

Using interactive commands in CLI templates

• An interactive command contains the input that must be entered following the execution of a 

command

• To enter an interactive command in the CLI content area, use the following syntax
CLI_command<IQ>interactive_question_1<R>response_1<IQ>interactive_question_2<R>response_2

• <IQ> and <R> tags are case-sensitive and must be entered as uppercase  

Beginning of enable mode block

End of enable mode block

Beginning of interactive command

End of interactive command
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Use of CLI 
templates –
device 
onboarding
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Device onboarding- design workflow

Network hierarchy 
definition

Definition of 
network settings 

and access 
credentials *

“Golden Image” 
definition 
(Optional)

Onboarding 
template creation 

(Optional)

Network profile 
definition

Network profile 
assignment to 

network hierarchy 
element 

Network

Region

Building

Floor

AAA

DHCP

DNS

NTP

MoTD

SNMP

Syslog

NetFlow

Credentials

Selection of 
desired 
software 
version for 
given device

Usually 
includes basic 
connectivity 
configuration 
etc.

Onboarding 
template linked 
to device type

Profile 
assignment to 
site, floor, etc..

BRKOPS-2566 56

*) Do not modify what is automatically 
provisioned by Catalyst Center



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Device onboarding- provision workflow

Device connected to the 
network

Device will 
search for PnP 

server

Device listed 
as “Unclaimed”

“Claim” device
(Step 1)

“Claim” device   
(Step 2)

Finishing PnP

Do not touch 
console until 
explicitly stated 
it is allowed

DHCP

DNS

Cloud 
redirection

List of 
devices 
detected by 
PnP server or 
manually 
added *

Option to change 
device name

Optional 
assignment of 
device to Site

Option to select 
software version

Option to select
onboarding 
template

Option to 
configure stack

Enter or import 
onboarding 
template 
parameters

Configuration 
of parameters  
defined in 
network 
settings and  
by onboarding 
template

SUDI validation

Device is 
enrolled into 
inventory and 
assigned to the 
Site

BRKOPS-2566 57

*) If device, which can work as SDA PEN is 
connected to SDA FE node, shall not be configured 
as PEN, workaround shown in demo must be used 
otherwise SDA code will automatically claim it and 
make it PEN
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Demo 1
Device onboarding with 
use of Day-0 template

Scan QR code or visit
https://youtu.be/HTNK1DeWhcg
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Use of CLI 
templates –
device 
configuration
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How to use CLI template for device configuration

• Option 1 – Provisioning device from Inventory page

• Provision->Inventory->Actions->Provision->Provision Device

• Template is pushed as part of complete device provisioning as advanced 
configuration (Network intent, Advanced configuration, Device controllability)

• In Tasks it is shown as “Provision Device” task

• Option 2 – Push template from CLI template page

• Design->CLI Templates, select Project and Template (can be regular or 
composite)

• Template must be attached to Network Profile(s) (also true for Option 1)

• Only configuration generated by template is pushed

• In Tasks it is shown as “Provision Templates” task (if not modified)
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Demo 2
Device provisioning with 
use of composite Day-N 
template

Scan QR code or visit
https://youtu.be/ZjTuAFHEy9U
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Demo 3
Device configuration 
change with use of 
single Day-N template

Scan QR code or visit
https://youtu.be/hJEqrhwevlo
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Device 
configuration 
compliance with 
templates
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Compliance – Network Profiles
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Compliance - Violations

Non-compliant commands
(missing or different)

Open violations

Acknowledged violations

BRKOPS-2566 68
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Avoiding compliance check

69BRKOPS-2566

Beginning of section where 
compliance is not checked

End of section where 
compliance is not checked
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Summary and 
References
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Use of Catalyst Center 
CLI templates 
can significantly simplify 
device configuration 
through its entire life 
cycle and helps to 
maintain configuration 
consistency.

Full 
configuration

Configuration 
changes

Onboarding
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Reference information

• Apache Velocity Project

✓ https://velocity.apache.org/

• AVL User Guide

✓ https://velocity.apache.org/engine/2.4/user-guide.html

• String manipulation

✓ https://docs.oracle.com/javase/7/docs/api/java/lang/String.html or 
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html

• Example: comparing of strings

✓ https://docs.oracle.com/javase/7/docs/api/java/lang/String.html#compareTo(java.lang.String) or 
https://docs.oracle.com/javase/8/docs/api/java/lang/String.html#compareTo-java.lang.String-

Apache Velocity Language
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Reference information

• Cisco Catalyst Center Jinja Templating – Part 1

✓ https://ciscolearning.github.io/cisco-learning-codelabs/posts/cat-center-j2-part-1/#0

• Cisco Catalyst Center Jinja Templating – Part 2

✓ https://ciscolearning.github.io/cisco-learning -codelabs/posts/cat-center-j2-part-2/#0

Jinja
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Reference information

• Adam Radford’s blog
• https://blogs.cisco.com/developer/velocity-templates-dnac-1

• https://blogs.cisco.com/developer/velocity-templates-dnac-2

• https://blogs.cisco.com/developer/velocity-templates-in-dna-center-3

• https://blogs.cisco.com/developer/velocity-templates-in-dnac-4

• Devnet/Github collections
• https://developer.cisco.com/codeexchange/github/repo/kebaldwi/DNAC-TEMPLATES/ 

• https://github.com/ramkchel/Cisco-DNA-Center-Templates

• https://developer.cisco.com/docs/dna-center/#!device-provisioning/configuration-template-api

• YouTube videos (search for DNAC or Catalyst Center templates)
• https://www.youtube.com/watch?v=_m-6rhLHJ1I

• https://www.youtube.com/watch?v=JrauG5iGkeM

• https://www.youtube.com/watch?v=79f4Sjo6UNQ&t=802s

Additional links
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Webex App
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.

Contact me at: Webex or jpilar@cisco.com
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You can start to practice now !

Walk-in Lab:

LABOPS-1470: Click Once, Configure Everything with Cisco 
Catalyst Center using Configuration Templates

Osvaldo Jose De la Hoz Hadechiny, Technical Consulting Engineer
Carlos Moreno Almazan, Technical Leader
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Thank you
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