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Secure the Wired Network

Secure the Wired Network using ldentity - in Less than 60
Minutes!
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Solutions Architect
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- Introduction

- Why?

- Using Catalyst Centre

- Dot1x & Profiling

- Trustsec

- SDA as an option

- Conclusion

- Bonus Content : Posture
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Who’s Matt Graham ....7

Solutions Engineer in the UK

A Long time in UK National Health
Service!

8 years as a Partner .

10 Years at Cisco!

Pilot!
Biker
Ex-drummer

I’m Welsh!
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Why Secure the Wired Network?

- Standard Practice on Wireless - so why not
Wired?

- Prevent Shadow-IT!

- ACME - adds, changes, moves, errors!
- Malicious attacks

- Rapid deployment

- Agile IT and Users!

- Security, segmentation, consistency.

- Only authorized endpoints!

- Use Identity

cisco M. BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Session Objectives
We Will be : We Wont be :

- Demonstrate how Catalyst Centre - Deep dive on how to setup ISE!

greatly simplifies deployment - Explore every option for IBNS

- Provide a working example of how

to deploy 801 .x - Deep dive on ISE Policies - but

enough will be provided!
« Demonstrate how TrustSec

- Explore all available options for
enhances access control

Posture - there are simply too many!

- Show how to get visibility into
endpoints

- Explore SDA as an option
- Bonus of Posture Checking! (time
permitting!)

cisco M-/ BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Never assume trust

Always verity

Enforce least privilege
Reaffirm when trust changes

Zero Trust




ISE - Deep Dive - BRKSEC-2091

This is a really
good deep dive!

cisco L{V&/

Cisco ISE Performance,
Scalability and Best Practices

Pavan Gupta, Technical Marketing Engineer
BRKSEC-2091

cisco L{/&/
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Challenges

. -I—Ime to deploy IBNS 2.0 Deployr:\em Guide

nnnnnnnnnnn

- Perception

- Risk?
_ Cisco ISE Secure Wired Access Prescriptive
- [t's complicated!! ~ Deployment Guide

- What’s out there?

Cisco ISE Deployment Guides

cisco L{V&/
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Cisco ISE Secure Wired Access Prescriptive
Deployment Guide

isco ISE Deplovment Guides

https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-
prescriptive-deployment-guide/ta-p/3641515#toc-hld--1823767250
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https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-prescriptive-deployment-guide/ta-p/3641515#toc-hId--1823767250

There’s a lot of config...

laaa new-model
!
!
aaa group server radius dnac-client-radius-group
server name dnac-radius_172.16.33.12
ip radius source-interface Vlan21e
!
aaa authentication login default local

)

aa authentication dotlx default group dnac-client-radius-group

)

aaa authorization exec default local

aaa authorization network default group dnag-client-radius-group

aaa authorization network dnac-cts-list group dnag-client-radius-group
aaa accounting update pewinfo periodic 2880

Q

aa accounting identity default start-stop group dnac-client-radius-group

7

aaa server radius dynamic-author
client 172.16.33.12 server-key 7 XxXXXXXX

aaa session-id common
switch 1 provision c9360-24u
!

ciIsco 'p/_/

aa authentication login dnac-cts-1list group dnac-client-radius-group local

template Port-Dotlx-Default
dotlx pae authenticator
dotlx timeout tx-period 7
dotlx max-reauth-req 3
spanning-tree portfast
spanning-tree bpdufilter enabl
switchport access ylan 208
switchport mode access
switchport nonegotiate
switchport voice ylan 202
subscriber aging probe

mab

policy-map type control subscriber Dotix-Default
event session-started match-all
1@ class always do-until-failure
1@ authenticate using dotlx priority 18
event authentication-failure match-first
5 class Dotlx_Failed do-until-failure
10 terminate dotilx
2@ authenticate using mab priority 20
10 class AAA-Down_UnAuth_Host do-until-failure
1@ clear-authenticated-data-hosts-on-port
2@ activate service-template Critical Access
30 activate service-template Critical Voice
49 authorize
5@ pause reauthentication
20 class AAA-Down_Auth_Host do-until-failure
10 pause reauthentication
20 authorize
30 class Dotlx_No-Resp do-until-failure
1@ terminate dotlx
2@ authenticate using mab priority 20
4@ class MAB_Failed do-until-failure
18 terminate mab
20 authentication-restart 60
60 class always do-until-failure
1@ terminate dotlx
20 terminate mab
3@ authentication-restart 6@
event agent-found match-all
1@ class always do-until-failure
18 terminate mab
2@ authenticate using dotlx priority 1
event aaa-available match-all
10 class Critical Auth do-until-failure
18 clear-session
20 class NOT_Critical Auth do-until-failure
1@ resume reauthentication
event inactivity-timeout match-all
10 class always do-until-failure
1@ clear-session
event authentication-success match-all
10 class always do-until-failure
1@ activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
event violation match-all
10 class always do-until-failure

access-session control-direction in
access-session port-control auto

authentication periodic

authentication timer reauthenticate server
service-policy type control subscriber Dotlx-Default
description ** Port for Endpoints *#

ip dhep snooping limit rate 1@
|
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Go Beyond with Catalyst Centre!

cisco L{V&/



Intent-based networking

-

-

IT success requires
automating the operation
and management of your

network.

~

J

Users and things

cisco L;'V&/

Comprehensive
automation

‘ Analytics and
-l assurance
Consistent
security

Campus and Multicloud

branches

< » Applications and services

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



The network we are using

Core

All Catalyst 9Ks
|[dentity Services Engine 3.3
Catalyst Centre 2.3.7.7

Ga/o/1 GIL/0/1

Distribution - T T ; D ‘ TR =

GiL/o/12

Gy Jen Jo/s2 G11/0/44
Gil/0/40 Gil/o/42 Gi/0/44 / / \

Access/Edge

Cisco M./ BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Start with Catalyst Centre

= ‘duh Catalyst Center Design / Network Hierarchy

. M United
Readind N Kingdom

Ireland

Netherlands

¢ o

+

cisco W- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Check Telemetry and Wired Data Collection

Cisco

alialn
cisco

Catalyst Center

scoUKI

Design / Network Settings

IP Address Pools Wireless

Telemetry Security and Trust

system will deploy these sett

s to gather teler

n externa

Enable by default on supported wired access devices

ngs when devices

data. View details on the

Choose the destination col for Netflow records sent from network
© Use Catalyst Center as the Netflow Collector
) Use Cis Telemetry B er (CTB) or UDP director
» Wired Endpoint Data Collection
f this feature is to track the presence, location

ndpoints i formation (MAC

© Enable Catalyst Center Wired Endpoint Data Collection At This Site

d Endpoint Data Collection At This Site ©

s Controller, Access Point and Wireless Clients Health

v wireless controllers in order to determine the health of your wire

BRKOPS-2584

Q  admin

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Check Device Credentials

il Catalyst Center

@

rvers Device Credentials

O Fing
() Find

Cisco

.&‘/

IP Address Pools

Assignec

choc

v

<

Wireless Telemetry

and configure the credentials

entials aren't de autor

nse the credential's Apply action in the Ma

CLI

@ Assign a CLI credential

sdacisco v

SNMPv2c Read

@ Assign an SNMPv2c Read credential

public & v

+ SNMPv2c Write

@ Assign an SNMPv2c Write credential

nt

private @ v

SNMPv3

vices

Credentials

Manage Credentials

slete

all available credentials and tc

Focus: Current site (Global)

( search Table

Name =

private

public

sdacisco

sdahttp

sdahttpsrw

Type

SNMPv2c Write

SNMPv2c Read

CLI

HTTP(S) Read

HTTP(S) Write

BRKOPS-2584

) apply them to only de

ces in the current site s: Current site

ply them to all device

Status Actions

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Typical Port Configurations

Static vlan
assignment

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Endpoints Connected

7 C:\Windows\system32\cmd.e: X + v

Microsoft Windows [Version 10.0.22631.4602]
(c) Microsoft Corporation. All rights reserved.

DHCP ASSIgned |P C:\Users\Matt>ipconfig

Windows IP Configuration

No Port Security!

Ethernet adapter EthernetO:

Connection-specific DNS Suffix . : sdalab.lab

Link-local IPv6 Address . . . . . : fe80::3366:2f7d:5bae:16b2%9
IPv4 Address. . . . . . . . . . . : 172.16.200.2

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 172.16.200.254

C:\Users\Matt>

A 16:48
BB  Q search i = € 8 A~ G 8% 005 O

L
cisco M- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Get ISE Ready - Deployment demo

Cisco

«hib Identity Services Engine

cisco

Total Endpoints

19

Bookmarks 4
Dashboard
Context Visibility

& AUTHENTICATIONS
Operations

\dentity Store  Identity Group  Network Device
Policy

Administration

Work Centers

Interactive Features

BYOD ENDPOINTS

Type  Profile

Dashboard

Active Endpoints Rejected Endpoints

2 0

g & X i NETWORK DEVICES

Failure Reason Device Name  Type  Location

® lab1 - 50%

® inter...vices - 50%

g e X i ALARMS

Severity  Name

No data available. v Name

.&/

ERS identified depre
[<] Service Component
Configuration Changed

ISE Authentication In.

Last refreshed:2025-01-20 17:13:43

BRKOPS-2584

Anomalous Behavior

® edgel..b.lab - 50%
® edge3...b.lab - 33.33%
© edge2...b.lab - 16.67%

Authenticated Guests

0 0

BYOD Endpoints

ENDPOINTS

Profile  Logical Profile

< ® vmware-device - 20%

@ cisco-device - 20%

» windo...ation - 20%
15 workstation - 13.33%

® unknown - 13.33%

® windo...ation - 6.67%

® cisco...evice - 6.67%

(s SYSTEM SUMMARY 2 e
- 1 node(s)
Occu... Last Occurred X
isepani
1 min ago
1 min ago
10059 1 min ago
2442 13 mins ago e At
cPu Memory Usage Authentication Latency
Last refreshed:2025-01-20 17:13:43
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Get ISE Ready - ldentity Stores demo

Identity Services E

P! Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Heaith Checks Backup & Restore Admin Access Settings

8% Dashboard

121 Context Visibility Deployment yment N isepan1
X Operations Edit Node
3. Deployment
0 Ppolicy — General Settings  Profiling Configuration
4 Administration PAN Failover
Al Work Centers @O v NETFLOW
Interface
GigabitEthernet 0 v
2 Interactive Features
[ Port
9996
Description

The Netfiow probe collects
Netflow packets sent to it from

Routers. 4

@ - DHCP

Interface

GigabitEthernet 0 v

Port

67

c 1 s CO &. BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



SE and Catalyst Centre

Catalyst Center

System 360 System Health Service Explorer
® 172.16.99.199 View 140 Services ® Enabling High Availability requires View Guide Menitoring Ed
installing a minimum of 3 Cisco Log Explorer &

Catalyst Center hosts.

Backups Application Health

Software Management

re server. ® Last successful backup took place on View ® Automation
® A release is being downloaded View Oct 18, 2024 11:55 AM
® There are no backups scheduled Schedule

tw
® Assurance

@® Connected to Cisco's sof

a

Externally Connected Systems
Identity Services Engine (ISE) IP Address Manager (IPAM)

® No IPAM server configured. Configure

® No ISE server configured.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE and Catalyst Centre

heili - Catalyst Center System / Settings

Settings / External Sen

Authentication and Policy Servers

Use this form to s

fy the servers that authenticate Catalyst Center users. Cisco Identity
Services Engine (ISE) se

rs can also supply policy and user information

@ Add v T, Export
| Protocol = Type
AAA
Cisco Accounts .
ISE No data

PnP Connect

Cisco.com Credentials

Smart Account

Smart Licensing

SSM Connection Mode
Device Settings

PnP AP Location

Image Distribution Servers

vice Contrc

Network Resync Interval
SNMP

ICMP Ping

e EULA A

PnP Device Authc

ce Prompts

External Services
Umbrella

I Authentication and Policy Ser

CISCO M‘/ BRKOPS-2584

Status Actions

to display

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE and Catalyst Centre

System / Settings W

| A admin ~

“eih Catalyst Center

Hierarc .
. Dolicy Servers

Network Settings
authenticate Catalyst Center users. Cisco Identity

upply policy and user information.

Protocol = Type Status Actions

RADIUS ISE -

10.53.0.110/dna/design/networkSettings/natwark

cisco M- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



ISE and Catalyst Centre - demo

Catalyst Center

Design / Network Settings

Servers Wireless Telemetry Security and Trust
e nfigu rve ssign z mize ¢ | login banner me T
tem will de ese 2n devi pro ed
| v ks
v AAA
JK
l ti r E) serve N rk t, and endpoint authent
Network Client/Endpoint
) Ad er
DHCP
or re dedicated {CP servers for managing client device networking
Add DHCP servers
172.16.33.10
DNS
nfigure your network's domain n and specify DNS servers for hostname resolut

Set a domain name

Add DNS servers

sdalab.lab

172.16.33.10

cisco L{{@/

BRKOPS-2584

Q admin

Reset Save

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Discover the network! - demo

ulwile - Catalyst Center

cisco

) Spectrum

DEVICE WORK ITEMS
() Unreachable

(O Unas

() Untagged

ware Img

Outd,

No Golden Image

() Failed Image Pre

Under Maintenance

.&‘/

Cisco

Inventory

Devices (0) Ffocus

Q  Click here to apply basic or 2

0Selected Tag (3 Add Device

Device Name = IP Address

O Tags

Provision /[ Inventory

inced filters or view recently applied filters

m Routers Switches Wireless Controllers Access Points
Actions 0
Vendor Reachability )] EoX Status Manageability

No devices available

BRKOPS-2584

Sensors

Campliance

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Site

Image Version

Take a tour

Last Updated

T Export

Serial Number

Pl



Assign to Site - demo

il Catalyst Center Provision / Inventory

\/ Global Routers Switches Wireless Controllers Access Paints. Sensars 82 H k= Q

Devices (5)

us: Inventory Take a tour 1y Export &

DEVIGE WORK ITEMS

Q  Click here to

ic or advanced filters or view recently applied filters

Tag (3 Add Device Actions

O Tags Device Name =~ IP Address Vendor Reachability () EoX Status (1) Manageability (1) Compliance Site Image Version Last Updated Seria

o 8 minutes ago
( Q edge1.sdalab.lab 172.16.210.251 Cisco © Reachable & Not Scanned @ Managed Compliant Assign 17.12.3 FOC:

Syne Details

Outdated Software Image
& minutes ago
edge2.sdalab.lab 172.16.210.250 Cisco @ Reachable & Not Scanned @ Managed @ Compliant Assign 17.12.3 FCwW

en Image

Failed Image Prec
o Image Fre ) . 8 minutes ago
( &) edge3.sdalab.lab 172.16.210.249 Cisco © Reachable & Not Scanned ©@ Managed Compliant Assign 17.12.3 i : FOC:
Syne Detai

er Maintenance

(O Security Advisories < i 8 minutes ago
= O &) SDA_CPB1.sdalab.lab 172.16.210.253 Cisco © Reachable & Not Scanned © Managed @ Compliant Assign 17.12.3 Fow
. N 8 minutes ago
( SDA_CPB2.sdalab.lab L17? 16.210.252 Cisco @ Reachable & Not Scanned @ Managed @ Compliant Assign 17.12.3 Fow
- _ Syne Details
v
cordls) Show Records: 25 v 1-5 (1]

cisco 'p/./
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What’s just happened? - config applied by
Catalyst Centre - there’s a lot more!

kaa new-model
!
!
aaa group server radius dnac-client-radius-group
server name dnac-radius_172.16.33.12
ip radius source-interface V1an210

1
aaa authentication login default local

aaa authentication login dnac-cts-list group dnac-client-radius-group local
aaa authentication dotlx default group dnac-client-radius-group

aaa authorization exec default local

aaa authorization network default group dnac-client-radius-group

aaa authorization network dnac-cts-list group dnac-client-radius-group

aaa accounting update newinfo periodic 288

aaa accounting identity default start-stop group dnac-client-radius-group

1
!

aaa server radius dynamic-author

client 172.16.33.12 server-key 7 123A540411045D56797F71

aaa session-id common
1

ip name-server 172.16.33.10
ip domain lookup source-interface Vlan2le
1

crypto pki certificate chain DNAC-CA

radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

1

radius server dnac-radius_172.16.33.12

address ipv4 172.16.33.12 auth-port 1812 acct-port 1813
timeout 4

retransmit 3

automate-tester username dummy ignore-acct-port probe-on
pac key 7 ©6255E324F41584B564347

certificate ca 409DSA8FF@87ACB831BEC9COBS747A83BBOE23AB nvram:CiscoDNACent#23ABCA. cer

crypto pki certificate chain sdn-network-infra-iwan

certificate 6BOF468D14A62B8CBOPES36CODARSSDIE27110ABE nvram:sdn-network-#AB®.cer
certificate ca 190CF73F12CEDE®3028EQ765E0C1BBO618BSDB2B nvram: sdn-network-#DB2BCA.cer

|
¢ts authorization list dnac-cts-list
I

cisco Lz%o//

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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It all gets added to ISE

Identity Services Engine

Cisco

tration / Network Resources

Al

.&/

Bookmarks

ST I Network Devices

Context Visibility Default Device NetWOFk DEViCES

Device Security Settings

Operations
Policy
C Name ~ IP/Mask
Administration
) DA_CPB 172.16.34
Work Centers
O 172.16.34...
O sla.. 172.16.21...
Interactive Features O eogezssom.. 172.16.21..
(] ige3.sdala... 172.16.21..

Profile Name

Cisco

# Cisco

4 Cisco

& Cisco

& Cisco

Location

All Locations.
All Lacations
All Locations
All Locations

All Locations

BRKOPS-2584

) Delete

Click here to do visibility setup Do not s

Selected 0 Total § tc

Type Description
All Device Typss
All Device Types
All Device Types
All Device Types

All Device Types

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al

With Trustsec - Security Group

Bookmarks
Dasnbasia Mtmork Davices
Contest visi i e

Deea Secumy Satiegs
Operations
pallcy
Administration

Work Centers

Interactive Features

cIsco '&/

ion / Network Resourc

CLI{55H)

Ssh Koy

 Device Configuration Deployment

5 Include this device when degloying Securty Group Tag Mapping Updates

Device Interface Cradantials

EXEC Mede
sdacisco

[R—

EXEC Mode

bie Mode
Password

~ Qut Of Band (00B) TrustSec PAC

ssue Date

18 2025 16:01:21 GMT

Expiration Date B:01:21 GMT

ssued By

Al

Identity Servi

Bookmarks

Dashboard Network Dawicas

Context Visibility Detault Device

Dovicn Securlty Satiings

Oparations

Palicy

Administration

Work Centers

Click hera to do visibility satup

BRKOPS-2584

Administration / Network Resources

Advanced TrustSec Settings

Device Authentication Settings

Use Device ID for TrustSec Identificatio

Device I b3293c02666946330826072865758bla

Password -

HTTP REST API settings
Enable HTTP REST API

Usermame

Passward

Support TrustSes Werl

TrustSec Notifications and Updates
Download enviranment data every 1

Download peer sutharization policy

Reauthentication every 1
Download SGACL lists every 1

Other TrustSec devices to trust this device

[ Send configuration changes to device

~ ron

Days

Days

Days

Click here 10 do visibility setup D:

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Catalyst Centre
Template Delivery -
making it simple!

cisco L{V&/



BRKOPS-2584

Use a Jinja/Velocity template
- it’s CLI

Deploy to multiple devices -

-concurrently

No errors!

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create a template and project

Design [/ CLI Templates brg ‘ 2 admin
Catalyst Center
© Add
74
2 M [4
Project Type Version Commit State Provision Status Network Profiles ) Actions
Sample Jinja Templates Regular Not Committed A Not Committed Not Provisioned NA
Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
Onboarding Configuration Regular 1 @ 17 Oct 2024 09:09 PM Mot Provisioned
Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
EEM_Project Regular 1 © 22 Oct 2024 09:49 PM Not Provisioned
Sample Jinja Templates Regular Not Committed & Not Committed Not Provisioned NA
Sample Velocity Templates Regular Not Committed & Not Committed Not Provisioned NA
Sample Jinja Templates Regular Not Committed & Not Committed Not Provisioned NA
Sample Velocity Templates Regular Not Committed & Not Committed Not Provisioned NA
Sample Jinja Templates Regular Not Committed & Not Committed Not Provisioned NA
Onboarding Configuration Regular 1 @ 17 Oct 2024 09:09 PM Mot Provisioned
Onboarding Configuration Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
Records: 25 v 1 - 2( Q

hittps://10.53.0.110/dna/design/templatesHub

cisco M- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




Create a template and project

vl Catalyst Center Design / CLI Templates ' 9 admin

cisco

SUMMARY Templates (20) © © add ~
> Project Name (5) ) Seach _'______.-d New Project
Q, Sez
> Type (1 w Template
> Template Language (2) 0 Selected = Import As of
> Category (2) O Nama « Praject Type Version Commit State (1) Provision Status  ( Network Profiles D Actions
> Device Family (2)
O ase Config ¥ Sample Jinja Templates Regular Not Committed A Not Committed Not Provisioned NA
> Device Series (2)
> Commit State (2) O ) outer - Sy... ¥ Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
(2
> Provision Status (1) O DMVPN Hub for Cloud Router-... ¥ Onboarding Configuration Regular 1 © 17 Oct 2024 09:09 PM Not Provisioned
> Potential Design Conflicts (2
0O I ake far Bran it V Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
O M_CLI_PUSH EEM_Project Regular 1 © 22 Oct 2024 09:49 PM Not Provisioned
< e oF 4 Sample Jinja Templates Regular Not Committed A Not Committed Not Provisioned NA
O v Sample Velocity Templates Regular Not Committed A Not Committed Not Provisioned NA
O dition-Jinja ¥ Sample Jinja Templates Regular Not Committed A Not Committed Not Provisioned NA
0 f-Condition-Velocity V Sample Velocity Templates Regular Not Committed A Not Committed Not Provisioned NA
O it J Sample Jinja Templates Regular Not Committed A Not Committed Not Provisioned NA
O Ps: Branch for Cloud Ro... ¥ Onboarding Configuration Regular 1 © 17 Oct 2024 09:09 PM Not Provisioned
O P Branch for Cloud Rc v Onboarding Configuration Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
O Psec for Branch Router - S... ¥ Cloud DayN Templates Regular 1 @ 17 Oct 2024 09:09 PM Not Provisioned
20 Record(s Show Records: 25 v 1-20 [1]

cisco 'p/./
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Create a template and projec

Design / CLI Templates

Cisco

il Catalyst Center

SUMMARY

v

Project Name (5)

> Type

v

Template Language

v

Category (2

v

Device Family

v

Device Series

v

Commit State (2

v

Provision Status (1)

v

.&‘/

Potential Design Conflicts (2)

Templates (20)

arch

lected

) Name ~

Y Import

Project

Sample Jinja Templates

Cloud DayN Templates

Onboarding Configuration

Cloud DayN Templates

EEM_Project

Sample Jinja Templates

Sample Velocity Templates

Sample Jinja Templates

Sample Velocity Templates

Sample Jinja Templates

Onboarding Configuration

Onboarding Configuration

Cloud DayN Templates

Type

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Regular

Version

Not Committed

Not Committed

Not Committed

Not Committed

Not Committed

Not Committed

BRKOPS-2584

Commit State

& Not Commit

© 17 Oct 202

@ 17 Oct 2024

@ 17 Oct 2024

© 22 Oct 2024

A& Not Commit

& Not Commit

A Not Commit

A& Not Commit

A& Not Commit

@ 17 Oct 2024

@ 17 Oct 202

@ 17 Oct 2024

Add New Project

CL_POT1X_GO

Cancel

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The really useful bit! -

! create test user on ISE internal DB as well
username isetest secret @ Clscol2345

1
radius-server ysa send authentication
radius-server vsa send accounting

! Local ACLs
1

ip access-list extended ACL_Default
permit udp any any eq domain
permit udp any eq bootpc any eq bootps
permit tcp any host 172.16.33.10 eq 8443

deny ip any any
1

! Create ACL used when AAA is down to fail open (Internet only)
ip access-list extended AAA-Down
permit udp any any eq domain
permit udp any eq bootpc any eq bootps
deny ip any 10.0.8.@ 0.255.255.255
deny ip any 192.168.6.8 ©.8.255.255
permit ip any any
! Create Blackhole ACL
ip access-list extended ACL_Blackhole
permit tcp any any eq www
deny ip any any

! Prevent consumption of BPDUs for all portfast edge ports globally
spanning-tree portfast bpdufilter default

! Global 802.1x commands

! Enable 802.1x globally

dotlx system-auth-control
dotlx critical eapol

! Allow session tear down when MAC address detected elsewhere

no access-session mac-move deny
access-session acl default passthrough

cisco Lz%o//

all the template.

! This is for device profiling #*#*

! Enable device sensors

! DHCP snooping is required for device sensor data to work properly
ip dhcp snooping

no ip dhcp snooping information option

! VLAN list is comma separated

ip dhcp snooping ylan 200,202,204,206,208

! Enable specific device sensors for profiling
device-sensor filter-list dhcp list dhcp list
option name host-name

option name requested-address

option name parameter-request-list

option name class-identifier

option name client-identifier

device-sensor filter-spec dhep include list dhep list
| Enable CDP globally

cdp run

device-sensor filter-list cdp list cdp_list
tlv name device-name

tlv name address-type

tlv name capabilities-type

tlv name platform-type

device-sensor filter-spec cdp include list cdp_list

! Enable LLDP globally

1ldp run

device-sensor filter-1list 1lldp list lldp_list

tly name system-name

tlv name system-description

tlv name system-capabilities

device-sensor filter-spec lldp include list lldp list
| Send sensor data to ISE and disable local analyzer
device-sensor notify all-changes

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The really useful bit!

! Include CDP, LLDP, and DHCP information for the access session
access-session attributes filter-list list sensor list

cdp

1ldp

dhep

access-session accounting attributes filter-spec include list sensor_list
access-session authentication attributes filter-spec include list sensor_list

| This are the dotlx bits ****
| Create critical endpoint ylan access
service-template Critical Access

vlan 208

access-group AAA-Down

| Create critical phone ylan access
service-template Critical Voice
voice ylan

| Configure control classes

class-map type control subscriber match-all AAA-Down_Auth_Host
match result-type aaa-timeout
match authorization-status authorized

1

class-map type control subscriber match-all AAA-Down_UnAuth_Host
match result-type aaa-timeout
match authorization-status unauthorized

1

class-map type control subscriber match-all Dotlx
match method dotlx
!

class-map type control subscriber match-all Dotlx_Failed
match method dotlx

match result-type method dotlx authoritative

!

class-map type control subscriber match-all Dotlx_No-Resp
match method dotlx

match result-type method dotlx agent-not-found

!

class-map type control subscriber match-all Dotlx_Timeout
match method dotlx

match result-type method dotlx method-timeout

!

class-map type control subscriber match-any Critical Auth
match activated-service-template Critical Access

match activated-service-template Critical Voice

cllsco éz{{o//

- all the template.

class-map type control subscriber match-all MAB

match method mab

!

class-map type control subscriber match-all MAB_Failed
match method mab

match result-type method mab authoritative
|

class-map type control subscriber match-none NOT_Cri
match activated-service-template Critical Access

match activated-service-template Critical Voice
!

cal_Auth
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The really useful bit!

| Configure policy maps
| Policy map applied to all DotlxMAB interfaces
policy-map type control subscriber Dotlx-Default
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx priority 1@
event authentication-failure match-first
5 class Dotlx_Failed do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
1@ class AAA-Down_UnAuth_Host do-until-failure
1@ clear-authenticated-data-hosts-on-port
20 activate service-template Critical Access
30 activate service-template Critical Voice
40 authorize
50 pause reauthentication
20 class AAA-Down_Auth_Host do-until-failure
18 pause reauthentication
20 authorize
30 class Dotlx_No-Resp do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
40 class MAB_Failed do-until-failure
10 terminate mab
20 authentication-restart 6@
60 class always do-until-failure
10 terminate dotlx
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
event aaa-available match-all
1@ class Critical Auth do-until-failure
1@ clear-session
20 class NQT Critical Auth do-until-failure
1@ resume reauthentication
event inactivity-timeout match-all
18 class always do-until-failure
10 clear-session
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_ SHOULD_SECURE
event violation match-all
18 class always do-until-failure
10 restrict

cisco Lz%o//

- all the template.

| create port-templates ****
I Monitor mode or Low Impact port template
template Port-Dotlx-Default

description ** Port for Endpoints **
switchport mode access

switchport access vlan 208

switchport nonegotiate

switchport voice vlan 202

spanning-tree portfast

spanning-tree bpdufilter enable
authentication periodic

authentication timer reauthenticate server
mab

access-session host-mode multi-auth
access-session control-direction in

no access-session closed

dotlx pae authenticator

dotlx timeout tx-period 7

dotlx max-reauth-req 3

access-session port-control auto
spanning-tree portfast

ip dhcp snooping limit rate 10

subscriber aging inactivity-timer 8400 probe
subscriber aging probe

service-policy type control subscriber Dotlx-Default
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The really useful bit!

! Closed mode port template

template Port-Dotlx-Closed
description ** Port for Endpoints **
switchport mode access
switchport access ylan 208
switchport nonegotiate
switchport voice ylan 202
spanning-tree portfast
spanning-tree bpdufilter enable
authentication periodic
authentication timer reauthenticate server
mab
access-session host-mode multi-domain
access-session control-direction in
access-session closed
dotlx pae authenticator
dotlx timeout tx-period 7
dotlx max-reauth-req 3
access-session port-control auto
spanning-tree portfast
ip dhcp snooping limit rate 10
subscriber aging inactivity-timer 8400 probe
subscriber aging probe
service-policy type control subscriber Dotlx-Default

device-tracking tracking auto-source

! Standard IPDT policy - modify DNAC deployed one.
device-tracking policy IPDI_Policy

security-level glean

limit address-count 10

tracking enable

I Only apply to a trunk port
device-tracking policy Disable DT Trunk
trusted-port
device-role switch

! Uplink interface must be trusted for DHCP traffic
! If there is a port channel configured for the uplink ports, add to the
! port channel interface configuration instead of the port interface.
interface range gil/e/23 - 24

ip dhcp snooping trust

cisco Lz%o//

all the template.

!
i

!
i

Closed mode

nterface range GigabitEthernetl/e/1 - 12
source template Port-Dotlx-Closed
device-tracking attach-policy IPDT_Policy
dotlx timeout tx-period 7
dotlx max-reauth-req 3

Trunk port configuration to disable device tracking
nterface range gil/e/23 - 24
device-tracking attach-policy Disable_DT_Trunk

BRKOPS-2584
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The really useful bit! - or Monitor or Low Impact

| Access port interface configuration **

| Only apply one - monitor - low - closed
| Monitor Mode
I
I

linterface range GigabitEthernetl/e/1 - 12
source template Port-Dotlx-Default
device-tracking attach-policy IPDT_Policy
dotlx timeout tx-period 7

Tl AT e £ Chose either Monitor, Low
Impact or Closed Mode

Low Impact Mode

I
!

linterface range GigabitEthernetli/e/1 - 12

! source template Port-Dotlx-Default

! ip access-group ACL_Default in

! device-tracking attach-policy IPDT_Policy
! dotlx timeout tx-period 7

! dotlx max-reauth-req 3
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Did you know 7
In Monitor or Low Impact mode -

ISE will discover and profile your endpoints!!

Discover what’s on your network, and where it is!!
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But what it an endpoint cannot logon™!

MAB - MAC Authentication Bypass

(M

Wired_MAB

(] MAB OR
F  wireless_MAB

Internal Endpoints

> Options

Identities Groups External Identity Sources Identity Source Sequences Settings

Endpoints that used MAB
stored in internal ISE DB -
discovered by ISE during
Low impact/Monitor

Endpoint Identity Groups
o4 Blocked List
o4 GuestEndpoints

ok Profiled

u Apple-iDevic

AuthZ rules created for

o4 BlackBerry

non-auth endpoints!

&4 Cisco-IP-Phone

o4 Cisco-Meraki-Device
ok Cisco-Room-Device
ou Cisco-Webex-Board-['
ou Cisco-Webex-Codec-1

% Cisco-Webex-Desk-De

CiIsco &‘/ BRKOPS-2584

Endpoint Identity Groups

Name Description

Identity Group for Profile: Android

Apple Identity Group for Profile: Apple-iDevice
Identity Group for Profile: Axis-Device
Identity Group for Profile: BlackBerry
Blocked List Identity Group
Identity Group for Profile: Cisco-Collaboration-Device
Identity Group for Profile: Cisco-IP-Phone
Identity Group for Profile: Cisco-Meraki-Device
Identity Group for Profile: Cisco-Room-Device
Identity Group for Profile: Cisco-Webex-Board-Device
Identity Group for Profile: Cisco-Webex-Codec-Device

Identity Group for Profile: Cisco-Webex-Desk-Device

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

42



CLI via Catalyst Centre - in action demo

Catalyst Center Design / Network Hierarchy

I U Global

United
Kingdom

Ireland A °

Netherlands

¢ &

allll )

cisco Lz%o//
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CLI via Catalyst Centre - in action demo

= dulh Catalyst Center Design / CLI Templates

CL_DOT1X_TEMPLATE (1)

Templates riables Simulation Provision Conflicts

(x) System Vsrml;les Assistant & Template History # Afttach to Netv

Auto s PM ( Q Search [ Clone T, Export {j Delete %5 CLI Template Best Practices

ip dhcp snooping trust

! Access port interface configuration **

! only apply one - monitor - low - closed

! Monitor Mode

1

linterface range GigabitEtherneti/e/1 - 12

! source template Port-Dotlx-Default

! device-tracking attach-policy IPDT_Policy
! dotlx timeout tx-period 7

! dotilx max-reauth-req 3

! Low Impact Mode
1

interface range GigabitEtherneti/e/1 - 12
source template Port-Dotlx-Default
ip access-group ACL_Default in
device-tracking attach-policy IPDT_Policy
dotlx timeout tx-period 7
dotlx max-reauth-req 3

! Closed mode

interface range GigabitEtherneti/e/i - 12
source template Port-Dotlx-Closed
device-tracking attach-policy IPDT_Policy
dotlx timeout tx-period 7
dotlx max-reauth-req 3

! Trunk port configuration to disable device tracking
interface range gil/e/23 - 24
device-tracking attach-policy Disable_DT_Trunk
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CLI via Catalyst Centre - in action demo

Design [ Network Profiles C.: admin v

Catalyst Center

Network Profiles

° Add Profile

Network Profiles (1)

Q  Search Table
Profile Name =~ Type Sites Action

CL_DOT1X_NP Switching 3 Edit | Delete

Show Records: 10 1 (1]
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CLI via Catalyst Centre - Inventory

Provision / Inventory

0 Routers  Switches  Wireless Controllers  Access Paints  Sensars il E &

Devices (5) Focus: Templates Take a tour 1, Export <

hable Q lied filters

ick here to apply basic or advanced filters o

lected Tag (3 Add Device Actions v @ \s of: Jan 20, 2025 &

] Device Name = IP Address Device Family Provisioning Status (1) Template Provision Status (1) Template Conflict Status (1 Last Provisioned

Switches and Hubs

dge1.sdalab.la 172.16 : 1 ) Conflicts : s ag
edge1.sdalab.lab 72.16.210.251 (WLC Capable) (-] @ 0 Conflicts 3 hours ago
© Image Switches and Hubs Success
edge?2 sdalab lab 172.16.210.250 N - N o1 @ 0 Conflicts 3 hours ago
(WLC Capable) See Details
s i Image Pre . R witches and Hubs P
OF ge Pr () edged.sdalab.lab 172.16.210.249 : ) o1 © 0 Conflicts 3 hours ago
- (WLC Capable)
(O Under Maintenance
Switches and Hubs
) Security ( SDA_CPB1.sdalab.lab 172.16.210.253 Not Provisioned Not Provisioned
() Security A q0 - (WLC Capable)
) Switches and Hubs
()  SDA_CPB2.sdalab.lab 172.16.210.252 o . Not Provisioned Not Provisioned 3 hours ago
- (WLC Capable)
Record| Show Records: 25 5 (1]

cisco 'p/./
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Port after template

IPDT P

Hh Hh

_dns

Hh

-

 Hh
H Hh Hh

Hh

input

input

BRKOPS-2584
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Derived Config

That’s useful!

1x-Default

cisco M- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Enable wired auto on endpoints - windows
example

< Ethernet0 Properties

Advanced network settings

Select this option to provide authenticated network access for
this Ethemet adapter.

(8 Enable |EEE 802.1X authentication

Use Group Policy, MDM, Intune

ftes sent:
18917

rtes received:
1,416,812
Microsoft: Protected EAP (PEAP) b @ nk speed:

Remember my credentials for this connection each g Mors)
time [m logged on dration:

Choose a network authentication method.

(D) Fallback to unauthorised network access ):42:19
Addtional Settings sname this adapter Rename
ew additional properties

oore adapter options

Cancel

More settings

* Accessibility Advanced sharing settings
Change network discovery and sharing settings

J Privacy & security

20:44
Q Search 20/01/2025 Q
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Check devices on ISE

sl |dentity Services Engine Operations / RADIUS
b

U Bookmarks Live Logs e Click here to do visibility setup Do not show this again

Dashboard
lg Context Visibility Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

+1

. Operations O O O G 1
§/ Policy

Relresh Show Within

o 5 Every 10 secondss, Latest 100 recordss, Last § minutes
2. Administration

(™ Export To Filter
Al Work Centers

Time Status Details Repea... Identity Endpoint ID Endpoint Prof... Authentication Po... Authoriz... Authorization Profiles IP Address

X ~ Identity Endpoint ID Endpoint Profile i Policy i ion Profiles 1P Address ~

2 Interactive Features

Jan 20, 2025 08:54:26.1.. o a 1 SDALAB\matt D Default >> Dot1X Default >> SH_CORP 172.16.200.2,
Jan 20, 2025 08:54:24.9.. a DALAB\matt D Windows11-Wo...  Dsfault >> Dot1X Default >>..  SH_CORP

Jan 20, 2025 08:53:58.1.. @ a 0 00:0C:29:C2:FC Windows11-Wo...  Dafault >> Dot1X Default >>...  SH_IOT

Jan 20, 2025 08:53:56.0 a Windows11-Wo Default >> Dot1X Default >> SH_IoT

Jan 20, 2025 08:53:18.2.. [-] a 00:0C:29:D5:0 Windows11-Wo... Default >> MAB Default >>... DenyAccess

Jan 20, 2025 08:52: ) 3 00:0C:29 9:C2:FC Windows11-Wo. Default >> MAB Default >>..  DenyAccess

Jan 20, 2025 08:51:50.2.. ] a 00:0C:29: D Windows11-Wo...  Default >> MAB Default >>..  DenyAccess

Jan 20, 2025 08:51:30.9 'Y 2 0 0C:29:C0:D1 Wo. Default > Dot1X Default >> SH_CONT 172.16.206.2,..
Jan 20, 2025 08:51:30.9 & 0:01:.. Windows11-Wo Default >> Dot1X Default >> SH_CONT 172.16.206.2,..
Jan 20, 2025 08:51:30.7.. a )0:0€:29:C0:D1

Jan 20, 2025 08:51:10.5 Fy 0:D1 Windows11-Wo Default > Dot1X Default >>_.  SH_CONT

Jan 20, 2025 08:51:03.0.. o ] 00:0C:2 00:0C:29:C2:FC Windows11-Wo...  Dafault >> MAB Default >>...  DenyAccess

Jan 20, 2025 08:50:22.1.. o a 00:0C:28:05:0 00:0¢ Windows11-Wo. Default >> MAB Default >> DenyAccess .
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ISE Policy Configuration - Policy Sets

il |dentity Services Engine Policy / Policy Sets
X

' Bookmarks Policy Sets Click here to do visibility setup Do nc ow this again
|}

Dashboard Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

| Context Visibility Q
9, Operations
| Policy
[-] Default Default policy set fault Network A 134 @ >

2 Administration

Work Centers

?) Interactive Features
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ISE Policy Configuration - Authentication

dentity Services Engine Policy / Policy Sets

Pl Eookmarks Policy Click here to do visibility setup Do not s
L} Dashboard
Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
I Context Visibility
O
Q
9 Operations
(] Default Default palicy set ault Network A 134
| Policy
4. Administration s Authentication Policy(3)
mall  Work Centers
Status Rule Name Conditions Use Hits Actions
?) Interactive Features
[E]  wired_so2.1x
o Dot1X OR 6 {f\:}}
[E]  wiretess_soz.1x > Options

[F  wired_man
o MAB OR 56 {C'v‘;}

[F]  wireless_maB > Options

(] Default 44 {@}

> Options

> Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

> Authorization Policy(19)

cIsco '&./
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ISE Policy

«huilie Identity Services Engine

Cisco

cisco

Bookmarks
Dashboard
Context Visibility
Operations
Policy
Administration

Work Centers

Interactive Features

.&/

Configuration - Auth

Policy / Policy Sets

orization

Results Click here to do visibility setup Do not show this agai
Status  Rule Name Conditions Profiles Security Groups Hits Actions
Q t
t  Session-PostureStatus EQUALS Unknown
B  wired_802.1x
NONCOMPL
SH_CONT_NON_COMPLIANT AND R -AB!ExternalGroups EQUALS : )
i sdalab.lab/Users/SDA1_CONT | ( : {@}
1 Session-PostureStatus EQUALS NonCompliant
E wired_s02.1x
CL_P( IMPLIANT
N T AND @ “ABI-ExtemalGroups EQUALS OMPLIAY
SH_C o 2 (
= - sdalab.lab/Users/SDA1_CONT CON . {é}
k  Session-PostureStatus EQUALS Compliant
E  wired_s02.1x
° SH_CONT AND q  LABIExternalGroups EQUALS 9 {é}
sdalab.lab/Users/SDA1_CONT
[F wired_so2.1x
RP I 5
° SHECORe AND LAB1-ExternalGroups EQUALS {:9}
“*  sdalab.lab/Users/SDA1_CORP
@  Basic_Authenticated_Access  [Z] Network_Access_Authentication_Passed enyA s §
(] Default DenyAcce 6 {@}

BRKOPS-2584
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ISE Policy Configuration - Conditions Studio

Conditions Studio

Library Editor

Wired_802 1X

LAB1-ExternalGroups
BYOD_is_Registered
Equals sdalab.lab/Users/SDA1_CORP =
Catalyst_Switch_Local_Web_Authentication
Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2
EAP-TLS
Guest_Flow
MAC_in_SAN
Network_Access_Authentication_Passed
Non_Cisco_Profiled_Phones

Non_Compliant_Devices

Switch_Local_Web_Authentication

CondtmhlAlah—hithanticratnn
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ISE Policy Configuration - Policy Results

I+ Identity Services Engine Policy / Policy Elements

Authentication ~

Alowed Protacols Standard Authorization Profiles

) Bookmarks Dictionaries Conditions Results

8% Dashboard

121 Context Visibility

% operations For Policy Export go to Administration > Sy > Backup & Restore > Policy Export Page
Selected 0 Total 19 &
Autharization ~ :
| Policy . . Ve
I Authorization Profiles Ade A
Administrati Downloadable ACLs
F | ministration ] Name Profile Description
Wi . - . - . . =
rﬂ lork Centers . N O Block_Wirslass_Acce: @& Cisco (] Default profile used to block wireless devices. Ensure that you configure a
[ CL-No-Redirect-Uknown #% Cisco CL-No-Redirect-Uknown
Pasture >
?) Interactive Features O % Cisco
Client Provisioning b -
O CL_POSTURE_COMPLIANT #& Cisco
0O CL_POSTURE, &% Cisco
O cl 2% Cisco
O Cisco_IP_Phones &% Cisco () Default profile used for Cisco Phones
O 0 2 Cisco ( Onboard the device with Cisco temporal agent
[ We th 4% Cisco (1) Default Profile used to redirect users to the CWA portal
O NSP_Onboard % Cisco (1) Onboard the device with Native Supplicant Provisioning
O Non_Cisco_IP_Phone @& Cisco (7 Defauit Profile used for Non Cisco Phones.
O PostureUnknow, #& Cisco (] PostureUnknown
i SH_CONT #% Cisco SH_CONT
O SH. % Cisco (i) SH_CORP
O SH_IOT #% Cisco (1) SH_IOT
[ L 2% Cisco ( Default profile used for UDN.
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ISE Policy Configuration - Policy Results

Wuts Identity Services Engine Policy / Policy Elements

PR " P i Jo not show this aga
J! Bookmarks Dictionaries ~ Conditions  Results Click here to do visibility setup D how this again

B%  Dashboard

Authentication v harization Prafiles > SH_CORP
| Context Visibility L .
Allowed Protocols Authorization Profile
9, Operations
* Name
Autharization v SH_CORP
| Policy
Autharization Profiles .
Description SH_CORP
8. Administration Downloadable ACLs 4
* Access Type
ACCESS_ACCEPT ~
mli  Work Centers
Profiling >
Network Device Profile T
Posture >
) Interactive Features Service Template U
Client Provisioning > Track Movement O
Agentless Posture Oc
Passive Identity Tracking [ ]
~ Common Tasks
[JACL (Filter-ID) -
__]/\CL IPvE (Filter-1D)
Security Group
VLAN TagID 1 Edit Tag ID/Name 200 v

cIsco '&./
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ISE Policy Configuration - Policy Results

Identity Services Engine

' Bookmarks Dictionaries Conditions Results

8%  Dashboard
Authentication N wthorization Profil SH_CONT

1:! Context Visibility L )
' - Authorization Profile
Authorization

A\ Operations Authorization Profiles .
Name

SH_CONT
O Foiicy Downloadable ACLs
Description SH_CONT
4. Administration £
Profiling ’ * Access Type
ACCESS_ACCEPT ~
Al Work Centers
Posture > . N
Network Device Profile ]
& Cisco v
Client Provisioning >

?) Interactive Features Service Template ]
Track Movement O
Agentless Posture O

Passive Identity Tracking [_]

~ Common Tasks

Security Group (3)

4 VLAN TagID 1 Edit Tag ID/Name 206 ~

[] Voice Domain Permissian

Mk Diadicnntinn (A RIMRE KISD ADDL
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ISE Policy Configuration - Endpoints Authenticated

iy Identity Services Engine Operations / RADIUS

] Bookmarks Live Logs Live Sessions

8% Dashboard

Context Visibility Retresh Show Within
Every 1 minute ~ Latest 20 records ~ Last 60 minutes «
A, Operations

I Policy
Initiated Updated Session Sta... Action Endpoint ID Identity IP Address Endpoint Profile Posture St... Security G... Se
4. Administration
x “ Endpoint 1D Identity IP Address ~|  Endpoint Profile Posture Statu Security Grou Se
m Work Centers . e . - P —— ———
Jan 20, 2025 09:14:16.19...  Jan 20, 2025 09:14:16.3 Started Show CoA Actions C:29:C2:FC:F4 SDA! 172.16.204.1 Windows11-Waorkst ise
Jan 20, 2025 08:54:24.92. Jan 20, 2025 08:54:26.1 Started Show CoA Actions 00:0C:2 0 172.16.200.2,fe8 Windows -Waorkst ise
2) Interactive Features Jan 20, 2025 08:51:28.10...  Jan 20, 2025 08:51:30.9. Posturad Show CoA Actions  00:0C:29:C0:D1:EC SDALABjames 172.16.206.2,fe8 .. yrkst... | Compliant ise
1 D »
Last Updated: Mon Jan 20 2025 21:14:37 GMT+0000 (Greenwich Mean Time) Records Shown: 3

cIsco '&./
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Cisco TrustSec
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Absolutely look at this!

TrustSec Refresh

Reinforced with latest segmentation innovations

cisco M/
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ldentifying Users for Group-Based Policies

Simple ways to add access

Reduce Risk & Represent threat

Reduce SecOps effort in

control & protect new things

Acquisitions & I f
partnerships nternet o

Things
5 -
BYODﬂ ) ,9 Cl/-l_a:)

8 Cloud

Reduce IP ACL complexity.

Reduce and simplify FW rules.
Meet compliance goals easier.
Simple segregation protection.

cisco L{V&/

state or vulnerable devices

0

|

=g

Use groups to protect
device types that you
cannot patch

Restrict lateral
movement

Protect vulnerable
systems

Use Groups to
represent suspicious
devices & handle
appropriately

BRKOPS-2584

adds, moves & changes

More

Reduce admin consistent

error security policy
@)
() .
= > Reduce
sque OPEX
Reduced ST
time to Manage
implement complexity
changes
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Policy Challenge

cisco L{{@/

VLAN 100

Subnet A.B.C.D
[

IPACL 1

IPACL 2 ....

-

et

—

?

VLAN 101

Subnet E.F.G.H

[1]
IPACL 11
IPACL 12 ...

~ T (W

Security
Policy

Tied to
Infra

]

VLAN 103
Subnet M.N.O.P
IPACL 31

IPACL 32 ....

VLAN 102
Subnet I.J.K.L
IPACL 21
IPACL 22 ....
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Classification into Intent-Based Groups

- Business-based
groupings to provide
consistent policy and
access independent of
network topology

- Leverage items such as
location, device type,
RADIUS attributes, AD
membership etc. to
allocate group
assignments

cisco L{V&/

SGT_Contractor|| SGT_Building|| SGT_Manufacturing
~ Management > Mo
Ho O i@
o ‘“:" m? ° Packaging
‘ ‘ S Robot Sensors 3
Technical Advisor @ ystem
@ Thermostat .
g8 - ° Cra
, Surveillance rane
Construction
(%ﬁ? O Qe DIER=DNN PN °
4o Badge Reader
Health Consultant Exhibitor HVAC
SGT_FinanceServer 5 SGT_Printers ®
— ]| 1§
1=1 b 4 ]
~=I-" Server Server2 =1 Printer1 Printer2

BRKOPS-2584
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Let's add TrustSec to the solution!

Hial Provision / Inventory ?r 0 ‘ Q. admin ~
‘eisee Catalyst Center
Routers Switches Wireless Controllers Access Points Sensors i) E %o
i
DF] Take a tour Ty Export
Palicy
led fiiters or view recently applied filters
Actions 0] As of: Jan 20, 2025 3:46 PM
IP Address Vendor Reachability (1) EoX Status Manageability Compliance (1) Site Image Version Last Upda
9 minute
172.16.210.251 Cisco @ Reachable & Not Scanned @ Managed @ Compliant /Didsbury/Spectrum 17.12.3
& Managed
172.16.210.250 Cisco @ Reachable & Not Scanned @ Compliant /Didsbury/Spectrum 17.12.3
& Managed i
172.16.210.249 Cisco @ Reachable & Not Scanned @ Compliant .../Didsbury/Spectrum 17.12.3
lab 172.16.210.253 Cisco @ Reachable & Not Scanned © Managed @ Compliant .../Didsbury/Spectrum 17.12.3
lab 172.16.210.252 Cisco @ Reachable & Not Scanned © Managed @ Compliant /Didsbury/Spectrum 17.12.3
v
Show Records: 25 ~ 1-5 (1]

htps: 110/dna/policy/gbacACA/overy
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Let’s add TrustSec to the solution!

Catalyst Centre already added the CTS server!
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Policy /

Let’s add TrustSec to the solution!

!* Catalyst Center

o
cisco

Overview Policies Security Groups Access Contracts

In order to begin using Catalyst Center as the administration point for Group-Based Access Control, Catalyst Center must migrate policy data from the Cisco Identity Services Engine (ISE)
« Any policy features in Cisco ISE that are currently not supported in Catalyst Center will not be migrated, you will have a chance to review the migration rule after click on " Start migration”
« Any policy information in Catalyst Center not already exist in Cisco ISE will be copied to Cisco ISE to ensure the 2 sources are in sync

Once the data migration is initiated, you cannot use Group-Based Access Control in Catalyst Center until the operation is complete. Start migration /

After policy data migration has completed, if you prefer to manage Group-Based Access Control in Cisco Identity Services Engine, you can select that option under " Group-Based Access Control Configuration™

[ Upcom

0]

ss, or MAC address

(Q Search by group name, IP A

View traffic for .

N
7]
m

)
o)
o
il
=
m
4]

Policy Issues

Least Active Policies

Most Active Policies
All Packets v

All Packets

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 66
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b Catalyst Center

Overview

Let’s add TrustSec to the solution!

Pol

Policy / Group-Based Access Control

Search by group name,

P Ad

or MAC address

View traffic for ...

4
S ES
Policy Issues 24 hrs v Jan 19, 202 Jan 20, 2C
0 5 0 0
p2 33 b4
Most Active Policies Least Active Policies
All Packets All Packets
Ltl@.

BRKOPS-2584

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

67



Let’s add TrustSec to the solution!

Catalyst Center

cisco

Policies Security Groups

Security Groups (18)

Q) Search Table v
electec Deploy

O Name Tag Value Description Created in Policies

O Auditors 9/0x9 Auditor Security Group 0

()] BYOD 15/0xf BYOD Security Group

@] Contractors 5/0x5 Contracter Security Group 1

)] Developers 8/0x8 Developer Security Group 0

i Development_Se Development Servers Security Group 0

O Employees 4/0x4 Employee Security Group 1

L Extranet 17/0x11 Extranet Security Group 0

O Guests 6/0x6 Guest Security Group 0

O Intranet 16/0x10 Intranet Security Group

r Network_Services 3/0x3 Network Services Security Group 0

Show Records:

Add Security Groups from CC - not from ISE!!

Cisco

.&‘/
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Add some Security Groups - demo

= b Catalyst Center

Policy / Group-Based Access Control

0 admin

Qverview Policies Security Groups

Security Groups (19)

Search Table

Deploy

Name

PCI_Servers

O Point_of_Sale_Systems
0O Production_Servers
O Production_Users

0 Quarantined_S

O SG_CORP

O Test_Servers

TrustSec_Devices

Unknown

Cisco

.&‘/

Access Contracts

Tag Value

14/0xe

10/0xa

11/0xb

7/0x7

255/0xff

18/0x12

13/0xd

2/0x2

Description

PCI Servers Security Group

Point of Sale Security Group

Production Servers Security Group

Production User Security Group

Quaran

Security Group

Test Servers Security Group

TrustSec Devices Security Group

Unknown Security Group

BRKOPS-2584

In Progress te Security Group

v

Created in ~ Policies

o

Show Records: 10 1-19 < e
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ISE Gets the SGs

deds Identity Services Engine

Work Centers / TrustSec

Cisco

Al

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Features

.&/

Overview Components

Security Groups
IP SGT Static Mapping
Security Group ACLs

Network Devices

Trustsec Servers

TrustSec Policy

Policy

Sets

Security Groups

For Policy Export go to Administratior

SXP

Integrations

Troubleshoot Reports Settings

Selected 0 Total 21

O Icon Name SGT (Dec [ Hex) Description Learned from
O @ Extranet 17/0011 Extranet Security Group =
O @ 6/0006 Guest Security Group

O @ ntranet 16/0010 Intranet Security Group

] @ etwork_Se! 3/0003 Network Services Security Group

] @ PC e 14/000E PCI Servers Security Group

] @ 10/000A Point of Sale Security Group

O ® ction_Serve 11/0008 Production Servers Security Group

O ® ction_Use 7/0007 Production User Security Group

O @ Quarantined_System 255/00FF Quarantine Security Group

O @ SG_CON 19/0013

O @ 56 18/0012

O @ SG_IO 20/0014

O @ T 13/000D Test Servers Security Group

O @ T 2/0002 TrustSec Devices Security Group

O ? nknowr 0/0000 Unknown Security Group

BRKOPS-2584
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Add slightly different AuthZ Policy Results

cisco L{V&/

Boskmarks

S Daikboidd

1 Context Visibiity

Operticns

Poliey

Agmisiitiation

Wik Centers

Imeractive Features

Dicticharion Candilicns

athamts o

[RTEh T

I Aatheiration Pralies

[e——

e ]

Pollcy f Pollcy Elements

Easulls

Austhorization Profile

AOCESS _ACCEPT

B Secarity Grom B0 _GONT

BRKOPS-2584

© 2025
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Add slightly different AuthZ Policy Results

aluil |dentity Services Engine Policy / Policy Elements

) Bookmarks Dictionaries Conditions Results

8% Dashboard

Authentication b ~ Common Tasks
! Context Visibility [CJACL (Filter-ID) -
Authorization v
A Operations Authorization Profiles ] ACL IPv6 (Filter-ID)

' Pollcy Downloadable ACLs
Security Group SG_CONT ~  Virtual Network: v
2. Administration
Profiling 3 VLAN 206
Al Work Centers -
Posture >
Glient Provisioning >

?) Interactive Features
~ Advanced Attributes Settings

Select an item ~ ~

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = cts:security-group-tag=0013-0
cisco-av-pair = cts:sgt-name=5G_CONT
cisco-av-pair = cis:vn=
Tunnel-Private-Group-ID = 1:206
Tunnet-Type = 1:13
Tunnel-Medium-Type = 1:6

cisco /¢ &./
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Add slightly different AuthZ Policy

Cisco

‘auen' Identity Services Engine

J° Bookmarks

B%  pashboard

Context Visibility
A, Operations

1 Policy

4. Administration

Work Centers

? Interactive Features

.&/

Dictionaries Conditions

Authentication

Authorization

I Autharization Profiles

Downloadable AGLs
Profiling
Posture

Client Provisioning

Policy / Policy Elements

Results

Standard Authorization Profiles

For Policy Export go to Administrat

ckup & Restor

Name Profile
] 3lock_Wireless_A & Cisco
O No-Redirect-L ak Cisco
a CL_MACHINE_AC & Cisco
() CL_POSTURE_COMPLIANT &k Cisco
(] L_POSTURE_NONCOMPLIAN 4 Cisco

% Cisco

(] Phones # Cisco
O C Te ral_Ont 1 % Cisco
(] WebAuth & Cisco
(] SP_Onbo: % Cisco
(] on_C s_IP_Phon a% Cisco
0 BOStBUNENGW & Cisco
(] 5_CONT ak Cisco
(] 5 JRP % Cisco
(] T u% Cisco

O]  sw.com # Cisco

BRKOPS-2584

Results

Selectad 0 Total 21

Description

Default profile used to block wireless devices. Ensure that you configure

CL-No-Redirect-Uknown

Default profile used for Gisco Phones.

Onboard the device with Cisco temporal agent

Default Profile used to redirect users to the CWA portal
Onboard the device with Native Supplicant Provisioning
Default Profile used for Non Cisco Phones.

PostureUnknown

SH_CONT

SH_CORP

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Change our AuthZ Policies to match

et 1dentity Services Engine Policy / Policy Sets
Results
)| Bookmarks
(7) Status Rule Name Profiles Security Groups Hits  Actions
Dashboard =
11 Context Visibility Q
[ R LASIEI S CUALS SuaaU e e DA SAGONT -
9, Operations Computers
| Policy [E wirea_soz.1x
(-] SH_IOT AND SG_IOT ~ SG_IOT &~ ¢ {_@‘}
o £ LAB1-ExternalGroups EQUALS sdalab.lab/Users/SDA1_IOT
2. Administration
Al Work Centers El wired_so2.1x
clL
LAB1-ExternalGroups EQUALS
SH_CONT_UNKNOWHN AND AR aiab lab/Users/SDAT_CONT SH CO o @

i E  Session-PostureStatus EQUALS Unknown
?) Interactive Features

[}

Wired_802.1X

CL_POS
LAB1-ExternalGroups EQUALS Sl - -

sdalab lab/Users/SDA1_CONT SH_CONT

SH_CONT_NON_COMPLIANT  AND

»
=
e

[ Session-PostureStatus EQUALS NonCompliant

[F] wired_so2.1x

>TURE_COMPI

LAB1-ExternalGroups EQUALS ) .

A 5B, .

SH_CONT_COMPLLANT e sdalab.lab/Users/SDA1_CONT ] {Q‘}

k  Session-PostureStatus EQUALS Compliant

[F]  wired_so2.1x

° SH_CONT AND LAB1-ExternalGroups EQUALS SG_CONT N SG_CONT o b {é}

/!
sdalab.lab/Users/SDA1_CONT
[F]  wired_so2.1x
© SH_CORP (il @ LAB1-ExternalGroups EQUALS SG_CORP N SG_CORP o / {é}
sdalab.lab/Users/SDA1_CORP
(-] Basic_Authenticated_Access  [5| Network_Access_Authentication_Passed Deny. 74 {@} .

cIsco '&/
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Endpoints using T

Cisco

Identity Services Engine

J| Bookmarks
B% Dpashboard

Izl Context Visi

%, Operations
' Policy
2. Administration

Al Work Centers

? Interactive Features

.&/

Misconfigured Supplicants

Time

Jan 20,

Jan 20

Jan 2

s

Jan 20,

Jan 20,

Jan 20

Jan 20

0

. 2025 10:04:32.0..

2025 10:04:31.9,

2025 10:03:15.1

2025 10:02:53.7...

, 2025 10:02:53.7...

2025 10:02:43.3

, 2025 10:02:43.3...

2025 10:01:26.3,

2025 10:01:26.3.

, 2025 10:01:26.3...

2025 10:04:32.0...

2025 10:02:43.2.

2025 10:01:26.3...

Status

B e 8 @ B8

B @B 8B @ @ B

| @

rustSec!

Operations / RADIUS

Misconfigured Network Devices

Details

0

Repea... Identity
Identity
SREQU
0
0
SDALAB\jame
o SDALAB\m

SREQL

TSREQU!

HCTSREQU

HCTSREQUESTH

RADIUS Drops

Endpoint ID

Endpoint ID

b:95:8d

BRKOPS-2584

Client Stopped Responding

0 0

Refresh Show

Every 10 secondss, Latest 100 recordsw

Endpoint Prof... Authentication Po... Authoriz...

Endpoint Profile Authentication Policy Authorizatic Authorization Profiles
w Default >> Dot1X Default >>... SG_loT
Windows11-Wo. Default >> Dot1X Default >> SG_lOT

Win Default > Dot1X Default >» SG_CONT
Windows11-Wo...  Default >> Dot1X Default >>... | SG_CONT
Windows11- Default >> Dot1X Default >>... SG_CORP
Windows11-Wo... Default >> Dot1X Default >> SG_CORP

Authorization Profiles

Repeat Counter

0

Within
Last 5 minutes

IP Address

IP Address

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

172.16.204.1,...

172.16.204.1,.

172.16.206.2,

172.16.206.2,...

172.16.200.2,...

172.16.200.2,

~
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Endpoints using T

Cisco

el Identity Services Engine

) Bookmarks

Dashboard

Il Context Visibility
4. Operations

{ Policy

4. Administration

Al Work Centers

?) Interactive Features

Initiated

Jan 20, 2025 10:04:31.97

Jan 20, 2025 10:02:53.74

Jan 20, 2025 10:02:43.27

rust

Updated

Jan 20, 2025 10:04:32.0
Jan 20, 2025 10:03:15.1

Jan 20, 2025 10:02:43.3

Session Sta...

Started

Postured

Started

Operations / RADIUS

Action Endpoint ID

Endpoint ID

Show CoA Actions 0:0C: 29

Show CoA Actions

Show CoA Actions 0:0C:29:D B

Last Updated: Mon Jan 20 2025 22:05:16 GMT+0000 (Greenwich Mean Time)

.&/

BRKOPS-2584

Refresh

Every 1 minute

Show
Latest 20 records

Within
Last 60 minutes

.
Identity IP Address Endpoint Profile Posture St... Security G... |Se
Identity IP Address ~ Endpoint Profile Posture Statu| Security Grou 5S¢
en 172.16.204.1,feB Windo SG_lOT ise
DALAB\james 172.16.206.2, fe8 .. Windows11-Wark: Compliant SG_CONT se
Si 172.16.200.2,fe8 Wind 11-Work SG_CORP ise
v

Records Showny3
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Switch Configuration required %

cts role-based enforcement . . '
cts role-based enforcement ylan-list 200,202,204,206,208,210 — Add this to every switch!

cts sxp enable

I Trunk configuration e
int range gil/e/23 - 24
ip dhcp snooping trust

¢ts manual
policy static sgt 2 trusted

And you already know how - CLI Templates!

c 1 sco L‘V&. BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



So what can we do with this?

Al Catalyst Center Policy / Group-Based Access Control

cisco

Overview Policies Security Groups Access Contracts

* No Firewall Hairpinning! —
° NO AC I_S/AC ESI Policies (0) 2 Enter full screen
« Enforce East-West

* Welcome to the Matrix! - ERE
(not that one!) =

Production_Ser
Production_L
tined_
CONT

w / Expand Minimap
c 1 S C o &. BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Create an Access Contract

duli Catalyst Center Policy / Group-Based Access Control

Overvi ity Groups Access Contracts
Access Contracts (7) Upcaming @ n ?m:;-guw F-ne..@f\ s of Jan 20,2025 11:46 PM 3 (@ Create Access Contract
Filter Deploy 0 Selected
O Name = Description Rules Count Palicies
O AllowDHCPDNS Sample contract to allow DHCP and DNS 2 0
O AllowWeb Sample contract to allow access to Web 2 0
Deny IP Deny IP SGACL 0
Deny_IP_Log Deny IP with logging (V]
O DenyRemoteServices Sample contract to block Remote Access and telnet services 4 0
Permit IP Permit IP SGACL ]
Permit_IP_Log Permit IP with logging 0
dls) Show Records: 10 ™ 7 (1]
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Create an Access Contract - Lets block ping!

= ‘e Catalyst Center Policy / Group-Based Access Control

Qverview Policies Security Groups Access Contracts
Access Contract
Access Contracts (7)

Narm Descriptior

" Filter Deploy 0 Selected N s
Deploy NO_PING BLOCK_PING ° @ Modeled Access Contract
0O Name = Description
O AllowDHCPDNS Sample contract to allow DHCP and DNS CONTRACT CONTENT (1)
fon* eation - Transport Source / ' )
] AllowWeb Sample contract to allow access to Web # Action Application Protocol Destination Port Logging  Action
1 Deny + Advanced ~ ICMP v (o + %

Deny IP Deny IP SGACL

Deny_IP_Log Deny IP with logging
O DenyRemoteServices Sample contract to block Remote Access and telnet service|

Permit IP Permit IP SGACL

Permit_IP_Log Permit IP with logging

Default Action Permit v Logging C_HID

Cance Save Now ‘

cisco 'p/./
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TrustSec in Action - Demo

Analytics Cisco Commerce W... e Smart License Dem New Visibilty » [ All Bookmark

wrC v || ~

Reply

Filter Deploy 3 Refresh Create View

Destination

Source :
from
from

~ T =
& Q% oz

Old Firefox  Wind

Data Pro Const
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Visibility of Flows - Group Based Analytics

= il Catalyst Center Policy / Group-Based Access Control |  Q admin -

Overview

Explore Traffic Flows for Security Groups

showing 3 Security Groups

Show more

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



What about the
Al 7?

- Al Endpoint
Analytics!

cisco L{{@/



Al Endpoint Analytics in Catalyst Centre

Catalyst Center

Al Endpoint Analytics

Al Endpoint Analytics

Policy ontro re

Explore

cisco W‘/

Critical Issues

Network Devices

o

Al Endpoint Analytics

BRKOPS-2584

Explore

Trends and Insights

0

AP Performance
ries

Application QoS Policies

j Successful Deploys

4 o ’| Errored Deploys

e. 0 Stale Policies
Find New Devices Add New Poli

Images ()
Fully Pr Endpoints: 50%
Partially Profiled Endpoints: 50% Untag 0
Unprofiled Endpoints: 0% Unverified

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al Endpoint Analytics in Catalyst Centre

Catalyst Center

QOverview Endpoint Inventory Trust Score Profiling Rules Hierarchy

Configuration 4
Total Endpoints () Trust Score PREVIEW Manage sources Al Proposals @

6 ast Proposed: Jan 29, 2025 12:48 PM
_ Using er

rule propi

cing data
that could impr

we were able to put together some

r profile outcol

3
i Endpoints
@ Unknown 0 (0%) 0  New rule(s) for profiling endpoints that may be similar
® Partially Profiled 3 (50%)
Fully Profiled 3 (50%) ® Low (1-3) 0 (0%)
View Partially Profiled Labels
® Medium (4-6)
@ High (7-10) 3 (100%)
Endpoint MAC Randomization
6
Endpoints
Qtaticr MAM Addrace & f1nnacy -

cIsco '.o/./
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Al Endpoint Analytics in Catalyst Centre

= dulb Catalyst Center Policy / Al Endpoint Analy!

O

Endpoint Inventory Tru; Profiling Rules

Endpoint Inventory (6)  Focus: All Endpoints - Default View ) Take a Tour

Q ints by selec v
0 Selected Register Endpoints More Actions (1 Export As of: Jan 29, 2025 12:48 PA
C MAC Address ~ Is Random MAC Trust Score 1P Address Last Seen Hastname Endpoint Type 0S Type Hardware Mode! Hardware Manufacturer Registered
Includes a
O 29:C0:D1:EC No ® 10 172.16.206.2 Jan 29, 2025 12:48 PM LAB1 Virtual-Machine Windows 11 Pro VMWare-Device VMware, Inc No
tru St S C O re O 00:0C:29:C2:FC:F4 No e 9 172.16.204.1 Jan 2B, 2025 3:12 PM LAB1-PC3 Virtual-Machine Windows 11 Pro VMWare-Device VMware, Inc No
O No ] 172.16.200.2 Jan 29, 2025 12:46 PM LAB1-PC1 Virtual-Machine Windows 11 Pro VMWare-Device VMware, Inc No
] 68:2C:7B:95:86:00 No L] - Jan 22, 2025 4.36 AM - - = Cisco-Device Cisco Systems, Inc. No
O >:7B:95:8D:00 No . - Jan 22, 2025 4:56 AM - - - Cisco-Device Cisco Systems, Inc No
68:2C:7B:98: No L] - Jan 29, 2025 3:06 AM - = - Cisco-Device Cisco Systems, Inc. No
v
rd Show Recards: 10 € (1]

https://10.53.0.110/dna/policy/desfendPoints

cisco 'p/./
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Al Endpoint Analvtics in Catalyst Centre

= ‘v Catalyst Center Policy / Al Endpoint Analytics
Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy
Trust Score Take a Tour Trust Analytics

k to help achieve zero trust outcomes. Values rang
provide context about the endpoint (e.g. posture
Its
Alerts Endpoints
Endpoints (3)  Focus: Trust Score - Default view
(. Filter for endpoints by Y
ed More Actions Ja )25 1250 PM
O MAC Address = Is Random MAC Endpoint Trust Scora IP Address 1Pv6 Authantication Method Postura Al Spoofing Detaction Endpoint Attribute Conflict NAT Mode Datection Concurrer
O 00:0C:29:C0:D1:EC No ® 10 172.16.206.2 - ® Wired802_1x (PEAP (EAP-MSCHAPv2)) ® Compliant - - - -
:] 00:0C:29:C2:FC:F4 No ® 9 172.16.204.1 - ® Wired802_1x (PEAP (EAP-MSCHAPv2)) = - - = =
O 00:0C:29:D5:01:B0 No ® 9 172.16.200.2 - ® Wired802_1x (PEAP (EAP-MSCHAPv2)) - - - - -

Show Records: 10 v~ 1-3 o

cisco W- BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



Al Endpoint Analytics in Catalyst Centre

ey’ Catalyst Center Policy / Al Endpoint Analytics { 1 Q admin

Endpoint Ir

ntory Trust &

Profiling Rules Hier:

you are updated to the latest version 73.1 and a recent Cisco profiling rule update has changed the profiles of some endpoints. Review update X
Profile Rules (3337) (@ Rule ation
0 Selected More Actions Asol:Jan 29,2025 1251PM (3 []
Rule Name = Greated By Date Created Endpoint Type 05 Type Hardware Model Hardware Manufacturer Source Actions
. Accept Nw Activity Cisco Default -
E 2025 2:22 AM -
U Changes Only Rule System Jan 25, 2025 2:22 Dynamic
Advanced Netwaork Connected
—_ - . - - - \ Cisco Default
) Devices IP Speaker System Jan 25, 2025 2:22 AM Speaker,Audio Video - - - Static
Device Type Rule System Device

Advanced Network
O Devices IP
Hardware Model Rule

peaker System Jan 25, 2025 2:22 AM Cisco Default -
Dynamic

c

Cisco Default -

O System Jan 25, Dynamic
Advidia-
. Advidia Cam Camera,Panasonic- Cisco Default -
an 25, 2025 2:22 AM “amera
U SsdpModel With Oui Rule System Jan 25, 2025 2:22 Comern Device, Advidia- Static
Device
0 Aggregate Rate Rule System Jan 25, 2025 2:22 AM Gisco Default - -
Y Dynamic
Alcatel Lucent Access
— Point DhepClassidentifier I Cisco Default -
( System Jan 25, 2025 2:22 AM -
“ With Oui Model Dynamic
Extraction Rule
Alcatel-Lucent- S
Record(s) Show Records: 25 v 1- 2 1) " >

cisco 'p/./
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Al Endpoint Analytics

alialie
cisco

Catalyst Center

| Configurations

I Manage Configurations

Manage Configurations

Profile Rule Settings ; yst Center lev

his ¢
Fo

iate settings ir

ISE Configuration

Trust Analytics
Endpoint Purge Policy

Endpoint Subnet Inspection

This is list of recommen igurations

CGonfiguration Name

started v

sint Analytics, providing incres

Status.

DPI Enablement (CBAR) © Enabled

onfiguration @ Enabled

@ Enabled

Al Analytics Integration

Optional Configurations (4)

Talos
integration

nal configurati

yased on your re

Configuration Name

t complete va

Sility for endpaint prof

in Catalyst Centre

se out of Al Endpoint Analytic

h configuration name to kn:

nd enabling manual/automated policy enforcement w

Details.

3 of 3 items are completed

2 of 2 items are completed

1 of 1 items are completed

sirements

Status Details
Security @ Disabled 0 of 3 items are completed
ServiceNow @ Disabled 0 of 1 items are completed
Talos IP Reputation @ Enabled 5 of 5 items are completed
Al Spoofing detection @ Enabled

3 of 3 items are completed

.&‘/

Cisco

BRKOPS-2584

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

89

admin

Refresh



We Did It!
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But Is there a
better way?

cisco L{{@/



Software
Defined Access

cisco L{{@/



Cisco SD-Access - Bringing Everything Together

DNA _
Automation and Assurance

e’

Programmable Overlay

Simplified Underlay
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Requirements for the Underlay

- Routed Network (L3 to edge) — Intelligent Packet Handling/ECMP
« Reliability — Maximize Network Availability
« Simplicity — No STP, No Blocking Links, No HSRP, No VSS, no horrible

L2 stuff!
Edge Device Edge Device
Hosts
(End-Points)
Underlay Network \ Underlay Control Plane

LAN Automation !!

c 1 sco L‘V&. BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What exactly is a Fabric? Gon

A “Fabric” is an “Overlay”

An Overlay network is a virtual topology used to logically connect devices, built on top of an
arbitrary Underlay physical topology.

An Overlay network often uses alternate forwarding attributes to provide additional services not
provided by the Underlay network.

Examples of Network Overlays

GRE , mGRE , NVGRE - OTV
MPLS , EoMPLS , VPLS « LISP
GETVPN , DMVPN - DFA
Fabric Path (FP) + ACI
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SD-Access Fabric - Segmentation without ACLS!

Virtual Network - A Closer Look

Virtual Network maintains a separate Routing & Switching table for each
instance

The what with the where now??

A virtual network is just that - it splits the common
network in logically separate constructs...

Well that’s clear then...
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Segmentation Policies - Macro & Micro

Macro: VN to VN traffic is not allowed

Micro: SGT to SGT policy within a VN is defined
globally from DNAC (Application level policy can also
be set here to0).

4 )

L+42

Soaxp LxQ

Contractors SG Employee SG

1
Contractors i Developers
# .,

~

Building Management

\ VN / Campus VN /

Manufacturing VN
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Segmentation Policies - Macro & Micro

Macro: VN to VN traffic is not allowed

Micro: SGT to SGT policy within a VN is defined

globally from DNAC (Application level policy can also

be set here t00).

p
S+8
Srap

Building Management

\ VN

~N

J

cisco L{V&/

142
2%l
L%l

Contractors SG Employee SG

Campus VN

~

J

BRKOPS-2584

Contractors E E Developers
, A

Manufacturing VN

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

98



o . " o
o ceases Sedmed]
Rl - z D B L JE

R 28926822828 28528

T e s T e
N T T TTT

—

g BRIRERRERELST §
R 4

Rl Lo | -
D AR
R fEeReRRRR20 R EEEs T

o e .
L i e

5 oz ‘
I--.a.n 1l
- - 1|

Sk sEssiscrvcis $2835

o e e -
e i | ol ol ol

== p—

sﬁs Simplified Provisioning

Provision Deploy devices using “best practice”

configurations from a simple user interface
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9 Wired and Wireless
o’ Host Mobility

Mobility because you get stretched subnets with broadcast suppression at
each switch
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[
Intelligent
Policy

Network Wide
Policy Enforcement

based on your identity, not on your address




In Conclusion

« (Catalyst Centre - automate the steps without templates!
» Built on best practice

« Deploy an entire network - consistent policy

» |dentity Based Network

« Visibility and Assurance

« All via Cisco Catalyst Centre!!
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKOPS-2584

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Next Steps!

« Read the documentation - get a thorough understanding
« Re-watch the videos and session (will be in Webex space)
 Sandbox it or lab it! - test, test, test

« Reach out to your Account Team, find a friendly SE!
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog

cisco M-/ BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntlnue b with DevNet, Capture the Flag,
and Walk-in Labs

your education )

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at: magraha2@cisco.com
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Bonus Content!:
Posture
Compliance -
AKA NAC
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Why Posture Checking and Compliance?

* Rules defined based on Organization requirements

* Ensures Endpoints are meeting requirements

« Automatically check for compliance - on login and periodically!
« Remediate if non Compliant - Segment, Isolate and Prevent

* S0 many criteria can be defined!

« Agent based or agentless (NB - remediation requires Agent!)
 No NetOps or SecOps requirement - automated.

 Forms core element of our Zero Trust Approach
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Why Posture Checking and Compliance?

" Adantive Network Contral )
KAdaptlve Network Controlj

(Endpoint Spoofing )

Endpoint Discovery

Endpoint Labeling
@

(] Endpoint Profiling
() Endpoint Grouping

§3)-Access
Zero-Trust
Workplace

- ~

:/ L3 Routed Access \_/ P -
\ e [ . . \
e Policy Discovery |

Lon N /
: / ; 9 —
e ) N ( ) 7~ ™~
| L2 Switched Access | e | Policy Creation |

N /
\ e N\
Policy Assurance |
\ /

N\
\—\ L2 Virtual Network |

L3 Virtual Network

w Wireless Network Fabric
\_ /

Ve

\
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Posture Checking - Workflow

Work Centers / Posture

i Identity Services Engine

)i Bookmarks

Dashboard

Context Visibility
‘\ Operations

{/ Policy

4. Administration

A Work Centers

?) Interactive Features

cisco L{V&/

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Posture Overview
1. Prepare 2. Define 3. Go Live & Monitor
Network Access Devices Policy Elements Auditing
Define the ork de that will be used by users to connect Prepare the posture checks - known as conditions Examine reports to check impact of posture policy.
Updates Configure the fixes - known as remediations which may be applied Troubleshooting
Download posture updates with the latest predefined checks, rules i the client is non-compliant - i.e. fails to meet the conditions Troubleshoot issues using the diagnostic tools

and support charts for anti-malware, patch management and disk
encryption software

Client Provisioning Resources
Download client provisioning packages, including the NAC or
AnyConnect Agent, packages, profiles and compliance modules

Acceptable Use Policy
Configure an AUP that can optionally be presented to users for
approval when connecting to the network

Settings

Check the defaults for posture general settings such as
Remediation Timer, Network Transition Delay, Default Posture
Status and Posture Lease, etc. to make sure they are acceptable.

Link conditions and remediations in order to create the posture

ents

require

Posture Policy
Compose the posture palicy rules based on the requirements.

Select Audit, Optional or Mandatory (default) mode in the
requirements dropdown for each policy rule

Client Provisioning Portal
client provisioning portal and customize it for your organization's

requirements. Then configure an authorization profile for that portal
with Downloadable ACLs if required.

Client Provisioning Policy

Define client pr ning policy to install agents appropriate for

each operating system.

Access Policy
Configure your ISE posture policies for authentication and
authorization.

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Posture Deployment

ek Identity Services Engine Policy / Policy Sets
Results
J! Bookmarks
Status  Rule Name Profiles Security Groups Hits Actions
Dashboard
Context Visibility Q

9 Operations wi = o . {§}

Wireless_MAB sco_WebAuth 0
Fi_Redirect_to_Guest_Login

{ Policy
=]  wired_802.1x

&. Administration ©  sH_MacHINE SANY . LABI-ExternalGroups EQUALS sdalab.lab/Users/Domain St CONT {(\3}
Add some _ '
o

Work Centers

=]  wired_802.1x

AN
] SH_IOT AND 4 6 {é}
LAB1-ExternalGroups EQUALS sdalab.lab/Users/SDA1_IOT

Interactive Features

=] wired_802.1X

S AND  fu \ABIExtemalGroups EQUALS LA .
= . “*  sdalab.lab/Users/SDA1_CONT 1 COM {é}

k  Session-PostureStatus EQUALS Unknown

=]  wired_802.1X

SHCONT. NON.COMPLIANT: EAND 2 LAB1-ExternalGroups EQUALS 2 X N
ol o oo ¥ sdalab.labfUsers/SDAT_CONT A @}

k  Session-PostureStatus EQUALS NonCompliant

=] wired_802.1x

o LAB1-ExternalGroups EQUALS CL_POSTU :
AND A 0
sdalab.lab/Users/SDAT_CONT S NT {:}

k  Session-PostureStatus EQUALS Com)

] wired_802.1x
G_CONT a
° SH-CONT AND LAB1-ExternalGroups EQUALS {é}
sdalab.lab/Users/SDA1_CONT

Wirad 802 1% >

cIsco '&/

BRKOPS-2584 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 112



Posture Deployment - create some dACLs

adable Al 15t > CL_DACL_POSTURE_NONCOMPLIANT

Identity Services Engine Policy / Policy Elements

Downloadable ACL

P! Bookmarks Dictionaries Conditions Results

82 Dashboard Name _pOSTURE_NONCOMPLIANT
Authentication > w CL_DACL_POSTURE_UNKNOWN

121 Context Visibility Description

Downloadable ACL

Authorization

i
X' Operations Authorization Profiles

Name - pACL_POSTURE_UNKNOWN IP version IPv4 ) IPve Agnostic
U Poliey Downloadable AGLs
Peecripton * DACL Content ¢ permit udp any eq bootpc any eq bootps
&. Administration — s 2 permit udp any any eq 53
— IPvA O IPvs: O Agrostic 3 deny ip any 10.0.0.0 0.255.255.255
Al Work Centers 4 4 deny ip any 172.16.0.0 0.15.255.255
Posture i
* DACL Content 4 permit udp any eq bootpc any eq bootps 5 deny ipany 192.168.0.0 0.0.255.255
2 permit udp any any eq 53 6 permit ip any any
Client Provisioning 3 permit ip any host 172.16.33.12 7
2) Interactive Features f deny ip any any 8
5 9
6
7 10
. e e
10 oadable ACL List CL_DACL_COMPLIANT
Check DACL Syntax
Downloadable ACL

“Name o pACL_COMPLIANT

Description
IP version IPv4 IPv6 Agnostic (i)
* DACL Content 14 permit udp any eq bootpc any eq bootps
2 permit udp any any eq 53
3 permit ip any any
4
5
6
7
8
5
1

=

~ Check DACL Syntax

cIsco '&/
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Posture Deployment - create AuthZ Profiles

Cisco

.&‘/

Bookmarks

Dashboard

Cantext Visibility

Operations

Policy

Administration

Work Centers

Interactive Features

Dictionaries Conditions

Authentication

Autharization

Authorization Profiles

Dawnloadable ACLS

Profiling

Posture

Client Provisioning

y / Policy Elements

Results

Standard Authorization Profiles

Far Policy Export go to Adminisiratior m > Back Dage
Selected 0 Total 22
Name Profile Description
A & Cisco Default profile used to block wireless devices. Ensure that you configures
L ct-Uknow & Clsco CL-No-Redirect-Uknown
& Cisco
: € # Cisco
4 Cisco
SoeTiRE Lk # Cisco
o s Cisco Default profile used for Cisco Phanes.
paral # Cisco Onboard the device with Cisco temporal agent
NabAuth # Giseo Default Profile used to redirect users to the CWA portal
) 4 Cisco Onboard the device with Native Supplicant Provisioning
»_IP_Phone # Cisco Default Profile used for Non Cisco Phones.
& Cisco PosturelUnknown
& Cisco
# Cisco
4 Cisco
NT & Cisco SH_CONT

BRKOPS-2584
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Posture Deployment - Add Policy Elements

Policy / Policy Elements

2 Identity Services Engine

PI Bookmarks Dictionaries  Conditions  Results

82 Dashboard
Authentication s CL_POSTURE_UNKNOWIN

! Context Visibilit; P
v Authorization Profile

% operatians
CL_POSTURE_UNKNOWN

. == Catalyst Centre added

4. Administration

Prafiling

) T orare , hecesTiwe scoess acoeT the ACI_ tO the SWltCh!

Cliant Provisioning > Hetwork Device PIOfle . oaca

Interactive Features
Sarvice Tamplate

Track Movement

CL_DACL_POSTURE_UNKNOA

v~ Common Tasks

[%4 Web Redirection (CWA, MDM, NSP, CPP) (D)

Client Provisioning (Posture) ACL ACL_WEBAUTH_REDIRECT v Value CL-Redirect-Portal v

[ static IP/Host name/FQDN
D Suppress Profiler CoA for endpoints in

Logical Profile
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Posture Deployment - Create Client provision portal

Work Centers / Posture

M Ecokmarks

52 Dasnboara

Cantext Visibilty
% operations

0 Poliey

2, Administration

Work Centers

Interactive Features

Use the one already in

Cisco

Overview  Network Devices

lient Praviskaring Fallcy

Client Pravisianing Partal

.&‘/

Client Provisioning

Policy Elements  Posture Palicy

Client Provisioning Portals

Palicy Sets

Troubleshoot  Reports  Settings

You can adit and customizs the defauft Client Provisioning portal and craate additional ones

CL-Redirect-P

ISE!

Bookmarks Overview

Dashboard J—

Resol

Context Visibility
Clisnt Bravisioning Portal

Operations

Palicy

Administration

Wark Centers

Interactive Features

Network Devices

Client Provisioning

Palicy Elements

‘Work Centers / Posture

Posture Policy ~ Palicy Sets  Troubleshoot  Reports

Portals Settings and Customization

Portal Mama
CL-Redirect-Fortal

Language File

Portal Behavior and Flow Settings

Portal & Page Settings

Portal Settings

HTTPS port:*

ste Synchronization pert:*

Allowed Inter

BRKOPS-2584

CL-Redirect-Portal

Portal Page Customization

Settings

Client Provisioning Portals Flow (based on settings)

8443

18000 - 8998}
8449

{8000 - 5998}
For PSNs Using Physical Interfscas

B Gigavit Ethernet 0

Oe

Ethe

Bona 1

[ iganit Exnernet 2

[ —
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Posture Deployment - Create rules for Compliant

and Non Compliant

licy / Policy Elements

dentity Servi

J|  Bookmarks Dictionaries Conditions Results

8% Dashboard

Authentication N CL_POSTURE_NONCOMPLIANT

Context Visibility § N
P Authorization Profile

X oporutions thortzation Profies

SL_POSTURE_NONCOMPLIAN

U Policy iaatable ACLs
Description

&, Administration

Profiling N
Al Work Centers

Postura » ACCESS_ACCEPT v

Ghient Provisioning > Network Device Profile -

Interactive Features

Servica Template

Track Movement
Agentless Posture

Passive Identity Tracking (]

~ Common Tasks
[ DAGL Name CL_DAGL_POSTURE_NO

IPv6 DACL Name

ACL (Filte

.&‘/ ‘

Cisco

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Features

Dictionaries  Conditions

Authentication

Authorization

Autnorization Profiles

Downiasdabie AC

Profiling

Glisnt Provisioning

BRKOPS-2584

Policy / Policy Elements

Results

GL_POSTURE_GOMPLIANT

Authorization Profile
* Name

CL_POSTURE_COMPLIANT

Dascription

ACCESS_ACCEPT M

Network Device Prafile

Track Movement

Agentless Posture

P

Identity Tracking

~ Common Tasks
[P DACL Name. CL_DACL_COMPLIANT v

1Pv6 DAGL Nama

ACL (Filter-ID)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Posture Deployment - Create Some Conditions!

el 1dentity Services Engine

Work Centers / Posture

Al

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Features

cIsco '&/

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Conditions v Appllcatlon Condition

Anti-Malware
Anti-Spyware

Anti-Virus

Application e
Compound

Dictionary Compound [ Name

Description

Appli

Troubleshoot

Rows/Page

Compliance mo...

Dictionary Simple CL-CHECK-ICLOUD

Disk Encryption

CL_CHECK_BALENA
External DataSource

File :| CL_CHECK_FIREFOX

CL_GHECK_BALENA

CL_CHECK_FIREFOX

Installed

Installed

Installed

4.% or later

4.x or later

a.x of later

Firewall

[[] Default_sppvis_Condition_Mac
Hardware Attributes

Patch Management

Default_AppVis_Condition_Win
Registry

_] MG-Application-Condition
Seript -

Service

usB

Remediations >

Requirements
Allowed Protocals
Autharization Prafiles

Dawnloadable ACLs

Cisco Predefined Check for installe...

Cisco Predefined Chack for installe

MG Application Conditi

BRKOPS-2584

Installad and Running

Installed and Running

Installed and Running

a.% or later

4.x or later

4.x or later

Reports Settings

6 w

Categories

Data Storage

Unclassified

Brawser

Che...

APPLI...

APPLI...

APPLL...

APPLL...

APPLL...

APPLL...

6 Total Rows
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Posture Deployment - Check Resources

" Identity Services Engine

Woerk Centers / Posture

Al

Cisco

Bookmarks Overview
Eorimeo Cliant Pravisioning Policy
- Resources
Context Visi
Client Provisioning Portal
Operations
Policy

Administration

Work Centers

Interactive Features

.&/

Network Devices

O CL25-Posture-Profile
[J  Cisco-ISE-Chrome-NSP
(] CiscoSecureClientComplian..

] CiscoAgentlessWindows 5.0..

CL25-Agent-Conf

MacOsXSPWizard 2.7.0.1

]

Cisco-ISE-NSP

WinSPWizard 3.2.0.1

) CiscoSecureClientComplian...

) CiscoAgentlessOSX 5.0.030...

(W] CiscoTemporalAgentWindo...
[m] SecureClientPostureProfile

(] CiscoTemporalAgentOSX 5

Client Provisioning Policy Elements Posture Policy Policy Sets
Resources
O Name Type
O CiscoSecureClientD N.. Ci ireClientD indows

AgentProfile

Native Supplicant Profile
CiscoSecureClientComplianceModuleWindows
CiscoAgentlessWindows

AgentConfig

MacOsXSPWizard

Native Supplicant Profile

WinSPWizard
CiscoSecureClientComplianceModuleWindows
CiscoAgentlessOSX
CiscoTemporalAgentWindows

AgentProfile

CiscoTemporalAgentOSX

BRKOPS-2584

Troubleshoot

Version

5.1.6.103

Not Applic.

Not Applic

434248 .

5.0.3061.0

Not Applic...

2.7.01

Not Applic..

3.2.0.1

4.3.4289....

5.0.3061.0

5.0.3061.0

Not Applic.

5.0.3061.0

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Reports

Last Update

2024/10/25 17:16:01
2024/10/31 13:09:30
2016/10/06 21:01:12
2024/10/28 12:50:16
2023/07/03 23:54:10
2024/10/31 13:11:44
2023/07/03 23:54:02
2023/07/04 00:55:16
2023/07/03 23:54:02
2024/10/28 12:50:00
2023/07/03 23:54:14
2023/07/03 23:54:03
2024/10/25 15:53:53

2023/07/03 23:54:07

Settings

Selected 0 Total 14

Description

Cisco Secure Client for ..
CL25-Posture-Profile
Pre-configured Native S...
Cisco Secure Client Win...
With CM: 4.3.3506.8192
CL25-Agent-Cenf
Supplicant Provisioning ...
Pre-configured Native S...
Supplicant Provisioning ...
Cisco Secure Client Win...
With CM: 4.3.3045.6400
With CM: 4.3.3506.8192
SecureClientPostureProfile

With CM: 4.3.3045.6400
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Posture Deployment - Add Agent Configuration

Work Centers / Posture

J! Bookmarks Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
L Dashboard Client Provisioning Policy

ol CL25-Agant-Cont
Resources

Context Visibility
Glient Provisioning Portal

9, Operations

U Palicy * Select Agent Package: CiscoSecureClientDesk jows 5.1.6.103
* Configuration
F 1 Administration Name:

CL25-Agent-Gonf
n Work Centers

Description
€L25-Agent-Conf

Interactive Features #

Description Value Notes

* Compliance

ci ~
Module

Cisco Secure Client Module Selection
ISE Posture
VPN

Zero Trust

Access &)

Network

Access O
Manager

Secure

Firewall (]
Posture

Network
visibility

cIsco '&./
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Posture Deployment - Add Agent Configuration

Work Centers / Posture

J! Bookmarks Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Troubleshoot Reports Settings

(]
Dashboard Client Provisioning Policy ”\:Elwurk -
ccess

Resources Manager

Context Visibility

Secure
Client Provisioning Portal
° @ Firewall ]
%, Operations Posture
Network —
() Policy Visibility
Umbrella L
4. Administration Start Before
Logon -
Al Work Centers Diagnostic
and Reporting
Tool

Interactive Features

Profile Selection

* ISE Posture  CL25-Posture-Profile ~

VPN ~

Network
Access v
Manager

Network
Visibility

Umbrella ~

Customer
Feedback

Cisca Secure

Client can be

customized to

display your

own coroorate =

cIsco '&./
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Posture Deployment - Add Agent Posture profile

Identity Services Engine Work Centers / Posture

ciito

I Bookmarks Overview  Network Devices  Client Provisioning  Policy Elements  Posture Palicy  Policy Sets  Troubleshoot  Reports  Settings

2% Dasnboard Cliant Provisioning Policy

5-Posture-Profile

Resources

Context Visibility N
Agent Posture Profile

Client Previsioning Portal

A operations

Name

CL25-Posture-Profile
O Fo

Description
2. Administration CL25 Postre Frofie

Waork Centers.

Agent Behavior

3)  Interactive Features

Parameter Value Description
Enable debug log N v Enables the debug Iog on the agent

Operate on non-BD2,1X wireless No ~ Enables the agent o operate on non-802.1X wireless networks.
Enable signature check No v Check the signature of executables befare running them.

Log file size 5 ME The maximum agent lag file size

If the user fails to remediate within this specified time, mark them as nan

i 4 i
Remediation timer mies compliant

Agent can act as either clientless or standard mode. When stealth mode is

Ith Mode Disablad +
i Mose — enabled, it runs s a service without any user interface
Enable notifications in stealth mode Enabled Display user notifications even when in Stealith mode.
Displays the rescan buttan on the System tile. The user can run posture again, if
Enable Rescan Button Disablad the first posture failed. Both the posture policies and the Cisco ISE posture module
run
By turning off UAC Prompt, AC posture uses system process for privilege
Disable LAC Prompt Yes v escalation instead of ‘Run as administrator. Please validate your posture policies
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Posture Deployment - Add Agent Posture profile

"tues Identity Services Engine Work Centers / Posture

cisco

J!| Bookmarks QOverview Network Devices Client Pro: ning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
2% Dashboard Client Provisioning Policy
The periad for which the agent suspends network monitoring so it can wait for a

Network transition delay 3 secs planned IP change to happen

14 Context Visibility Resources

Client Provisioning Partal

% Operations

O olicy Posture Protocol
4, Administration Param Value Description
4 Work Centers PRA retransmission fime . soes This is the agent retry period if there is a Passive Reassessment

communication failure

Retransmission Delay 60 secs Time (in seconds) to wait before retrying
2 Interactive Features

Betransmission Limit 4 Number of retries allowed for a message.

Enter any IP address or FQDN that is routed through a NAD, The NAD

isepan1.sdalab.lab
Discovery host " detects and redirects that http traffic to the Client Provisioning portal

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs
sequentially if the PSN is unreachable. Choose specific PSNs as the backup
list and restrict the nodes to which AnyConnect sends discovery probes.

Discovery Backup Server List

s les * + sdalab.lab,* cisco.com A list of wildcarded, comma-separated names that defines the servers that
erver name rules - Haby" the agent can connect ta, E.g. * *.cisco.com®

A list of IP addresses, that defines the all the Policy service nodes that the

Call Home List 172.16.32.12 agent will try to connect to if the PSN that authenticated the endpoint

doesn't respond for some reason

Agent will continuously try to reach discovery targets (redirection targets
Back-off Timer 30 secs and previously connected PSNs) by sending the discovery packets till this
max time limit is reached

Custom messages for non-compliant status

cIsco '&/
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osture Deployment - Add Remediations

Identity Services Engine

rk Centers / Posture

)| Bookmarks Overview Network Devices
8% Dashboard
Conditions >
| Context Visibility
Remediations. v
‘\ Al I Application
U Policy Anti-Malware
Anti-Spyware
4. Administration PR
Fila
Al Work Centers.
Firewall
Launch Program
2 Interactive Features Link

Patch Management
Seript

use

Windows Server Update Servi...

Windows Update

Requirements
Allowed Protocals
Authorization Profiles

Downloadable ACLs

Cisco

.&‘/

Client Provisioning Policy Elements Posture Policy

Application Remediation

[] Name Description

Policy Sets Troubleshoot Reports

Rows/Page 2

Application State Compliance mo...

Settings

2 Total Rows

Categories

[J cL-remove-icioud CL-remove-balena

[) cL_RemoveFirefox CL_RemoveFirefox

4.x or later

4.% or later

BRKOPS-2584
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Posture Deployment - Add Requirements

Wil |dentity Services Engine Work Centers / Posture

cisco

)| Bookmarks QOverview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Set

8%  pashboard
Conditions b

Jo

I Context

7 This ties it
N together

O Policy Name Operating System Compliance Module Posture Type Conditi iations Actio
Allowad Protocols

ent_Win_temporal ndition_Win

2. Administration Autharization Profiles
Default_AppVis_Requirem  for  Mac 05X using  d.xor later using  Temporal Agent metif  Default_AppVis_Co then  Select Remediations

Downloadable ACLs

ent_Mac_tamporal ndition_Mac

4l Work Centers
Default_Hardware_Attribut  for  Windows All using  d.xor later using  Temporal Agent metif  Hardware_Atir then  Select Remediations
&s_Requirement_Win_tem s_Check
poral

?) Interactive Features Default_Hardware_attribut  for  Mac 0SX using  4.xor later using  Temporal Agent metif  Hardware_Attribute then  Select Remediations
es_Requirement_Mac_tem s_Check
poral
Default_Firewall_Requirem for  Windows Al using  d.xof later using  Temporal Agent metif  Default_Firewal_C  then  Default_Firewall_Rem
ent_Win_temporal andition_Wir _win
Default_Firewall_Requirem for  Mac OSX 4.x or later using  Temporal Agent metif  Default_Firewall_C  then  Default_Firewall_Reme:
ent_Mac_tamporal andition_Mac _Mac
GL-FW-Requirement for  Windows Al using  d.x or later using  Agent metif  CL_WINFW_REGC then Message Text Only

HECK
CL-Firefox_Check for  Windows All using 4. or later using  Agent metif  CL_CHECK_FIREFO then  CL_RemoveFirefox
X

CL-Icloud-check for  Windows All using  4.x or later using  Agent metif  CL-CHECK-ICLOUD then  CL-remave-icloud

Mot

Remediation Action is filtered based on the operating system and stealth mode selection.

Remediation Actions are not applicable for Application Gonditions (configured using the Provisian By Gategory or Pravision By Everything options), Hardware Gonditions, and External Data source conditions.

Remediations Actians are not applicable for Agentless Posture type
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Posture Deployment - Add Posture Policy

el 1dentity Services Engine

P! Bookmarks Overview Network Devices

8%  Dashboard

Posture Policy

1l Context Visibility

9, Operations

~
{0 Policy

Status Policy Options
4. Administration

Policy Options
A Work Centers

Policy Options
?) Interactive Features Policy Options

cIsco '&/

Client Provisioning

Rule Name

CL-Check-Firafox

CL-Windows-Firewall-Policy

ClL-icloud-check-policy

Work Centers / Posture

Policy Elements

Identity Groups

Any

Posture Policy

Define the Posture Policy by configuring rules based on operating system and/or other conditions.

Policy Sets Troubleshoot

Windows All

Windows All

Windows All

Module

4.x or later

4.x of later

a.x of later

BRKOPS-2584

Reports

Posture Type

Agent

Agent

Agent

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Settings

Other Conditions

LAB1 ExternalGroups EQUALS
sdalab.lab/Users/SDAT_CONT

LAB1 ExternalGroups EQUALS
sdalab.lab/Users/SDAT_CONT

LAB1 ExternalGroups EQUALS
sdalab.lab/Users/SDAT_CONT

I}
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Posture Deployment - Client provisioning

<l |dentity Services Engine Work Centers / Posture

P’ Bookmarks Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

-
Dashboard Cliant Pravisioning Policy

- Client Provisioning Policy

Client Provisicning Portal

Context Visibility

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent compliance module, andfor agent customization package.
For Native Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules ta change the order

9, Operations

 Policy

Windows Agent, Mac Agent, Mac Temporal and Mac Agentless policies support ARME4. Windows policies run separate packages for ARMd and
Bo Administration intel architectures. Mac policies run the same package for bath architectures
For Windows Agent ARMG4 policies, configure Session: OS-Architecture EQUALS armé4 in the Other Conditions column
Mac ARMG4 policies require no Other Conditions armé4 canfigurations.
f you configure an ARMB4 client provisioning policy for an OS, ensure that the ARME# policy is at the top of the conditions list, shead of policies
without an ARM64 condition. This is because an endpoint is matched sequentially with the policies listed in this window.

4l Work Centers

—
‘) Interactive Features
Rule Name Tdentity Groups Operating Systems Other Conditions Results
CL_WINDOWS Any Windows All Candition(s) CL25-Agent-Conf Edit
O 105 Any Apple i0S All Con Cisco-ISE-NSP Edit
0O Android Anry Android Candition(s} Cisca-ISE-NSP
[m| Any Windows All Canditions) Edi
O MAC 05 Any Mac 0SX Condition(s) CiscaTemporalAgentOSX Edit
5.0.03061 And
MacOsXSPWizard
2.7.0.1 And Cisco-ISE-
NSP
Chramebook any Chrome 0 All Candition(s} Cisea-ISE-C Edi

cIsco '&/
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Posture Deployment - Client provisioning

dentity Services Engil Work Centers / Posture

) Bookmarks Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Dashboard
! Context Visibility Q

B wired_s02.1x

% Operations = e T .
SH_MACHINE AND AR eI =~ 3b/Usars/Domain : 2 :
o - Enable Posture

4. Administration B wired_s02.1x

(] SH_IOT AND °
Work Centers

ia

Wired_802.1X

Interactive Features ©  SH_CONT_UNKNOWN AND A

k  SessionPostureStatus EQUALS Unknown

B wired_s02.1x

LAB1-Exters oups EQUALS
SH_CONT_NON_COMPLIANT A f 0
° NTZHoW NT AND R daiab.lab/Users/SDA1_CONT &S &

k  SessionPostureSt

EQUALS NonCompliant

E  wired_802.1x

. LAB1-ExternaiGroups EQUALS 2 x
SH_CONT_COMPLIANT A R I
» L CONT o o satab.lab/Users/SDA1_CONT H.CON &
L SessionPostureStatus EQUALS Compiiant

[ wired_s02.1x

SH_CONT AND

©  sucome AND
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Posture Deployment - Posture in Action - Demo

James Harrop

cisco e
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Posture Deployment - see the result!

Identity Service

)| Bookmarks

BT  Dashboard

)l Context Visibility
Operations

i/ Policy

4. Administration

Al Work Centers

2 Interactive Featurg

Al

Cisco

.&/

s Engine

Operations / RADIU:

Live Logs Live Sessions
IS ort To
Initiated Updated Session Sta... Action Endpoint ID Identity
X v Endpoint ID Identity
Jan 21, 2025 12:30:54.92...  Jan 21, 2025 12:30:57.2... Postured Show CoA Actions  00:0C:29:C0:D1:E

Last Updated: Tue Jan 21 2025 00:31:33 GMT+0000 (Greenwich Mean Time)

Identity Services Engine

cisco

Bookmarks Live Logs
Dashboard
Context Visibility
Operations
Policy

surity G...
Administration

surity Grou

Work Centers

Last Updated: Tue Jan 21 2025 00:32:33 GMT+0000 (Greenwi

Live Sessions

Refresh Show Within
Every 1 minute ~ Latest 20 records ~ Last 601
Filter
IP Address Endpoint Profile Posture St... Securit
IP Address ~  Endpaint Profile Posture Statu  Security
172.16.206.2,fed Windows11-Waorkst Compliant
Records

Operations / RADIUS

Refresh
Every 1 minute

Show
~v Latest 20 recorn

—
port
Server Auth M...  Authentication Proto...
Server Auth Meth Authentication Protocol
isepan1 dot1x PEAP (EAP-MSCHAPv2)

Authentication Policy

Authentication Policy

Default >> Dot1X

Authorization Policy

Authorization Policy

Default >> SH_CONT_COMPLIANT

Authorization Profiles

Authorization Profiles

CL_POSTURE_COMPLIANT,SH_CONT

NAS IP Address

NAS IP Address

172.16.210.250
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Dot1X - Full
Config to add
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| create test user on ISE internal DB as well
username isetest secret 0 C1sco12345

|
radius-server vsa send authentication
radius-server vsa send accounting

! Local ACLs
|

ip access-list extended ACL_Default
permit udp any any eq domain
permit udp any eq bootpc any eq bootps
permit tcp any host 172.16.33.10 eq 8443
deny ip any any
|
! Create ACL used when AAA is down to fail open (Internet only)
ip access-list extended AAA-Down
permit udp any any eq domain
permit udp any eq bootpc any eq bootps
deny ip any 10.0.0.0 0.255.255.255
deny ip any 192.168.0.0 0.0.255.255
permit ip any any
! Create Blackhole ACL
ip access-list extended ACL_Blackhole
permit tcp any any eq www
deny ip any any

! Prevent consumption of BPDUs for all portfast edge ports globally
spanning-tree portfast bpdufilter default

! Enable 802.1x globally
dotlx system-auth-control
dot1x critical eapol

! Allow session tear down when MAC address detected elsewhere
no access-session mac-move deny
access-session acl default passthrough

! This is for device profiling ***

! Enable device sensors

I DHCP snooping is required for device sensor data to work properly
ip dhcp snooping

no ip dhcp snooping information option

I'VLAN listis comma separated

ip dhep snooping vian 200,202,204,206,208

cisco L{{@/

! Enable specific device sensors for profiling
device-sensor filter-list dhcp list dhep_list

option name host-name

option name requested-address

option name parameter-request-list

option name class-identifier

option name client-identifier

device-sensor filter-spec dhcp include list dhcp_list
! Enable CDP globally

cdp run

device-sensor filter-list cdp list cdp_list

tlv name device-name

tlv name address-type

tlv name capabilities-type

tlv name platform-type

device-sensor filter-spec cdp include list cdp_list
! Enable LLDP globally

lidp run

device-sensor filter-list lidp list lldp_list

tlv name system-name

tlv name system-description

tlv name system-capabilities

device-sensor filter-spec lldp include list lldp_list
! Send sensor data to ISE and disable local analyzer
device-sensor notify all-changes

!'Include CDP, LLDP, and DHCP information for the access session
access-session attributes filter-list list sensor_list

cdp

lldp

dhep

access-session accounting attributes filter-spec include list sensor_list
access-session authentication attributes filter-spec include list sensor_list
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! These are the dotlx bits ****
! Create critical endpoint vlan access
service-template Critical_Access
vlan 208
access-group AAA-Down

! Create critical phone vlan access
service-template Critical_Voice
voice vlan

! Configure control classes
class-map type control subscriber match-all AAA-Down_Auth_Host
match result-type aaa-timeout
match authorization-status authorized
|

class-map type control subscriber match-all AAA-Down_UnAuth_Host

match result-type aaa-timeout
match authorization-status unauthorized
|

class-map type control subscriber match-all Dot1x
match method dotlx
|

class-map type control subscriber match-all Dotlx_Failed
match method dotlx

match result-type method dotlx authoritative

|

class-map type control subscriber match-all Dot1x_No-Resp
match method dotlx

match result-type method dot1x agent-not-found

|

class-map type control subscriber match-all Dot1x_Timeout
match method dotlx

match result-type method dot1x method-timeout

|

class-map type control subscriber match-any Critical_Auth
match activated-service-template Critical_Access

match activated-service-template Critical_Voice

|

class-map type control subscriber match-all MAB
match method mab
|

class-map type control subscriber match-all MAB_Failed
match method mab

match result-type method mab authoritative

|

class-map type control subscriber match-none NOT_Critical_Auth
match activated-service-template Critical_Access
match activated-service-template Critical_Voice

' aisco L{{@/

! Configure policy maps
! Policy map applied to all Dot1XMAB interfaces
policy-map type control subscriber Dot1x-Default
event session-started match-all
10 class always do-until-failure
10 authenticate using dot1x priority 10
event authentication-failure match-first
5 class Dotl1x_Failed do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
10 class AAA-Down_UnAuth_Host do-until-failure
10 clear-authenticated-data-hosts-on-port
20 activate service-template Critical_Access
30 activate service-template Critical_Voice
40 authorize
50 pause reauthentication
20 class AAA-Down_Auth_Host do-until-failure
10 pause reauthentication
20 authorize
30 class Dot1lx_No-Resp do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
40 class MAB_Failed do-until-failure
10 terminate mab
20 authentication-restart 60
60 class always do-until-failure
10 terminate dotlx
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
event aaa-available match-all
10 class Critical_Auth do-until-failure
10 clear-session
20 class NOT_Critical_Auth do-until-failure
10 resume reauthentication
event inactivity-timeout match-all
10 class always do-until-failure
10 clear-session
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
event violation match-all
10 class always do-until-failure
10 restrict
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! create port-templates ****
! Monitor mode or Low Impact port template
template Port-Dot1x-Default
switchport mode access
switchport access vlan 208
switchport nonegotiate
switchport voice vlan 202
spanning-tree portfast
spanning-tree bpdufilter enable
authentication periodic
authentication timer reauthenticate server
mab
access-session host-mode multi-auth
access-session control-direction in
no access-session closed
dotlx pae authenticator
dotlx timeout tx-period 7
dotlx max-reauth-req 3
access-session port-control auto
spanning-tree portfast
ip dhcp snooping limit rate 10

subscriber aging inactivity-timer 8400 probe

subscriber aging probe

service-policy type control subscriber Dot1x-Default

! Closed mode port template
template Port-Dot1x-Closed
switchport mode access
switchport access vlan 208
switchport nonegotiate
switchport voice vlan 202
spanning-tree portfast
spanning-tree bpdufilter enable
authentication periodic
authentication timer reauthenticate server
mab
access-session host-mode multi-domain
access-session control-direction in
access-session closed
dotlx pae authenticator
dotlx timeout tx-period 7
dotlx max-reauth-req 3
access-session port-control auto
spanning-tree portfast
ip dhep snooping limit rate 10

subscriber aging inactivity-timer 8400 probe

subscriber aging probe

service-policy type control subscriber Dot1x-Default

cisco L{{@/

device-tracking tracking auto-source

! Standard IPDT policy - modify DNAC deployed one.

device-tracking policy IPDT_Policy

security-level glean
limit address-count 10
tracking enable

! Only apply to a trunk port

device-tracking policy Disable_DT_Trunk

trusted-port
device-role switch

! Uplink interface must be trusted for DHCP traffic
!'If there is a port channel configured for the uplink ports, add to the
! port channel interface configuration instead of the port interface.

interface range gi1/0/23 - 24
ip dhcp snooping trust
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! Access port interface configuration **

! Only apply one - monitor - low - closed

! Monitor Mode

]

linterface range GigabitEthernet1/0/1 - 12

! source template Port-Dot1x-Default

I device-tracking attach-policy IPDT_Policy
! dotlx timeout tx-period 7

! dotlx max-reauth-req 3

! Low Impact Mode

!

lmlen‘ace range GigabitEthernet1/0/1 - 12

! source template Port-Dot1x-Default

! ip access-group ACL_Default in

! device-tracking attach-policy IPDT_Policy

! dotlx timeout tx-period 7

! dotlx max-reauth-req 3

! Closed mode

interface range GigabitEthernet1/0/1 - 12
source template Port-Dot1x-Closed
device-tracking attach-policy IPDT_Policy
dotlx timeout tx-period 7
dotlx max-reauth-req 3

! Trunk port configuration to disable device tracking
interface range gi1/0/23 - 24
device-tracking attach-policy Disable_DT_Trunk
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