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Your Speaker

. | Live in New Hampshire in the United States
- With Cisco since April 1, 2015 (no joke!)
. Product Owner for Security Cloud Control

. Started my IT Career in 1997 as a QA
Engineer

. Enjoys traveling (27 countries, 5 continents
so far) and most sports. Butler and
chauffeur to my two children.

. | learned how to swim this year at age 49!

. | have a strong “Dad Joke” game.
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- Why Security Cloud Control?

- Getting Started with Security
Cloud Control

- Product Provisioning

- User Management

- Unified User Experience

- A Look Ahead... What Is Next?

- Key Takeaways
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Security Cloud Control
IS the Experience You
Have Been Asking For!
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Our north star for hybrid firewalling

Make it easy for organizations

to reduce attack surface, prevent
compromise, and stop lateral
movement in the modern data
center, cloud, campus, and factory
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A Unified User Experience
What Does Security Cloud Control Provide?

- Common Product Provisioning Flows
- Common User Management

- Standardize User Interfaces

- Unified Al Assistant

- Shared Objects

- Shared Services

- Unified Inventory and Dashboards
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Currently a Security Cloud Control Customer?
Getting Started

- Current Security Cloud Control (formerly Cisco Defense
Orchestrator) Customers do not have to do anything.

- Products include:
- Cisco Secure Firewall (FTD & ASA)
- Cloud-Delivered FMC
- Multicloud Defense

- These customer are already entitled to our new Security Cloud
Control Features
- No actions are needed on their part.

- The experience will change slightly, but the functionality is all the same
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Currently a Secure Access Customer?

Getting Started

- Current Security Secure Access Customers will automatically have
Secure Access Enterprises

- These customer are already entitled to our new Security Cloud
Control Features
- No actions are needed on their part.
- The experience will change slightly, but the functionality is all the same
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New To Security Cloud Control?
Getting Started

- No problem!
- Navigate to , and create an enterprise

- Creating an enterprise is free!
- Enterprises are region specific.

- All Products that you enable for an enterprise will be in the same
region.

- If you have a requirement to have regional separation of data,
create a new enterprise in that region.
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Getting Started
Demo
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- Why Security Cloud Control?

- Getting Started with Security
Cloud Control

« Product Provisioning

- User Management

- Unified User Experience

- A Look Ahead... What Is Next?

- Key Takeaways
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Claiming and Activation

Product Provisioning

- Security Cloud Control Provides a Single Experience to Claim,
Manage, and Activation Product Subscriptions

- This vastly simplifies deployment of the Cisco Security Portfolio,
both for our SaaS and non-SaaS products.

- Claim codes are sent via e-mail

- Claim codes are one time use
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Claiming and
Provisioning
Demo
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Unified User Management

User Management

- Secure Cloud Control provides one place to configure:
- Users
- User Permissions
- User Groups
- |dentity Providers

- No longer will you need to go to each application to configure the
same user again and again.

- Users for existing products will automatically be imported and those
user will maintain their existing permissions
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Per Application Granular Control

User Management

« Each Product still maintains their own administrators and user
administration hierarchy

- Increased enterprise visibility of which users have access to which
applications

- Active Directory Integration supported out of the box
- Bring your own |dP!
- Activity Log tracks user management
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Consolidated Navigation

Unified User Experience

- Multi-product support from the left navigation menu

- Common services, always available
- User management
- Favorites
- Security Devices/Inventory
- Common Objects

- Unified Al Assistant
- Shared Notifications
- Unified Product Documentation
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A Look Ahead with Security Cloud Control

What Can You Expect Soon?
- More Products!

- Mesh Firewall

- Universal ZTNA

- Managed Service Provider (MSP) Features
- Global Search

- Integration with Cisco Technical Assistance
- Shared Logging

- Cross Product AlOps
- Additional Actionable Dashboards / Insights
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Security Cloud Control
supercharges your
operational
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Security Cloud Control
will Improve your
security effectiveness.
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Before you go...
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Join our Security Research
Community

Participating in design
research gives you a place
to share your thoughts and
experiences to influence
the future of Cisco Security
Products.
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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