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- Open source and community at Isovalent,
now part of Cisco!

- Author Learning eBPF & Container Security

- Formerly CNCF Governing Board and chair
of Technical Oversight Committee

- Early career writing network protocol code

(SOVAL g

mr il
um ang a_
eBPF

c 1 sco L‘V&./ BRKSEC-2169 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



- How does it enable better tools for networking, observability and
security?

- What is eBPF, and why does it matter?

... There will be demos!
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What is eBPF?
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What is K eBPF?

- Makes the kernel programmable
- Allows bespoke, dynamic changes to kernel behavior

- Enables high performance, low overhead infrastructure tools
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Run custom code In the kernel

userspace

system calls

Y eBPF program
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7



Demo:
ello World
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eBPF Hello World

( ) + user space code to load eBPF
hello( *Ctx) program
bpf_printk( )i

H

$ sudo ./hello
bash-20241 [004] d... 84210.752785: 0: Hello Cisco Live!

bash-20242 [004] d... 84216.321993: 0: Hello Cisco Live!
bash-20243 [004] d... 84225.858880: 0: Hello Cisco Live!
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Why is this
useful?
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Without eBPF

Application Developer:

i want this new feature
to observe my app

L

1year later...

i'm done. The upstream

kernel now supports this.

cisco L{{@/

Hey kernel developer! Please add OK! Just give me a year to convince
this new feature to the Linux the entire community that this is
kernel good for everyone.

L@ ©J

-

But i need this in 3 years later..

my Linux distro Good news. Our Linux OK but my requirements
distribution now ships a have changed since...
kernel with your required
feature J
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With eBPF

cisco L{{/&/

Application Developer: eBPF Developer:
i want this new feature OK! The kernel can't do this so let
to observe my app me quickly solve this with eBPF.

L

A couple of days later...

Here is a releage of our eBPF project that has this feature
now. BTW, you don't have to reboot your machine.
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eBPF code has to be safe

userspace

system calls

kernel

T eBPF program‘.\\

cisco M_/ BRKSEC-2169

eBPF Verifier
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Packet drop example

Network packets
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Packet drop example

Network packets
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Discard?

BRKSEC-2169
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Demo:
Packet Drop
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int goodbye_ping(struct xdp md *ctx)
{

if (iph->protocol == IPPROTO _ICMP)
return XDP_DROP;

return XDP_PASS,;

eBPF Packet Drop

SEC("xdp/bye")
I
!
i
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eBPF-powered
observability
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eBPF tracing tools from iovisor/bcc

Linux bcc/BPF Tracing Tools

opensnoop

syncsnoop

ucalls uflow
uobjnew ustat
uthreads ugc

statsnoop

c*

java* node* php*
python* ruby*

mysqgld_gslower
dbstat dbslower

gethostlatency
memleak

bashreadline
\ I / sslsniff
filetop \
A filelife fileslower - + / syscount
vfscount vfsstat Applications killsnoop
cachestat cachetop\ Runtimes execsnoop
dcstat dcsnoop // e?c;it:.‘.;,up
mount snoop System Libraries ploperaec
" > cpudist cpuwalk
race runglat runglen
argaisE R System Call Interface iyt
funccount / cpuunclaimed
guncilg"er VFS 4 Sockets - deadlock
s::zkzoﬁﬁiy , Scheduler offcputime wakeuptime
profile File Systems [ TCP/UDP , — offwaketime softirgs
. slabratetop
btrfsdist / Man r P ) :
btrfeslowsd Volume Manage Virtual |_— oomkill memleak
g shmsnoop drsnoop
ext4dist extdslower . X Memory
nfsslower nfsdist ‘ B|0Ck DeV|Ce Net DeVlce hardirqs
xfsslower xfsdist < criticalstat
v zfsslower / / Device Drivers ttysnoop
zfsdist
mdflush biotop biosnoop tcptop tcplife tcptracer
. biolatency bitesize tcpconnect tcpaccept tcpconnlat 11estat |CPUs
Other: tcpretrans tcpsubnet tcpdrop NG
capable sofdsnoop tcpstates
https://github.com/iovisor/bcc#tools 2019
cisco M-/ BRKSEC-2169 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Demo:
EXecsnoop
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exXecsnoop

$ sudo execsnoop
PCOMM PID PPID RETARGS
Is 8067 7798 0 /usr/bin/ls --color=auto

pS 8068 7798 0 /usr/bin/ps
cat 8069 7798 0 /usr/bin/cat /etc/shadow

cisco Lz%o//
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Isovalent network observability with Cilium

HTTP Request/Response Latency (p99)

3 jovs-demo . Nosenice selected @ Smintos 3 View opions jptate in 1 o
100 ms ; g
wipy Tecruiter oL W ! COreupy s clasticsearch
o N =
Tuppticanty 4 ¥ .
&l corm
er 2
& rewitcomn
> pe
2 o
bl

50 ms

12:30 12:40 12:50 13:00 13:10 13:20
= GET POST — = . g

Network flow logs e
Metrics = = = =
Service map

L3/4 & L7 (HTTP, DNS, Kafka, ...) Y B B é N
’ 4 4 JSON 4 Telemetry S Iunk> |
Aware of Kubernetes identities 9 fluentd oo @ p
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Demo:

sovalent
network flows
and service map
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eBPF-powered
networking
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Network namespaces for containers

Container  [INEEEIN
Container’s network
namespace

network
stack

Host’s network
namespace

network stack
(IP, neffilter,
routing, ...)

CISCO M‘/ BRKSEC-2169

virtual
Ethernet
connection

network interface card
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Network namespaces for containers

Host’s network
namespace

network stack
(IP, nifilter,
rodting,»...)

Container  [INEEEIN
Container’s network
namespace

network
stack

eBPF
programs

cisco Lz{@/

BRKSEC-2169

eBPF
programs
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Faster networking with eBPF

TCP stream single flow, 8k MTU (higher is better)

m veth + upper stack forwarding m veth + BPF host routing ® host (baseline/best case) I

100,000

75,000

63,429

Mbps

50,000

25,000
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Efficient, granular network policies

Container -

Container’s network

namespace -
network

stack

Host’s network
namespace

eBPF
programs

Network policy:

— discard?

network stack
(IP, nifilter,
rodting,»...)

eBPF
programs
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Network namespaces for containers

Container

Container’s network
namespace

network
stack

Virtual ethernet
Host’s network Q connection

namespace

overhead
networkstack eBPF
(IP, n¥filter, programs
rodting,¥...)
eBPF
programs
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New: eBPF Netkit devices

Container  [INEEEIN
Container’s network
namespace

network

eBPF
programs

Host’s network
namespace

network stack
(IP, nifilter,
rodting,»...)

eBPF
programs
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Container networking overhead eliminated!

TCP stream single flow, 8k MTU (higher is better)

m veth + upper stack forwarding m veth + BPF host routing m netkit + BPF host routing m host (baseline/best case)

100,000

75,000

50,000

Mbps

25,000

cisco Lye!

BRKSEC-2169

Throughput as
high as host

baseline
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Container networking overhead eliminated!

Latency in usec Pod to Pod over wire (lower is better)

[ veth + BPF host routing [l netkit + BPF host routing [l] host (baseline/best case)

25
Latency as

20 20 | 20 low as host
baseline

15

10

5

0

MIN P90 P99
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eBPF-powered
runtime security

cisco L{V&/



Run custom code In the kernel

userspace

system calls

T eBPF program
cisco M_/ BRKSEC-2169

Interesting for
security
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Security observability with eBPF

kernel | userspace

Events

cisco Li/&/

Policy

Malicious behaviour
detected

w
Alerts

A
4

BRKSEC-2169

_.9_,

-~ -

o ©
F
What is the cause?
What is affected?
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Security observability with eBPF
and in-kernel filtering

HeBPF ————»

Events

cisco L{V&/

kernel | userspace

— —

w
Alerts

. A S
| Rt ReR

Policy Malicious behaviour)

detected

BRKSEC-2169

_,9_,

What is the cause?
What is affected?
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Demo: Isovalent
Tetragon
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Isovalent in-kernel filtering

cisco L{V&/

%CPU

Monitoring reads to a file (lower is better)

Tetragon [l Traditional solution
4.00%

3.00%
2.00%

1.00%
0.21%

0.00%

Benchmark 32 parallel threads, 1k reads then sleep 1ns
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Conclusions
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NeBPF

- Makes the kernel programmable
- Allows bespoke, dynamic changes to kernel behavior

- Enables high performance, low overhead infrastructure tools
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N eBPF

- Makes the kernel programmable

- Allows bespoke, dynamic changes to kernel behavior

- Enables high performance, low overhead infrastructure tools
But...
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N eBPF

- Makes the kernel programmable

- Allows bespoke, dynamic changes to kernel behavior

- Enables high performance, low overhead infrastructure tools
But

- Requires kernel knowledge to build advanced capabilities
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NeBPF

- Makes the kernel programmable

- Allows bespoke, dynamic changes to kernel behavior

- Enables high performance, low overhead infrastructure tools
But

- Requires kernel knowledge to build advanced capabilities

- Most users will leverage existing tools rather than writing
eBPF themselves
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- Interactive eBPF labs at
isovalent.com/labs

- Read What is eBPF or Learning

NeXt StepS in eBPF (download from
eBPF isovalent.com)

- Learn more at ebpf.io

Find me on LinkedIn or lizr@cisco.com
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKSEC-2169

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




A few copies still available at
the Isovalent booth!

What Is

eBPF?

An Introduction to a New
Generation of Networking, Security,
and Observability Tools

Liz Rice

REPORT
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog

c 1 Sco M-/ BRKSEC-2169 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



i
CISCO

Thank you

cisco L{V&/



S1INIY
CISCO

Join our Security Research
Community

Participating in design
research gives you a place
to share your thoughts and
experiences to influence
the future of Cisco Security
Products.
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