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Superpowers for Linux

Introduction to eBPF!
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Hello, I’m Liz 👋

• Open source and community at Isovalent,
now part of Cisco! 

• Author Learning eBPF & Container Security
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Hello, I’m Liz 👋

• Open source and community at Isovalent,
now part of Cisco! 

• Author Learning eBPF & Container Security

• Formerly CNCF Governing Board and chair 
of Technical Oversight Committee

• Early career writing network protocol code
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• What is eBPF, and why does it matter? 

• How does it enable better tools for networking, observability and 
security?

… There will be demos! 
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Agenda
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What is eBPF?
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What is             ?

• Makes the kernel programmable

• Allows bespoke, dynamic changes to kernel behavior

• Enables high performance, low overhead infrastructure tools
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Run custom code in the kernel
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userspace

kernel

app

event

system calls

eBPF program
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Demo: 
Hello World
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eBPF Hello World
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SEC("kprobe/sys_execve")

int hello(void *ctx)

{

bpf_printk(”Hello Cisco Live!");

return 0;

}

$ sudo ./hello 

bash-20241   [004] d... 84210.752785: 0: Hello Cisco Live!

bash-20242   [004] d... 84216.321993: 0: Hello Cisco Live!

bash-20243   [004] d... 84225.858880: 0: Hello Cisco Live!

+ user space code to load eBPF 
program
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Why is this 
useful?
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Without eBPF
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With eBPF
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eBPF code has to be safe
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userspace

kernel

app

event

system calls

eBPF program🔍
eBPF Verifier
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Packet drop example
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host

eth0

Network packets

💥
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Packet drop example
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host

eth0

Network packets

Discard?
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Demo: 
Packet Drop
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eBPF Packet Drop 
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SEC("xdp/bye")

int goodbye_ping(struct xdp_md *ctx)

{

...   

if (iph->protocol == IPPROTO_ICMP)

return XDP_DROP;

return XDP_PASS;

}



-

eBPF-powered 
observability
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eBPF tracing tools from iovisor/bcc
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Demo: 
execsnoop
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execsnoop
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$ sudo execsnoop

PCOMM            PID    PPID   RET ARGS

ls               8067   7798     0 /usr/bin/ls --color=auto 

ps 8068   7798     0 /usr/bin/ps
cat              8069   7798     0 /usr/bin/cat /etc/shadow 
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Isovalent network observability with Cilium

● Network flow logs
● Metrics
● Service map 
● L3/4 & L7 (HTTP, DNS, Kafka, …)
● Aware of Kubernetes identities
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Demo: 
Isovalent 
network flows 
and service map
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eBPF-powered 
networking
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Network namespaces for containers
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Host Container app
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network stack
(IP, netfilter, 
routing, …)
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connection
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Network namespaces for containers

BRKSEC-2169

Host Container app

eth0

veth

veth
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Faster networking with eBPF
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Efficient, granular network policies
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discard?
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Network namespaces for containers
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New: eBPF Netkit devices
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Container networking overhead eliminated!
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Throughput as 
high as host 
baseline
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Container networking overhead eliminated!
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Latency as 
low as host 
baseline
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eBPF-powered 
runtime security
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Run custom code in the kernel
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userspace

kernel
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eBPF program

Interesting for 
security
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Security observability with eBPF
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Security observability with eBPF 
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and in-kernel filtering
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Demo: Isovalent 
Tetragon
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Isovalent in-kernel filtering

Monitoring reads to a file (lower is better)

Benchmark 32 parallel threads, 1k reads then sleep 1ns
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Conclusions
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• Makes the kernel programmable

• Allows bespoke, dynamic changes to kernel behavior

• Enables high performance, low overhead infrastructure tools
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• Makes the kernel programmable

• Allows bespoke, dynamic changes to kernel behavior

• Enables high performance, low overhead infrastructure tools

But…
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• Makes the kernel programmable

• Allows bespoke, dynamic changes to kernel behavior

• Enables high performance, low overhead infrastructure tools

But

• Requires kernel knowledge to build advanced capabilities
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• Makes the kernel programmable

• Allows bespoke, dynamic changes to kernel behavior

• Enables high performance, low overhead infrastructure tools

But

• Requires kernel knowledge to build advanced capabilities

• Most users will leverage existing tools rather than writing 
eBPF themselves
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Next steps in 
eBPF

• Interactive eBPF labs at 
isovalent.com/labs

• Read What is eBPF or Learning 
eBPF (download from 
isovalent.com)

• Learn more at ebpf.io

Find me on LinkedIn or lizr@cisco.com
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http://isovalent.com/labs
http://isovalent.com/
ebpf.io
http://linkedin.com/in/lizrice
mailto:lizr@cisco.com?subject=eBPF%20presentation%20at%20Cisco%20Live
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.

1

2

3

4
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Webex App
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A few copies still available at 
the Isovalent booth!
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Thank you
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Participating in design 
research gives you a place 
to share your thoughts and 
experiences to influence 
the future of Cisco Security 
Products​.

Join our Security Research 
Community
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