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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKSEC-2821

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Session Expectations

What to expect:

- An architecture view of the solution
- Understanding of the products available and their function

- The whole is greater than the sum of the parts

What not to expect:

- Deep dive of the different products

- Configuration or implementation guidelines

c 1 SCO M./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- Industrial Security Overview

- Asset Visibility & Security
Posture

- Segment network into
smaller Zones

- Secure Remote Access

- Detection, Investigation and
Response

" DEMO

BRKSEC-2821

Overview Demos
(within each section)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

7



Industrial
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2024 State of Industrial Networking Report

Firms struggle to keep infrastructure secure

hallenge for org¢

ons trying to

ja

‘he top ¢

ffrastructure is

i and Iy
run ana main

tain industrial ir

: cited by 39% of respondent

This figure rises to 50% of companies whose revenues exceed $30 billion, suggesting
the task of defending against cyberattacks increases as businesses get larger and
more complex.

After cybersecurity, the next biggest stumbling blocks all relate to alignment and
integration. Firms struggle with a lack of standardization (37%), disparate vendors and
partners (36%), and a lack of collaboration with IT colleagues (33%).

A Industndl Networking Ropot

184 39%

Implementing robust cybersecurity measures and mitigating cyber threats

2# 37%

Lack of standardization across industrial infrastructure

Managing multiple vendors, including strategic partners and point solutions

a# 33%

Lack of collaboration and efficiencies with IT

5# 31

Meeting regulatory compliance requirements

6#

Addressing equipment maintenance and aging infrastructure

78# 25%

Lack of visibility and inventory of connected assets

(]

/

Q. What are the biggest challenges your company faces in the optimal running and maintenance of its industrial infrastructure?

Select all that apply

BRKSEC-2821
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Reality check

Us
agreeing
on the
strategic
importance

Cisco L‘V&./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Security Challenges in Industrial Environments

Common themes

Unpatched, legacy
systems

What’s out there, who is talking
to who, what are they saying

Lack of segmentation

Access needs evolving

IT sec & Ops knowledge

BRKSEC-2821

24/7/365 Operations

Real-time Information, no
downtime, quick access

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Reality check #2

cisco L{V&/

“During incident response,

| operate at the same tempo as
the adversary to protect my
business assets.”

“When my red team emulates a
real-world adversary, | detect
their intrusion at multiple points
along the kill chain.”

“| detect hygiene issues
and operator activity that
does not follow best
practices.”

AN

ACT
TRACK
HUNT
BEHAVIORS
THREATS
TRIAGE
DETECTION
TELEMETRY

INVENTORY

BRKSEC-2821
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Cybersecurity Programs

Common strategic objectives

Rapid Visibility of IACS System
Threats, ensuring the Ability to
Detect both IT and OT malware
within the Industrial environment.

Up-to-date complete Inventory
of IACS system Assets with
details per Asset.

Mitigate risk from Unpatchable
systems, both IT and OT assets
and these assets associated
business risk to the operation.

cisco W‘/

Protect Industrial Platform and
Applications from Attack.
Protect from both Known and
Unknown Malware.

Limit Network Traffic and
Network Path leveraged to get to
Critical Industrial Systems.

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Cisco’s Industrial Threat Defense Journey

r @

Asset Visibility &
Security Posture

Zero Trust for OT

Segment network into smaller Zones
IEC 62443 Zones & Conduits

Secure Remote Access

Cisco Cisco

Cyber Vision ISE

aQ_ P Q_ o

q

.®. > d@b
A

Network

Embedded

CV Sensor

Cisco Cisco

Secure Firewall ISE
Q_»p

)

A v

v - Ccoam -

E € & 7?
=} g e
@

Cisco
Secure Equipment Access

BRKSEC-2821

cisco splunk>

a CI15CO company
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Asset Visibility &
Security Posture
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Cisco’s Industrial Threat Defense Journey

r @

Asset Visibility &
Security Posture

Cisco Cisco
Cyber Vision ISE
oQ_ P Q_p
q
>
A

Network
Embedded
CV Sensor

BRKSEC-2821
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Cisco Cyber
Vision
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Cisco Cyber Vision Architecture

Cyber Vision Global Center

s On-Center sensor
Centralized
DPI and IDS

Hardware sensor
DPI, DAD & IDS for any
network equipment

Docker sensor
DPI & DAD deployed

on 3rd party hardware
Network sensor

DPI & DAD built into
network equipment

gﬁ g Third SPAN gﬁ
Party
Switch
Q Cisco Switch E mﬁ Q
€ B e e €9)

DPI = Deep Packet inspection

Cisco L‘V&~/ BRKSEC-2821

DAD = Distributed Active Discovery  IDS = Intrusion Detection System

embedded in
Cisco networking for simple and
highly scalable deployments

or
capturing traffic on any switch

with a single hop SPAN to
support brownfield deployments

to leverage
existing SPAN infrastructures, or
collect traffic within the
datacenter

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



The Role of the Cyber Vision Sensor

Analyses industrial protocols and
communications at application level,

Cyber Vision Center
decoding industrial protocol traffic. Hardware sensor

= Centralized
| o | analytics
©)

2 OG :
- —

S On-Center
2
Lightweight Metadata L2 sensor

Dynamically builds an inventory of all
components and a map of all Network’l

connections.

sensor

. o A
Operational insight: extracts process AN =

information from network flows to give .= - L8 -
OT staff visibility on industrial events. . = g ul
Provides advanced anomaly detection, € vo Y] i ) en GLO,
and real-time alerts for any threat to ZONE 1 ZONE 2 ZONE 3

operational continuity and system

integrity. “

(Optional)

c 1 sco L‘V&./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Active Discovery Closed Loop Control

Sensor observes
known protocol (i.e. Ethernet/IP)

Center has limited knowledge
about device due to limited identity
information in traffic

Center instructs Sensor to perform
an active discovery
(Broadcast/Unicast) with observed
protocol (i.e. Ethernet/IP)

Device responds with identity
information and Sensor sees
response

Get comprehensive details on
assets

cisco L{V&/

a
=== - Cyber Vision
— | = = =
- \V — - O Center
Application flow 9
c Sensor
_)
-
sz O

R B ==
192. 168 249.50 192.168. 249 40 E
Ethernet/IP I

0 ©000C0O

Active Discovery from Sensor bypasses
NAT/Firewall boundaries

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Industrial Endpoint Visiblility

Alldaza™

s 66 Components

Component Group

"\f

CTIVITY TAGS
X1 BE) Del Maintenance
192.168.105.241 Station
;i B 149.178.42.70 Infrastructure 2

B 252108116118
B AMBRE

B 1016116254

B SIMATIC 300(1)

« Automatically maintains a detailed list of all OT and IT equipment

« Immediate access to software and hardware characteristics

cisco L{{@/

Comprehensive asset inventory

First activity

Apr 6,2017 10:59:14PM

Oct 5,2017 6:03:16 FM

Apr 6,2017 10:58:44 PM

Apr 6,2017 10:58:58 PM

Apr 6,2017 10:58:44PM

Apr6,2017 11:29:22PM

Last activity *
Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

192.1680.1

MAC

34:17:eb:d1:c9:97

2c:6b:f5:62:e7:80

01:00:5e:6c:74:76

00:24:90:08:43:6f

00:22:e5:21:02:86

00:0e:8c:84:50:a6

BRKSEC-2821

Tags

ReadVar, 4 WriteVar,

# Engineering Station,

DNSServer , 4 PublicIP

#Multicast, 4 PublicIP

Windaws

ReadVa WriteVar ,

Wireless 10 Module,,

ReadVar, 4 PLC

Remote access

DeltaV

Flows

579

38

44

25

Vuln

10

Var

=]

=]

225

(1]2 3 4

Vendor

DellInc.

Juniper Networks

Action Star Enterprise
Co., Ltd.

Siemens AGAGDET

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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. - ACTIVITY TAGS
@ COMPOMENT TAGS

L] n
/ \u to I I I a tl C ta I n . ¥ & Network analysis Activities without tags
Components without tags

# PortScan

¥ < Device - Level 0-1 ¥ & Control system behavior
# Port Scan Target

10 Module (3) Block Download

# PublicIP (19)
Wireless 10 Module (2) Control action (1)
¥ . Software
. . - . ontroller Info
- Asset and communication (+ oDevice-teviz ) Active Divectory coneE
. . . itect Alarm Server Controller Name
characteristics are automatically ¢ creesams Codesys
translated to Tags ¢ oz ors e
# Citect Report Server Lotus notes Device Init (1)
« A common language whatever the @ Citect Trend Server Microsoft Exchangse Diagnostics
Vendor reference # Engineering Station (3) NSIS Emergency Brake
# Master MetLogon Firmware Download
« Users do not need to be protocol #rice) P1Osizort rere Updte

experts to understand what is \_ # scavastation(s) _/
happening # siave wu

Force Variable

Heartbeat
# Train WinRM
Windows (10) Hot Reboot
¥ & Device - Level 3-4
Windows Audio Insert Program

# Admin Server (1)

\ Windows CSP / Installed Modules

Cyber VISIOn tags helps Identlfy ¢ prssener(2) Windows Connection Ma
devices and activities to investigate © Datsbasesener Windows DTCPing

& Email Server

Memory Formatting

Metwork Configuration

Windows File Protection

i Operational change
File Transfer 5
& Transter server Windows Messenger Serv

PLC Clock

M / @ HTTP Client Windows Metwork DDE
Cisco &. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Detal

ed information on assets

Device
d

= First activity
pLC B 5ep10,2020336:37 M
Munich
P 192.168.249.50 g Lastacthity

Jan 19,2022 2:00:01 AM

Rack slot
component
details |

[+ MAC: f4:54:33:91:cbzee
ic
s
d
it
B @ Basics @ Riskscore @ Security A Activity & Automation
C
T o
Properties

Normalized Properties
fwversion: 31.11, 31.811
ip:192.168.249.50

mac: f4:54:33:91: cbzee

model-ref: @x99, @x474, 1769-L16ER/B LOGIXS316ER

name: 1769-L16ER/B LOGIX5316ER, SecDemo_LinePLC, 24VDC 16PT INPUT & 16PT

OUTPUT (Portl-Linke1)
public-ip: no
serial-number: 60771949, 00000000

vendor-name: Rockwell Automation

=142

Events

@10

Vulnerabilities

A 4
Activities

Tags

@ Controller, * Rockwell Automation

Activity tags
# Start CPU, # Stop CPU, @ Diagnostics,
# Read Var, # Write Var, @ Low Volume,

CIP-I0, * EthernetIP, * Umas (hide)

Other Properties

enip-couname: SecDemo_LinePLC

enip-devicetype: ProgrammableLogicController, GeneralPurposeDiscre el0
eniplocation: Endpoint, Portl-Link0®, Portl-Linkel

enip-name: 1769-L16ER/B LOGIX5316ER, 24VDC 16PT INPUT & 16PT OUTPUT
enip-productcode: 0x99, 0x474

enip-serial: 00000000, 60771949

cnip-status: Owned, AtLeastOneI0Connect ionInRunMode, NoIOConnectiorsEstablished,
AtLeastOneIOConnectionInRunMode,MinorRecoverableFault,Reserve IBits12-15:0x3

enip-value: RA-ProgramName
enip-vendor: Rockwe L1 Automation/Allen-Bradley

enip-version: 31,11, 31.011

name-enip: 1769-L16ER/B LOGIX5316ER, SecDemo_LinePLC,|
OUTPUT (Portl-Linko1)
name-vendorip: Rackwe 11 192.168.249.50
vendor: Rockwe 1l Automation Variable Types
>M20
Component First activity Last activity P MAC Tags Vulnerabilities *  Flows M1
Sep 10,2020 Jan 19,2022
1769-L16ER/B LOGIX5316ER 19216824950  f4:54:33:91:chiee 4 Controller 10 ~10
3:36:38 PM 2:00:01 AM
. Sep 10,2020 Jan 19,2022 >Ma0
£ SecDemo_LinePLC & 192.168.249.50  f4:54:33:91cbiee @ Controller 10 ~10
3:36:41PM 2:00:01 AM -
1 24VDC 16PTINPUTSE 16PT @ Sep 10,2020 Jan 19,2022 > M82
N 192168.249.50  4:54:33:91ichiee 0 -10
QUTPUT (Port1-Link01) 3:36:41PM 2:00:01AM

Device properties

Variable accesses

Accessed by First access

2 companents (2 sccesses 1:2922PM

Apr 6,20

2 companants (2 3ccesses Apré, 2017 11:29:22 PM

Apr 6,201

5:22 PM

SENTRYOD-XP-1

Apr 6,2017 11:29:22 PM
2 companents (2 accesses Apré,2017 11:29:22 PM

2 companents (2 sccesses Apr 6,20

#.22PM

2companents (2 sccesses

#122PM

Apr 6, 20

13

Last access

6, 2019 12:21:23 AM

May 26,2019 12:21:23 AM

May 26, 2019 12:21:23 AM
May 26, 2015 12:21:23 AM
May 26, 2019 12:21:23 AM

May 26, 2019 12:21:23 AM

.&'/

Cisco

BRKSEC-2821
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Posture: |dentify vulnerabilities to assess risks

Drive vulnerability remediation

« Cyber Vision matches device
attributes against the Talos CVE
vulnerability database to easily
identify vulnerable components

« Automatically spot software &
hardware vulnerabilities

- Access comprehensive information
on vulnerability severities and
solutions

cisco L{V&/

14

Device

@ Basics

Vulnerabilities

il

First activity Tags
SIMATIC 300(1) B aug2,20197:32:37 A
# Read Var, 4 Controller
[Manheim] Folding P... Last activity Activity ta
B 19,2022 2:00:01aM Y 282
@ Network Configuration, 4 Read Var,
IP:192.168.0.1

MAC: 00-0e-884:5b:aé Ping, 4 Broadcast, 4 Low Volume,

@ Multicast,  ARP,  Profinet,
Profinet DCP, - 57 (hide)

@ Riskscore @ Security A Activity & Automation

Credentials

Vulnerabilities

v 6 E20
Activities Events
@16

Vulnerabilities

16@

9

wulner|
ponent]
168.1 51

(m}

]

Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Several industrial products are affected by a vulnerability that could allow remote attackers to conduct a Denial-of-
Service (DoS) attack.

Siemens has released updates for several affected products, and recommends that customers update to the new version.

Siemens is preparing further updates and recommends specific countermeasures until patches are available.

Links
Siemens Security Advisory

SIMATIC 57-300 and $7-400 CPUs Denial of Service and Information Disclosure Vulnerabilities
Successful ion of these ities could lead toa vice condition or result in credential
disclosure.

Solution

Siemens provides firmware version V3.X.14 for $7-300 CPUs that resolves CVE-2016-9158.

Links

www.siemens.com

.us-cert.gov

tyfocus.com

Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and

7.8

score CVSS

Acknowledge?

7.8

score CVSS

Acknowledge ?

20 / pal

jonents|

BRKSEC-2821
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Risk scoring helps focus on what s important

Provides simple information
on the security posture

Guides users to devices
they should deal with first

Risk Scores based on likelihood
of impact:

Likelihood - Is it more likely to
be compromised?

* Impact - What is the
component “criticality”?

cisco L{{/&/

5C50102 First activity T

Oct 11,2019 11:06:52 AM
Building K & very high ‘ Controller , € Time Server Activities Events

‘.ﬂ IP: 192.168.1.4 (+ 1 other) g Lestactivity Activity tags

May 24,2021 12:32:15 PM
MAC: 00:00:64:8:86:08 (+ 1 other) # Controller info

2 Edit Time Management ,
# Broadcast , 9 Multicast

ARP .1+
{2 Basics @ Risk scare @ Security - Activity & Automation
Overview Details
Qverview Details

The score was computed on May 24, 2021 10:00:06 PM by Cisco Cyber Vision as follows:

Criteria Matching Distribution

Understanding -~

how to lower risk

'A BSCSOiOZgroun:BuildingK.\thas an
51%

o 10 20 30 407 50 60 0 8 % 10 Group impact
' industrial impact A very high

The best achievable score is n
It can be reached by patching all vulnerabilities and removing,
insecure traffic. Activities No maiching activity

Understanding what
impacts the risk score o _ _ ‘
Vulnerabilities  Path Traversal Vulnerability in Yokogawa 36%

@15

Vulnerabilities

Description

CC key element. Compromission

could lead to large impact

Path Traversal Vulnerability in
Yokagawa CENTUM
CVE-2020-5609

CVSSscore: 9.8

Successful exploitation of these

vulnerabilities could allow a rem

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Communication visibility with CyberVision

Conduits

Communication flows

Building J
Manuf - Scada & HMI  Manuf - Engincering
[=ir W Motor Control
e AT
o '
S TR R RPN TTr TR TT SRR, o o
— ]
RO
—== Manuf IO (Y e
=i :
oA Cell19 | ‘uuw = =
lml 1 ‘ mEr ‘ ‘leM E
ot sz =
\\\\\\ & E < Siemens [© from my
\ 5 Aut t
Robot Control \\‘I}'ilz Safetys “Auto Robot ‘//’ uto Wobo
vy oy £ | 1 | e
\ SicK | | samax siemens|  fsiemens|  fsieens]
pﬂzl Ipllz j l l i
dh‘ l“‘ l s e e
|"‘\ [pllz‘ lpllz‘ i mifie l [Fgm] I ,,,,,,, ‘ [.,.~| [.”‘
un o Y ——

« Organize your map to match the business

processes
« Helps with ISA/IEC 62443 compliance

- Enables IT/OT to define security policies

cisco L{V&/

Building J

Manuf - Scada & HMm|I Manuf - Engineering
‘- Motor Control

- |dentify all relations between assets

including application flows

« Spot unwanted communications

+ View live information or go back in time

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo:
Cisco Cyber
Vision Overview
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v Explore - 1. Manufacturing - Cic X o

& Explore - 1. Manufacturing - Cisco
Cyber Vision

Operational overview

lv) All lv) Protocol distribution [v) Most critical events v Presets highli

[T
=

! I
DELTA L

SMB

NETBIOS

OTHERS

ADD

Welcome to Cisco Cyber Vision

Last 30 day

Security overview

Apr 25,2024

System has not been updated CiscoC...

Apr 25, 2024 3:00:28 AM Sensor 8e2fb2fe-c4dd-46a6-8e01-279...

Apr 25,2024 3
Apr 25,2024 3:00:28 AM

System has beenupdated Cisco Cybe..

Apr 25,2024

Center has beenrebooted Cisco Cybe...

[ critical |
0:28 AM System has been updated  Cisco Cybe...
—

cisco L{{@/

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco ldentity
Service Engine

(ISE)
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How ISE enforces Zero Trust

Connecting trusted users and endpoints with trusted resources

f N e A
, v | Authentication Endpoint classified, and
2. Who + Endpoint is identified and profiled into groups
[ what trust is established @ - Endpoints are tagged x/SGTs
~ * Posture of endpoint verified + Policy applied to profiled
When . A .
to meet compliance U groups based on least privilege
— \ 4
= How h 7 :
9 Where
I Posture
;.ii Threat
¥ Vuinerability

cisco M./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



ISE Provides Zero Trust for the Workplace

External Partners

| 222 Identity Services
Controller Network Devices A ZD o - Cloud Analytics
@ HI Switches, WLCs / Aps, Mz[;J’\rAe/ / . ?ecure Firewall
Drive - Private 5G, VPN SAML/MFA artners ,
a0 "
— o > e N
gu ﬁi MAB Ping & W
4_
=\ e,
e 8 D) @ e
5G < @ -
Endpoints

. Users 2 WebAuth . - N d TD L

* Devices —

* Things 802.1X ((A) <«
‘_ ' Authentication Methods Authorization Options
(Who/what you are) (what you can do)
Ba . . 802.1X
A Identit * ACLs
— ctive Identity 4{ Web Authentication « VLAN Assignment
Passive ldentity 4—|:MAC Authentication Bypass > Seeuiity Giroup Tegs

c 1 SCO M./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Endpoint Profiling

The profiling service dynamically classifies devices connected to your

network

Endpoints send
interesting data,
that reveal their
device type

cisco L{V&/

S
S
DS

~

Q)

r

Manufacturer

£°3

Model

=

e

Device Type

0S

. Active Probes: DHCP | DNS | HTTP | RADIUS | NMAP | SNMP | AD
Feed Service

ISE Data Collection Methods for Device Profiling

Device Sensor: CDP| LLDP | DHCP | HTTP | H323 | SIP | MDNS

AnyConnect: ACIDex

pxGrid context-in: (DNAC Endpoint Analytics, CyberVision for industrial)

WIFI Edge Analytics: Firmware_version, HW_Model, Manufacturer, Model,

N

MAC Address

MAC Address

00:22:BD:D3:5B:2F

00:02:4B:CC:D6:63

5C:F9:38:AA:1F:90

30:46:9A:2E:C3:FO

OS_Version, Vendor (Samsung, Apple and Intel devices)

|Pv4 Address
IPv4 Address
10.34.75.13
10.35.68.203

10.32.2.127

10.86.98.138

Username

Username

jim

host/ALICE

Hostname

Hostname

Jim-Air

win7pc

Endpoint Profile

Endpoint Profile

Cisco-IP-Camera
Cisco-IP-Phone
Apple-MacBook

Microsoft-Workstation

BRKSEC-2821
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Enhancing ISE profiling with CyberVision data

ISE Data Collection Methods for Device Profiling

Active Probes:(AD ) [DHCP)|(DNS]| (HTTP)I RADIUS | [[NMAP) | SNMP

[T J—
a
|||ll CyberVision
PLC \
IIHJH o — .ﬁ
I‘:‘:ﬂ
CONTROLLER

CompactLogix Controller...
* by Rockwell Automation

* With serial number xxx ...

* Running firmware xxx ...

» Speaks CIP industrial protocol

Cell-1 in the Austin Plant.

LAY

ISE

1. Profiling tool classifies the devices.

2.The attributes are then sent to ISE via pxGrid

3.ISE populates the custom attributes with the ones
received via profiling pxGrid probe

cisco L{V&/

BRKSEC-2821

MACAddress

MatchedPolicy

StaticAssignment
StaticGroupAssignment

Total Certainty Factor
assetConnectedLinks.assetDeviceType
assetConnectedLinks.assetld
assetConnectedLinks.assetlpAddress

assetConnectedLinks.assetName

00:1D:9C:CA:85:8B

Rockwell-Automation-Device

false

false

5

Switch

40109

10.195.119.22

IE4000-119-22

assetConnectedLinks.assetPortName GigabitEthernet1/2
assetDeviceType Controller
assetld 60100

assetlpAddress
assetMacAddress
assetName

assetProductld

10.195.119.38

00:1d:9c:ca:85:8b

10.195.119.38

1756-EN2TR/C 217021900

assetProtocol

CIP

assetSerialNumber

12174476

assetVendor

Rockwell Automation/Allen-Bradley

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Posture for endpoint compliance

1 98
—B—D

2

Secure Client
/AnyConnect

Agentless

EMM/MDM

Bl asco Meraki

Microsoft

cisco é{/&/

292

Wit éi‘l—: a_T \ ‘. : / Remediate

>
d Posture Policy example

a ‘ v IF AV is
AND AV is
—7 AND is ™\ IF
THEN is nonCompliant
ISE THEN

THEN

If integrating with EMM/MDM, the logic can be either in
ISE or in the partner product, but ISE will enforce it.

SOPHOS ;
v Symantec.

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Demo:

ISE profiling with
Cyber Vision
Integration

cisco Ld@/



v il Explore . Plant - Cisco Cyber Vi X

@ Identity Services Engine X h - [u] x

€« - C 2% ise.dcloud.cisco.com/admin/#administration/administration_messageservice/pxgrid_clientmanagement/pxgrid_clientmanagement_clients 4 F3 :

&% Cisco Cyber Vision @ ISE [) FMC &7 SMC

pxGrid Cloud Connection

pxGrid Cloud Policy

= Cisco ISE Administration - pxGrid Services ® Q 0 2 @&

Summary Client Management Diagnostics Settings Click here to do visibility setup Do not show this again.
Clients
Poli 1

o Clients
Groups

Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client

Certificates Library through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Clients

I
Rows/Page 4 v 1 /"1 4 Total Rows

& Trash Edit Enable x ble ecline Filter &

m Name Description Client Groups Status

O smc-ise-client Account for SW e Enabled

0 fmc-10de14d6c2fd11eb91b2f946f... e Enabled

-
»

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Do not forget Threat Prevention and Control

@ Cisco Secure Client
for user devices

m AnyConnect VPN:
p Ready to connect.

Network:

Malware

| Connected (192.168.26.222
C2Callbacks _ Cisco Umbrella S/ | |
Phishing Blocks malicious requests before k

connections are even made,
blocking Threats. Q) seromrs

o Default network access is in effect.

Protects IT Devices
accessing internet

Umbrella

Y Cisco Secure Endpoint @ - i -
oo ) Blocks attacks at initial inspection

monitoring files, memory, and behavior.

emmm - Cisco Secure Uses. sandbox to inspect the unknpwn. @ et s s,
Endpoint Continuous analysis via retrospection

Protects Users
downloading software == - , _

User endpoint
Cisco M-/ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39

] Zero Trust Access:
‘R Zero Trust Access is active.
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Segment
network Into
smaller zones

cisco L{V@/



Cisco’s Industrial Threat Defense Journey

—O

Segment network into smaller Zones i
IEC 62443 Zones & Conduits

Zero Trus

Cisco Cisco
Secure Firewall ISE
Q_»p
)
A

c 1 SCO W./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Macro and Micro segmentation

Macro Segmentation Micro Segmentation

* Policy across “large” zones (between Cell/Area » Pushing policy across “small” zones
Zones / Production Lines) » Segmentation within Cell/Area Zones

« Distribution is typically point of VLAN termination * It can be done on firewall, switches or

* Generally done at Firewall level routers

ISA/IEC 62443

Enterprise @ Enterprise
Industrial Data ) " Industrial
Center Conduit DMZ l Data Center | Conduit

} Distribution r-ﬁ

Cell/Area Cell/Area Cell/Area
Zone 1 Zone 2 Zone 1

b

Cell/Area
Zone 2

c 1 SCO W. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



The value of TrustSec

Intent Based segmentation

1. Traditional Segmentation Policy

Enterprise | DMZ IDC Cell 1 SIS
Enterprise X X X
DMZ X X X
IDC X
Cell 1 X
SIS X X

Switch-1#show ip access-list
Extended IP access list CorpPolicy

10 permit tcp 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 80
20 permit tcp 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 443

2. TrustSec Segmentation Policy

Switch-1# show cts role-based permissions
IPv4 Role-based permissions default:
Deny IP-00

IPv4 Role-based permissions from group 10:Area_1 to group 100:Area_2:

CISCO M‘/ BRKSEC-2821

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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TrustSec concepts

v P > Application
o2 o P ISE Servers
HMI |>‘\),\'\(\O(\'L’d’&\o -
Network @ %c ag
Surveillance
Servers
SGT:12
SGT assignment Propagation Enforcement
of Security Group Tag (SGT) based on (identity, device group, etc.).
e SGQGT are carried the network
* Firewalls, routers and switches to make via

c 1 S c o M-/ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Classification Mechanisms

Dynamic Classification Static Classification (at macro level)

ISE L3 Interface (IP Prefix) Subnet to SGT i
to SGT

Campus
Access Distribution
Enterprise
<- ............................... Backbone  MrIIaD
----- 4—_»

i Campus
Access |

L2 Port to SGT

L SRR—

Firewall

cisco M- BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



SGT Propagation

DATA PLANE PROPOGATION (INLINE TAGGING) CONTROL PLANE PROPOGATION (SXP/PxGrid)

in the CMD of the Ethernet Frame data shared over

» SGT Carried

N

SGT 5

1.

Employees 10.1.1.1

Propagation options

Cisco Meta Ethernet MACsec
Data (CMD)
IPsec DMVPN GETVPN

cisco L{V&/

* No SGT in the data plane and no hardware dependencies.
+ Devices (and ISE) have with the mappings they

ff

know.
@ .« Binding tables are PEE
5 SX

IP 5 IP Address | SGT | SRC

= : 10.1.1.1 5 local SXP ) S
= L\ -
. @ IP SGT binding Table SXP ->
AppServers  10.20.20.1
/ PxGrid
/ SXP
VXLAN SXP W
teteeteeneneeneenencencenencess IS Pxend
: -y sxp AN
Ethernet Frame Cisco MetaData :' B m-
Destination MAC CMD EtherType : : : Third-Party
Source MAC Version : s s FW or Other
- roduct
802.1Q Length ! m — P
ETHTYPE SGT Opt Type Employees AppServers Eﬂ
10.1.1.1 10.20.20.1

PAYLOAD

Other CMD Options
BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Egress Policy (Matrix View)
/ Edit bAdd 3 Clear Mapping v () Push (S Monitor Al - O (@almport aExport B2 View ~ Show [ All m
. Fi g .
# % H
Destination » B g E &i‘
g g 8 g
& & g g
Source v @ @ g E
and network — |@esmie
- ’ deny icmp B
dependent eleme nt Antn,Malware.__dew udp srcdst eq domain 1P s
deny tcp srcdsteq 3389
@ Develpers deny tcp srcdsteq 1433
: deny tcp srcdsteq 1521
Only ) deny tcp srcdsteq 445 t IP Deny IP
. . . deny tcp srcdsteq 137
while the source and destination are @ ososmer . deny tcpsrcdsteq 138
. . 2/000C deny tcp srcdsteq 139
dynamically inserted deny udp rcdst eq snmp e -
deny tcp srcdsteq telnet
4 Employees deny tcp srcdsteq www

ISE
‘_\ /V
O /
fa\.
i

e
P“f“ Developers

a
SGT:6 » Employee - <
a—)| SEervers

L n

TRAFFIC "~ \ || Finance
~ / aa
o~ A aex==| Servers

SGT:12

Today TrustSec cannot block Multicast traffic

c 1 S c o M. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network based zoning model

Site Operations Zone

Cell/Area Zone

Cell/Area 1

Cell Switch

Zone 1

Zone 2

Zone 1

X

Zone 2

X

Policy
enforcement
point

Cat 9300

BRKSEC-2821

Industrial Data Center

0 ] [T}

Cisco Cyber  Identity FMC ucs NTP
DNA Vision  Services Platform

Center Center  Engine

Static classification
for Cell/Area

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extending segmentation to the Cell/Area zone

Site Operations Zone .
P Industrial Data Center

1
Zone 1 Zone 2 PLC MES : 0 . . e 1 I
] |

: —
Zone 1 v X v X X — :
! D

1

| 1

Cisco Cyber  Identity ucs
DNA Vision  Services Platform

Zone 2 X v v X Center  Center  Engine "
PLC v v Y v
MES X X v v Policy Enforcement Static classification

Points for Cell/Area

Cell/Area Zone

Cell/Area 1 SGT:5 Cat 9300
Aggregation Switch
Dynamic
Classification
Cell Switch

Controller

EHE-E HE

c 1 SCO M BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Policy control directly from CyberVision

This user interface Segmentation of

understands industrial I now have OT industrial network
pProcesses. context to build the
| can group assets into right security
zones ' policies
—)
«— )
e
Cell1  Cell2  PLC MES /s
PLC/RTU/IED
o = SGT
= - 0000
::, Cell 2 X v v X SGT
: \ Cell 2 Segment
_— PLC
- v v v v oo s
HMI
MES X X v V4
g =ne)

N _ Cisco ISE Policy
Cyber Vision Map View Matrix 6 6

A J
cisco L{{/&/
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Dynamic Classification

E4:90:69:9E:EF:7D Oz E
MAC Address: E4:90:69:9E:EF:7D

In the Network

Usemname: E4-90-69-9E-EF-7D
Endpoint Profile: Austin_Plant_Profiler
Current IP Address: 192.168.119.39
Location: Location = All Locations

Results
+
Status Rule Name Conditions Profiles Security Groups Hil
Search
Plant L‘; EndPoints:EndPointPolicy R PerTIACCEsS +* Plant = v [
EQUALS Plant
EndPoints-EndPointPolicy z
P Cell1 x v
® Cellt k NGt ot x PermitAccess + +
©® Cell2 k i d x PermitAccess + Cell2 x v o
EQUALS Cell2 @
@ LinePLC E Sl AT 1 ) * PermitAccess + LinePLC x v &

EQUALS LinePLC

@ Attr cati Threats vl
General Attributes
Description
Static Assignment false .
[Enupoim Policy Austin_Plant_Profiler }/ i
Static Group Assignment B false
Identity Group Assignment in_Plant_Profiler
Custom Attributes
Attribute Name Attribute Value
x Attribute Name Attribute Value
[ assetGroup Root > Austin_Plam]
assetDeviceType Controller
assetld 101
assetipAddress 192.168.119.39
assetMacAddress ©4:90:69:9¢e:ef.7d
assetName 192.168.119.39
assetProductid 1769-L36ERM/A LOGIX5336ERM

from Cyber Vision

cisco Li/&/

received

2.ISE classifies the device
according to assetGroup

1.ISE receives devices' attributes

3. ISE assigns dynamic policies
(VLAN, DACL or TrustSec) based
on the profile assigned

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Demo:
Dynamic
Classification
with Cyber
Vision and ISE

cisco L{{@/




D StartHMI - FactoryTalk View SE Client - [MainDisplay - /SecDei b HMI

Data IN Celi Controlier FROM Line

13Days SHours 38 Minutes 33 Seconds

Load Timer

Cell 1 Controller

13 Days 5 Hours 40 Minutes 7 Seconds

13 Days

-8 x o @R

HMI1
TrustSec Segmentation

Line Controller - Cell 2 Configuration
5 Hours 38 Minutes 33 Seconds

|[ ) Symbol upload ends successfully for 1783-L60/A in slot 1 of the chassis at 198.18.10.1.
L

| (Clear) (Clear ]

cisco L{{/&/

BRKSEC-2821
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Dynamic objects in Cisco Secure Firewall

Cisco Secure Dynamic Attributes Connector

Dynamic Content:
Object .
Dynamic
___________________ Workload_A: 192.168.1.10 _
. _ ) orkloa 172.16.1.0/24 Objects REST Cyber Vision (>4.4)
H engine : Workload_B: 172.16.8.201 API (CRUD)
! populating :
I I
L e e 1
e m e — e ——————— S <  ==
I Accelerate 1 -
I CSDAC
1 with i Cisco Secure Dynamic ( ) ,.) Custom RESTful
1 Attributes Connector icati
: Of hOSt : > Google Cloud Platform Appllcatlon
| attributes and contexts 1 A\ Azure
\ / aws

cisco M./ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Cyber Vision

Dynamic Objects in Action -
Cisco Secure Dynamic roups @ ¢ 3 g
Attributes Connector éz\s g:_:;;g‘\gs o e e
Dynamic Objects (REST) "
. Dynamic Objects @
FMC ::::: ::::s_cmld Seéw Siemens

Dynamic Object Content: :"‘ — ., T Infra
er1_suspicious_blocl “}

or1_very_suspicious_quarantine &
[T Infra: 172.23.33.10 P ] ) el
172.23.33.11

bt nnunmnnun
E]

?
Siemens 10.99.99.8 :
10.99.99.9 ‘
fnodbus| parent
el
~ Modbus_parent
Show IP |
Mappings
Source Destination .
Modbus_child
Name Action Zones Networks Ports Dynamic Attributes Zones Networks Ports Dynamic Attributes Appl
Mandatory (1-3)
center1_siemens RDP
1 siemens cell block RDP an... @ Block
VNC
2 cyber vision block inter cell ° Block center1_modbus_child center1_siemens
3 suspicious cyber vision 1 -.. @ Block sontarlmnucuapision
efault (-)

cisco W‘/
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Demo:
Cisco Secure
Dynamic
Attributes
Connector

cisco Ld@/




. ® ® 1 X X + - o x
“ C 5 cidie dcisco.com/adapte ™ &
. o . Py
Adapters
- 0

cisco Lz{@/
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Segment Network into Smaller
Trust Zones

Firewalls and ISE

Dynamic Segmentation options

Segmentation policies based on
business logic driven by Cyber Vision

No need to know IP and MAC

addresses.

—

Dynamic Objects
in the Firewall.

BRKSEC-2821

™~

TrustSec with SGTs
on switches or
firewalls.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Secure Remote
Access

cisco L{V&/



Cisco’s Industrial Security Journey

@

Secure Remote Access

it for OT

Cisco
Secure Equipment Access

c 1 Sco M. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Enhancing VPNs with

Remote Access using VPNs

. [0

Gateway -

Access to
7 OT Asset

L=—1 Jump Server
(Remote Desktop
Gateway)

>

Always-on solutions with all-or-nothing access

Firewall rules need to be frequently updated

Manual session management using jJump servers

cisco L{V&/

‘rustSec

Remote Access using VPN and TrustSec

G;:epway mote User
___________________ -_—|E| ---4SGT 7>__
Jump Server
(Remote Desktop Cell1 [ Cell2 P Ri?sff
Cell 1 V4 X v X
&8 x v v x
5 PLC N v v v
SGT:9 »
\___ Remote Asset R%'Z::e X X X v

« Via CyberVision OT arraigns the device to a “Remote Asset”

Group when access needed

ISE dynamically reclassifies the device to the appropriate SGT

The remote user has access only to the remote Asset device

when it is needed

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Evolving to ZTNA

From Implicit to explicit Trust

Remote Access using VPNs
‘_

_____________ (_igzqu@\_/_ — Jump Server

Gateway)

Access to
Y OT Asset

Always-on solutions with all-or-nothing access

Firewall rules need to be frequently updated

Manual session management using jump servers

cisco L{V&/

(Remote Desktoq

Remote Access using ZTNA

ZTNA
Trust Broker

=] ZTNA

Access to
7 OT Asset

Trust broker manages policy based on identity and context,
and grants access to specific resources at specific times

Gateway establishes an outbound connection to the trust
broker eliminating complexity of firewall rules

BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 65



Secure Remote Access

with Secure Equipment Access
Perform remote operations while enforcing strong zero trust controls

Cisco industrial network
infrastructure

Cisco Secure
Equipment Access

Sy
=0

1
broker i E 1

Browser-based and Zero trust remote session control . i — -
native application 3 . . :
access for remote v'Grant access only to specific assets using ) v L
users specific protocols at specific times/days ’ \T/‘;'I’\]Iet e

v'Multi-factor authentication . Industrial Assets

v .

<D Remgte user pc.)sture Chledf o Catalyst Industrial Routers or
v'Session recording, monitoring, termination Switches with embedded SEA

gateway software

c 1 sco L‘V&~/ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Demo:
Cisco Secure
Equipment
Access

cisco Ld@/




< C 25 us.ciscoiot.com/coreshell/sraplugin#/appl

plicationlist w W D o

= maiyub+seaad...
asco. 10T Operations Dashboard Jo y

SEA Sandbox

Service

. & Download SEA Plus App SEA Plus Offline
@) Secure Equipment Remote Sessions »
Access >
oS (8 All Access Methods
Dashboard
All Access Methods
Remote Seasions 08 ABB Clientless access Always On

08 PLC SEA Plus access Always On
gm Access Management

sa System Management

ABB-1 (SSH AB
e¢+ Quick Wizard

®
E
(-
3
=
o

cisco Lz{@/
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Detection,
Investigation &
Response

cisco L{V&/




Cisco’s Industrial Threat Defense Journey

Cisco Spl un k >
XDR a C15CO company
» L] b o

gﬁ% <(—Lm

c 1 Sco M. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Anomaly
Detection

cisco L{V&/



CyberVision Hig

Cyber Vision behavior modeling
automatically triggers alerts on
deviations from the baselines

Utilities seeon (@ Explore

@ Utilities Baseline

[ O 6new activities l

@ 7 new components

nyber Vision Baselines let you definh
what “normal” should be and analyze
every application flows to detect

37 Components
(O 7 new .22 changed

First activity

Jul 15,2021 2:58:12 PM

Jul 15,2021 2:58:12 PM

Jul 15,2021 2:58:12 PM

Jul 15,2021 2:58:12 PM

Jul 15,2021 2:58:12 PM

Jul 14,2021 8:29:50 PM

Jul 14,2021 8:30:56 PM

Jul 14,2021 8:30:56 PM

deviations
New

asset

Remote
accesses

Asset

New i .
configuration

Process
modifications

cisco L{V&/

Cctivity /

f4,2021 8:30:.56 PM

nlights abnormal behaviors

..... ) Status Component Group
ity
o NEW |@ 104.26.11.240
Created with data seen between:
57 R 157 Enterprise
Jul 14,2021 2:57:06 PM - Jul 15, 2021 2:57:06 PM ey 5 Lantronix 192.168.119.211 P
Network
Last check: Jan 19,2022 11:24:48 PM
Description: Utilities Baseline NEW 17336.224.109
Active criteria NEW 171.70.168.183
0 GROUPS V7 X2 A
NEW [0 Microsoft 192.168.419210 7"
Broadeast Components icrasof 1168.119.
Packetraplay Network
Utilities Demo  City Substation
Process Bus Network  Station Bus Network : )
Control Center Enterprise Network 1 CHANGED ¥ Beckwith 10.0.0.57
Devices without group: i
1 Es -
nterprise
1 CHANGED [ Cisco 192.168.119.166
[ SENSORS via g Network
SENSORVM-INT17283 .
Enterprise
[ Rockwell a3:0:cb
Netwnrke
- o
F (@) a Paint Line 1
T Sigmens e
(O] . i —.
Paint Line 2
° . %
{nufmipes™ — bttt
’ o
P e e
. e e e

BRKSEC-2821

Changed Activity X

Rockwell 192.168.249.50
Paint Line 2 & high
F:192.168.24%.50

MAC: f4:54:33:9 Lichree
Rockwell 192.168.249.40
Paint Line 2 & high
P:192.168.249.40

MAC: f4:54:33:%0: 7776

B First activity g Last activity
Apr 24, 2020 11:04:08 AM Apr 27,2020 10:26:37 AM

s
Read Var & WriteVar  Ethernet/P

L
Variables: (1 difference)

SYNC_NEW1 read Rockwell 192.168.249.50

SYNC write Rockwell 192.168.249.50

SYNC read Rockwell 192.168.249.50

I + Acknowledge differences H X Report differences

O Remove and keep warning Individual acknowledgment

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Industrial Intrusion Detection

Some CyberVision sensor models have a built-in Snort
engine which includes several industrial protocols processors

m signature based Detection X (ELLLILLD veryhigh X

16:12:09.236  Signature based Detec h.[! Snort allow on TCP d 27679 with

Snort Event

at: 10/04-14:44:21,061415
NSORVM-INT17233

an was detected

10:31:27.690  Signature based Detection
66.210.80

Snort Event

Intel

212.166.210.
192.168.0.12 80

« Rolated data:  DOWNLOAD DATA

Snort allow on UDP id 44037 with signature A Network Trojan was detected

Component destination
Name:212.166.210.80

<Snort Signature based

=0 Intel 192168012~ [ 212.1

Intrusion Detection

With CyberVision >4.4
also Shared Objects
(Compiled) Rules

Catalyst IR8B300 Series

cisco L{{/&/

Rugged Router

BRKSEC-2821

Snort engine spots intrusions,

malware and malicious traffic

Denial of Service

C2 and Botnet Communication
Lateral Movement through Windows exploits
Malware traffic
Browser Exploit
PLC Exploits

Superior ICS
vulnerability detection

Modbus, DNP3, CIP, [EC-60870-5-104, [EC
61850 - MMS, S7COM

Manually curated list of ICS vulnerabilities
based on CERT and vendors information

Talos research discovering over 200
vulnerabilities per year, 40% on ICS

Sensor (DS)
socid RS EER ARG A
Catalyst
9300/9300X/9400 ( Sensor
Enterprise Switch ﬂ

IC3000 Industrial Compute

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Review what happened: “Events / Calendar”

Summary, by severity.
Click on one to zoom in.

Live* 11:00AM

11:16:17.965  Control Systems Events Stop CPU command has been detected from ==

| 11:07:18.253  Cisco Cyber Vision Configuration "Admin User" has created the baseline My OT Baseline.

Vimware 192.168.249.114 | IP:192.168.249.114 | MAC:

88:8c:29:c7:c8: 7610

1769-L16ER/B LOGIX5316ER | IP:192.168.249.5¢ | MAC:f4:54:33:91:ch:ee

11:16:20.324

11:17:45.302

11:25:13.204  Cisco Cyber Vision Configuration
included My OT Baseline by "Admin User"
11:30:54.292  Cisco Cyber Vision Configuration
Baseline by "Admin User"

Anomaly Detection 2 differences have been detected in the baseline My OT Baseline

Cisco Cyber Vision Configuration "Admin User" has created the baseline My IT Baseline .

Vmware 192.168.249.114 | IP:192.168.249.114 | MAC:@8:8c:29:¢7:4
"l installed this device, it's the new engineering station."

WVnpware 192.168.249.114 =+ |-=| 1769-L16ER/B LOGIX5316ER a

Control Systems Events ) high X

4123

01/19/202202:00:01  Control Systems Events New program has been uploaded, flow from
4:8f:69:elia7:90t0 HGK |1

01/19/2022 02:00:01  Control Systems Events New program has been uploaded, flow from
4:8f:60:e1:a7:90t0 A || |

01/19/2022 02:00:01 Control Systems Events New program has been uploaded, flow from

... including how
admin reacted

Full list of all events for
a given period of time...

Cisco

.&‘/

Communications
and Device
details

4:8f:69:el:a7:9bt0 ¥ 1]

01/19/2022 02:00:01  Control Systems Events Stop CPU command has been detected from
2.168.0.133 | MAC:52:54:00:31: fdzefto Q8 |||

01/19/2022 02:00:01  Control Systems Events N ed, flow from

2.168.105.241 | MAC:34:17:eb:d1:c9:97t0 B 111

rogram has been upl

01/19/2022 02:00:01  Control Systems Events New program has been uploaded, flow from

4:8f:60:e1:a7:00t0 K ||
01/19/202202:00:01  Controf Systems Events N ed, flow from
4:8:69:el:a7:9bt0 ¥ 1]

rogram has been upl

01/19/2022 02:00:01
da:ae:52:aatdc:93

Control Systems Events New program has been uploaded, flow from

01/19/2022 02:00:01 Control Systems Events Stop CPU command has been detected from

ination

source de:

Flow
Source port: 1110
vmware| e
e Destination port: 502
—_—
Vmware 1769-L16ER/BL

192.168.249.114 OGIX5316ER

/e(hmcal sheet

Tag

Component source
Group : Munich
Industrial impact :
Group description : Munich Parent Group ~ Group description : Munich Parent Group
Device: £ Vmware 192.168.249.114
Name : Vmware 192.168.249.114
MAC:00:0c:29:c7:¢8:76
1P:192.168.249.114

: 4 Engineering Station

89101112»

=. Dell 10.4.0.6 ([Lyon] Windows Stations) | (€ Dell 104.0.6) | IP:10.4.0.6 | MAC:8

= Dell 10.4.0.6 ([Lyon] Windon ons) | (R Dell 104.06) |IP:10.4.0.6 | MAC:8

=. Dell 10.4.0.6 ([Lyon] Windows Stations) | (£ Dell 104.0.6) | IP:10.4.0.6 | MAC:8

STATION-ROCKWEL ([Munich] Packiny chine) | (% STATION-ROCKWEL) | IP: 19

e

Dell 192.168.105.241 ([Munich] Drilling Machine) | (€ Dell 192.168.105.241) | IP: 19

B Dell 10.4.0.6 ([Lyon] Windo

ons) | (® Dell 104.06) |IP:10.4.0.6 | MAC:8

B Dell 10.4.0.6 ([Lyon] Window

ations) | (€8 Dell 10.4.0.6) | IP:10.4.0.6 | MAC:8

LH |10 B owst(station By vork) | (@ FC50101) | IP:10.4.0.46 | MAC

(== Vmware 192.168.249.114 (Munich) (8 Vmware 192.168.249.114) | IP: 192.168.2

49.114 |MAC:00:8c:29:c7:c8:76t0 == 1769-L16ER/BLOGIX5316ER (Munich) | (8 1769-L16ER/B LOGIXS316ER) | IP:192.168.249.50 | MAC: f4:54:33:91:cb:ee

Component destination

Group : Munich

none Industrial impact : » none

Device: £ 1769-L16ER/B LOGIX5316ER
Name :1769-L16ER/B LOGIX5316ER
MAC: f4:54:33:91:cbiee
1P:192.168.249.50

Tags: 4 Controller 4 Rockwell Automation

10 vulnerabilities detected

BRKSEC-2821
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CyberVision Security Dashboard

Track everything happening within the industrial network

« Security events

(vulnerabilities, port scan, =
protocol exception...)

. Signature-based detection |
(IDS)

« Control systems events
(variable changes, program
upload, stop/start CPU...)

- Changes to the Cyber
Vision platform (user login,
config changes...)

¢ October 28,2021 >

cisco L{V&/

BRKSEC-2821
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Demo:
Cisco Cyber
Vision Baselines
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Power of integration pxGrid:

ISE CONTEXT OUT

CISCO ISE ECO-PARTNER

A —

CONTEXT

ISE makes Customer IT
Platforms User/Identity,
Device and Network Aware

cisco L{{/&/

ISE CONTEXT IN

CISCO ISE ECO-PARTNER

A e—

CONTEXT

Enrich ISE context. Make ISE a
better Policy Enforcement
Platform

BRKSEC-2821

Rapid Threat Containment

CISCO ISE ECO-PARTNER

MITIGATE

Enforce dynamic policies into
the network based on
Partner’s request
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Cisco XDR

correlating and prioritizing security threats

......
. .

Telemetry from native and
third-party control points

o

Open and risk-based.
Al and ML based to analyze,
correlate and prioritize

Dol

Endpoint

Analytlcs and Streamlined  Automation

| 9o () K&

Cloud i correlation  investigation and response
dontty mm———— e
Firewall Threat intel Asset & MITRE
TaLos user context
<> APls

Streamlined investigations,
shortening time from
detection to response

Network - | | - :M -
Email % =i %

Prioritized alerts, focusing
SOC efforts on threats that
pose the most harm

Automated response

actions, meaning threats

are mitigated rapidly, and

proactive measures taken

Detects the most Act on what TRULY . .
( sophisticated threats )C matter, faster )( Bl Reslience )

Cisco M‘/ BRKSEC-2821
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Promote Cyber Vision events to Cisco XDR

View events in Cyber Vision

Launch investigation in XDR

Yl Threat Respanse

4 ncideats

ligence = (7 Daniet Berer

e
Stop CPU command has been detected from (€ 192.168.105.241 (s 192.168.105.241) | e o Control system event: Stop CPU command has been detected from...
—  April2,2024 11:40:55 AM Control Systems Events  IP: 192.168.105.241 | MAC: 34:17:eb:d1:c9:97to ([) 192.168.105.112 B Control system svent: Stop CPU com... | Gontro system even: Sop CPU command hs bewn dtaca o 192,168 240111110 10 192.146.240.40:502
(9 192.168.105.112) | IP: 192.168.105.112 | MAC: 28:63:36:85:b3:32 - i o ete b Gico Cosr Vi ‘
I Snort: Attempted Information Leak fro.
B Semwy  Ovnables  Tmeine _Sgltngs  Linked Releonces 0]
inati o B Security nteligence event - 1P_Reput
source destination Flow Source component Destination component OE St Srvcm - 20310 . " Seen at 2021-05-26T04:30:27.661 son

al

192.168.105.241 192.168.105.112

Source port: 1613
Destination port: 102

Device: & 192.168.105.241
MName: 192.168.105.241
MAC: 34:17:eb:d1:c9:97
IP:192.168.105.241

Device: ¢» 192.168.105.112
MName: 192.168.105.112
MAC: 28:63:36:85:b3:32
IP:192.168.105.112

igence event - IP_Reput

elligence event - IP_Reput..

igence event - IP_Reput...

Destination

Confidenca: High

Severlty:  High
Environment: Giobal
Resohtion: WA

Categories:
Dise. Method:  C

1769-L16ER/B LOGIXS3 1 6ER niene Efect
Rockwall Automation
4543391 cboee
ity Intelligence eveni - 1P_Reput.. P 192168248114 192.168.248.50

fi 1o Tegs  WINODWS, ENGINEERING PLC, ROCKWELL_AUTOMATION

Tag: € Controller
Mulnerabilities detected: 32

Tag: ® Engineering Station

Security Intelligence event - IP_Reput..
Rgtw_overt_senvce - 3020-0¢-06 11614332 3082

Confdonce: High

Report to XDR

telligence event - IP_Reput

rgre - Address 192.168.240.50 = P Address

. Promote eventto |
Cisco XDR

Add 1o curent Investigation

Investigate in Threat Response
Create Judgement

192.169.249.50 [+
e s Talos Intelligence

[ Search for this IP

Umbraila

T4 1P wlew for 192.168.248.50

192.168.249.50 8

Events generated in Cyber Vision for process
anomalies, signatures and control system can be

promoted
cisco Li/&/

Investigate the threat with enrichment
from Cisco and 3" party security
products
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Integration of Splunk and Cyber Vision

Splunkbase Collections Apps Q) Find an app Submit an App SM

4o Cisco Cyber Vision Splunk App

The Af li make Splunk imme

been developed to

- Splunk has a native integration for Cyber Vision on Splunkbase

- |If additional / advanced functionality is required
- Splunk Enterprise Security & OT dashboards
- Functionality provides a SOC view
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Facility/Site System Business Unit Time Period

All - All v All v Last 24 hours v Hide Fiters

Ii Key OT Security Indicators

# Edit

TOTAL RISK SCORE AVERAGE ASSET RISK SCORE OT NOTABLES IT/OT ASSETS DETECTED ASSETS WITH NOTABLES TOTAL OT DEVICES # UNIDENTIFIED ASSETS
Last 24 hr Last 24 hr Last Hour Last 24 Hours Last Hour # QT Known Devices Yesterday

127 52

minimally

 Top Notable Events

14 OT Notables M ca s i

Last Notable ¢ Notable & MITRE:  Devico®  Sowces  Destination s Asset Types ¢ Facity ¢ Pty ¢ Assot Zone ¢ P Aarst Trond ¢

pleasanton plant medium > low Level

S/ 10135110 PLE Progrsn Change on 172.110.1.45 o otsecdl  dccengdt @l pledt Engineering Workstation -> > Level 2

Notfcaton Fiter [ ]
M/B/021 10115116 Prohibited Tnternet Traffie Activity Detoctss " deegml dee o0 NN Rerote Accens plesanton plant nin Lewet 1 0
1092020 1910112 Renote File Copy e £4154:11:20:20,00 ™ otsech  geefod ot Hovata Access > W1 copprf1old pomsr plant ritieal -> hi Lol 3 > vl 3
Historian > SCAIA pleasanton plant edivn > high Level 1> Level 3
’
)

1AS/20) 10:10:09 Mo in-the-niddle attack on 0d:fe:15:45:fe:ec e otsect!  dec bl

V820 092000 Progran Uplosd to PLC over CIP o 17).16.2,95 TS otaecd) o2 ple) Engineoring Workatation - coppertield pomer plant nedium > eritical Level )

) Notable Timeline

9 plet Engineering Rorkatation -> ALC

/052021 092007 MannaCry Connaction Attarpt on 173.16,2,95 e otwect] conpertield poser plant mediin > eritical Lavel )

dbi_picon

5
| .- .- .- L] L .- .l. || . - occ_nmot
woorm

10:00 AM 12:00PM 200 PM 400 PM £00PM s00PM 12:00 &M 200 M 400 AM 600 AM BOOAM 10:00 AM
Tha Nov 4 FiiMov 5
200

dec_ao0!

o dee_s01
gec_eny

_time.

i seicesop detected MTRE 51 [ e s s saecsgars [rora— [ Par—— I i progra churge na_se15

oy
Program Upload o PLC owe CF Pronited Inlernat TraMc Ry Defacted MITRE.. Remate Fie Cogy WarneCry Connection Allergt dec_scadall
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Wrapping up
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Let’s put everything together

e o xR Oppervison iSE 1. industrial assets and
obal Center XGri . . o
Enterprise g [o— | ° @ e communications and groups it into Zones.
=
ot a N 2. ISE implemented for visibility and
ndustrial \\‘_\_m =T CyberVision context is shared with ISE.
oMz isco Secure Firewal WE e vision @ e ISE
secossoueriene! G LocalCenter — 3. Components are dynamically classified in
! SGTs via group assignment directly from
_ 4% | CyberVision
Operations & Control % f
Purdue Level 3 1
| 4. Deploy segmentation with confidence once
I .
Process . you are comfortable with the observed
== ! .
g ' network behavior

ENSOr | - . .
= [ alarms on endpoint behavior anomalies and
threat detection.

g Cyber Vision Sensor

Purdue Level 0-2
= =D N | |
5. CyberVision or other analytics tools raise
HH-

SPAN _ e i -
p—— -—

Cyber Vision
HW Sensor

siffisss

L
6¢ O

6. Investigate in XDR and SOC tools

7. Users can trigger quarantine of offending
asset.

Zone-
c 1 SCO M. BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 92
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IT-OT collaboration is vital for securing ICS

Drives best practices
Fights cyber attacks

® @

Industrial
Cybersecurity skills Network — Industrial process skills
Network hygiene Traffic Identify gnqmalies
Security policies Asset criticality levels
Detection & Remediation |T Equipment configuration

Ensures production continuity
Defines behavioral baselines
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Typical Challenges

Tar pit ahead
- Readyness of the current Infrastructure

(Retrofit for brownfield needed to some degree)
- Fragmented knowledge about the systems in place
- What to do with all the Information ? (Iceberg effect)
- OT Procedures and Routines (Example: Troubleshooting Approach)
- Integration of the Supply-chain (EPC’s, Machine builders, etc.)

- Over-engineering due to dependencies

c 1 S c o M-/ BRKSEC-2821 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 94



/AN
Example of an agile Approach \YV./

Minimum viable pI’OdUCt (MVP) Northstar

Final to-be Design

Next major Release *  SOC Integration

M\/p .I X *  Multidomain Integration
' = Intrusion Detection

Next sub Release = Full Spectrum Security = Full Spectrum Security

= Micro Segmentation Micro Segmentation

= Threat Detection Threat Detection

MVP 1.1

Next sub Release

Enterprise Service Integration = Enterprise Service Integration

= Workflow Automation Workflow Automation

MVP 1.0

= Delegation Portal Delegation Portal

Initial Release = Baselining (Anomaly Detect.) = Baselining (Anomaly Detect.)
= Asset Visibility and Inventory = Asset Visibility and Inventory
= NAC (Monitoring Mode) = NAC (Enforcement Mode) = NAC (Monitoring Mode)
= Foundational Security = Foundational Security

Macro Segmentation
Perimeter Security (IDMZ)

Macro Segmentation
Perimeter Security (IDMZ)

= Consolidated Hardware = Consolidated Hardware » Consolidated Hardware
Catalogue Catalogue (+) Catalogue
= QOperation Model = Operation Model
(Roles & Responsibilites) (Roles & Responsibilites)
= Configuration Templates = Configuration Templates (+) = Configuration Templates (+) = Configuration Templates (+) = Configuration Templates
= Basic System Management = Basic System Management
= Supply Chain Integration = Supply Chain Integration
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Resources for your consumption

Best practice & Design principles

Networking and Security in
Industrial Automation Environments

Design and Implementation Guide

Cisco DNA Center for Industrial
Automation Design Guide

Industrial Security Design Guide

cisco L{V&/

End-End
Architecture

CVDs start with the customer use
cases and architecture from the
edge device to the application,
validating the key Cisco and 3
party components

v

Reduce risk products won’t work
together or perform as promised

BRKSEC-2821

Cisco
-Illullll Validated
c I S c o Design

Tested Implemented Proven

@ Best
. Practices

Document best practices so you
can confidently set performance
expectations

&

Provide tested system designs and
configuration instructions

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 97


https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/DG/Industrial-AutomationDG.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Networking/DNA_Center_IA/DNA_Center_IA.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Security/IA_Security_DG/IA_Security_DG.html
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntlnue b with DevNet, Capture the Flag,
and Walk-in Labs

your education )

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at: WebEx
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http://www.ciscolive.com/on-demand.html

[ Cisco Live EMEA - Securing Industrial Learning Map ]

( Monday — 10t )

BRKSEC-2176 3:30 PM

Keeping up with Zero
Trust

BRKIOT-1005 4:00 PM

Enable Zero Trust
Network Access for
Industrial Networks with
Cisco Secure Equipment
Access

cisco L{V&/

( Tuesday — 11th )

BRKSEC-2113 12:00 PM

Cisco XDR - Making
Sense of all the Parts and
Pieces

BRKSEC-2236 1:30 PM

Keeping Up on Network
Security with Cisco Secure
Firewall

BRKSEC-266012:00 PM

Setting the Stage for ISE
Deployment Success: A
Guide to Effective Planning

BRKIOT-1968 3:00 PM

Secure your water Utility
Operations with Cisco
Industrial Threat Defense

BRKIOT-2910 4:30 PM

Securing Industrial
Networks: Where to start
- using Cyber Vision for
OT Asset Visibility

(Wednesday = 12th>

BRKIOT-1126 8:00 AM
Connecting Remote and
critical Asset with Cisco

loT Solutions
BRKSEC-288712:30 PM

Unify Threat Detection,
Investigation, and
Response with Splunk
Enterprise security and
SOAR

BRKSEC-2053 1:00 PM
Zero Trust: Security the
Evolving Workplace
BRKSEC-1159 2:30 PM
Solving Cyber Insecurity

BRKSEC-1544 2:30 PM

Secure Endpoint :
Unveiling Latest Key
Features!

BRKSEC-2821

( Thursday — 13t )

BRKSEC-2821 1:00 PM

Security Industrial
Networks: Strategies and
Best Practices

BRKSEC-2623 5:15 PM

Accelerating Threat
Analysis with Intelligent
Automation
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