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Abstract

Endpoint Security is nowadays a pillar of all organizations, and increasing their
compliance checks before connecting to the organization networks is a trend. Your
endpoint security is your armor. This armor is not a single piece of steel but instead,
it's a set of security components, where a single weakness in one of them may
destroy the efficiency of the entire system. ISE posture services help, to ensure that
your endpoints armor is always in good shape. During the session, attendees will
have the opportunity to explore advanced posture scenarios and settings, such as
load balancing, posture session management, MFA and bidirectional-posture. A
demo will provide in-depth information on these topics. Furthermore, after the
session, attendees will possess the knowledge and skills to troubleshoot any
posture-related issues using log references, to solve the problem of now from
where | start if something is not working.
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About me

« AAA TAC Engineer

» Security Consulting Engineer

ACCENT

Warning!
ltalian accent ahead
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lcon Used Through the Presentation

Content enlarging - when something is not visible good enough we
highlight and enlarge this area.

GUI navigation assistant - This special type of highlighting is used to
help you in navigation in the Graphical User Interface of a product.

For your Reference - these items could not be covered in detail
during the session.

Waring - Extra attention during the configuration

Hidden Content - slides which won’t be presented durith the
session. Those slides are here to give you later more context
and detailed information
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




- Basic Posture
- ISE Posture Journey

- Advanced Posture Processes

- Advanced Scenarios
bootcamp

- Learn by Example - Posture
Troubleshooting
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Agenda

Basic Posture
* |SE Posture 101

Advanced Scenarios Application

3

* |ISE Posture Journey

Posture
Advanced Posture 4 Troubleshooting
Processes . session Sharing  Deep Dive
- Discovery Process Troubleshooting

: « Compliant State  Learn on Example
ascoLgV&/ >
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Session Objectives

Session will cover: Session will not cover:

» Theory of Posture « Marketing

» Posture deployment scenarios  Roadmaps

* Troubleshoot methodology » All possible ISE posture features
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ISE Posture from 10000 feet

4 N\
[ ‘ a ISE
= Q)
A oM

Secure Client

Endpoints/Agents Policy Enforcement Decision Making
\. J
Foundation
== == J X
= =3
= =3 —
Remediation Servers Admin Posture Updates
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Posture Lifecycle

- Step 1 Step 2 Step 3 Step 4 Step b Step 6

Manual Authentication Client Posture Time  Remediation CoA Final
Installation Provisioning Authorization

W AN

ISE

——m) @ --. TR )

. . cISco Client Provisioning Portal

Device Security Check

oamm—— ‘four computer requires security software to be installed before you can connectto the network

\ / Start
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ISE Posture Flow types

Redirect based Non-redirect based

e TIRAT -
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ISE Posture Flow types - comparison

Redirect Non-Redirect
Initial Authentication _
o AUTRerzE e Redirect ACL and URL ACL/VLAN
Client Provisioning @ ise-cpp.demo.local
Portal
PSN Discovery Probes {E — Call-Home
Supported <+ N No redirection
Network Access By Cisco support
Devices
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Posture Style comparison

Components Redirect Non-redirect
Initial AUthentlcathn/AUthorlzatlon Redirect ACL and URL ACL/VLAN
access
Displayed after browsing to Displayed after browsing to

Client provisioning portal (CPP
P g portal (CPP) any site the CPP FQDN

Using HTTP probes to redirect to ISE and

. . Using the “Call Home” List
list of previously connected PSNs as falback

PSN discovery

Use with Cisco Switches, WLCs and Any Cisco or non-Cisco
ASAs NAD
Confi tion i Endpoints do not need Endpoints need
onniguration tie ISEPostureCFG.xml predeployed ISEPostureCFG.xml predeployed

Cisco M./ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Redirect best practices Wired

When client initiate http session NAD is intercepting and returning url-
redirect as new page location

http server - enabled, default port 80 should be used except situation
when proxy is involved

IPDT - enabled, IP device tracking is critical component for applying
ACLs, (required for multi-domain and maulti-auth)

SVl in client subnet - otherwise traffic flow between client and switch
need to be planned very carefully

DACL and redirect ACL - tricky question, will be covered on next slide
separately
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Redirect best practices Wireless

=  AAA override enabled - this will allow WLC to apply Redirect ACL and
Redirect URL to client

= NAC=Radius NAC/ISE - without this option COA won’t be supported for
WLAN, and this will prevent applying of redirect attributes

= Redirect ACL/Airspace ACL - the same recommendation as for switches.
Protection provided by redirect ACL is enough

cisco L{V&/
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Posture Redirect - Let’s visualize

]

Authentication/Authorization, Acces

D

A

s-Accept with Redirect ACL and URL

(

Q
e O Client b
Q@ @ Client opens a web page

>

<

SSL connection to Redirect URL port 8443 (

> [ Only in Redirect based flow

Q
[ Authorization Policy k

|

=——|| Connection is protected
oE— by Portal Certificate

A

cisco L{V&/

User downloads Network
L Setup Assistant ] \

Provisioning policy
selection

Session lookup. Client J
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Posture Redirect - Let’s visualize

D - Client Provisioning policy
- selection ISE

Network Setup Assistant
Network Setup
Assistant Discovers User downloads Network Setup
ISE Assistant
< >
Secure Client Discovers ISE (S Eaaionilookun,
"LSJ e k Authorization Policy Selection
[ Compliance Check j
‘4 SSL Exchange on port 8905/8443 .

c 1 S c o M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Posture Redirect - Let’s visualize

s
=

a2

-

A ISE Posture:
.' \ Compliant.
Metwork access allowed.

Authentication/Authori;

A

ISE

[ Authorization Policy Selection J

CoA Request, CoA Ack

zation, Access-Accept

>

cisco L{{@/
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Posture process deep dive - before we begin

_ ISE posture module is pre-installed in our environment. Redirection

and captive portal detection pop-ups are confusing for end-users.

_ Redirection can be configured in the way when only certain probes

are redirected

Redirect for Discovery Host IP

ip access-list extended REDIRECT-DH-ENROLL

Redirect for enroll.cisco.com IP

ermit tcp any host 1.1.1.1 eg www

a A A

deny ip any any J | Bypass redirection for everything else

a

permit ip any any

* DACL Content deny ip any 10.0.0.0 255.255.255.0 Access to corporate resources is
restricted while everything else allowed

c 1 sco L‘V&~/ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Posture non-redirect - Let’s visualize

Pre-installed agent without profile

Warning when PSN admin
certificate has no SAN with
enroll.cisco.com

L =

g' DNS request for enroll.cisco.com

»
>

v PSN IP

&
<

Cisco AnyConnect Secure Mobility Client Discovery Request

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: s

B Discovery Response, Posture port from Redirect URL

Local session lookup
IPs/MACs based

“ Primary PDP FQDN from Redirect URL

Redirect to the right PSN - https://PSN_FQDN:8905/auth/status

Session owner lookup based on MAC

»

Owner FQDN

A

A

Cisco W‘/ BRKSEC-3077
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Posture non-redirect - Let’s visualize

Call home addresses in PSN
can be IPs/FQDNs of PSNs

or IP/FQDN of LB VIP

Call Home List

vip.example.cor|

cisco L{{@/

When port is not defined agent uses

8905

Call Home List

vip.example.com:8443

BRKSEC-3077
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Posture flow with agent installation from CPP, no
redirect

ﬁ <

Authentication/Authorization, Access-Accept with optional DACL

v

A

Accounting start with the endpoint’s IP

v

‘Q Client opens cpp.demo.com -
e ®
@ @ P ISE redirects client to CP portal page on port 8443

ciIsc 0. Client Provisioning Portal

seve sesnty chc SSL connection to Portal URL port 8443 User downloads
B ot netore Connection is protected by Portal Certificate Network Setup Assistant
Session
lookup based
on source |IP

NSA Discovers ISE

No redirection so discovery fails

v

A

NSA connects to cpp.demo.com on port 8443 Secure Client Agent Download and [,
installation
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ISE Posture
Journey
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ISE Posture Journey

Posture Updates Posture
Policies
Global Settings Access Policy
Client Provisioning Go Live
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ISE Posture Journey: Posture Updates

Posture Updates

c 1 Sco M- BBBBBB -3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Posture Updates

Posture Updates Proxy Settings L2 §

CER L

Proxy host server : port

proxy.cisco.com : 8080

|S E Password required

User name
Posture Updates Password
Posture Updates P
9 Web (O Offline
O Web @ Offline
* Update Feed .
URL https://www.cisco.com/web/. Confirm Password
Proxy Address
Proxy Port
. " ™
* File to update | Choose file | No file chosen i HH MM S5
DAulomaucal\ycheckforupdalesslarlmgfrom initial delay 10 34 v 17 ~ every 2 hours ()
Update Now | Update Now ‘ | Reset

I\ Deleted default posture elements are not created again during next updates

c 1 SCO W. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Posture Updates

Posture Updates

Online Updates: Posture updates include a set of predefined checks, rules,
and support charts for antivirus and antispyware for both Windows and
Macintosh operating systems, and operating systems information that are

supported by Cisco.

Offline Updates: You can also update Cisco ISE offline from a file on your
local system, which contains the latest archives of updates.

c 1 S c o M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



ISE Posture Journey: Global Settings

Posture Updates

Global Settings

c 1 Sco M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Global Settings

Global Settings

f : R
Posture General Settings
These settings will be used if there is no profile under client provisioning policy. Tlme for the user
to remediate
Remediation Timer 4 Minutes ()
Metwork Transition Delay 3 Seconds (1)
Acceptable Use Policy in Stealth Mode Block v °
[Default Posture Status Compliant ] _V.i.b What if client
[[] Automatically Close Login Success Screen After 0 Seconds (7 does not support
posture ?
ﬂ Continuous Monitoring Interval 15 Minutes (7)
\ y,

c 1 sco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Global Settings

Global Settings

(

Posture Lease

() Perform posture assessment every

o Ferform posture assessment every time a user connects to the network

u Cache Last Known Posture Compliant Status

Last Known Posture Compliant State

\,

D Enable Port 8905 on non-Policy Service nodes for Posture services.

Agentless Plugin

cisco L{V&/

\
Posture Lease
' Days © Cisco ISE will use the last
known posture state and will
not reach out to the endpoint
31 Days M to check for compliance.
Y,
(Agemless Posture )

These settings configure whether to display notifications about posture timeout. Agentless Posture uses Endpoint
Connectivity Timeout, which is controlled by “Max retry attempts” and "Delay between retries for 0OS
identification” For more information, see (Administration > System > Settings > Endpoint Scripts > Settings)

Agentless posture client timeout 1 Minutes ()

WL

I E] Remove Agentless Plugin after each run ' /

BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Endpoint Posture Attributes - Posture Lease

Posture lease is a feature which allows ISE to store endpoint posture status
(Compliant) for up to 365 day

Posture Lease
. -
(C) Perform posture assessment every time a user connects to the network % Posture Lease 5t

(®) Perform posture assessment everﬂ il | Days (i Valid range 1 to 365 days.

Mote ; This configuration applies only to AnyConnect Agent and not to NAC Agent and Web Agent.

When endpoint is in Posture lease ISE assigns authorization policy with ‘Compliant’
status right-away

Secure Client is NOT aware about the lease. To display proper posture status PSN

discovery is performed. This discovery is example of valid cases when redirection
does no happen in Redirect-Based environment.

cisco M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



ISE Posture Journey: Client Provisioning

Posture Updates

Global Settings

Client Provisioning
c ! Sco M-/ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Client Provisioning

ISE Posture: Agent types

Agentless

Secure Client

Temporal Agent

Secure Client Stealth @

c 1 sco L‘V&~/ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



IS Client Provisioning
[ Limitations

Posture Deployment Options  x otsuporec

Capability Cisco Secure Client _ Temporal _

&= (¢ ) s [ &= [ 85 [

Anti-Malware Checks

Firewall Installation Checks X | /] /| /| _

Application Inventory . X V|§|b|||ty (LeSS Effort) d 4

Hardware Inventory X /] || V| 4

Process Checks

Dictionary Conditions

Application Checks X -

File Checks ! . .

Service Checks X Experlence (LeSS Tlmeg E-

Disk Encryption X U i

Patch Management 0 0 I I 0

Registry Checks N/A N/A N/A N/A 0 N/A

USB Checks X X X X

WSUS remediation (legacy) N/A N/A Se*nty (M@re Prdtectiorf) z-

Remediation . Partial | Partial | PartAuto | Partial Text Text X

Reassessment X X X X

c 1 SCO W./ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Client Provisioning

Resources

KResources

+ Add

Name
CiscoAgentlessWindows 5.0...
CiscoAgentlessOSX 5.0.0065...
MacOsXSPWizard 2.7.0.1
Cisco-ISE-Chrome-NSP
CiscoTemporalAgentWindo...
CiscoTemporalAgentOSX 5....

WinSPWizard 3.2.0.1

O 00 o0o0ooo 0O

Cisco-ISE-NSP

\,

Type

CiscoAgentlessWind...

CiscoAgentlessOSX

MacOsXSPWizard

Native Supplicant Pro...

CiscoTemporalAgent...

CiscoTemporalAgent...

WinSPWizard

Native Supplicant Pro...

Version

5.0.529.0

5.0.529.0

2.7.01

Not Applic...

5.0.529.0

5.0.533.0

3.2.0.1

Not Applic...

Last Update

2022/08/30 12:26:58

2022/08/30 12:27:00

2022/08/30 12:26:50

2016/10/06 22:01:12

2022/08/30 12:26:51

2022/08/30 12:26:54

2022/08/30 12:26:51

2022/08/30 13:37:08

Description

With CM: 4.3.2868.6145

With CM: 4.3.2490.4353

Supplicant Provisioning ...

Pre-configured Native S...

With CM: 4.3.2868.6145

With CM: 4.3.2490.4353

Supplicant Provisioning ...

Pre-configured Native 5...

\

Y,

cisco L{{/&/

BRKSEC-3077

Client Provisioning

- Secure Client Profile=—— Client Provisioning Policy

Some agents must be
downloaded from Cisco
Software Center and
uploaded manually
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Client Provisioning

Client Provisioning: What is compliance module

Compliance Module - Offers the ability to assess an endpoint’s
compliance.

(L

OPSWAT - Cisco Compliance module is using OESIS framework
from OPSWAT for detection and remediation

https://www.slideshare.net/OPSWAT/introd
uction-to-oesis-framework

OPSWAT

c 1 Sco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://www.slideshare.net/OPSWAT/introduction-to-oesis-framework

Client Provisioning

| et’s visualize

New AV
New AV o Info
Info o > .

— o Cisco Cloud

2 New OESIS a , Posture Updates

o Version ) New Compliance
[ls . vl Module

) cisco

( New AV ]
Released ’
© o0 Define posture policy:
Requirements -

= Sl Symantec X INSTALLED
E — ®

AND A
_[ 7 Symantec X UP_TO_DATE
Symantec.

cisco L{{/g‘/
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Client Provisioning

| et’s visualize

A I5E Posture:

A _[ Symantec X INSTALLED? ] A Se e
SVmanteCX UP+TO DATE @ | o ScanAgainl. -
<
f <

Symantec.

Compliance Module
& J

Cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Client Provisioning

Compliance Module Updates vs Posture updates

(Compliance Module Updates

DB Application

(

Corresponding

» Actions O

" Posture Updates

» Posture Policy

\.

BRKSEC-3077
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Client Provisioning

Client Provisioning

Resources =—> | Secure Client Profile] = Client Provisioning Policy

* Select Agent Package: AnyGonnectDesktopWindows 4.5.5030. v
* Gonfiguration Name Agent Gonfiguration
Posture Protocol Description: )
Parameter Value Description
Description Value Notes
PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure
Retransmission Delay (1) 60 secs Time (in seconds) to wait before retrying. * Compliance Module AnyConnectComplianceModuleWindow: v
Retransmission Limit () 4 Number of retries allowed for a message.

§ Enter any IP address or FQDN that is routed through a NAD. The NAD detects and redirects that http
Discovery host () traffic to the Client Provisioning portal AnyConnect Module Selection
ISE Posture

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if the PSN is
Discovery Backup Server List () Choose unreachable. Choose specific PSNs as the backup st and restrict the nodes to which AnyConnect VPN
sends discovery probes.

Network Access Manager
. . A list of wildcarded, comma-separated names that defines the servers that the agent can connect Web Security
Server name rules * (D to. E.g. " *.clsco.com"
AMP Enabler
A list of IP addresses, that defines the all the Policy service nodes that the agent will try to connect ASA Posture

Call Home List

to if the PSN that authenticated the endpoint doesn't respond for some reason. Network Visibility
Agent will continuously try to reach discovery targets (redirection targets and previously connected Umbrella Roaming Security

Back-off Timer (D) 30 secs PSNs) by sending the discovery packets till this max time limit is reached Start Before Logon

O
O
O
O
O
O
O

Diagnostic and Reporting Tool

Posture Profile Agent Profile

cIsco '&/
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Client Provisioning

Description

Server name rules * (i)

This is the agent retry period if there is a Passive Reassessment communication failure

Retransmission Delay (i Time (in seconds) to wait before retrying.

allowed for a message.

Discovery host (i) cisco.com

ose specific PSNs as the backup list and restrict the nodes to which AnyConnect
sends discovery probes.

names that defines the servers that the agent can connect

Gal | Hume L_l St @ ,,I ULEEI ,,l E.EDr _l 0.52‘ _,l 5.&1 all the Policy service nodes that the agent will try to connect

[ipoint doesn’t respond for some reason.

covery targets (redirection targets and previously connected
s till this max time limit is reached

@- System Scan:

No policy server detected.

/ Default network access is in effect. Scan Again

Enable Rescan Button Disabled »

Cisco Lt/&~/ BRKSEC-3077
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Client Provisioning

ISE Configuration Details - Redirection

Discovery Host Any IP/FQDN routed trough the NAD

Enter any IP address or FQDN that is routed through a NAD. The NAD detects and

N '
Discovery host (1) redirects that http traffic to the Client Provisioning portal.

|
i,

LS SN S SR

<DiscoveryHost>internal.link.com</DiscoveryHost>

ISEPostureCFG.xml

Cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Client Provisioning

ISE Configuration Details - Redirection

Server Name Rules Wildcard of allowed Servers

A list of wildcarded, comma-separated names that defines the servers that the agent

* (1) *.lab.com i
Server name rules * (i) can connect to. E.g. " *.cisco.com”

<ServerNameRules>*.lab.com</ServerNameRules>

|
i,

LS SN S SR

ISEPostureCFG.xml

c 1 sco L‘V&. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Client Provisioning

ISE Configuration Details

Call Home List PSN IP Address List to try to contact

A list of IP addresses, that defines the all the Policy service nodes that the agent will try
Call Home List -;fj: to connect to if the PSN that authenticated the endpoint doesn't respond for some
reason.

KKK
]!

<CallHomeList>10.52.X.X,10.52.X.X</CallHomeList>

ISEPostureCFG.xml

cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Client Provisioning

Posture files - ISEPostureCFG

[l =

[ —— Dl ISE

ISEPostureCFG.xml HASH=321

ISEPostureCFG.xml [ Overwrite J
HASH=123

<K
111

ISEPostureCFG.xml
HASH=321

cisco L{V&/

LS G G GRS
11
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Client Provisioning

Client Provisioning

Resources =—— | Secure Client Profil%—» Client Provisioning Policy

* Select Agent Package: AnyConnectDesktopWindows 4.5.5030. v
Pasture Protocol * Configuration Name: Agent Configuration
Parameter Value Description
Deseription:
PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure
Retransmission Delay (1) 60 secs. Time (in seconds) to wait before retrying. Description Value Notes
Retransmission Limit () 4 Number of retries allowed for a message.
* Gompliance Module AnyGonnectGomplianceModuleWindow:

. Enter any IP address or FQDN that is routed through a NAD. The NAD detects and redirects that http
Discovery host (D traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially If the PSN Is

Discovery Backup Server List (1) Choose unreachable. Choose specific PSNs as the backup list and restrict the nodes to which AnyConnect AnyConnect Module Selection
sends discovery probes.
ISE Posture
. . Alist of wildcarded, comma-separated names that defines the servers that the agent can connect
Server name rules * (D to. E.g. " *.cisco.com" VPN

Network Access Manager

A list of IP addresses, that defines the all the Policy service nodes that the agent will try to connect Web Securit
10 if the PSN that authenticated the endpoint doesn't respond for some reason. Y

Call Home List

AMP Enabler

Agent will continuously try to reach discovery targets (redirection targets and previously connected ASA P
ot Timer (® \ osture
Back-off Timer (0 30 secs PSNs) by sending the discovery packets till this max time limit is reached
Network Visibility

Umbrella Roaming Security

Start Before Logon

|s000000D0A\™

Diagnostic and Reporting Tool

Profile Selection

* ISE Posture AC-Profile| v

c 1 s CO &. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Client Provisioning

Client Provisioning

Resources = ESecure Client Profile} — (Client Provisioning Policy

* Select Agent Package: AnyGonnectDesktopWindows 4.5.5030. v
. .
Configuration Name
4

nnnnnnnnnnn

ccccccccccccccccccccccccccccccccccccccccccccccc - < I { Compliance Module ]
::\L(ji::ect Module Selection ( M d |
- L oaules
l { Profile AC ]
Profile Selection In case of posture over VPN AC cannot be
* | updated if ISE has higher AC pkg version then ASA

cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Client Provisioning

Client Provisioning

Resources = Secure Client Profile =—| Client Provisioning Policy

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent compliance module, and/or agent customization package.

.
For Native Supplicant Configuration: wizard profile and/or wizard. Drag and drop rules to change the order. S pe C Ify th e
Rule Name Identity Groups Operating Systems Other Conditions Results
108 Any Apple i10S All Condition(s) Clsco-1SE-NSP Edit ~ / \g e nt
Android Any Android Condition(s) Cisco-ISE-NSP Edit ~ ( ;O nfi g u rati O n

Windows Any Windows All Condition(s) CiscoTemporalAgentWin Edi™
dows 5.0.00529 And
WinSPWizard 3.2.0.1
And Cisco-ISE-NSP

MAC 0S Any Mac OSX Condition(s) CiscoTemporalAgentOSX Edit ~
5.0.00533 And
MacOsXSPWizard
2.7.0.1 And Cisco-ISE-
NSP

Chromebook Any Chrome OS All Condition(s) Cisco-1SE-Chrome-NSP Edit -

cIsco '&/
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Portal settings adjustment

= Guest Portal — posture can be executed as part of the Guest-Flow. This can be done on ‘Self-
Registered’ and ‘Sponsored’ guest portals.
Hot-Spot’ portal is not supported for posture.

LOGIN

Self Registration  4— AUP

l

Posture inside of the Guest-Flow facts:

= Only one check box needs to be enabled in portal settings,

= Only Temporary Agent is supported in client provisioning el Registration Succesy—— | Change Password

= Do not use VLAN change in the authorization profiles for Guests (like authorization profile with redirect
has VLAN 10, and compliant authorization profile has VLAN 20) since when MAB is used endpoint
cannot detect VLAN change,

Max Devices Reached

Enable posture on the guest portal

Navigate to Work Centers > Guest Access > Portal & Components > Guest Portals Post Login Banner

I

Open portal on which you would like to enable posture and navigate to section ‘Guest Device Compliance
Settings’. After posture is enabled two additional components are added to the portal ‘block diagram’ on the
right

Client Provision

~ Guest Device Compliance Settings

Require guest device compliance

This will add a Client Provisioning page to the guest flow.
Success

cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Posture Journey: Configuration

Posture Updates Posture Policies

Global Settings

Client Provisioning
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Posture Policies

Anti-Malware

ISE Posture Checks
Anti-Spyware

Condition + Remediation = Requirement Anti-Virus

Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall

Hardware Attributes

1 Patch Management
=
[0 —]
=

Conditions
>

ISE

Registry
Script

[c= Servi
ervice

= USB

(0 — |

Remediation
cisco W‘/
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ISE Posture with Cisco Secure Client

Condition + Remediation =—> Requirement Hardware Inventory
USB Checks
@® © ® Cisco Secure Client Flle CheCkS
@ AnyConnect VPN: I SVStem CheCKS I Reglstry CheCkS
Connected to San Jose Duo - SSL. Service CheCkS
B Checks Disk Encryption
Zero Trust Access: o SOftware/ Appllcatlon CheCkS

Application Inventory

Anti-Malware Checks

Firewall Installation Checks

e Posor = == Custom scripts

Natwork sccess allowed. Scan Agan > e;'cset?nrgl Ccor:]p;;ki:g External Conditions (AD, Location)
Compound condition support

Zero Trust Access is active.

Application Checks

Umbrella:

Umbrella is active.

| Script Remediation Script Remediation
Patch Management - MS

# v SCCM

Windows updates -
Patch Management Windows Update

-- s WSUS remediation (legacy)
Remediation/ Application, Antimalware,
.. Reassessment File, Firewall, USB Block,

\ 4

\ 4

Link
Ld/ / Remediations Passive Reassessment
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Posture Policies

ISE Posture Policy

Policy Elements Policy Sets

Status Policy Options Rule Name Identity p Op ing Sy Comp Modul Posture Type Other Conditions Requirements
D Policy Options Default_AntiMalware_Policy_Ma If Any and Mac OSX and 4.x or later and Agent and then Any_AM_Installation_Ma Edit ~
c c
D |Pulicy Options Default_AntiMalware_Policy_Ma If Any and Mac OSX and 4.x or later and Temporal Agent and then Any_AM_Installation_Ma Edit ~
1 c_temporal c_temporal
Requirements
Policy Options . )
Deriod settings Q
Agent
Grace Period for: =]
0 Minutes v Agent Stealth
e
Delay notification by T | A t
emporal Agen Any_AM_lInstallation_Mac
(0 %) of Grace period. Satsult AncVIE:R ; i
efau is_Requiremen ac
Agentless -AppVis_heq =
Default_Firewall_Requirement_Mac
Default_Hardware_Attributes_Requireni

Lae! .
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Posture Policies

Posture Script Condition or Remediation

Dynamic requirements oS Script Push L
Are all corporate CA certs and ) ) ¢

no rogue CA certs installed ?

[ ] @ —

Has the user over-written Response
network configuration to <
use specific DNS ? ISE
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Posture Script Condition

- Prerequisites New
. (& & ISE
Establish trust
N | ocal Machine Store l
~
-’ )
= Q_ L / PSN
—_ < )
p— 7
o’@\o
AnyConnectlLocalPolicy.xml SHA-256
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Posture Script Condition

- Prerequisites

New
"_— openssl x509 -in 535-pos.crt -fingerprint -noout -
sha256 SHA256
CK }3 Fingerprint=B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:A

B:D3:E9:83:AB:1A:BF:01:8F:6E:F0:11:9A:B5

Q
2

<TrustedISECertFingerprints>
<fingerprint>
<algorithm>SHA-256</algorithm>
<hash>30:5D:A8:0E:3B:36:6C:3A:04:0C:DF:66:D0:3
B:9B:DE:94:B8:87:ED:17:5F:B7:A4:94:BF:3A:29:A5:7B:35:D0</hash>
</fingerprint>
</TrustedISECertFingerprints>

I
i,
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Posture Policies

Posture Script Condition
- Configuration

Add Script Condition

Name

Fail - Other than O
Pass- < 0 Pass

Exit code

Operating ul Windows

Script Type

PowerShell PowerShell Core

File to Upload

o Bypass AllSigned None

1 to 60 (seconds)

Script Condition execution failure or timeout

Choose what happens to a condition if the script does not exit before the configured
timeout or if script execution fails.

If you choose Pass, the condition is marked as met.

If you choose Fail, the condition is marked as not met.

, — == Admin vs Logged-in User

() Bypass AllSigned [@LLE] F

Endpoint privilege for script execution

Agentl 'osture workflows use Admin privilege and temporal agents use Logged-in
User privilege, regardless of the user privilege that you choose for

Administrator / Root (O Logged-In User
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Posture script condition
- Script Dowload

2

Posture Policies

New

° p g
%LOCALAPPDATA%\Cisco\Cisco Secure
Client \scripts

~/.cisco/iseposture/scripts

Filename match
match

cisco W‘/

Script file hash

ISE

Elevated privileges /

%ALLUSERPROFILE%\Cisco\Cisco Secure
Client \ISE Posture\scripts

/opt/cisco/Secure Client/iseposture/scripts

Download the
script

Reuse the
existing script

_—
~
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- Exit Code
2 .

| ISE

Posture script condition

L 55! File $TESTFILE exist."

else
echo "Failed: File $TESTFILE does not exist."
exit 1

10 fi

Other failure possibilities:

<0 : pre-defined exit code . :
| P Script exit code must be

between 0 and 255
>0 : user-defined exit code
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Posture Policies

Posture Script Exit Codes

Exit Code Reason
0 Script execution was successful and exited with success
>0 Script execution was successful however, exit code returned the failure code
-1 Script execution check wasn’t attempted
-2 Data integrity failed
=3} Error in Script download
-4 Script has verification failed
=5 Script executed, however, Script execution didn’t complete within specified timeout
-6 Generic failure (not covered as part any failures)
=7 Script type is not supported
-8 Script failed to launch
-9 ISE certificate is not trusted

Remember: in case script exit code is out of bound then it is set to 255
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Endpoint Posture Attributes - Grace Period Lt

Grace period feature allows endpoint to get a ‘Compliant’ network access when it become
Non-Compliant after being compliant in the past

Functionality is based on two attributes:

PostureLastCompliantExpiry - attribute has a Unix Epoch format. Grace period starts if
posture status got changed to non-compliant within Last Known Posture Compliant State

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 7 | | Days '|

Remaining Grace Period * - stored in oracle config DB table in special table. ISE starts
populating LAST_GRACE_EXPIRY after endpoint has been marked as non-compliant while
being within Last Known Posture Compliant State

* - While Grace Period feature itself has been added in 2.4 we started to store Remaining Grace Period in Oracle DB
starting from 2.6. In 2.4 Remaining Grace Period stored in special In-Memory cache.

c 1 S c o M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



ISE Posture Journey: Access Policy

Posture Updates Posture
Policies
Global Settings Access Policy

Client Provisioning
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Access Policy

Access Policies - Redirect Chaining

We need to redirect our clients to the Client Provisioning Portal, provide
access or deny it.

Posture_Compliant Com pl Ia nt

e

o Posture Compliant B Session-PostureStatus EQUALS Compliant

E Session-PostureStatus EQUALS NonCompliant Posture_NonCompliant N o n CO m p | ia nt

e

o Posture Non Compliant

&

Posture_Unknown |

Q Posture Unknown B Sesslon-PostureStatus NOT_EQUALS Compliant U n kn OWn

4

Web Redirection (CWA, MDM, NSP, CPP) (D

Name Agent-Posture-Redirect]

Client Provisioning (Posture) ACL redirect-posture v Value Client Provisioning Portal (defi ~

Description

[ static IP/Host name/FQDN
[J Suppress Profiler CoA for endpoints in Logical Profile

* Access Type
AGCESS_ACCEPT v

Network Device Profile &% Cisco v~ &

Service Template

(m]

Track Movement o®

Agentless Posture a
[m]

\ Passive Identity Tracking

Must exists on NAD
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ISE Posture Journey: Time to Go Live

Posture Updates Posture
Policies
Global Settings Access Policy
Client Provisioning Go Live
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Advanced
Posture
Processes
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Misconception
2. Discovery
Process
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Posture Discovery and Authentication

"Every time when dot1x authentication happens,
Discovery process is restarted by the ISE posture
module”




slido

Every time when dot1x authentication
happens, Discovery process is restarted
by the ISE posture module

( Start presenting to display the poll results on this slide.
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Demo -
|dentification

cisco L{{@/







Discovery A

ISE

G N
50 8 o

Power Events User Login Initial AC Return Default GW Interface
Installation  sleep change Up
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Posture files - Connection Data

-

\_

ConnectionData.xml file
created on the first
posture attempt

For every primary record
you have a <time> tag

Every next server is added
as a separate Primary
record

~

L ConnectionData.xml |

k?xml version="1.0" %>

<records>
E <record>»
I<primary}ise—p.1ab.com<fprimary>I

<port>8443</porc>
<status_path>/aunth/status</status_path>

<ng-discovery>/anth/ng-discovery</ng-discovery>
£Cime>1702031250</time>

= <oackups>

<hackuprise-=.lab.com< /backup> I
£ </pbackups>

- </record>

= <record>

primaryrise-=.lab.com</primary>
<port>8443</porc>
<status_path>/anth/statns</status path>

<ng-di=covery>/anth/ng-di=scovery<,/ng-discovery>
<rime>1702030758</time>

= <backups>
<backuprize-p.lab.com< /backup>
o </packups>
- </record>
L</recordsy

cisco L{V&/
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What does ‘Discovery’ mean and how to start it?

Discovery™ is a process executed by AC ISE posture module to locate PSN where
user/device has been authenticated. After correct PSN is located agent will check for
client provisioning policy on PSN (to see if any updates are needed) and will request
posture requirements which needs to be validated.

Discovery starts on:

= |nitial AC posture module installation
= User login,

= Power events,

= |nterface is going up,

= Return device from sleep,

= Default Gateway change

Note: Dot1x authentication and PC lock/unlock are not triggering Discovery process.
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PSN discovery Redirect probes

L
o]

One Stage
1 cycle is
limited to 5
seconds

N 2

-

HTTP Get to Discovery Host (IF available)

-
HTTP Get to enroll.cisco.com

HTTP Get to Default GW IP

HTTPS request to PSN

cisco L{V&/

Network Access Device

—

BRKSEC-3077

PSN

Session
lookup in
Local PSN
cache
(IP/MAC
based)

Session
lookup on
MNT cache
(MAC only)
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PSN discovery Redirect probes

a2

D 2

A

ISE

[ kK?zml version="1.0" 2>
<recordsx
E <records> \ \\\ PSN
<primaryrise-p.lab.com</primarys>
<port>8443</port> \ .
HTTP G <status_path>/faunthfstatus</status_path> SeSS|On
<ng—discoveryb;’aut:h,fng—discovery<fng—discovervh |00kup in
<time>1702031250</time’
One Stage HTTP|& <backups> N\ “\ Local PSN
. <hackuprise-=.lab.com<,/backup> CaChe
1 CyCIe IS o </backups> \
I|m|ted to 5 HTTE - </record> (IP/MAC
= <records based
Seconds HT <primaryrise-s.lab.com</primary> )
<port>8443</port>
<status_path>/anth/status</status_path> :
<ng-discoverys>/fanth/ng-discovery</no-discoverys SGSSlon
<time>1T702030758</ cimex
= <backups> |00kup on
<hackuprize-p.lab.com<, /backup> MNT CaChe
- </backups>
i </record> (MAC Oan)
L</recordss
y & J
cisco Lz/&./

BRKSEC-3077
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PSN discovery Redirect probes
[ = A
- ISE
=
- Network Access Device PSN

HTTP Get to Discovery Host (IF available)

>
One Stage HTTP Get to enroll.cisco.com
1 cycle is
limited to 5 HTTP Get to Default GW IP
seconds

HTTPS request to PSN

ConnectionData.xml
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ISE Configuration Details - Redirection

4 )
Discovery Host Any IP/FQDN routed trough the NAD

\_ J

( )
Server Name Rules Wildcard of allowed Servers

. J

[ In case of Split Tunnel - Redirection has to go trough the tunnel ]
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PSN discovery Non-Redirect based probes
S = A
- ISE
L
- Network Access Device PSN

HTTPS request to Call Home Address
Stage 2 > IP Array

probes
executed HTTPS request to PSN
sequentially

URL
/auth/ng_ HTTPS request to enroll.cisco.com

> IP Array

> IP Array

discovery
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PSN discovery Non-Redirect based probes

Stage 2
probes
executed
sequentially
URL
/auth/ng-
discovery

N 2

-

HTTPS request to Call Home Address

Network Access Device

ISE

HTTPS request to PSN

HTTPS request to enroll.cisco.com

cisco L{V&/

( k?ml version="1.0" 2>

<records>
E <record>
<primaryrise-p.lab.com</primaryr
<port>8443</port> \
> <status_path>/auth/status</status_path>
<ng-discovery>fanth/ng-discovery</ng-discovery>
<time>1702031250</cimes
=l <backups>
<backuprise-s.lab.com</backup> \ “
>l L </backups>
= </record> \
= <record>
<primary>ize-=.lab.com</primary>
<port>8443</port>
<status_path>/anth/status</status_path>
| <ng-discovery>fanth/ng-discovery</ng-discovery>
<time>1702030758<,/timex
= <backups>
<backuprise-p.lab.com</backup>
L </backups>
= </record>

((/Iecords)

J

BRKSEC-3077
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PSN discovery Non-Redirect based probes
S = A
- ISE
L
- Network Access Device PSN

HTTPS request to Call Home Address
Stage 2 > IP Array

probes
executed HTTPS request to PSN
sequentially

URL
/auth/ng_ HTTPS request to enroll.cisco.com

> IP Array

> IP Array

discovery
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ISE Configuration Details - Redirectionless

( )
Discovery Host —feme= 2 ECIDN routed trough the NAD

\> )

( R
Server Name Rules Wildcard of allowed Servers

. J
Call Home List IP Address List to have contact with

[ In case of Split Tunnel - Probes have to go trough the tunnel ]

c 1 SCO W./ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



ISE Configuration Details - Non-Redirect

First deployment - No ConnectionData

<ServerNameRules>*.lab.com</Server
NameRules>

ConnectionData.xm| <discoveryPsnList>ise-
s.lab.com, ise-
p.lab.com</discoveryPsnList>

<CallHomeList>10.52.X.X,10.52.X.X<Z
/CallHomeList>

LKL
11!

ISEPostureCFG.xml

~N
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ISE Configuration Details - Non-Redirect
Design for Big Deployment

Y Call Home AB Q
-
Call Home CD| + — @
|

@ |
@ @ ISE Grouping @ @

PSN-A PSN-B ) PSN-C PSN-D

Q

KK
|11
<

-
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ISE Configuration Details - Redirectionless

Multiple Profiles creation

Preferences
Profile: Untitled

Profile Editor

MAC Profile Editor

Enable extra probes so non-
redirection flow can work

~Agent Behaviour

Enable Signature Chedk

Enable Agent Log Trace

Enable Posture Mon-Redirection Flow

Operate On Mon-802., 1X Wireless Metworks

8000

Yes

ISE

Call Home List

psnl, psn2

cisco L{V&/
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ISE Configuration Details - Redirectionless

Network Device Group

[] ~ Posture
O Redirection NAD 0

O Redirectionless NAD

Policy Set

Posture Redirectionless

] k. DEVICE-Posture EQUALS PosturefRedirectionless NAD
Unknow

o FPosture Redirection Unknown < DEVICE-Posture EQUALS Posture#Redirection NAD
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Common
misconception
Session Sharing
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Session Sharing

“Session context is shared within ISE deployment so
PSN can run posture even when authentication hit
another node”

'ﬁ @ Node Group

]

g Light Session Directory

77777777777



slido

Is session context shared
O-] within ISE deployment ?

( Start presenting to display the poll results on this slide.



Session management - theory walkthrough

Who is responsible for session management in ISE deployment?

Sessions are created:

MNT Sessions are updated: PSN

Syslog - Accounting Start

Syslog - Accounting Stop

Syslog - Accounting Update

t 1t t
TT T
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Session management - theory walkthrough

Who is responsible for session management in ISE deployment?

A Session removal:
a. Sessions after 15 without accounting start ( ) removed after

MNT

60 minutes,
b. Sessions with accounting stop (Terminated) removed minutes
c. Sessions in ‘Started” state (MNT got accounting start) removed after 120

hours without Interim update.
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Session management - theory walkthrough

Who is responsible for session management in ISE deployment?

A

PSN

Sessions are created

Sessions are updated

Accounting Start |—
|_

Accounting Update

t 1

cisco L{V&/
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Session management - theory walkthrough

Who is responsible for session management in ISE deployment?

Rules for sessions removal
PSN . . .
a. Sessions are removed upon processing Accounting stop
+

b.Least recently used sessions are removed after reaching
platform limit
c. Session cache is cleared upon PSN reload or Application

Server restart
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https://community.cisco.com/t5/security-documents/ise-performance-amp-scale/ta-p/3642148#toc-hId--632457705

Node Group

Main idea behind is to minimize amount of global replication events
PSN session
chance

Session-ID  Session-Attributes
ABC {alice, MAC, IP, redirect-url=psn1}

SW#sh authentication sessions
interface gl/0/5 details
url-redirect=psnl

‘. . i: . l Session-ID ABC A
- - Status - Started  \ MINT
- redirect-url=psn1
o

a
'i
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Light Data Distribution (LDD) Radius Session
Directory (RSD)

" PSN Session Cache LSD Cache
- PSN
N

Sess:on -ID ABC
Attnbutes{allce MAC,IP,}

PSN Session Cache
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Session management - What it brings

Stale session - a scenario when accounting stop was processed by the wrong PSN

PSN session chance

<— |nitial authentication —»

PSN1L ) Session-ID  Session-Attributes

<«  Posture Check | g ABC {alice, MAC,IP, Posture= Compliant }
NAD : @v
< COA/Final |,
U ’ authentication PSN session chance
-

o
w
Z
N

=, L

Phantom session - scenario when one of the accounting interim update packets was

PSN session chance

<—  Accounting Stop | —>

4
({

processed by the wrong PSN PSN1 . ) Session-ID  Session-Attributes
—] ABC {alice, MAC,IP, Posture= Compliant }
<— > )
< Same as above —> @U
NAD <— —>
D ’ DSN session chance
- Session-ID  Session-Attributes
- . g PSN2 g ABC {alice, MAC,IP, Posture= }
, <— Accounting update | @‘
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How Light Data Distribution (LDD) solve posture
problems - #1

Cache Entries
ABC {LSD attributes

Posture Status}
i LSD Cache

Cache Entries
ABC {LSD attributes +
Posture Status}

—
wn
O
O
o)
)
>
®

cisco L{V&/
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Endpoint authenticates to PSN1, posture is
performed and user gets compliant access

Posture lease is not configured

PSN1 becomes unavailable
Reauthentication is triggered from NAD

As discovery is not triggered on the
endpoint, status on AC remains compliant

Access request is sent to PSN2 and the
endpoint gets posture unknown access

PSN2 doesn’t receive a posture report and
the session remains at posture pending
status on ISE

cisco L{V&/

)

- B

Reauthentication to different PSN

Endpoint authenticates to PSN1, posture is
performed and user gets compliant access

Posture lease is not configured

Posture status is shared through RSD
PSN1 becomes unavailable
Reauthentication is triggered from NAD

As discovery is not triggered on the
endpoint, status on AC remains compliant

Access request is sent to PSN2 and PSN2
identifies the endpoint posture status is
compliant by looking into RSD

The endpoint gets compliant access

BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How Light Data Distribution (LDD) solve posture
problems - #2

PSN session chance LSD cache

Session-ID ABC

Attr/butes{al/ce MAC,IP,} ham

RabbitMQ
Channel

<__’ rod . . PSN session chance LSD cache
edirection ralls jon-ID ABC
4__’ SN2 Session

Session-ID BCD

Attributes{alice, MAC,IP,}

Session lookup
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Stale/Phantom Session

0. and PSN where authentication
happened are shared  through RSD

1. Redirection fails

1. Redirection fails
2. Connectiondata probes reach two or more
2. Connectiondata probes reach two or more PSNs
PSNs

3. PSN with stale/phantom entifies the latest
3. PSN with stale/phantom session ) session for the endpoint in RSD and doesn’t

responds before real session owner respond

4, Posture scan is initiated on AC and returns 4. The PSN that authenticated the endpoint
compliant responds to discovery probe

5. As the report is not sent to the 5. Posture scan is initiated, report is sent to
authenticating PSN, CoA is never triggered authenticating PSN, CoA is triggered and
and the session remains at posture user gets compliant access

pending status on ISE
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How Light Data Distribution (LDD) solve posture
problems

In case when stale/phantom session is detected you can see following messages in the
guest.log

2020-04-08 13:30:48,217 DEBUG [https-jsse-nio-192.168.43.226-8443-exec-4][] cisco.com.client.posture.Util -::-
Local session OA3E946C0000007D5B679296 is stale. Newer session for 00-50-56-B6-0B-C6 is
0A3E946C000000805B7C43A3. Owned by skuchere-ise26-1.example.com

Keep in mind that LDD posture enchantments does not solve:
= Failover between different ISE deployments

= Any scenario when L2 changes happens (re-auth due to any reason with the same
PSN but with new session ID)

Those two scenarios are goanna to be addressed in the future from both Agent and ISE
sides
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Stale session detailed flow
< W : Session-ID  Session-Attributes €)

. ABC {bob, FF,IP}
< Accounting-Start © MNT
Session ID - ABC session
directory
session
chance

1
1
1
1
1
1
1
!
1
PSN H
1
1
1
1
1
1
1
1

Stickiness timer starts

Stickiness timer ﬁ
expires
1
Load
@ NAD Balancer

Username: bob
MAC: FF

Syslog - Passed Authentication | Session-ID  Session-Attributes Status
Session ID - ABC ABC {bob,FF,IP} Authenticated

Syslog - Accounting-Start ! Started 9
Session ID - ABC

o

Syslog - Accounting-Start 1 .
Session ID - ABC 1 Terminated
!
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Accounting-Stop
Session ID - ABC

PSN
session
chance

cisco L{Ve,‘/
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Phantom session detailed flow
§= W—» : Session-ID  Session-Attributes €

ABC bob, FF,IP,
< Accounting-Start f } MNT
Session ID - ABC G session
directory
PSN

session @
chance

Syslog - Passed Authentication b | Session-ID  Session-Attributes  Status

Session ID - ABC | ABC {bob,FF,IP} Authenticated
I
Syslog - Accounting-Start | Started (5
Session ID - ABC 1
I
_ Accounting-Stop |
N Session ID - ABC ¢ - |
Syslog - Accounting-Stop ! .
Session ID - ABC ! Terminated
I
I
I
1

Syslog - Accounting Interim-Update
Session ID - ABC

Username: bob | ¢ Accounting Interim-Update N
MAC: FF ! Session ID - ABC

PSN
session
chance

Session-ID  Session-Attributes
ABC {bob,FF,IP}

cisco Ld/g‘/
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How problem appears - Detailed flow

o

Username: bob
MAC: FF

cisco L{V&/

1
Lg

<
1

F s

Initial authentication
Session ID - ABC

Session-ID  Session-Attributes €)

ABC {bob,FF,IP}

PSN
session

1
1
i
Posture Request | : e chance
| {Session ID=Null}, {IP=IP}, {MAC=FF}, 1
T 1

r

| {ABC, bob,FF,IP,Compliant}
Stickiness timer starts
” Stickiness timer
‘ expires
1
1
1
|
Accounting-Stop -
Session ID - ABC T
T I
! } Session-ID  Session-Attributes
! ! DEF {bob,FF,IP}
1 1
Next authentication ! PSN
Session ID - DEF T .
: session
| ! chance
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Demo - Node
Group




QY Device Security Check X | @ Device Security Check X @ Device Security Check X U

i) # | https://ciscolive-ise1.demo.local:8443/portal/PortalSetup.action?portal=40f01bd0-2e02-11e8-ba7 1-0C < Q Search ﬁ =]

CISCO Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start

% Cisco AnyConnect Secure Mobility Client

e -
i — l Use a browser to gain access.

|

Web Authentication Required

Compliant.

Network access allowed.,

Cisco AnyConn



How to avoid issues without LSD
« USE REDIRECTION when it’s supported by NAD

« Enabled stickiness on LB for authentication and accounting with Calling-Station-1D
as a stickiness key. More detalls

« Use stickiness timer a bit higher than average working day (e.g. 10 hours).

« Set reauthentication timer from ISE with value a bit lower than stickiness timer (e.g. 8
hours).

« On VPN set higher accounting interim-update interval than ‘vpn-session-timeout’,
To avoid accounting flapping between PSNs on a long living sessions
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https://community.cisco.com/t5/security-documents/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159

Misconception 1 - How to avoid? (continue)

= Often in configuration examples for posture over VPN it's recommended to setup

aaa-server ISE protocol radius
interim-accounting-update periodic 1

= At the same time VPN configuration examples commonly propose to configure vpn-session-

timeout and vpn-idle-timeout with quite high number of hours. This allows users to resume
VPN sessions without re-entering credentials.

group-policy SSL-VPN attributes
vpn-idle-timeout 1200 (20 hours)
vpn-session-timeout 1200 (20 hours)

At the same time long-living VPN sessions with interim accounting interval of 1 hour bring risk of
phantom sessions being created on ISE PSNSs.

See next slides for more details ...
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Phantom session - VPN
Initial authentication .—> . Removed

Connectivity was

<
¢ 4_| Accounting Start-Request/Reply .* recovered

Vpn-IP
assigned:10.1.1.2

<—| Interim Accounting-Request/Reply PSN 1

Posture Check .> -

COA/Final authentication ." .

10.1.1.2}
: Network outage
Accounting Stop-Request/Reply ’> PSN1 inaccessible PSCthiiSe'O” ’:Etggr?weSpfézg

@nterim update ’Posture status
= . change

timer expires

Session—lD? Session Added
ABC

Session-Attributes
{alice,FF,Pending>Compliant

Alice

MAC:FF ﬁ

t 1

<—| Interim Accounting-Request/Reply ’->

PSN2 .Session Added
After step 14 session is no longer exist on PSN1 but phantom session
got stuck on PSN2. At time of next connection attempt it may happen that posture @ Session-ID
will be performed with PSN2 while actual authentication still goes to PSN1. 2 ABC

] Session-Attributes
" falice,FF,10.1.1.2}

When “interim-accounting-update periodic” extended beyond vpn session-timeout

issue descrlbec.l here cannot happen as ASA will send only initial Interim-update. PSN session chance
cIsco &/
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How to avoid? But without redirect

One ‘Compliant’ policy

Amount of

’Unknown’ policies
equal to number of

PSNs

\ 4

Authorization profile assign ACL which allows
probes only to PSN specified in the policy

"Unknown’ polices

having ISE node PS1-Posture-Pending

name as condition

— Call Home Request PSN2

% — Call Home Request PSN1

cisco L{V&/

Any-PSM-Compliant k. Session-PostureStatus EQUALS Compliant | = Permiticcess | +
7
E Session-PostureStatus EQUALS Unknown - :
PS2-Posture-Pending AND | = Probes-to-PSN2 | +
-> o Metwork Access-ISE Host Name EQUALS PSM2.demo.local
& Session-PostureStatus EQUALS Unknown : :
AN | xProbes-to-PSN1 | +
N o Metwork Access-ISE Host Name EQUALS PSM1.demao.local

a

-

Access Request —>

PSN1.demo.local
Access Accept

BRKSEC-

ACL=PSN1 [
\7

3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Radius Session Directory (RSD) Architecture

« Session ID.

* Endpoint MAC.

» CallingStationlID.

* Endpoint IP.

« PSN IP - PSN where authentication
happened.

« PSN FQDN - same as above.

« NAS-IP-Address.

« NAS-IPv6-Address.

« State - Authenticated, Started,
Stopped.
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Troubleshooting LSD

To troubleshoot communication over LDD on the ISE you can enable Light

Session Director component into DEBUG:

‘duih Identity Services Engine

«»System  » ldentity Management

Deployment  Licensing
Log Settings

Remote Logging Targets
Logging Categories
Message Catalog

Debug Log Configuration

Collection Filters

cisco L{V&/

» Certificates

Home » Context Visibility

» Network Resources

» Operations » Policy ~ Administration » Work Centers

» Device Portal Management  pxGrid Senices  » Feed Senvice

wLogging » Maintenance Upgrade » Backup &Restore  » Admin Access  » Seltings
M omcmo oy

Node List > skuchere-ise27-3.example.com

Debug Level Configuration

Edt UE)Reset to Default

Component Name ~  Log Level Description

» Threat Centric NAC

{ Light 8| I

O [Lon [ pEBuG *] |

BRKSEC-3077
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Troubleshooting LSD

DEBUG [pool-45-thread-6][] cisco.cpm.lsd.service.LSDRedisClient -::::-
Mapping Session ID 0a3e9498000008e05e071990 to session
{"sessionID":"0a3e9498000008e05e071990", "endpointMAC" :"CO0-4A-00-1F-6B-

39", "callingStationId":"c0-4a-00-1f-6b-

39", "ipvobAdressLst": [],"psnIP":"192.168.43.26","deviceIP":"192.168.255.102"
,"destinationIP":"192.168.43.26","nasIP":"192.168.255.102", "auditSessionID"
:"0a3e9498000008e05e071990", "acctSessionID":"5e07197b/c0:4a:00:1f:6b:39/229
9", "timeStamp":1577523495, "status":"Started","id":"614f6c44-6c78-4289-b9fd-
b352£f012cad"}

DEBUG [PrRTEvents-Executor-2][]
cisco.cpm.lsd.service.LSDNetAccessEventListener —-::::- Publishing session
update for session 0a3e9498000008e05e071990

DEBUG [PrRTEvents-Executor-2][] cisco.cpm.lsd.service.SessionPublisher -

::—- Forwarding session 07a26b4b-eal3-438b-99b5-0bbadc9d8bac to batch
manager
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Posture Status Sharing over RSD

Stale/Phantom Sessions

1. Accounting-Start messages processed by PSN-1.
2. Interim Accounting-Update for the same session processed by PSN-2.
3. The session finishes later on PSN-1.

o Stop 3. bob@example.com 00:50:56:85:0B:C6 0A3E946C000000705B679295
Q Interim-Update 2, bob@example.com 00:50:56:86:0B.C6 0A3E946C0000007D5B679296
o Start 13 bob@example.com 00:50:56:85:08:C6 0A3E946C0000007D5B679296
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Posture Status Sharing over RSD - PSN Failover

alice@lab.com D4:C9:3C:52:6F:... 10.52.14.186 SW=-1-LAB Compliant : ise-p

HACSACLH-IP-... SW-1-LAB D ise-s

alice@lab.com D4:C9:3C:52:6F:... 10.52.14.186 SW-1-LAB Compliant ise-s

alice@lab.com D4:C9:3C:52:6F:... 10.52.14.186 SW-1-LAB Compliant ise-s

1. Authentication happens on PSN-1, authorization profile with redirection

IS assigned.
2. COA after successful posture assessment.
3. Next authentication when authorization profile for the compliant state is

assigned.
4. Authentication hits different PSN but it still gets authorization profile for

the compliant state.
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Demo RSD
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cycle Bin goodClean

@ Cisco Secure Client

@ AnyConnect VPIE
D Ready to connect.

A ISE Posture:
‘ ) No policy server detected.
Q Default network access is in effect.

scolae! | et

Amsterdam | February 5-9, 2024

L)

il

Secure Endpoint:

} Connected.

Flash Scan v Start




Posture Status Sharing over RSD
PSN Failover

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::- Looking up session 0A3E946C000000896011D045 for attribute
Session Session.PostureStatus

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.api.ExecutionContext -::::- Execution context has session id
0A3E946C000000896011D045

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.PIPManager =-::::- Returning a PIP com.cisco.cpm.nsf.session.impl.SessionPIP for
type SESSION and flow null

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.api.ExecutionContext -::::- Execution context has session id
0A3E946C000000896011D045

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::- Looking up session 0A3E946C000000896011D045

2020-04-09 11:06:42,176 DEBUG [SessionLifecycleNotifier][] cpm.nsf.session.internal.LRUAgingAlogrithm -::::- Accessed session
0A3E946C000000896011D045

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::- Returning for session 0A3E946C000000896011D045 data Attrs:

{SavedUserNames=[boblexample.com], Acs.LastStepTime=1586423202174, Acs.AD-User-Qualified-Name=bob@example.com, Acs.AD-User-Resolved-
DNs=CN=bob, CN=Users, DC=example, DC=com, Acs.StepData=[110=EXAMPLE, lll=bob@example.com, ll2=example.com, ll3=example.com, 1ll5=example.com,
116=EXAMPLE], Acs.AD-Log-Id=[1585911138/4778, 1585911138/4779], _ IntIdGrps__=[Ljava.lang.String;@6d3c29b5,
IdentityGroup.Description=[Ljava.lang.String;@3fca88fb, EXAMPLE.ExternalGroups=S-1-5-21-875452798-754861120-3039794717-513, Acs.AD-Groups-
Names=example.com/Users/Domain Users, Acs.AuthenCPMSessionID=0A3E946C000000896011D045, Acs.IsMachineAuthentication=false,
InternalEndpoint.IdentityGroup=[Ljava.lang.String;@6daf4c5, IDStoreUserQueryCache=[EXAMPLE#bobRexample.com], Acs.CurrentIDStoreName=EXAMPLE,
Acs.AD-User-Join-Point=EXAMPLE.COM, Acs.Step=[24432, 24325, 24313, 24319, 24323, 24355, 24416], Acs.CustomerMessageDuplicator=, Network
Access.WasMachineAuthenticated=false, IdentityGroup.Name=[Ljava.lang.String;@570ab37a, Acs.StepDataStart=110, Acs.AD-User-DNS-Domain=example.com,
Network Access.AuthenticationMethod=4, Acs.AD-User-Resolved-Identities=bob@example.com, InternalUser.IdentityGroup=[Ljava.lang.String;@5la6caed,
Acs.AuthenticationMethod=4, Acs.AD-User-NetBios-Name=EXAMPLE, Normalised Radius.RadiusFlowType=0, Network
Access.AuthenticationIdentityStore=EXAMPLE, EXAMPLE.IdentityAccessRestricted=false, Acs.AD-User-SamAccount-Name=bob}

IndexValues: {}

2020-04-09 11:06:42,177 DEBUG [Thread-7979][] cisco.cpm.posture.pip.PostureStatusPIP -::::- set postureStatus based on posture LSD dictionary:
Compliant
2020-04-09 11:06:42,177 DEBUG [Thread-7979][] cisco.cpm.posture.pip.PostureStatusPIP -::::- PostureStatusPIP for mac 00-50-56-B6-0B-C6 - Attribute

Session.PostureStatus value is Compliant

c 1 SCO M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Misconception
n. 3: Compliant
State ISE vs
Secure Client
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Secure Client Compliant State

“Secure Client is aware of its Compliant State on ISE”

=
~
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slido

Secure Client is aware of
O-] its Compliant State on ISE

( Start presenting to display the poll results on this slide.

cisco L{V&/
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The problematic scenario

L2 Change A

-~
-
-
-
-
-
-
-
-

nnnnnn

Posture Status = Posture Pending

Posture Status = Posture Compliant
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Bidirectional Posture

Secure Client will probe ISE if in Compliant state

Port 8449 A
- SE
‘{9 - or A

Secure Client 4.10+ ISE 3.1+
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Bidirectional Posture - facts
Probed port: 8449 => Configurable in CPP Portal

=1 LA o T b e )

Posture State Synchronisation port:* 2449

(BDOO - 8999)

Probes will only fire off if the posture module is compliant

- AnyConnect VPN:
\‘ @ Ready to connec t.
‘ ( Q ‘ - -

HTTPS Request

Metwork access allowed. Scan Again

v

v
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Overview MNetwork Devices

Client Provisioning Policy
Resources

Client Provisioning Partal

Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot

Po ettings and Customization

Fortal Na
Client P

ing Portal (default) rtal and user experience use:

Languag w
Portal te

Port d Flow Settings Port Customization
Portal & Page Settings

~ Portal Settings

HTTPS port:* 8443

\R=d=a-p-) T

BRKSEC-3077
Bactiire State Svnchronization nort* S AAD

Reports

Settings

125



Bidirectional Posture - Configuration

Enable Posture State Synchronization:

Posture State Synchronisation Interval (i) 300

Posture probing Backup List (i) 2 PSN(s)

J

7a Alarms: Posture configuration detection

The issue appearing: s
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Bidirectional Posture - Correct Implementation

C)

e - Dine
aps ISE
L =

DACL deny PSN port 8449 Compliant
I 4 ¢ =
-
——— b =N ISE
DACL permit PSN port 8449 Pending
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Bidirectional Posture - Troubleshooting

Logs to be enabled:

- Guest
- Client Provisioning
- Posture

Sample Log:

2021-04-29 05:59:23,352 DEBUG [https-jsse-nio-10.0.10.130-8443-exec-1][] cisco.cpm.posture.runtime.PostureHandlerlmpl -:autouserwin7:::-
DM_PKG report non-AUP : html = <!--X-Perfigo-DM-Error=0--><!--error=0--><!--X-Perfigo-DmLogoff-Exit=0--><!--X-Perfigo-Gp-Update=0--><!--X-
Perfigo-Auto-Close-Login-Scr=0--><!--X-Perfigo-Auto-Close-Login-Scr-Time=0--><l--user role=--><I--X-Perfigo-OrigRole=--><!--X-Perfigo-
UserKey=dummykey--><I--X-Perfigo-RedirectUrl=--><!--X-Perfigo-Showlnfo=--><I--X-Perfigo-Session=--><!--X-Perfigo-SSO-Done=1--><!--X-
Perfigo-Provider=Device Filter--><!--X-Perfigo-UserName=autouserwin7--><!-X-Perfigo-VLAN-Change-Delay=3--><!--X-Perfigo-Monitoring-

Interval=5--><!--X-Perfigo-StateSynch-Url=auth/State Synch--><!--X-Perfigo-StateSynch-Port=8449--><!--X-Perfigo-StateSynch-
Probelist=Positron-vm-3.demo.local-->

Logs to check: ise-psc.log and guest.log

Cisco M‘/ BRKSEC-3077
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Demo-
Bidirectional
Posture
Configuration
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= Cisco ISE

Overview Network Devices

Client Provisioning Policy
Resources

Client Provisioning Portal

Client Provisioning

Work Centers - Posture

O|0|0|0|0|O0|O0|O0|O0FB

Resources

~+ Add v

Name

AnyConnectComplianceMod...

CiscoAgentlessOSX 5.0.005...

CiscoSecureClientDesktopW...

Cisco-ISE-Chrome-NSP

MacOsXSPWizard 2.7.0.1

CiscoTemporalAgentWindo...

Cisco-ISE-NSP

Win_Posture_Profile

CiscoAgentlessWindows 5.0...

Policy Elements

Type

AnyConnectComplian...

CiscoAgentlessOSX

CiscoSecureClientDe...

Native Supplicant Pro...

MacOsXSPWizard

CiscoTemporalAgent...

Native Supplicant Pro...

AgentProfile

CiscoAgentlessWind...

Posture Policy

Version

4.3.3765....

5.0.529.0

5.1.0.136

Not Applic...

2.7.0.1

5.0.529.0

Not Applic...

Not Applic...

5.0.529.0

Policy Sets

Last Update

2023/11/29 19:45:51

2022/10/19 16:56:01

2023/11/29 19:58:57

2016/10/06 22:01:12

2022/10/19 16:55:51

2022/10/19 16:55:52

2022/10/19 17:56:43

2023/11/29 19:44:42

2022/10/19 16:55:58

Troubleshoot

More

Selected 0 Total 12 [

K

aryv Y
Description

Cisco Secure Client Win..
With CM: 4.3.2490.4353
Cisco Secure Client for ..
Pre-configured Native S..
Supplicant Provisioning ..
With CM: 4.3.2868.6145

Pre-configured Native S..

With CM: 4.3.2868.6145



Advanced ISE
Posture
Deployments -
Use Cases
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AN

Lae!

Cisco

Secure Client Agent /——

XML Config File ——

Compliance Module

BRKSEC-3077
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Posture large-scale pre-deployment

FIS(O Secure Client Profile Editor - ISE Posture — a \
ile Help 7~ 7~ 1 pe
p | s Secure Client Profile Editor

Profile: Untitled

NAC Profie Editor
gent Behaviour IP Address Chang
Enable Signature Check m] VLAN detection interval [ o sec
— Enable Agent Log Trace (m] Ping or ARP [Ping ™

Operate On Non-802. 1X Wireless Networks (] Miaximum timeout for ping [ 1] sec
A Enable Posture Non-Redirection Flow 2 Ersble agent [P refresh e

Epae e [m] DHCP renew delay [ 1] sec

Enable Stealth With Notification a DHCP release delay ijl o=

Disable EDR Internet Check (] et o i — s

Enable Rescan Button (] —

Disable UAC PopUp O

BackOff Timer Limit [ 0[sec

Log file size sl

Remediation timer | Vin
Automated DART Count [ s

Periodic Probe Interval | 30|x10mn

Posture State Synchronisation Interval © 0lsec

Posture State Synchronisation Probe List |

((©

Maximum tme for CWA/BYOD probing | onsec
Interval of CWA/BYOD probing | s|sec
Posture |

Discovery host

Server name rules

\ Call Home List | | ‘

cIsco '&/

BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 133



Posture large-scale pre-deployment

Cisco Secure Client Pre-Deployment Package (Windows) -
includes individual MSI files

> cisco-secure-client-win-5.1.6.103-predeploy-k9.zip
Advisories [

ISE Posture Compliance Library - Windows / Standalone installer
(MSI). This image can be used with AnyConnect version 4.3 and
later along with ISE 2.1 and later.Cisco Secure Client 5.x along with

ISE 2.7 and later.
cisco-secure-client-win-4.3.4214.8192-isecompliance-predeploy-k9.msi

kAdVisories 7 )
ISEPostureCFG.xml

it ((l(.

C:\ProgramData\Cisco\Cisco Secure Client\ISE Posture\
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File location - MacOS

Cisco Secure Client Pre-Deployment Package (Windows) -
includes individual MSI files

> cisco-secure-client-win-5.1.6.103-predeploy-k9.zip
Advisories [

ISE Posture Compliance Library - Windows / Standalone installer
(MSI). This image can be used with AnyConnect version 4.3 and
later along with ISE 2.1 and later.Cisco Secure Client 5.x along with

ISE 2.7 and later.
cisco-secure-client-win-4.3.4214.8192-isecompliance-predeploy-k9.msi

kAdvisories 7 )

ISEPostureCFG.xml
/opt/cisco/secureclient/iseposture/

it ((l(.
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Posture Script
Condition
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Posture Script

Posture Script Condition - Prerequisites

i X

. (& & ISE
Establish trust
N | ocal Machine Store l
~_
|
<

= Q_ L / PSN

prm )

p— 7

o’@\o

AnyConnectLocalPolicy.xml SHA-256
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Posture Policies

Posture Script Condition - Prerequisites

New
"_— openssl x509 -in 535-pos.crt -fingerprint -noout -
sha256 SHA256
CK }3 Fingerprint=B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:A

B:D3:E9:83:AB:1A:BF:01:8F:6E:F0:11:9A:B5

Q
2

<TrustedISECertFingerprints>
<fingerprint>
<algorithm>SHA-256</algorithm>
<hash>30:5D:A8:0E:3B:36:6C:3A:04:0C:DF:66:D0:3
B:9B:DE:94:B8:87:ED:17:5F:B7:A4:94:BF:3A:29:A5:7B:35:D0</hash>
</fingerprint>
</TrustedISECertFingerprints>

I
i,

Cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 138



Posture Policies

Posture Script Condition - Configuration

Add Script Condition

Name

Fail - Other than O
Pass- < 0 Pass

Exit code

Operating ul Windows

Script Type

PowerShell PowerShell Core

File to Upload

o Bypass AllSigned None

1 to 60 (seconds)

Script Condition execution failure or timeout

Choose what happens to a condition if the script does not exit before the configured
timeout or if script execution fails.

If you choose Pass, the condition is marked as met.

If you choose Fail, the condition is marked as not met.

, — == Admin vs Logged-in User

() Bypass AllSigned [@LLE] F

Endpoint privilege for script execution

Agentl 'osture workflows use Admin privilege and temporal agents use Logged-in
User privilege, regardless of the user privilege that you choose for

Administrator / Root (O Logged-In User
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2

Posture Script

Posture script condition - Script Dowload

New

° p g
%LOCALAPPDATA%\Cisco\Cisco Secure
Client \scripts

~/.cisco/iseposture/scripts

Filename match

cisco W‘/

Script file hash
match

ISE

Elevated privileges /

%ALLUSERPROFILE%\Cisco\Cisco Secure
Client \ISE Posture\scripts

/opt/cisco/Secure Client/iseposture/scripts

Download the
script

Reuse the
existing script

_—
~
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Posture Script

Posture script condition - Exit Code

1 >

| ISE

L 55! File $TESTFILE exist."

else
echo "Failed: File $TESTFILE does not exist."
exit 1

10 fi

Other failure possibilities:

<0 : pre-defined exit code . :
| P Script exit code must be

between 0 and 255
>0 : user-defined exit code
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Posture Policies

Posture Script Exit Codes

Exit Code Reason
0 Script execution was successful and exited with success
>0 Script execution was successful however, exit code returned the failure code
-1 Script execution check wasn’t attempted
-2 Data integrity failed
=3} Error in Script download
-4 Script has verification failed
=5 Script executed, however, Script execution didn’t complete within specified timeout
-6 Generic failure (not covered as part any failures)
=7 Script type is not supported
-8 Script failed to launch
-9 ISE certificate is not trusted

Remember: in case script exit code is out of bound then it is set to 255
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Demo Posture
Script

cisco L{{@/



Recycle Bin

Microsoft
Edge
- (B Cisco Secure Client 0O
sC @ nNew~ X O B0 B W N osot~
€ 5 v 2 B> ThisPC > Local Disk(C) » ProgramData > Cisco > Cisco Secure Client CAN e
Name a Date modified Type Size
v o Quick access
B CustomerExperienceFeedback 6/18/2024 1:28 PM File folder
B Desktop »
8 Help 6/27/2024 1:39 PM File folder
4 Downloads #
8 ISE Posture 2/3/2025 5:17 PM File folder
B Documents  #
o 6/27/2024 1:39 PM File folder
& Pictures »
8 Logs 2/3/2025 5:17 PM File folder
@ Cisco Secure Clien
L] Temp 6/27/2024 1:59 PM File folder
@ ISE Posture
. veN 2/3/2025 5:18 PM File folder
@ Profile
. ACManifestiSECompliancexml 11/7/2023 7:25 AM XML Document 1KB
i sc o
. ACManifestiSEPosturexml 6/7/2024 10:03 PM XML Document 1KB
@ OneDrive B AnyConnectLocalPolicy.xml 2/3/2025 5:11 PM XML Document 3KB
» W ThisPC B AnyConnectLocalPolicy.xsd 6/7/2024 9:44 PM XSD File 12KB
. eula.bxt 6/7/2024 9:44 PM Text Document 2KB
¥ Network
. update.txt 6/7/2024 9:44 PM Text Document 1KB AnyConnect VPI:
B VPNManifest.dat 6/27/2024 1:59 PM DAT File 1KB s ekl

16items | 1item selected 2.67KB |




Agentless Posture
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Agentless Posture

Posture Agentless - Requirements

! Windows == macOS

o PowerShel Shell (.sh)

o 5.1 > SSH

Port 5985 Port 22
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Posture Agentless

Agentless Posture

ISE

NAD
2 -
o g
No Redirection
all S <«
am @ <« &

OS Discovery

Shell (.sh) [ pus

>

PowerShell

PS Remoting

cisco Lz{@/

BRKSEC-3077
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Agentless Posture
ISE

PowerSheII
P, t3 ©

Posture Agentless

Posture Check
“— &

< <
> >

Posture Report
/ = : :
> >
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Agentless Posture

Agentless: Failure Flow

Create Guest Portal - Choose Portal Type

Choose the type of portal you want to create.

O Sponsored-Guest Portal afraln Hotspot Portal

Sponsors create guests' accounts. Guests cannot create their own accounts. CISCO
O self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.
@® Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUP.

Warning Message

caned! Your posture compliance status is Non-
. s Compliant, please contact your
Administrator.

NonCompliant

~ Common Tasks

O VLAN
O Voice Domain Permission

Web Redirection (CWA, MDM, NSP, CPP) ()

Hot Spot v ACL v Value Self-Registered Guest Port... v/
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‘duke Identity Services Engine Work Centers / Posture

J!  Bookmarks Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

8% Dashbosrd Anti-Malware

Anti-Spyware

~
Il Context Visibility Anti-Virus
. Application
% Operations Requirements
Compound
& Name Operating System Compliance Module Posture Type Conditions
' Palicy Dictionary Compound L i a Ll
- 5 Dictionary Simple Any_AM_Installation_Win for  Windows All using 4.x or later using Agent met if ANY_am_win_inst then
&~ Administration
Disk E ti
Ll Al Any_AM_Definition_Win for  Windows All using 4.x or later using Agent metif  ANY_am_win_def then
rﬂ Work Centers External DataSource
Any_AM_lInstallation_Mac for Mac OSX using 4.x or later using Agent met if ANY_am_mac_inst then
File
Ei i Any_AM_Definition_Mac for Mac OSX using 4.x or later using Agent met if ANY_am_mac_def then
irewa
3 5
: Interactive Features Hardware Attributes Any_AM_lInstallation_Lin for Linux All using 4.x or later using Agent met if ANY_am_lin_inst then
osquery Any_AM_Definition_Lin for Linux All using 4.x or later using Agent met if ANY_am_lin_def then
Patch Management
USB_Block for Windows All using 4.x or later using Agent met if USB_Check then
Registry
Default_AppVis_Requirem for Windows All using 4.x or later using Agent met if Default_AppVis_Co then
Script ent_Win ndition_Win
Service . h " 1 . :
Default_AppVis_Réquirem for Mac OSX using 4.x or later using Agent met if Default_AppVis_Co then
USB ent_Mac ndition_Mac

Note:

Remediation Action is filtered based on the operating system and stealth mode selection.

Remediations

~

Remediation Actions are not applicable for Application Conditions (configured using the Provision By Category or Provision By Everything options), Hardware Conditions, and Externa
Requirements conditions.

Remediations Actions are not applicable for Agentless Posture type.
Allowed Protocols
Authorization Profiles

Downloadable ACLs



Agentless Posture

Agentless: Failure - Temporal Agent Fallback

Client Provisioning for the failure flow

Agentless Posture FAILED Any Windows All

Agentless Posture Any Windows All

Session:AgentlessFlowStatus EQUALS CiscoTemporalAgentWin Edit -~
Failure AND DC1:ExternalGroups EQUALS dows 5.0.00529
Agentless Posture

DC1:ExternalGroups EQUALS Agentless CiscoAgentlessWindows Edit ~
Posture 5.0.00529

Access policy to redirect user to CPP

f Authorization Profile

AL initial ~ Ve Client Provisioning Portal (defa

afa]n : T
cisco Client Provisioning P...

Device Security Check

Your computer requires security
software to be installed before you can
connect to the network.

BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Agentless Posture

Agentless Posture: Policy

e Session-PostureStatus EQUALS Compliant

Q Agentless_Compliant AND PermitAccess = R
M. DC1-ExternalGroups EQUALS Agentless Posture Users
e Session-PostureStatus NOT_EQUALS Compliant

(] CPP_Agentless_Failure AND A DC1-ExternalGroups EQUALS Agentless Posture Users CPP Temporal Agent F.. x |\

e Session-AgentlessFlowStatus EQUALS Failure

Session-PostureStatus NOT_EQUALS Compliant

CPP Agentless Posture =

] CPP_Agentless

DC1-ExternalGroups EQUALS Agentless Posture Users

Authorization Profile
Authorization Profile

* Name PP Temporal Agent Fallback
* Name —
CPP Agentless Posture Description
Description 4
* Access Type
ACCESS_ACCEPT v
- R
* Access Type Network Device Profile & Cisco v &
ACCESS_ ACCEPT o etwork Device Profile &
Service Template o
Network Device Profile & Cisco Track Movement oo
Agentless Posture [N o}
Service Template = Passive Identity Tracking O (O
Track Movement oo
Agentless Posture @ Web Redirection (CWa, MDM, NSP, CPP]

v ACL  redirect-posture ~  Value Client Provisioning Portal (defi

©

Passive Identity Tracking O (
[ Static IPfHost name /FODN

[ Suppress Profiler CoA for endpoints in Logical Profile
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Advanced Use Cases

. ASA/FTD VPN + Posture 0.

 Posture and MFA with Duo and VPN Access

« ASA SAML with SSO and ISE Posture

¢

-

Posture is the last piece of the Puzzle,
it’s easy to be included
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Divide et impera

Authentication

| > Authentication Policy(3) I
| > MFA Palicy

> Authorization Policy - Local Exceptions

v

e U R

Multi-Factor Authentication

> Authorization Policy - Global Exceptions

> Authorization Policy(15)

[ Posture Flow ]7 -
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ISE Posture
troubleshoot
deep dive

cisco L{V&/



ISE Posture Troubleshooting Journey

' Confirm the theory
O

R Build the

5 E o theory (0)

e St

. o

NAD ISE Troubleshooting % ) ' O

Troubleshooting *eee Qoo
| g et
AgentSlde_ Ky LA LLY . 3rd Party Troubleshooting
Troubleshooting RCLRT L 0
..-"O......° . ...:'.. . :’
Define the Problem o L) TR 5 4
..-O"'. )
O,...- -......... : ....
o (®)

N )
o oV o-

®e
.
L
R T PR T R R R R R R R R X NS
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Troubleshooting methodology
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Define the
problem

4 )

Understand how

it should work
\\§ J

g Decide what to b

collect and
(_ collect the data )

f Analyze the data)

C

:roublesh\ooting methodology

Formulate in as much details as possible what do you know about the
issue? What are the symptoms? When did the issue start? Is it
reproducible? What has been changed? Describe the environment.

Research how the affected functionality should work to define a baseline of
normal behavior.

What additional information you need to form a theory? Configuration?
Debugs? Packet capture? Knowledge of working baseline and comparing it
with Problem Definition should help you with this.

Compare working baseline with the collected data to understand the
possible area of the issue. Define what needs to be done to proof the
theory.

to build the
9 theory )
4 )
Confirm the
theory

o
ISCO L{{/&/

Confirm your theory. In case if issue is still presented you
may need to do more research on how feature should
work and collect more data.

BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Posture troubleshooting, what to collect

¢ A
Most commonly /
needed | S E

Less commonly needed

cisco Li/&/



Learn on Example

£ Cisco Secure Client - x

AnyConnect VPN:
Ready to connect.,

No Policy Server Detected

ISE Posture:
Mo policy server detected.
Default network access is in effect.

Secure Endpoint:
Connected.

| Flash Scan

sl
cisco
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Learn on Example - Failed to launch Downloader

Have you tried
turning it off
and thenon
again?

c 1 sco L‘V&~ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Define the Problem

ISE Posture Agent is now failing with Failed to Launch Downloader
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Define the Problem

ISE Posture Agent is now failing | A problerT\ well
with Failed to Launch Downloader et stated iS a

problem half
solved

Which is the problematic pillar ?
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Agent Side
Troubleshooting

cisco L{V&/



Agent Troubleshooting

System Scan Details

8 Cisco Secure Client — >
€ Cisco Secure Client — *

AnyConnect VPN: lllllllll

Ready to connect. cISCcoO Secure C||eﬂt

Status Overview ISE Posture
- Preferences  Statistics  Security Products  Scan Summary  Message History
AnyConnect VPN
ISE Posture:
. ISE Posture Compliance Information -
Compliant.
Network " 4 Current Status: Compliant
etwork access allowed. Acceptable Use Policy: Unknown
Latest Scan Start Time: Wed Nov 29 14:23:37 2023
Missing Requirements: Mone

Remaining Optional Updates: Mone
Compliance Module Version: 4.3.3765.8192

ﬁ @ alusnl
cisco Cennection Information ~

Policy Server: ise-p.lab.com

Collect diagnostic information for all
installed components.
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Agent Troubleshooting

ISE Posture - Details

9 Cisco Secure Client — X
at]rat] e, : ®
ceco. Oecure Client
Status Overview ISE Posture
. Preferences  Statistics  Security Products  Scan Summary  Message History CU rrent DOStu re status .
AnyConnect VPN returned from ISE to endpoint
ISE Posture Compliance Information -

| P71
| Current Status: Comgiant J¥

i iy Lnkncin, 9
iLatest Scan Start Time: Wed Moy 29 14:23:37 2023 :: )
ﬁi; e J Time and data of last scan

Remaining Optional Updates: None
Compliance Module Version: 4,3.3765.8192

L_ConnectionInfomaticn. ~

Palicy Server: ise-p.lab.com

a

FQDN of the PSN which performed
last posture check

Collect diagnostic information for all
installed components.

Diagnostics
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ISE Posture - Security Products

Agent Troubleshooting

NInr
CISCO

Secure Client

@

Status Overview
AnyConnect VPN

ISE Posture

Message History

ISE Posture
Freferences  Statistics  Security Products  Scan Summary
N\
Product Mame Product Type
Windows Defender AM
Windows Update Agent FM
BitLocker Drive Encryption DE
Windows Firewall Fw

Product Version Definition Version

4, 18.23100.2009
10.0.19041. 3693
10.0.19041.1

10.0.19041. 3636

cisco Li/&/

BRKSEC-3077
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ISE Posture - Scan Summary

(% Cisco Secure Client _ 5%

ol .
deiss Secure Client

Status Overview ISE Posture
. Preferences Statistics  Security Products  5Can Summary  Message History
AnyConnect VPN
Updates Status
ISE Posture Required ~
1 ﬂ Any_AM_Installation_Win one
2l @ Win_10_FW one
E 2

Status for each Requirement
obtained from PSN (Passed/Failed)
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Agent Troubleshooting

Browser

Default Gateway |IP

Discovery Host

enroll.cisco.com

(
Disable proxy in
3 browser to get
proper results
L
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Clearing Logs

Cisco Secure Client - DART X Cisco Secure Client - DART >

ala e,
CISCO

(®) Default - Bundle will be saved to Desktop

O Custom
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Agent Troubleshooting

Packet Capture

ISE Posture:
Enable Rescan Button Enabled = C} Compliant.
i Metwork access allowed.
Disable UAC Prompt No

In case if we know which FQDN
we are looking for:
dns.gry.name ==
"posture.demo.local

In unknown environment better
to use CP portal port as a filet:
tcp.port==8443

For general redirect
troubleshooting
tcp.port==80 is more effective

cisco L{V&/ 17@
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Packet Capture
HTTP Discovery Host

HTTP Default GW
Enroll.cisco.com

Nslookup psn-1.cisco.com

In case if we know which FQDN
we are looking for:
dns.gry.name ==
"posture.demo.local

In unknown environment better
to use CP portal port as a filet:
tcp.port==8443

For general redirect
troubleshooting
tcp.port==80 is more effective
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Agent Troubleshooting

How to get the right data

1. Start Wireshark

L'.:;},; Cisco AnyConnect Secure Mobility Agent Cisco AnyConnect §
L * 1 Cisco AnyConnect Secure Mobility ISE Posture Agen f A
L'.:;},; Cisco AnyConnect SWG Agent Start
'».'.":J}Cisco AnyConnect Umbrella Roaming Security A Stop

2. Manually restart ISE Posture D oo | [ S f
. . . £ CNG Key Isolation ccume plat
service to trigger discovery host Shcous pem e 3
+: COM+ System Application »nfi¢
. Services -
. App

3. Make it easy and enable rescan button

ISE Posture:
Enable Rescan Button Enabled - @\ Compliant.
o Network access allowed.

Disable UAC Prompt No -

Cisco W. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 174



Agent Troubleshooting

09 5.517196

184.86.110. 209

3 yi s L
94 5.481287 192.168.255.256 184.86.116.289 HTTP

192.168.255. 258

734 HTTP/1.1 288 OK

- -y v 4
368 GET /favicon.ico HTTP/1.1

99 5.517156 1684.86.116. 289 192.168.255.258 HTTP

734 HTTP/1.1 206 OK (text/htal) Redirect URL in the response. FQDN from this

URL can be uses to make DNS filter more

Frame 99: 734 bytes on wire (5872 bits), 734 bytes captured (5872 bits) on interface @

Ethernet II, Src: Cisco_44:c2:6@ (24:e9:b3:44:c2:68), Dst: Tp-LinkT_15:6c:c3 (c@:4a:@@:15:6c:c3) SpeCIfIC
Internet Protocol Version 4, Src: 184.86.110.289, Dst: 192.168.255.258

Transmission
Hypertext Tral

=

lLocation: https:!fposture.demo.locai:B443fporta1!gatEway?sEssionId=ﬁ33e949c999999455c93eBed&portall

HTTP/1.1 288 OK\r\n

| Location: https://posture.demo.local:8443/portal/gateway?sessionld=Ra3e949coapeea405c03e8ediportal=-46Talbhde-2e82-11e8-havll<

1= 189 6.463447 192.168.255.25@ 192.168.28.106 DNS 78 Standard query ®xa9la A posture.demo.local
| 192.168.28.108 192.168.255.258 DNS 94 Standard query response @xa9la A posture.demo.locall
> Frame 11@: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface @
> Ethernet II, Src: Vmware_b6:39:8a (@@:58:56:b6:39:8a), Dst: Tp-LinkT_15:6c:c3 (c@:4a:@8:15:6c:c3)
> Internet Protocol Version 4, Src: 192.168.28.108, Dst: 192.168.255.258
» User Datagram Protocol, Src Port: 53, Dst Port: 6@395
a

Domain Name System (response)

>

Transaction ID: @xadla
Flags: @x858@ Standard query response, No error
Questions: 1

Answer RRs: 1 Ipﬂgture,dem. 1':“:31:

type A, class IN |

Authority RRs: @
Additiocnal RRs: @
Queries

I[P address from ‘Answer’ can be used to filter

I‘ posture.demo.local: type A, class IN I:

Tame: posture.demo.local
[Name Length: 18]

communication with specific PSN

[Label Count: 3]

Type: A (Host Address) (1) | POSture.demo.local:

type A, class TH, addr 192.168.28.11@'

Class: IN (@x@@8l)
Answers
| posture.demo.local: type A, class IN, addr 192.168.28.118 |
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Endpoint - Packet Capture

By looking on URL in the browser we can confirm that redirection works in general
During investigation of packet capture we need to focus on:

= DNS requests for ISE FQDN - Are we getting response or not?
= Connection attempts to the ISE IP over Client Provisioning Portal port

DNS Query/Response for ISE FQDN

(R httpllp.acdr ==192.168.28. 110] s Etandard gquery @x13be A clemeal9-isel.demo.locall
No. Time Source Destination Protocol  Le Info
™ 171 25.347751 192.168.255‘””!”_”—’?5’4 Standard query @x13be A clemeal9-isel.demo.local l
172 25.382641 192.168.28.300 192.168.255.173 DNS 170 Standard query response @x3fal AAAA d3agdhukkh62yn.cloudfront.net SOA ns-130.awsdns-16.com
173 25.404620 192.168.28. 598 S0l Gl iwlaid SNE :IIBO Standard query response @x13be A clemeal9-isel.demo.local A 192.168.28.118]

|standard query response @x13be A clemeal9-isel.demo.local A 192.168.28.110|

SYN requests getting RST immediately
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Agent side troubleshooting
- DART analysis

Main file to start - Secure
Client_ISEPosture.txt.

This file is located in Cisco Secure Client ISE
Posture Module folder

This file contain all information related to
discovery process.

cisco L{{/&/

Agent Troubleshooting

G@v| | » DARTBundle 12151811 »

Organize v

W Favorites
Bl Desktop
% Downloads

=) Recent Places

~a Libraries
j‘j Documents
& Music
[&=] Pictures
BE videos

+& Homegroup

Include in library v

vj4,|

Share with v New folder

7

Name

.. Cisco AnyConnect AMP Enabler Module
1. Cisco AnyConnect ISE Posture Module
Cisco AnyConnect Network Access Manager
. Cisco AnyConnect Network Visibility Module
J Cisco AnyConnect Posture Module
1 Cisco AnyConnect Secure Mobility Client
. Cisco AnyConnect Umbrella Roaming Security Module
. Cisco AnyConnect WebSecurity Module
.. General Information

| summary.bd

&5 =[] » DARTBundle 12151811 » Cisco AnyConnectISE Posture Module v |4
& A

Organize v Include in library v
i Favorites Nams
B Desktop
& Downloads

| Recent Places

Share with v

|| ACASPhoneHome.cef
|| aciseposture.log 121
{8] AnyConnect ISEPosture.evix

Search Cisco Any

New folder

=

Date modified Type

12/15/2018 6:12PM  CEF File
018 6:12PM  Text Document
12/15/2018 6:16 PM  Event Log

| || AnyConnect_ISEPosture.txt

12/15/2018 6:16 PM  Text Document

4 Libraries
3 Documents
& Music
(=] Pictures

B videos

BRKSEC-3077

] ConnectionData.xml
|| ISEPostureCFG.xml
(&) ISEPreferencesxml

|| WaDiagnose.txt

12/15/2018 6:12PM XML Document
12/15/2018 5:48 PM XML Document
12/15/2018 4:05PM XML Document
12/15/2018 6:16 PM  Text Document
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Agent side troubleshootin

- DART analysis (continue

General Secure Client log file - Secure

Name

Q@-\ | » DARTBundle 1215 1811 » - %]

W Favorites

C | I e nt B tXt B Desktop Cisco AnyConnect AMP Enabler Module
& Downloads Cisco AnyConnect ISE Posture Module
. . . . ; % Recent Places Cisco AnyConnect Network Access Manager
File is located in Cisco Secure Client Secure o g e
. . ~a Libraries . Cisco AnyConnect Posture Module
M O b I | Ity C | I e nt fo | d e r ‘:F\ Documents . Cisco AnyConnect Secure Mobility Client
@' Music . Cisco AnyConnect Umbrella Roaming Security Medule
. k= Pictures . Cisco AnyConnect WebSecurity Module
Is extremely useful for troubleshooting: s AR
+& Homegroup
= Any certificate related Error/Warnings seen
during posture process, -
@vv{ . » DARTBundle 1215 1811 » Cisco AnyConnect Secure Mobility Client v |44
| Any issues related to upg rade Of SeCUre Organize v ]| Open ¥ Share with v /Print New folder
Client ComponentS, 2 Favorites Name Date modified
Bl Desktop @ f\pyFonnect.evb( 12152u187611 PH
& Downloads . AnyConnect.txt 12/15/2018 6:11 PM
= [n Posture-over-VPN use case can be used L RecntPices | [ AyComnec reitoe 12/15/2018 611 PM
as additional source of data - like when . e g
SeSSIO n has bee n I n Itlated by the use r’ Whe n jl ’\DAZC::‘ents T ::ftesrences globalxml f;‘;;i: 1:1;—; i:::
banner has been accepted and so one, & Pictures _ setpspiapplog 12/15/2018 417 P
E Videos || setupapi.dev.log 12/15/2018 4:05PM
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Agent side troubleshootin

- DART analysis (continue

Log location for MAC OS is not obvious

= pefore 4.6 - DART > /DARTBundle_0824_1451/General
Information/system.log

= 4.6,4.7(?), 4.9(?) - DART > /DARTBundle_0824_1451/General
Information/log_result.txt

= 4.9 again system.log

= files are quite huge and contain
a lot of unneeded information

CISCO M~/ BRKSEC-3077
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Agent side troubleshooting

DART analysis

Discovery’, ‘HTTP Discovery’),

Agent Troubleshooting

1. Find Discovery Restart event closest to the issue timestamp (keywords ‘Restarting

Line 3575: 2018/12/15 17:48:08 1251 Level: info Restarting Discovery.
Line 3840: 2018/12/15 17:48:59 1251 Level: info Restarting Discovery.
Line 3991: 2018/12/15 17:50:24 <outout 1251 Level: info Restarting Discovery.
Line 4214: 2018/12/15 18:00:54 OL{ PUL 1551 Level: info Restarting Discovery.
Line 4308: 2018/12/15 18:01:14 OMItted> 1251 Level: info Restarting Discovery.
Line 4530: 2018/12/15 18:11:45 1251 Level: info Restarting Discoyery.
| Line 4642: 2018/12/15 18:12:01 1251 Level: info Restarting Discovery.|

2. Highlight every stage 1 probe target (Keyword ‘Probing no MNT stage targets’),

2024/01/16 02:05:15 [Information] csc_iseagent Function: SwiftHttpRunner::collectNoMntTargets Thread Id: 0x1070 File:

SwiftHttpRunner.cpp Line: 1400 Level: debug

Probing no MNT stage targets (#

' 5): I'Qedirectioi tariet 10.52.14.254, Redirection target
fe80::5:73ff:feal:e, Redirection target

Auth-Status target ise-p.lab.com with path /auth/status, Auth-Status target _W|th

path /auth/status, .

3. Follow the logs to see result for each probe
2024/01/16 02:05:17 [Information] csc_iseagent Function: Target::Probe Thread Id: 0x1140 File: Target.cpp

Line: 212 Level: debug 10.52.14.254 is|6 <Not Reachable.>. |

cisco L{V&/

Status of Redirection target

e IR
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Agent side troubleshooting
- DART analysis

Secure Client ISE posture module uses the following codes to display operation results:

0 - UNKNOWN,

1 - FOUND_SERVER,

2 - FOUND_SERVER_INVALID_CERT,
3 - UNAUTHORIZED_HEADEND,

4 - LEGACY_HEADEND ,

5 - INVALID_SERVER,

6 - NOT_REACHABLE,

7 - GENERAL_ERROR

In all modern Secure Client versions after every code description
is printed as well in <>
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DART analysis

4. Find which PSN in the deployment replied to the agent

Target::fetchPostureStatus Thread Id: OxBFO File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libnaccommon
\Target.cpp Line: 401 Level: debug POST request to URL (

hfqu°//hiqholiv9—iq99 demo 1&031°844?/aufh/nﬁ—diqrovpry). returned status 0
<Operation Success.>.

5. Make a note of the session ID from reply

SwiftHttpRunner: :invokePosture Thread Id: 0x1340 File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libswift\Swi
ftHttpRunner.cpp Line: 1407 Level: debug MSG NS SWISS NEW SESSION,
{{ise fgdn="gisEeliye—ised demo.logdl"}, {posture port="8443"},
{posture path="/auth/perfigo validate.jsp"},

{posture domain="posture domain"}, {posture status="Compliant"},
{session 1d="0a3e949c000002585cf00588"},

cisco L{V&/
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DART analysis

Table below contain list of important keywords which can be used during DART analysis

Keyword Meaning

Probing no MNT stage targets Lists the stage 1 discovery targets
MSG_NS_SWISS_NEW_SESSION Indicates that PSN is found. This message has the FQDN, session id and the URL information

MSG_SU_AVASLIST Lists the softwares installed in the endpoint

MAC List Helps find the list of Mac

IP List Helps find the list of IP

Perfigo-DM-Error=1010 Indicates posture status is pending

Perfigo-DM-Error=0 Indicates posture status is Compliant

Perfigo-DM-Error=5008 Indicates posture status is Non-Compliant

Perfigo-DM-Error=5009 Indicates network is blocked

Perfigo-DHCP-Release-Delay DHCP release delay sent by PSN

Perfigo-DHCP-Renew-Delay DHCP renew delay sent by PSN

Bypass posture This message is seen when lease is enabled. This message can also be erroneously seen

when stale session exist in PSN
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Demo - Learn
on the example
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e

Recycle Bin

ANYCONNECH

All  Apps Documents Web More ¥

Best match

Cisco Secure Client Diagnostics
and Reporting Tool . J
App

Cisco Secure Client Diagnostics and Reporting

. DART ol
File folder 0O

Last modified: 1/16/2024, 2:10 AM L E.q-gg
Search the web l "/ ~ \\\ f"iﬁ)"f"‘i I‘VVIV>N, |
Open \ p ~<
L dart - See more search results P I \\~@ Connect ‘
Run as administrator
L Darth Vader - Character in Star Wars
Open file location —— S ——
& pinto san | (A) 5 b
AL darth maul Pin'to hekbar I (¥} Scan Again
Folders Uninstall .
R DARTBundle_0116_0204 - in Desktop | = -
/ \, w‘urr' ltldpoml:
B DARTBundle_0116_0204 - in Desktop { | R
B DARTBundle_0105_1155
Docments Lm“‘“ [ P Vo WﬁJ

B CiscoSecureClient-DART



File

Edit

Search View

cHEHB R G&| &

Encodmg

Language Settings

D¢ Myl ax|EEI=T

cur

e Client\IS sture.txt - Notepad++ == =l

Tools Macro Pun Plugxnt Window ? + W X

EE Bl dEDN BB

B Connectionbataxmi 3 ‘EEPosiure.b(t ] E new 1 tBl

162
163
164
165
166
167
168
169
170
3 7 4
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194

igData.cpp Line:
wiftHttpRunner.cpp Line:
wiftHttpRunner.cpp Line:
le:
ile:
Connection.cpp Line:

0x1070 File:
Connection.cpp Line:
070 File:

Line:

43 Level:

info ISEPostureCFG.xml present. Using it for config. A

895 Level: warn Discarding Ng-Discovery target ise-s.lab.com with path /auth/ng-discovery as it is already present.
895 Level: warn Discarding Ng-Discovery target IS€
SwiftHttpRunner.cpp Line: 1483 Level: debug Probing MNT stage targets (#4):
SwiftHttpRunner.cpp Line: 1757 Level: debug Probing Mnt stage Ng-Discovery target J
330 Level: debug Url=https://ise-p.lab.
DefaultGatewayRecordManager.cpp Line: 91 Level: info PSN found previously for gateway 10.52.14.254, so it won't take much time in di:s
332 Level: debug Encoded Url=https://ise-

com with path /auth/ng- dlscovery as it is already present.
Ng-Discove target i = | with path /auth/ng-discovery, Ng-I
i 1 with path /auth/ng discovery.

com:8443/auth/ng-discovery.

lab.com:8443/auth/ng-discovery.

SwiftHttpRunner.cpp Line: 580 Level: info Enabling next round timer.

t.cpp Line:

12 Level:
ile:
Connection.cpp Line:
Connection.cpp Line:

Line:

debug

t.cpp Line:

12 Level:
ile:

¢ Line:

ononoo0o000n00000a0an

Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:

debug

430
437
437
437
437
437
437
437
437
437
437
437
437
437

552 Level: debug
nsport_winhttp.c Line:

552 Level: debug
nsport_winhttp.c Line:

initialization done.
5987 Level: debug Connection to the server failed.
472 Level: debug POST request to URL (https:/
Status of Ng-Discovery target iSe=pila
SwiftHttpRunner.cpp Line: 1757 Level: debug Pr

-p.lab.com:8443/auth/ng-discovery), returned status -1 <Operation Failed.>, stage 2.
i with path /auth/ng-discovery is 6 <Not Reachable.>.
g Mnt stage Ng-Discovery target ise-s.lab.com with path /auth/ng-discovery.

330 Level: debug Url=https://ise-s.lab.com:8443/auth/ng-discovery.
332 Level: debug Encoded Url=https://ise-s.lab.com:8443/auth/ng-discovery.

330
332

debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug

initialization done.

5987 Level: debug Connection to the server failed.

472 Level: debug POST request to URL (https://ise-s.lab.com:8443/auth/ng-discovery), returned status -1 <Operation Failed.>, stage 2.
Status of Ng-Discovery target ise-s.lab.com with path /auth/ng-discovery is 6 <Not Reachable.>.

SwiftHttpRunner.cpp Line: 1757 Level: debug Probing Mnt stage Ng-Discovery target J lak
pConnection.cpp Line: =
pConnection.cpp Line:
552 Level: debug
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:
Level:

com with path /auth/ng-discovery.

Level: debug Url=https://ise-p.
Level: debug Encoded Url=https: //ii
initialization done.

-—- Http Response Headers —--.
HTTP-Version: 1.1.

Status-Code: 200.

Connection: keep-alive.

Date: Tue, 16 Jan 2024 10:04:17 GMT.

Keep-Alive: timeout=20.

Content-Length: 23.

Server: server.

X-Frame-Options: SAMEORIGIN.

Strict-Transport-Security: max-age=31536000; includeSubDomains.

X-Content-Type-Options: nosniff.

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval'; style-src 'self' 'unsafe-inl
X-XSS-Protection: 1; mode=block.

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-l

>

8905/auth/ng discovery.
! 1:8905/auth/ng-discovery.




Network Device
Troubleshooting
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NAD Troubleshooting

Cisco Switch

-

ISE
Pending

e Show access-session
« |P Device Tracking DB
 Redirect ACL
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NAD Troubleshooting
Cisco Switch

KSEC-3850-1#sh authentication sessions interface g1/@/5 details
Interface: GigabitEthernet1/0/5
IIF-ID: ©x184B6C6C
MAC Address: @0@50.56b6.0bc6
IPv6 Address: fe8@::6c97:5272:c80c:5ef7
2001 1107
IPv4 Address: Unknown
User-Name: EXAMPLE\bob
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: @A3E946C000015073D01055F
Acct Session ID: @x000000b2
Handle: @xcl1000@a9
Current Policy: POLICY_Gil/@/5

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:
ACS ACL: xACSACLx-IP-CPP-DACL-5f8592bd
URL Redirect ACL: skuchere_redirect
URL Redirect: https://skuchere-ise3@-1.example.com:8443/portal/gateway?sessionId=0A3E946C000015073D01055F
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Cisco

.&‘/

DOT1X-5W-1#show access-session int

Nov 3@ 14:28:55.126: %LINK-3-UPDOWN:

NAD Troubleshooting
Cisco Switch - Access Session Details

Interface GigabitEthernet®/2, changed state to upgi@

Nov 3@ 14:28:56.126: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®/2, changed state to up/2 det

Interface:

MAC Address:

IPvE Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper contrel dir:
Session timeout:
Restart timeout:
Periodic Acct timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet®/2
d4c9,.3c52.6T46
Unknown
10.52.14.186
alice@lab.com
Authorized
DATA
multi-auth
both

N/A

N/A

172888s (local), Remaining: 172797s

BA34REGTRR22081485DDDAEF

LEGT LT
Bx57008006
DOT1X

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 158)

Security Policy:
Security Status:

Server Policies:
URL Redirect:
da2@dBf f2dcclad2B
URL Redirect ACL:

Methed status list:
Method

dotlx

Should Secure
Link Unsecure

https://ise-p.lab.com:B443/portal/gateway?sessionId=BA34BEGTE008081485DDD4EFSportal=d9276eb2-c448-42d6-8855-3d72ed4T6%abi&act i

POSTURE-REDIRECT

State

Authc Success

BRKSEC-3077
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NAD Troubleshooting

Cisco Switch - Device Tracking

DOT1X-SW-1#show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 38
Global IP Device Tracking Probe Delay Interval = @

IP Address MAC Address Vlian Interface Probe-Timeout State Source

18.52.14.186 d4c9.3c52.6T46 14 GigabitEthernet@/2 38 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gie,s2
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NAD Troubleshooting

Redirection - HTTP Server

Http server on the switch disabled by default and need to be enabled by
typing:

(config)tip http server

Often customers are against enabling http server since it may make switch
vulnerable.

To keep only web redirect functionality and disable everything else we
use:

(config)#ip http active-session-modules none A

NN S, e . |
CIScO M‘/ BRKSEC-3077 192
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NAD Troubleshooting

Cisco Switch (Proxy)

-
) =d (config)#ip http port
Q) d (config)#ip h 8080
< Mind  (config)#ip port-map http 8080

Q) g« @

Port 80
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NAD Troubleshooting

NADs - Cisco switch (Troubleshooting)

= Status of session and ACLs assigned to | # show authentication [access] sessions
interface interface_ <interface__|[_)> [details]

# show ip access-list interface

<interface_ID>

= Debugs for Radius,Dot1x, # debug radius

authentication, redirection # debug dotixall
# debug authentication all

# debug epm plugin redirect all

# show run | s aaa
# show run | s radius
# show run | s access-list

= Check configuration

cisco M. BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 194



NADs - Cisco WLC (intro)

Since we don’t support WLC from AAA side normally we should not be going deep into platform problems.

To review status of authentication session we need -

) ) Max Number f)l Records 10 Clear AVC Stats I
GUI go to Clients > Detall General _|_Ave statisti_

. i i :l Policy Manager State POSTURE_REQD I
CLI issue show client detail <ep mac address> NenagementFrame g
Policy Manager State POSTURE_REQD
Data RateSet 50,24.056.0,8.0540
Client state. In case of posture it will be either :::ffc copesilty :°ts »

POSTURE_REQD or CENTRAL_WEB_AUTH

B802.11v BSS Transition Mot Supported

Security Information

Security Paolicy

Redirect ACL name assigned from ISE Completed .
Policy Type RSN (WPA2)
Auth Key Mgmt BOZ.1x
Encryption Cipher CCMP (AES)
Redirect URL. Note: To get a full URL client EAP Type EAPTLS
details needs to be collected in CLI |AAA Override ACL Name  DEMO-CPP-ACL |
CTS Security Group Tag Mot Applicable
P AAA Override ACL Name  DEMO-CPP-ACL |

AAA Override ACL
Applied Status

. Redirect URL https://posture.demo.local:B44 3/portal/
C I S CO M& / I_Mggﬂtﬁ:t URL https://posture.demo.local: 844 3/ portal/gateway?ses I 195

Yes




NADs - Cisco WLC (continue)

AAA Servers investigation -

GUI go to WLANSs > <Choose your WLAN> > Security > AAA Servers
CLI issue show wlan <WLAN ID>, scroll to “Radius Servers” section

i i Authentication Servers Accounting Servers
Investigate Order of Radius servers on WLAN. -
Ask yourself if those IPs are real IPs assigned & Enabled Enabled
to server or those are IPs of LB VIP IP:192.168.28.110, Port:1812 ge§ 1P:192.168.28.110, Port:1813 &
IP:192.168.28.111, Port:1812 d IP:192.168.28.111, Port:1813 &

Note: There is no possibility to check from GUI which mowssever
server is currently in use for authentication/accounting '
(Cisco Controller) >show wlan 3

Interface Priority = WLAN | <]

Authentication Servers Accounting Servers

<output omitted> @ Enabled @ Ensbled
Radius Servers
Authentication 192.168.28.110 1812

Server 1 IP:192.168.28.110, Port:1812 d IP:152.168.28.110, Port: 1813 d

Server 2 IP:192.16B8.26.111, Port:1812 d IP:152.168.28.111, Port: 1813 d

Authentication 192.168.28.111 1812 *
Accounting 192.168.28.110 1813
Accounting 192.168.28.111 1813 *

ciIsco 'p/_/
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NADs - Cisco WLC (continue)

Redirect ACL name can be taken from Client Details, as well make a note of ISE
server |IP addresses configured under WLAN

NAD Troubleshooting

GUI go to SECURITY > Access Control Lists > Access Control Lists

Enable Counters

Name Type
PERMIT-ALL-TRAFFIC IPv4
ACL WEBAUTH REDIRECT 1Pv4
| DEMO-CPP-ACL | LEV:l
0.0.0.0 192.168.28.110
5 Permit [ f
0.0.0.0 255.255.255.255
192.168.28.110 0.0.0.0
6  Permit / !
255.255,255.255 0.0.0.0
0.0.0.0 192.168.28.111
7 Permit [ !
0.0.0.0 255.255.255.255
192.168.28.111 0.0.0.0
8  Permit [ !
255.255.255.255 0.0.0.0

cisco L{{/&/

Access List Name

Deny Counters

DEMO-CPP-ACL

40403

Destination

Ensure that PSNs IP addressed are
properly excluded from redirection

u Seq Action Source IP/Mask IP/Mask Protocol Source Port
u 0.0.0.0 0.0.0.0
1 Permit / uppP Any DNS Any Any 9106 ﬂ
ﬂ 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
2 Permit [/ ! upp DNS Any Any  Any 3882 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
3 Permit / uppP Any DHCP Server Any Any 1] ﬂ
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
4 permit / / uppP DHCP Server Any Any  Any 1] [~]
o.0.0.0, 0.0.0.0
0.0.0.0 192.168.28.110
S Permit / Any Any Any Any Any 69383 ﬂ
0.0.0.0 255.255.255.255
192.168.28.110 0.0.0.0
6 Permit Any Any Any Any Any 129709 ﬂ
255.255.255.255 0.0.0.0
5.0.0.0 T83.168.28.111
7 Permit [ ! Any Any Any Any  Any 16773 [ ~]
0.0.0.0 255.255.255.255 4
192.168.28.111 0.0.0.0 ~~J
8 Permit Any Any Any Any Any 30591 ﬂ
255.255.255.255 0.0.0.0
0.0.0.0 192.108.30.110
9 Permit [ Any Any Any Any  Any 11 [~]
0.0.0.0 255.255.255.255
192.168.30.110 0.0.0.0
10  Permit Any Any Any Any Any 1] ﬂ

255.255.255.255

0.0.0.0

BRKSEC-3077
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N A D S - C i S C O W L C \ R UJIRAESS SECURITY  MANAGEMEN) _;N /A_\_D _:.l_ r,Q_L_J_b | eS h OOti n g

RADIUS Authentication Servers > New

Server Index (Priority) 2w
Server IP Address(Ipv4/Ipve) [192.158.06.11 | e Specify IP of PSN

Shared Secret Format ASCIT ~

Shared Secret

Deflne*shared*secret*‘

Confirm Shared Secret

Ba S I C CO nfl g Va | Id atl O n Key Wrap O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Port Number
Server Status Enabled -
e — e
Support for CoA Enabled s Enable CAO support (needed for Guest/Profiling/Posture)
Server Timeout 10 seconds
— Put timeout larger then deffault 2 ses (5-10 sec)
Network User Enable
Management Enable
Management Retransmit Timeout seconds
IPSec O Enable
| General | Security | QoS | Policy-Mapping | Advanced ‘
— Enable AAA override. This is needed to Assign authorization attributes from AAA'server ]
/ For example: VLAN, ACL, Redirect

Allow AAA Override Enabled DHCP

Coverage Hole Detection Enabled DHCP Server [ override

A ——

Session Timeout (secs) DHCP Addr. Assignment [ Required
Aironet IE Menabled OEAP
Diagnostic Channel 28 [IEnabled
Split Tunnel [ Enabled

Override Interface ACL

Layer2 Ad Management Frame Protection (MFP)

URL ACL

P2P Blocking Action MFP Client Protection 2

Client Exclusion 2 [ DTIM Period (in beacon intervals)

Timeout Value (secs)

Miaimum Alowed 02 110/n (1 - 255)

Clients £ L]

Static IP Tunneling 4 Cenabled —

Wi-Fi Direct Clients e —————— Enable COA support on WLAN

oy v
< >
Foot Notes . B - . . .
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NAD Troubleshooting

@

ASA/FTD

Cisco Secure
Firewall

What is different

1. Not all traffic may go into tunnel (tunnel-all VS split-tunneling)
2. MAC OS has no default GW on VPN adapters (utunX)

3. ASA can push Secure Client posture resources to client (ISE posture
module, ISE posture profile but not a compliance module)
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Cisco ASA/FTD - Resources

|deally same AC version should be installed on both ASA/FTD and ISE

~/ ASA>ISE
~ ASA-=ISE

It’s possible to enable ‘defer update’ settings in ISE AC config but if user
will press update accidently this will result in error

If ISE > ASA

Gi Cisco AnyConnect Secure Mobility Client - X

Deferred Update

Allowed for AnyConnect Software| Yes
Minimum Version Required for AnyConnect Software| 4.9.1095 AnyConnect update 4,9,.03049 is available.
Allowed for Compliance Module| No v Update AnyConnect now?
Minimum Yersion Reqguired for Compliance Module| 0.0.0.0
Prompt Auto Dismiss Timeou

Prompt Auto Dismiss Default Response| Update -
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NAD Troubleshooting

NADs - Cisco ASA/FTD troubleshooting

What to check-

= Status of VPN client,

= Debugs for Radius, COA and Redirection

= VPN related configuration

# show vpn-sessiondb detail
Secure Client filter name

<username>

# debug radius all
# debug aaa url-redirect

# show run webvpn

# show run access-list

# show run tunnel-group
# show run aaa-server

# show run group-policy

= ASP drop capture/Capture on the interface where ISE is connected

cisco L{{@/

# capture <NAME> type asp-drop
# capture <NAME> interface <int> <filter>

BRKSEC-3077
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Troubleshooting
ISE

cisco L{V&/



ISE Troubleshooting

Troubleshooting ISE

Detailed Authentication report is always a good starting point

Live Logs

Status Details Repea... Identity Endpoint ID Endpoint Prof... Authentication Policy Authorization Policy Authorization Profiles
W Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles
o o ] alice@lab.com D4:C9:3C:52:6F:... Windows10-Wo... CiscoLive_LAB »> Default Ciscolive_LAB »> Posture_Compliant Posture_Compliant
u e HACSACLH-IP-.
a alice@lab.com D4:C9:3C:52:6F:... Windows10-Wo... CiscoLive_LAB >> Default CiscoLive_LAB >> Posture_Compliant Posture_Compliant
[ ] a D4:C9:3C:52:6F:...
(] a alice@lab.com D4:G9:3C:52:6F:.. Windows10-Wo... CiscoLive_LAB >> Default CiscoLive_LAB >> Posture_Unknown Posture_Unknown
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Troubleshooting ISE

Detailed Authentication report is always a good starting point

Overview

Event 5200 Authentication succeeded
Username alice@lab.com

Endpoint Id D4:C9:3C:52:6F: 46 &

Endpoint Profile Windows10-Workstation

Authentication Policy Ciscolive_LAB >> Default

Authorization Policy Ciscolive_LAB >> Posture_Unknown <
Authorization Result Posture_Unknown
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Troubleshooting ISE

Authentication Details

Source Timestamp 2023-12-01 00:17:12.944
Received Timestamp 2023-12-01 00:17:12.944
Policy Server ise-p <
Event 5200 Authentication succeeded
Username alice@lab.com

Endpoint Id D4:C9:3C:52:6F:46

Cisco Lt/&~/ BRKSEC-3077
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Troubleshooting ISE

Result

Class

EAP-Key-MName

CACS:0A340E670000001405DDDAEF:ise-p/490071257/58

19:65:68:27:72:1b:80:f8:c0:1d:51:06:f7:7f:bc:af: 17:00:b3:e7:c
1:9b:86:27:9e:84:f1:ff:31:8d:6f:4d:0a:47:e2:ac:fe:2d:fc:f9:e8:5
B:62:01:7f:10:23:7d:2b:85:7a:f4:dc:f2:e9:c8:fb:d2:¢9:3c:99:f0:
78:f3:84

cisco-av-pair

cisco-av-pair

url-redirect-acl=POSTURE-REDIRECT

url-redirect=https://ise-p.lab.com:8443/portal/gateway?
sessionld=0A340E6700000014050DD4EF&portal=d9276eb2- |«

ISE Troubleshooting

c440-42d6-8055-
3d72ed4769ab&action=cpp&token=07ceb72dcfabc3ada2 0d8ff
2dcc0ad28

MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

EXT T

ErT T

Essential license consumed.

cisco L{V&/

BRKSEC-3077
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ISE Troubleshooting

Posture Assessment Repor

= Cisco ISE Operations - Reports & licensewaming Q@ L@ &
My Reports > H
LA POSture Assessment by Endpolnt © Add to My Reports  Export To ™  Schedule
From 2023-12-01 00:00:00.0 To 2023-12-01 01:06:10.0
Reports ~
Reports exported in last 7 days 0
Audit >
Device Administration > .
Filter v £JRefresh &
Diagnostics >
Endpoints and Users “ Logged At Status Details PRA Action ) Identity () Endpoint ID IP Address Endpoint 0S Agent
(EAER TR X Today WX v Identity Endpoint ID Endpoint 05
Authentication Summary
2023-12-01 00:22:19.928 %] Qa N/A alice@lab.com D4:C9:3C:52:6F:46 10.52.14.239 Windows 10 Professianal 64-bit Posture Agent for
Client Provisioning
Current Active Sessions 2023-12-01 00:17:20.246 2 o N/A alice@lab.com D4:C9:3C:52:6F:46 10.52.14.239 Windows 10 Professional 64-bit Posture Agent for
Endpoint & Logical Profi...
PR L L L 2023-12-01 00:17:18.512 =] P N/A alice@lab.com D4:C9:3C:52:6F:46 10.52.14.239 Windows 10 Professional 64-bit Posture Agent for
Endpoint Scripts Provisi...
External Mobile Device ...
Rows/Page 3 ~ 1 3 Total Rows

Manual Certificate Provi... _ —
PassivelD

Posture Assessment by ...

Posture Assessment by...

Posture Script Remediat...

Posture Script Condition

Biafiod Eodooioc <

cIsco '&/
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Posture Assessment Repor

ISE Troubleshooting

= Cisco ISE

Operations - Reports

A License Warning

Q @ i@ @

My Reports

Reports

Audit

Device Administration

Diagnostics

Endpoints and Users
Agentless Posture
Authentication Summary
Client Provisioning

Current Active Sessions

Endpoint & Logical Profi...
Endpoint Scripts Provisi...
External Mobile Device ...

Manual Certificate Provi...

PassivelD

Posture Assessment by ...
Posture Assessment by...

Posture Script Remediat...

Posture Script Condition

Cisco

Posture Assessment by Endpoi

From 2023-12-01 00:00:00.0 To 2023-12-01 01:06:10.0

Reports exported in last 7 days 0

nt o

DA:CO:3C.B0.REAR

Logged At Status Detalls PRA Action () Identity (1) Endpoint ID
X Today X v Identity Endpoint ID
—
2023-12-01 00:22:19.928 < N/A alice@lab.com D4:C9:3C:52:6F:46
2023-12-01 04:17:20.246 v a | tiit allcafiah com,
2023-12-01 04:17:18.512 a N/A alice@lab.com D4:C9:3C:52:6F:46

.&/

BRKSEC-3077

IP Address

10.52.14.239

10.52.14.239

10.52.14.239

Add to My Reports Export To » Schedule
Filter 3 Refresh 8
Endpoint 0S Agent
Endpoint OS

Windows 10 Professional 64-bit
Windows 10 Professional 64-bit

Windows 10 Professional 64-bit

Rows/Page 3 v < 1

Posture Agent for

Posture Agent for

Posture Agent for

> »| 3 Total Rows

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Troubleshooting

Posture Assessment Report

Posture Report

Posture Status Compliant

Logged At 2023-12-01 01:11:13.774

Posture Policy Details

Policy Name Enforcement Type Status Passed Conditions Failed Conditions

Default_AntiMalware _Policy_Win Any_AM_lnstallation_Win Mandatory Passed am_inst_v4_ANY_vendor

a

LAB_CiscoLive_Win Win_10_Fw Mandatory Passed fw_enabled_v4_WindowsFirewall_10_x
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Learn on
Example

cisco L{V&/



= Cisco ISE Operations - RADIUS Q @ @ &
Live Logs Live Sessions
[re—
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter
Show Within
~ Latest 20 records ~ Last 3 hours ~
3 et Rene , +
Time Status Details Repea... Identity Endpoint ID Endpoint... Authenti... Authoriz... Authorization Profiles Posture Status Se
P ~ Identity Endpoint ID Endpoint Pr Authenticat Authorizatic Authorization Profiles Posture Status Si
Jan 27, 2024 10:01:53.5... (D a 0 lice@lab.cor [ 3C:52:6F Windows1... Ciscolive... Ciscolive... Posture_Unknown Pending ise
Jan 27, 2024 09:55:49.9... |§3 a alice@lab.corr D4:C9:3C:52:6F:.. Windows1... Ciscolive... Ciscolive... Posture_Unknown Pending ise
Jan 27, 2024 09:31:33.3... Ej a alice@lab.com D4:C 3C:52:6F:.. Windows1... Ciscolive... Ciscolive... Posture_Compliant Compliant ise
Jan 27, 2024 09:31:33.0... -] a [ 3C:52:€ Compliar ise
Jan 27, 2024 09:31:19.7... @ a alice@lab.corm D4:C9:3C:52:¢ Windows1... Ciscolive... Ciscolive... Posture_Unknown ending ise

Last Updated: Sat Jan 27 2024 14:04:27 GMT+0100 (Central European Standard Time) Records Shown: 5




Learn on Example

Where we are

« Captures shows no
communication over
port 8443

« Packets are not crossing
the switch

* Pending state on ISE, no
posture Reports
received
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Third party Firewall

Local team added on Secure Endpoint more restrictive rules due to a
missing fix on a specifiv CVE.

This was breaking the communications over port 8443 to ISE

al
N | TCP.PORT 8443 |

CIsco L‘V&./ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Learn on
Example #2

cisco L{V@/



Agentless: Common issues #1

Agentless Posture

Reports exported In last 7 days 0

Endpoint not Reacheable

Server Event Session ID EndPoints ID IP Address 0s Failure Reason

EndPoints ID

2022-10-01 06:56:47,609 INFO [pool-233-thread-7][] cisco.cpm.posture.events.PostureMessagesConsumer

-::::- Recelved on queue= , sessionId=25276A0A0000105BE2F00935,
endpointIP=10.106.39.38, mac=B4-96-91-22-A9-48, os=WINDOWS, failureReason=null

cisco M- BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 215



Agentless: Common issues #1
== S m Port 5985

| W tep.port==5985] - Exprossicn.

Mo, Tirme Source Destination Protocol  Length Destination Port Source Port Source Port Info
2360 B R L0 e 18,127.197.83 10.186.39.38 TCP 74 59827 50827 -+ 5985 [SYN] Seg=@ W

D

N
ACL/DACL

ﬂ Weindowes Defender Fireweall with &dvanced Security
File  Action  ‘Wiew Help

x| 5 HE

@ Windows Deferder Firewall wit] BETTNIR

Inbound Rules

MName !
CQutbound Rules
!"y Connection Security Rules € Ao 5385
= N T T It T TR LT T
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Agentless: common issues H#2

8 0 posture_user B4:96:91:22:A9:... Pending i | AgertlessPosture >> DOT1X-CPP-Agentless-Posture_Failure | CPP Regular Postute AgentlessPosture >> Default 10.106.39.38
. a B4:96:91:22:A9:..
/] o posture_user B4:96:91:22:A9.... NotApplicable : AgentiessPosture >> DOT1X-CPP-Agentiess-Posture CPP Agentiess Posture AgentiessPosture >> Default

Export Summary -
Agentless Posture My Rep
From 2020-09-29 0000100, To 20201006 04:20:07.0
My Raports > Fispeoets enporiod in kst T days 0
1 Reports W
Audit >
Davice Adminlstration » 2020-1 48 10.106,39.38
Dikxostice Z 2020-1 48 10.106,39.38
Endpoints and Users w
2020-10-01 02:48:41.8...  Agentiess script upload falled 2E2TEADADOOO OSAE2AETCSS Ips are unreachable B2 96:91:22:A5:48 10.106.39.38
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Agentless: Common issues #2

000

2020-10-01 06:56:47,609 INFO [pool-233-thread-7][] cisco.cpm.posture.events.PostureMessagesConsumer

-::::- Receilved on queue= sessionId=25276A0A0000105BE2F00935,
endpointIP=10.106.39.38, mac=B4-96-91-22-A9-48, os=WINDOWS, failureReason=null

3455 2020-10-91 11:31:05,875513 19.127.197.83 10.106.39.38 e 74 51515 51515 - 5985 [SYN] Seq=8 Win=29288 Len=0 MSS=1460 SACK PERM=1 TSval=14295085!
3456 SO SNISS 66 5985 5985 - 51515 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@® MSS=1468 WS=256 SACK_PER
3457 54 51515 51515 ~ 5985 [ACK] Seq=1 Ack=1 Win=29312 Len=9
3461 327 51515 POST /wsman?PSVersion=7.8.8 HITP/1.1 , NTLMSSP_NEGOTIATE
3462 580 5985 HTTP/1.1 481 , NTLMSSP_CHALLENGE
3463 54 51515 -
3464 812 51515 !
3467 2 234 5985
3468 2020-10-01 11:31:05.973206 19.127.197.83 10.106.39.38 ice 54 51515
[a J=coaEvent
= - [r— - —
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Agentless: Common issues #2

51515 -~ 5985 [ACK] Seq=1 Ack=1 Win=29312 Len=0
POST /wsman?PSVersion=7.0.8 HITP/1.1 , NTLMSSP_NEGOTIATE
HTTP/1.1 481 , NTLMSSP_CHALLENGE

an;:}xwl» ..um:»‘-zu n=308336 L

0ST /wsman/ HTTP/1.1 B P_AUTH, User: \aﬁ

HTTP/1.1 481

T

L3 Ategun 2 A Beseid Sowrta +) Eapan To R
Tims Status idantity Endp 1x] Unapoint Prediia A lon Pol.. A Policy Authgrization Profiles Posturs Sextun IP hddrgss
b4 w o assiEy Ercipesind 10 Erdpeist Prafis rion oy Pty Astrerintion Protisn Peaturs Sesun B Addreas
Aug 37, POP0 D451 T [ ] [rCmmbyi e maa0n | u peyslure I Microaost Workatston Dwdpailt =5 Dot 1M Defwal =5 paat Comphan: _
A T, DS S B3, DOMNIIN addot s panisne [ i M rn - Workgtation Gt =i G112 I IWM we mmt-cml IH-M-!HHIII I
A 33, 005 D410 E"‘ CoA Event L e
My T3, DOR0 OAMSI0N DOABNIN Bckdon | & pastare I VAR Darion bt win Bt 1K Dofina®t o paatura-agactiens Poifure Agarieia s HetAppicable k1
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Script Troubleshoot

1. Prerequisites check

SHA-256

CD:25:B2:84:F6:CD:B3:59:3A:F6:B0:B3:1F:CD:70:85:C5:C5:63:93:5A:27:1C:38:C4:44:78:CF:A8:58:92:F70

1/12/2000
10/05/2021
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ol AR

FBEIXER HE

| Console Root
w _.?(b] Certificates (Local Cormputer)

L

| Personal

| Trusted Root Certification Authorit

| Certificates
| Enterprize Trust

| Intermediate Certification Authorit

| Trusted Publishers
| Untrusted Certificates

| Third-Party Root Certification Autk

| Trusted Peaple

| Client Authentication lssuers

| Prewviews Build Roots

| Test Roots

| AAD Token lssuer

| Other Peaple

| 3l Certification Autharities

| Horegroup Machine Cerificates
| Local MonRemowable Certificates
| Rernote Desktop

| Certificate Enrolment Requests

| Smart Card Trusted Roots

| Trusted Packaged App Installation

| Trusted Dewices
| Windoues Live (D Token lssuer
| Windowes Serverlpdate Services

[ssued To

ol DigiCert High Assurance EW Ro..,

I DST Root CAX3

gl Entrust Root Certification Auth,.,

CplGlabalSign

Glabalsign

e 49
Globalsign Root CA

9

ol Ga Daddy Class 2 Certification ..,

CplHotspot 2.0 Trust Root CA - 03

CalldenTrust Cornrnercial Root CA 1

.abertare.local

ol ISRG Root %1

_gJMicrnsnﬂ.ﬂ.uthenticude{tm} R,
CalMicrosoft ECC Product Root Ce...
CplMicrosoft ECC Product Root Ce,..
lMicrosoft ECC TS5 Root Certifica..

CplMicrosoft Root Authaority

alMicrosoft Root Certificate Auth..,
CplMicrosoft Root Certificate Auth..,
gl Microsoft Root Certificate Auth..,
CplMicrosoft Tirme Starnp Root Cer,..
ol MO LIABILITY ACCEPTED, ()97 ...

—plQucvadis Root CA 2
] Quetadis Root CA 2 G3
plSecureTrust CA

[l Starfield Class 2 Certification 4.,

[ssued By

CigiCert High Assurance BV Root ..,
DST Root CA 33

Entrust Root Certification Authori..,
Globalsign

GlobalSign

Globalsign Root CA

Go Daddy Class 2 Certification Au..,

Hotspot 2,0 Trust Root CA - 03
IdenTrust Cormmercial Root 41
ise3Z-p.abertore.ocal

[5RG Root X1

kicrosoft Authenticodeftm) Root...
Microsoft ECC Product Root Certi...
Microsoft ECC Product Root Ceri..,
Microsoft ECC Ts Root Certificate ..

Microsoft Root Authority

Microsoft Root Certificate Authori..,
bicrosoft Root Certificate Authori..,
Microsoft Root Certificate Authori..,
bicrosoft Time Stamp Root Certif..,
MO LIABILITY ACCEPTED, (0197 Ve...

Quoadis Root CA 2
Cuotadis Root CA 2 53
SecureTrust CA

Starfield Clagrédskedgfication Auth...

Expiration Date

10/11,/2031
300972021
07M12,/2030
18/03,/2029
15122021
28/01/2028
29/06,2034
81272043
16/01,/2034
08/11,/2024
04/ 0652035
M/M2000
21022043
2A022043
21022043
311122020
104052021
2306/ 2035
22/03/2038
22102039
08/01,/2004
41,2031
122042
31A1272029
29/06/2034

Intended Purposes

Client Authenticati...
Client Authenticati...
Client Authenticati.,.,
Client Authenticati...
Client Authenticati.,.,
Client Authenticati...
Client Authenticati.,.,
Client Authenticati...
Client Authenticati.,.,
Server Authenticati..,
Client Authenticati...

Zecure Email, Code ..,

<4 =
<4
<4 =
<4
<4 =
A=
4=
A=
Tirne Stamping

Client Authenticati..,
Client Authenticati. .
Client Authenticati..,
Client Authenticati. .

Friendhy M: ™
DigiCert
DT Root C
Entrust.net
Globalsign
Google Tru
Globalsign
Go Daddy
Hotspot 2,
IdenTrust C
<Mone=
I5RG Root!
Microsoft.
hicrosoft |
Microsoft |
hicrosoft |
Microsoft |
hicrosoft |
bicrosoft |
hicrosoft |
bicrosoft”
Werisign Tii
Cuoadis F
Quovadis F
Trustnayve
Starfield CI




Script Troubleshoot

1. Prerequisites check

SHA-256

CD:25:B2:84:F6:CD:B3:59:3A:F6:B0:B3:1F:CD:70:85:C5:C5:63:93:5A:27:1C:38:C4:44:78:CF:A8:58:92:F70

1/12/2000
10/05/2021
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D 00 =J O W B L R

e = e e =
= T T B - Py -

18

=f¥mlL verslon="1.9" encodaing="UlF=&" (>
<AnyConnectlocalPolicy xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/20881/XMLSchema:
<BypassDownloader>false</BypassDownloader>

<TrustedISECertFingerprints=

=fingerprint=

<algorithm=SHA-256</algorithm>
<hash>CD:25:B2:84:F6:CD:B3:59:3A:F6:B0:B3:1F:CD:70:85:C5:C5:63:93:5A:27:1C:38:C4:44:78:CF:AB:58:92:F7@</hash>
</fingerprint>

</TrustedISECertFingerprints=

<EnableCRLCheck>false</EnableCRLCheck=>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore=
<ExcludeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcludePemFileCertStore>false</ExcludePemFileCertStore=
<ExcludeWinNativeCertStore>false</ExcludeWinNativeCertStore>
<FipsMode>false</FipsMode>
<RestrictHelpWebDeploy=false</RestrictHe lpWebDeploy=>
<RestrictlLocalizationWebDeploy>=false</RestrictLocalizationWebDeploy>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching=>
<RestrictResourceWebDeploy>false</RestrictResourceWebDeploy=>
<RestrictScriptWebDeploy>false</RestrictScriptWebDeploy=
<RestrictServerCertStore>false</RestrictServerCertStore=
<RestrictTunnelProtocols>false</RestrictTunnelProtocols=>
<RestrictWeblLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<lpdatePolicy=>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
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Script Troubleshoot

1. Prerequisites check

SHA-256

CD:25:B2:84:F6:CD:B3:59:3A:F6:B0:B3:1F:CD:70:85:C5:C5:63:93:5A:27:1C:38:C4:44:78:CF:A8:58:92:F70

1/12/2000
10/05/2021
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cript Troubleshoo

1. Prerequisites check

ted Cervneate:

Party Root Certification Auth

JIsRG

O/06/2075
01/01/2000
27/00/208) <All>
17/00/208 <Al>

1SRG Root

Microsoft. SHA-256

Microsof
oIMcrosof
M

CD:25:B2:84:F6:CD:B3:59:3A:F6:B0:B3:1F:CD:70:85:C5:C5:63:93:5A:27:1C:38:C4:44:78:CF:A8:58:92:F70

2. Check script failure report

Logged At Server Status Policy Name Requirement Name Session ID EndPoints |
x Today v X Server Status Policy Name Requirement Name Session ID EndPoints ID

2022-12-23 11:26:12.582 ise32-p Condition Script was executed, and the script exited wit... AMS_BRANCH_WIN Any_Branch_Win COA8FF64000000867B2D2D7E 00:50:56:88:8B:/

2022-12-23 11:21:07.288 ise32-p Condition Script was executed, and the script exited with failure code 1. [T Any_Branch_Win COA8FF6400000086782D2D7E 00:50:56:88:8B:4

cisco 'p/./
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Script Troubleshoot

Condition Script was executed, and the script exited with failure code 1. IR

\ 2022-12-23 11:21:07.288 ise32-p

( Logged At Server Status Policy Name Req
% Today v X Server Status Policy Name Reqgu
2022-12-23 11:26:12.582 ise32-p Condition Script was executed, and the script exited wit... = AMS_BRANCH_WIN Any_I

Condition Script was executed, and the script exited with
failure code 1

c 1 SCO M./ BRKSEC-3077 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Script Troubleshoot

1. Prerequisites check

08/12/204)

1/06/20%5

01/01/2000 ! SHA-256

17/00/208
27/00/200)
NN200
10v05/2021

2. Check script failure report

pilboysiod ved CD:25:B2:84:F6:CD:B3:59:3A: F6:B0:B3:1F:CD:70:05:C5:C5:63:93:5A:27:1C:

38:C4:44:78:CF:A8:58:92:

F7@

Logged At Server Status Policy Name

X Today WX Server Status Policy Name
2022-12-23 11:26:12.582 ise32-p Condition Script was executed, and the script exited wit... AMS_BRANCH_WIN
2022-12-23 11:21:07.288 ise32-p Condition Script was executed, and the script exited with failure code 1. IRV

Requirement Name Session ID

Requirement Name Session ID

Any_Branch_Win COABFF64000000867B2D2D7E
Any_Branch_Win COABFF64000000867B2D2D7E

EndPoints |

EndPoints ID

00:50:5

:8B:/

00:50:56:88:8B:/

3. Check if the script is downloaded correctly

&« v P > ThisPC » Local Disk (C) » ProgramData » Cisco » Cisco &nyConnect Secure Mohility Client > Script

-

Marne Date rmodified Type Size
#F Quick access

I Deskiop ’ |8y script-CA 230122022 111 Windowes Powers.., 1KE

v | O A2 Search Script

CiIsco &‘/ BRKSEC-3077
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' B = | Script

File Haome Share

-TI

# Quick access
[ Desktop

; Downloads
@ Documents

% % % %

= Pictures
Cisco &nyConnect !
Jﬁ Music

m Wideos

@ OneDrive

EH This PC
- 30 Objects
[ Desktop
@ Documents
* Downloads
Music
Pictures
Wideos
Local Disk {C:)

FHE N>

[:_} Metwork

1 item

Wi

Marne

& script-Ca,

Date modified

23122022 111

Type

Wiind owes Powmgers,..

BRKSEC-3077

M » This PC » Local Disk (T} » ProgramData » Cisco » Cisco &nyConnect Secure Mobility Client »  Script

Size

1kBE

A2 Search Script




Script Troubleshoot

1. Prerequisites check

08/12/204)

1/06/20%5

01/01/2000 ! SHA-256

17/00/208
27/00/200)
NN200
10v05/2021

2. Check script failure report

pilboysiod ved CD:25:B2:84:F6:CD:B3:59:3A: F6:B0:B3:1F:CD:70:05:C5:C5:63:93:5A:27:1C:

38:C4:44:78:CF:A8:58:92:

F7@

Logged At Server Status Policy Name

X Today WX Server Status Policy Name
2022-12-23 11:26:12.582 ise32-p Condition Script was executed, and the script exited wit... AMS_BRANCH_WIN
2022-12-23 11:21:07.288 ise32-p Condition Script was executed, and the script exited with failure code 1. IRV

Requirement Name Session ID

Requirement Name Session ID

Any_Branch_Win COABFF64000000867B2D2D7E
Any_Branch_Win COABFF64000000867B2D2D7E

EndPoints |

EndPoints ID

00:50:5

:8B:/

00:50:56:88:8B:/

3. Check if the script is downloaded correctly

&« v P > ThisPC » Local Disk (C) » ProgramData » Cisco » Cisco &nyConnect Secure Mohility Client > Script

-

Marne Date rmodified Type Size
#F Quick access

I Deskiop ’ |8y script-CA 230122022 111 Windowes Powers.., 1KE

v | O A2 Search Script

CiIsco &‘/ BRKSEC-3077
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Script Troubleshoot

4. Manually run the script on the endpoint

PS C:\Users\bob\Desktop> powershell .\script.psl

Running script is disabled on
this system
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PS C:\Users\bob\Desktop> powershell .\script.psl

Running Script is disabled on Windows PowerShell execution policy:
this SyStem Bypass () AllSigned () None

PS C:\Users\bob\Desktop> powershell -ExecutionPolicy Bypass -File .\script.psl
Check passed: File existPS C:\Users\bob\Desktop> powershell -ExecutionPolicy Bypass -File .\script.psl
Check passed: File exist
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Script Troubleshoot

4. Manually run the script on the endpoint

PS C:\Users\bob\Desktop> powershell .\script.psl

Windows PowerShell execution policy:

Running script is disabled on Oyass O O aisinea O

(O None (D

this system

PS C:\Users\bob\Desktop> powershell -ExecutionPolicy Bypass -File .\script.psl

Check passed: File existPS C:\Users\bob\Desktop> powershell -ExecutionPolicy Bypass -File .\script.psl
Check passed: File exist

5. Make sure exit code is correct
6. Results

"‘Lo System Scan: Logged At Server Status Policy Name
‘ Complhiant.
" Metwork access sllowed, < Today % Server Status Policy Name

2022-12-23 11:42:32.415 ise32-p Condition Script execution was successful AMS_BRANCH_WIN

Requirement Name

Requirement Name

Any_Branch_Win
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Wrap up time
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Key Takeaways Posture Deployment

Work on the different ISE Pillars Advanced Scenarios are just bigger puzzles
Q &
® ®
. o ®
Posture is only part of the Understand exactly the flow
puzzle il and where posture is going Q
to fit
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

CO ntl nue B\ - Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.
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Thank you
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