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Webex App

Questions?
Use the Webex app to chat with the speaker
after the session

How

‘ Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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Architecting Hybrid Multi-Cloud
Infrastructures

16 - Elicium 2

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

Register | o & *

Venue

@ View Location

@ Join the Discussion

* vi David Jansen

Distinguished Architect - Cisco System

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Who do you work for?

Service Provider who offers loT connectivity
0%

Partner who sells loT solutions
0%
Enterprise who uses loT solutions

0%

Other
0%



loT Connectivity Market

Cisco loT Control Center Solution
Demo:

- Deploy, Manage and Mitigate

- Automate

« Program

Innovation

Why Cisco

cisco Lz{/&/
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loT connectivity
market




The complexity of the IoT market

TRANSPORT AND UTILITIES . . ..
LOGISTICS i Massive IoT requiring low cost / low
IS @ Smart grid management power devices for small data volumes

Goods tracking

AGRICULTURE = SMART CITIES * Industrial applications requiring low
Climate/agriculture Parking sensors .
monitoring ) Sar bioycles latency and extra security
Livestock tracking |OT Waste
management ° H H 1+ i 1

Use C S Tl s MlSSlon Critical apps requiring high
ENVIRONMENT S€ Lases " s bandwidth and low latency
Food ~ BUILDINGS
monitoring/alerts VN

Environmental

=S Smoke detectors  Consumer and Enterprise

Alarm systems
Home automation

momtorlng (water,

air, noise)
INDUSTRIAL
Process monitoring
and control

 Different vertical industries

CONSUMERS

Wearables . . q
e« monitoring Kids/senior tracking * Va rle_ty of infrastructure and business
Autonomous Robots hieelel el i requirements
Push To Talk

All use cases need connectivity!
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loT Wireless Connectivity Options

Variable to high bandwidth, easy to deploy
Variable monthly cost, dependent on Service Provider

Long range, low power, low bandwidth
Variable coverage and monthly cost, dependent on Service Provider

2G, NB-loT, LTE-M EITEEA

LoRa - Long range, low power, very low bandwidth
' sigfox - Great for sensors with small data payload

@D - High bandwidth, broadly supported

CERTIFIED

802.11 Wi-Fi

Public spectrum, prone to interference

Cisco URWB bl . Ultra reliable, high bandwidth
(aka Fluidmesh) - Unlicensed spectrum

cisco W&-/ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



The loT Connectivity Market

Steady growth for cellular connections

Cellular loT Connections U Wi
in
2022-2033 -
-O-2G 3G 5G non-mMTC 5G mMTC*
8
= TRANSFORMA
2 {INSIGHTS
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2
2
k<)
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§
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°
8
=]
°
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2
, S
‘ 2022 ‘ 2023 ‘ 2024 ‘ 2025 ‘ 2026 ‘ 2027 | 2028 | 2029 | 2030 ‘ 2031 ‘ 2032 ‘ 2033
5G mMTC* 0.45 0.62 0.83 1.07 136 1.69 2.07 2.48 2.92 3.40 3.89 442
5G non-mMTC 0.01 0.03 0.05 0.07 0.11 0.17 0.24 034 0.46 0.61 077 0.97
4G 0.77 0.93 1.09 1.24 139 1.52 1.63 172 179 1.83 1.85 1.83
3G 0.02 0.01 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
= 2G 0.32 0.29 0.25 0.22 0.19 0.15 0.12 0.10 0.08 0.07 0.05 0.04

*5G mMTC includes antecedent 4G technologies NB-IoT and LTE-M

https://transformainsights.com/research/forecast/highlights

cisco Lz{@/
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« Cellular IoT connections

growing from 2 billion in
2024 to 2030:

* [ransforma: 5 Billion
« Omdia: 5.4 Billion
 Counterpoint: 6 Billion

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 8


https://transformainsights.com/research/forecast/highlights
https://omdia.tech.informa.com/pr/2024/jan/new-omdia-research-shows-cellular-iot-connections-will-reach-5-4bn-in-2030
https://www.counterpointresearch.com/insights/global-cellular-iot-connections-forecast-q1-2023/
https://transformainsights.com/research/forecast/highlights
https://transformainsights.com/research/forecast/highlights
https://omdia.tech.informa.com/pr/2024/jan/new-omdia-research-shows-cellular-iot-connections-will-reach-5-4bn-in-2030
https://www.counterpointresearch.com/insights/global-cellular-iot-connections-forecast-q1-2023/
https://transformainsights.com/research/forecast/highlights

Devices per Use case in Europe

Devices Trend per Use Case

Values

400M
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300M

250M
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oM

2022

2023

2024

- —

2025

2026

2027

2028

2029

2030

2031

2032

2033

Years

2022 2033
D

Metric

Devices v

Use Case Group

(A1) M

Use Case

(Al M

ISIC Vertical

(Al1) v

Region

Country

(An) A

Top N Use Case

[l Connected Vehicles

M smart Grid
Asset Tracking & Monitoring
White Goods
Building Safety & Security
Consumer Internet & Media Devices
Personal Monitoring & Tracking
Inventory Management & Monitoring

M Environmental Monitoring

M Payment Terminals

[ Building Automation
Others

M Lighting

[l Access Control & Intercoms
Road Traffic Monitoring & Control
Personal Assistance Robots

Cisco

.&‘/

BRKSPG-1002

Connected vehicles
are leading the growth,
followed by Smart
Grid, Asset Tracking
and Building Safety
and Security

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



My own IOT use case

TKMARS |

« GPS tracker TK-913 -
- 0T SIM card with global roaming \ >
coverage "

- Capturing GPS location of our rental RV A
during recent New Zealand vacation and
uploading to traccar server at home B

- Track imported to umap and used to add '

GPS data to pictures from SLR camera J ol %

cisco W&- BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Cisco
loT Control Center
solution |

cisco L{V&/



Cisco’s industry-leading loT portfolio

Analytics
V Applications
loT :
Security
Security Data Control
across the : | TQLOS :
stack :

Cyber Vision

: Networking

Industrial
Firewall

Things / Devices / Machines

cisco M./ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



loT Solutions address many different layers

cisco Lz{/&/

Application Enablement (AEP)

Cloud/Infrastructure

Device Management (CDP)

Connectivity Management (CMP)

oo,
Ccisco

Network Infrastructure (e.g. Cellular)

Things / Devices / Sensors

Telit ()BOSCH
NOKIA

Applications ‘

Business Rules
Systems Integration

Data Acquisition
Analytics/ML
Dashboards/KPIs/Metrics

Device Provisioning/Automation
Configuration

o_

Connection Provisioning/Automation
Charging

Usage Monitoring

Analytics/ML

BRKSPG-1002
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Cisco Connectivity Management Platform

Connectivity

Management IT systems
Devices Networks Platform & applications
— Q) off
loT Control
Center

Automated connectivity
management for all your
devices globally

cisco W&-/ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Connected Car

Auto makers are making driving
safer through vehicle telematics

loT CC ensures reliable cellular
connectivity and helps save data
costs for millions of cars on one
platform.

High data usage, low
latency, complex SIM
lifecycle management

Financial Services

Financial organizations are getting
scale and reliable service for Point
of Sales and ATM systems

loT CC enables businesses to
remotely identify and resolve
usage and connectivity issues at
scale with analytics-based
diagnostic tools.

cisco Lz{/&/

Mission-critical connectivity, low
data usage, low latency

ol CC meets customer needs across verticals

BRKSPG-1002

Smart Meters

Utilities are saving costs and
improving customer service with
smart electric meters

loT CC provides fine-grain visibility
and control for millions of devices
SO organizations can manage
issues themselves - day or night -
without a call to their service
provider.

Low data usage, lower reliability
requirements, high latency

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Leading loT Use Cases and a Business Snapshot

101M

2y 20M

~ 19M

s 17M

3% 8M

% 7%
37% Connected Cars Smart Meters ?Ieelztml\ggzzgement Security/Automation Point of Sale/ Retail
Global Scale Data
o, Volume
270M 57% ¥a)
. 1% \ (l
loT Subscribers
\
50+  Service Providers 500+ TB data / day
154M loT CN
S4MonloT CNaaS || YoY Growth (gross) 30K+ Enterprises 131M APls / day

cisco Lz{/&/

94M includes Consumer, Insurance, lloT, Asset tracking, and other use-cases.

BRKSPG-1002
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Recognized by analysts as leading CMP platform

Cisco Earns Frost & Sullivan’s 2024 Global Company of the Year
Award for Transforming loT Connectivity with Its Comprehensive
loT Control Center and Mobility Services Platform

Cisco is leading the loT revolution with its sophisticated cloud-driven automation, providing enterprises with the seamless
management of billions of connected devices across industries, including manufacturing, mining, healthcare, automotive, and

utilities.

San Antonio, TX — November 14, 2024 — Frost & Sullivan recently researched the Mobile loT Platforms industry and based on
its findings, recognized Cisco with the 2024 Global Company of the Year Award. Cisco is a world-leading networking and
telecommunications hardware, software, and technology provider that excels in developing and deploying advanced loT and

mobility solutions.

Cisco's groundbreaking loT Control Center and Mobility Services Platform help businesses manage and connect IoT devices and
networks. Together they simplify the integration, management, and security of IoT networks, providing scalable solutions that
address the increasing demand for connected devices. Cisco's loT Control Center enables seamless device connectivity,
provisioning, and management at scale, helping businesses streamline operations and improve efficiency. The platform is also
highly automated, has thousands of rules for various loT use cases, and integrates advanced artificial intelligence (Al) and

machine learning (ML) capabilities to optimize performance.

The company's trendsetting approach to loT connectivity management is further enhanced by its collaboration with
communication service providers. This collaboration accelerates the deployment of loT devices and offers secure connectivity
across public and private networks, positioning Cisco as a global leader in loT and ensuring sustained growth and a superior

customer experience.

Execution Capab

Counterpoint CORE: Connectivity Management Platform, 2025

Q2
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Platform Capabilities

Cisco
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Software as a Service - deployed globally

F

N Cisco has 19 Data Centers deployed globally - highly secure,
scalable and available - backed by commercial SLAS.

cisco M./ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Automated connectivity management
Removing the complexity from the equation

Service Enterprise

Devices Provider Networks Cisco loT Control Center backend integration

Core capabilities

Global API

@ 1l fil

Lifecycle Analytics and Comprehensive
Automation diagnostics security

Network Integrations

o$

Cellular cost Backend
management integration

Intuitive Ul

Finance Partners

-

BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



loT Control Center Business Model
Sold by Cisco to Service Providers

Service Ent _
, nterprises
;ells sErvice Providers Sells
roug i
ol l Il I T subscription connectivity
clsco » »
Integrates ‘
Operates Control with operator ‘
Centerin 15+ network

data centers
around the world

Resellers

cisco Lz{/&/

BRKSPG-1002

Connected
Devices
Sells,
deploys and
manages
devices

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Control Center architecture and integration
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loT Control Center Platform Application
Same platform but different views

loT Control Center
for Enterprises

loT Control Center
for Service Providers

Onboard new Enterprise : *  Monitor device status and
accounts \ usage

Setup rate plans and - @ + Diagnose connectivity issues
services se in a timely manner

Integrate with internal @ e @ « Automate business rules to
systems : streamline processes
Manage and view all their - M «  Track costs to ensure proper
Enterprise accounts - budgeting

cisco W&- BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Control

Devices

SIM State Control
Rate Plan Control
Diagnostics
Spotlight

Bulk Changes
Lifecycle Management
Free Test Data
Session Visibility
Usage Visibility
Custom Labels
Custom Fields
Orders

SIM Orders

Marketplace

cisco Lz{@/

Center

Services

2G, 3G, 4G, 5G, APN(s)
NB-10T, LTE-M

SMS, Whitelists

Voice, VoLTE, Whitelists
IPV4, IPV6
Fixed/Dynamic IP
Roaming Restrictions
LBS

Users

User Management

Role Based Access
Mirroring

Account Groups

Account Peering

Cisco Control Center has the greatest depth and breadth of features of
any CMP (the online user guide extends to 2000+ pages).

Breadth & Depth of Features

Billing

Individual Plans
Pooled Plans
Fixed Plans
Pre-Paid Plans
Event / Stacked / Add-ons
Destination Rating
APN, RG rating
Multi-Party Billing
Overages
Commitments
Adjustments
Invoices

Proration

Cost Optimisation

Automation

Usage Triggers
Profile Change Triggers
Signalling Triggers
IMEI Triggers

Rate Plan Triggers
SMS Trigger

SIM State Action
Rate Plan Action
Email / SMS Actions
Push API Action
Comm Plan Actions
Trigger Audit Log
Billing Cycle Revert

Device Filter

BRKSPG-1002

Analytics

Account dashboard
Devices Dashboard
Revenue Dashboard
Usage Analytics
Traffic Segmentation
Service Analytics
Reports

Dynamic Reporting
Anomaly Detection
APIs

SOAP

Rest

Push / Pull
Webhook

Security

IP Restrictions

SSO

2 Factor Authentication
User Audit Trail

IMEI Change + Permit List
Secure SIM

Password Policies

Support

Online Knowledge Base
Automated Walk Throughs
Data Retention
Notifications

SP Links

API Demo

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Cisco loT Control Center Capabilities

It is no single feature - it is the capability to serve all verticals and enterprises that beats all competition

Enterprise 1
BUSINESS NEEDS -o‘. ooooooo .-.-oo“. ooooooooooooo c.‘ ooooooo .-ooo.oo--.-o. oooooooooooooooooooooo ‘ooo..'... oooooooo ' ooooo .

Enterprise 2
BUSINESS NEEDS  °®cssesees [ T TEETTIRTTIED @ 009 QQ®-:------ [ XXX XX IXTXTTRTTRTTPTTRTTRTIT: [ CETTTTTTTRRTTIT " XXX XXErR Y

Enterprise 3
BUSINESS NEEDS .. ...... ..........‘. ........................................................ .’.... .........................

The depth and breadth of Control Center features ensures that the diverse 0T use case requirements are
catered for by Cisco out of the gate - allowing you to focus on business and not chasing vendors.

cisco W&-/ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Are you / your company using a Connectivity Management Platform

Yes, Cisco Control Center
0%

Yes, but another solution as offered by the regular SP
0%
Yes, from a specialized loT Managed Service Provider
0%
No
0%

What does that mean?
0%



Demo:
Deploy, manage
and mitigate

cisco Lz{@/



Service Lifecycle

Connected Car example

Six Stages of Service Lifecycle

Manufacture Distribute Promote Fulfill

»

Provision Trial
Provision Subscriptions
Activate Service

Demo Services
Engagement Data

E2E Connectivity
Remote Diagnostics

Software updates
Remote Diagnostics

» Available Services  Billable Parties

Sample Lifecycle

Variables

» Usage Policies « Commercial Terms

cisco Lz{/&/

BRKSPG-1002

Monetize

Monitor Service
Diagnose Issues

Meter usage
Split billing

» Split Data Streams
* Allowed Networks

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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D
SIM Lifecycle management =mo

'
cisco
EEEEEEE CfalckenJWEdemo v | JW Enterprise | Cycle End: Jan18 | CET | Help  fad)
N
] & e t= =
Devices Billing Ord Admin Automati

- Test Ready state allows testing
data and SMS during
production testing without

getting billed

Devices

eeeeeeeeeeeeeeeeeeee - “Activation Ready” keeps a
| | device in a non-billable state

until it transitions to “Activated”

with first data session or SMS

- Devices can be “Deactivated”
or retired by enterprise
customer to stop further usage
and billing

A

cisco W- BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Device list

vl
cisco

Powered

-]

) &

Devices Billing

4

Orders

Q ICCID, Modem ID, End Consumer ID, Cust

Logistics

Batch Update

Cisco

Actions.. Date Added

May 31, 2012 4:46
May 31, 2012 4:46 ..
May 31,2012 4:41
May 31,2012 442 ..
May 31,2012 443 .
May 31,2012 443 ..
May 31, 2012 443 ..
May 31,2012 444
May 31,2012 444 ...
May 31, 2012 445
May 31,2012 4:45 ..
May 31, 2012 445
May 31,2012 445 ..
May 31,2012 4:45 ..
May 31,2012 445 .
May 31, 2012 4:46 ..
May 31, 2012 446
May 31, 2012 4:46 ..
May 31,2012 4:46
May 31,2012 4:46 ..
May 31, 2012 4:47
May 31,2012 4:47
May 31, 2012 4:47 ..
May 31,2012 447
Oct 04, 2013 417 .
Oct 04, 2013 418
0ct 04,2013 419 ...
Oct 04,2013 419
Oct 04,2013 4:20...
Oct 04,2013 4:21...

“Rd K4 E4 K4 E4 K41 EY4 K2 B4 EY EY R? BT RY LK

é!

Iccip

89302720396911992.

89302720396911992...

89302720396911982

89302720396911982...

89302720396911990.

89302720396911990...
89302720396911990...

89302720396911992.

89302720396911992...

89302720396911990.

89302720396911990...

89302720396911990.

89302720396911990...
89302720396911990...

89302720396911990.

89302720396911992...

89302720396911992.

89302720396911992...

89302720396911992

89302720396911992...

89302720396911992

89302720396911992...
89302720396911992...

89302720396911992.

89302720396911992...

89302720396910844.

89302720396911992...
89302720396911992...
89302720396911992...
89302720396911992...

to] S

Automation

Admin

Y Filters

Cycle to Date Usage (MB In Session

2778 | @Yes

1286

© © 00000000000 O0DO0OOOOOOO0OCOOOCO O O

No

a

Security

Actions v

Modem ID

106
85493827493,

1921681140

14

104

15

old EW SMS'S.

1921681139

102

10
1252

CfalckenJWEdemo v | JW Enterprise | Cy

£

Analytics

MSISDN
15879285696
15879285694
882350391198433
12269289157
15879285659
15879285660
15879285663
15879285682
15879285684
882350391199153
882350391199154
882350391199155
882350391199156
882350391199157
882350391199158
15879285686
15879285688
15879285690
15879285693
15879285695
15879285703
15879285704
15879285705
15879285708
15879285699
15879285423
15879285683
15879285687
15879285692
15879285700

=3

Marketplace

Rate Plan

JWE 500KB FixPool
JW Ent 10MB

JWE 50MB FixPool
JW Ent IMB

JWE 30MB FixPool
JWE 5MB FixPool
JWE 30MB FixPool
JWE 50MB FixPool
JWE 30MB FixPool
JWE 50MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JW Ent 75MB

JWE 30MB FixPool
JW Ent 50MB
JWE 30MB FixPool
JWE 30MB FixPool
JWE 50MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JWE 30MB FixPool
JW Ent 10MB
Network J Default

1501565

8 | CET | Help Qa2

1o &

Communication Plan | Usage Lirr
JW Enterprise Data V.. | v
JW Enterprise Data V...
JW Enterprise Data V.
JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JW Enterprise Data V.
JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

Demo 7

JWE CPlan

JWE CPlan

JW Enterprise Data V...
JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

JWE CPlan

NJ Standard LTE

JWE CPlan

NJ Standard LTE

JW Enterprise Data V...

BRKSPG-1002

Demo

Key Features

- View, filter and export all
devices with custom columns

- Monitor usage and session
status

- Change SIM status or rate plan

- Perform Batch updates

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Analytics

o A A .
AN NNt MYV M S AN A NG N b

8pm

Distribution by Hour on Jan 16, 2024

4s83KE

39.06 K8

20308

Data Usage

6pm

10pm

3 ke
977k8 I
oges WH . W __ I — m — I — I — I — I
dam Gam sam 10am 2pm 4pm

12am 2am 12pm

cisco Lz{/&/

cisco
Domercd CralckenJwEgemo v | W Enterprise | Cycie End: Jan'1s | CET | Help L
S S = =y
0] @ & v o S a o v
Devices Billing Orders Admin Automation Security Analytics Marketplace
Data Usage
8 ors6ks
Dashboard (Legacy)

M Data Usage

BRKSPG-1002

Demo

Key Features
- Account summary

- Usage Analytics
- Data / SMS / Voice

- Service Analytics
- Completed / Ongoing sessions

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Diagnostics

]
cisco
Powered
) S
' &
Devices Billing Orders
Device List
o
ez
Batch Update
Device Status Problem Detected
IcCID 89302720396911992555
In Session No
SIM Status Activated
SIM Barred No

Usage Limit Reached  No
Rate Plan JW Ent10MB

Cycle to Date Data (MB)1.286

NextSteps ~ SIM Information ~ Send SMS

cisco Lz{@/

o =

Admin Automation

Run Test Again

Passed

&
®
'
G

Passed

Warning

Go to Advanced Spotlight

CfalckenJWEdemmo v | JW Enterprise | Cycle End:Jan 18 | CET | Help  faad

a (E8 w

Security Analytics Marketplace
Provisioning SIM state permits passing traffic
SIM/ Device ork

Network Connection Device is currently registered, and there is recent activity.
IP / Internet
it has p successful Data Sessions

s or sockets.

BRKSPG-1002

Demo

Key Features

- Simple device checks of the
related to Provisioning, SIM
permissions, network
connection and Internet access

- Includes possible root causes
and steps to mitigate warnings
and errors

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



D
Advanced Spotlight Smo

Spotlight for ICCID: 89302720396911992571 X

SendSMS  Send Cancel Location  Send POD Zoom | 1Day v a K Jan17,2024 ~  Time Zone | GMT+:00: Central| w | Refresh K< ’y I ( eatu r( ES

SIM Information ~
SIM Info Last Known Value Last Update Date + Action - . . . " -
o - Get quick insights to device signaling
APNs Jaspermo.apn Jan 17,2024 3:54 pm .
events up to 30 days in the past
MsC 15622751140 Jan 17,2024 3:54 pm V n u I n
MME/S4SGSN Jan 17,2024 3:54 pm

- Troubleshoot device connectivity

= s o - | | e e —— rou Vi nnecuvi

15622751140
end SMS to device
- [ | [ [ 2« S \

T ‘ ‘ ‘ Device IPv4 Address10.154.152.228
15622751182 - - SGSN/SGW T-Mobile
APN

ovore N — - E -« Cancel Location causing the device
come to reregister on the network

MME/S4SGSN

Sessionjaspermo.apn

SIM Status

- Packet of Disconnect (soft reset)
e only disconnecting the ongoing data
s L session. Device remains registered
T on the network

Annotations
Add...
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Invoice detalls

vl
cisco

Powered

-]

Invoices

Retail Invoices
Usages

Rate Plans

Retail Rate Plans
Add On Purchases

Tech Type Charges

Cisco

Devices
Invoice Details

Invoice ID
Account Name
Account ID
Operator Account ID
Invoice Date

Due Date

Advanced Sub Fee

Rate Plan

Q Rate Plan

Rate Plan «

AcmeAnalytic...
Default Pricing.
JWE 30MB Fix...
JWE 500KB Fl.
JWE 50MB Fix.
JWE 5MB FixP.
JW Ent 10MB
JW Ent IMB

JW Ent 50MB

.&‘/

&°

Billing

196752602
JW Enterprise

100198901

Apr 23,2021
May 23,2021

1%

Prepaid Subscriptions

Plan Version

NN R s

Orders

Billing Cycle
Billable
Currency
Published

Events

Admin

Apr 2021

Events Volume (MB) 0

Add-Ons
Y Filters

Plan Type Payment Type
Monthly - Fiexi... | Monthly
Default Pricing | Monthly
Monthly - Fiexi... | Monthly
Monthly - Flexi... | Monthly
Monthly - Flexi... | Monthly
Monthly - Flexi... | Monthly
Monthly - Fixe... | Monthly
Monthly - Fixe... | Monthly
Monthly - Fixe... | Monthly

Devices

=
Automation

Devices
Active Subscribers
Data Volume (MB)
SMS Volume (msg)
Voice Volume (m:ss)
Service Revenue

Variable Discount (%)

Subscriptions | Prepaid Activatic Subscription Chi Advanced Sub F. Fixed Pool Char( Data Volume (M| Data Charg

Rate Plan Zones

a

Security

532
9572

3

0:00
$7,606.30

o

CfalckenJWEdemo v | JW Enterprise | Cycle End: Jan 18 | CET | Help

la

A=

Analytics Marketplace

Subscription Charge

Data Charge

SMS Charge

Voice Charge

Events Charge

Activation Charge

Tech Type Charge

Other Charge

Fixed Discount Target

Total Charge

Billing Groups ~ Data Detail

Actions v

$0.01
$0.00
$1212.00
$1042.32
$3787.50
$2222
$1540.25
$0.00
$0.00

$7,606.30 Data Detail
o0 Standard Overage  $0.00

$0.00 Standard Roaming  $0.00
$0.00

$0.00

$0.00

$0.00

$3,043,993.70

$0.00

$3,051,600.00

SMS Detail ~ Voice Detail ~ Activations | ¥

+10/1 12 &

$0.00 $000 O
$0.00 | 0
$12.00 $000 | O
$1032 $0.00 | 0
$37.50 $000 | O
$0.22 $000 | 0
$15.25 $200 | 9572
$0.00 $000 0
$0.00 $000 | O

BRKSPG-1002
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Demo

Key Features

- Total cost for a billing cycle with
breakdown of the charges for
subscription, data/SMS/voice
and other service

- Detailed usage and costs per
rate plan and per device
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Demo:
Automate
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Automation Use Cases

If the device connects too
many times, create a
service ticket in CRM

System

When consumer
connects for the first
time, activate the
device automatically

If the connection is
If the device’s SIM | lost, send a message
connects from a Q ﬁ to a technician
different device,
deactivate the SIM

If the data limit is
exceeded, change the rate
plan to one that includes
more volume (but switch
back next month)

When in another
country, change
the rate plan to
favorable rates
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Creating automation rules

Create New Rule

All flelds required unless marked otherwise.

@ pefine Rule Current Selections:
Category Usage Monitoring
Trigger Cycle To Date Data Usage

< Show Rule Trigger Selections

When this happens...

Ifany SIM | exceeds a specified data lmito v | | 1024 % | KB inthe curent cycle
Do this...
Then | Change the device's rate plan v | 10| JWE 30MB FixPool

Follow Up with

And take this follow-up action: Revert to previous rate plan v
Atthis time: End of current billing cycle v
e Set Filters Current Filters

None selected

© Name the Rule (Upgrade rate plar]

kusco Lz{@/

& EditFilters

Activate Rule [JReUIN
4

BRKSPG-1002

Demo

Key Features
- Select one of many rule triggers

- Define actions from notifications
to directly applying changes

- Define filters to apply rules to a
subset of your devices
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Demo:
Program
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Have you used an API before?

Yes, played with Postman but don't have programming skills
0%

Yes, with Python or other programming languages
0%

No
0%

What does APl mean?
0%




Enterprise Integration with APl Overview

2

Enterprise

HTTP
Request

cisco Lz{/&/

Cisco Web
Service Server

HTTP
Response

Similar functions to Control Center web

interface

» Use the enterprise’s existing infrastructure to
manage device deployment

Supported interfaces:

. SOAP (XML)
. REST API

Sandbox environment available

Sample code/online documentation available

Same APIs for 50+ Service Providers

BRKSPG-1002
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“Try it out’

iIn Knowledge Base

afaln
cisco

Powered

cisco Lz{@/

CfalckenJWEdemo | JW Enterprise | Cycle End: Feb 18 | CET | Log Out [

Get Device Details v

GET /v{apiVersion}/devices/{iccid} Return detailed information for a given device.

Parameters Try it out

Name Description
iccid *
string ICCID
(path)
89302720396911992571
apiVersion * "9
string Defaults to 1
(path)

Default value : 1

1

Responses Response content type | application/json v

curl

curl -X GET "https://restapil.jasper.com/rws/api/vl/devices/89302720396911992571" -H "accept:

application/json” -H "Authorization: Basic
Q2ZhbGNrZWSKV@VKZW1vO3jN1MDVY jVmLTVmMmUtNDA4Yy11NDg3LTk30ThmOGRmMDQ30Q=" E.

Request URL

https://restapil.jasper.com/rws/api/vl/devices/89302720396911992571

Server response

Code Details

200 Response body

BRKSPG-1002

Demo

Key Features

- Detailed documentation of all
API| functions and parameters in
the Online Help aka Knowledge
Base

- “Try it Out” uses your own API
key to quickly test API
messages with the real system
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D
Using REST API with Postman Smo

o000 <« Home Workspaces v APl Network v Explore Q Q

Upgrade v

o

- Postman is a powerful tool to define
o | m Nz API calls and use them with different

sage GET Get all accounts + oee CCNJ v

Collections
wr o ® environments
Environments
o Params Authorization Headers (9) Body Pre-request Script  Tests Settings Cookies </>
:
- Using REST API simply means
Key Value Description ees  Bulk Edit

& ® sending an HTTP GET or POST
request with a specific URL

Body Cookies (1) Headers (15) Test Results @ 2000K 558s 2523KB [3) Save as Example oo ° Res ponse iS retu rned in JSON format

Pretty Raw Preview Visualize JSON v O Q
"
10
" N CCNJIWE % Fork | 0 £ share
2 pageNumber": 1,
3 "accounts": [ 2
4 i
Variable Type Intial value Curent value
5 "accountName": "Alameda LLC", !
6 naccountId": "101258102" CCAPLURL ata. Ittpsirestapiljasp... hitpsi/estapitjaspercom.
7 “"type": "STANDARD", APLKEY defa.. - <add yourown API.. 3e0ScbS-Sf2e-408c-b487-O.
8 "status": "Active", ACCOUNTID defa.. v 100198901 100198901
e L e ceio defa.. - 8930272030691199.. 89302720396911992571
10 "operatorAccountId”: null,
@ rarerLAn defa.. v PSGKZOEMEARKZ0.. PSGH20EMEARNZORP
11 "taxId=: 17, 2
12 “industryVertical®: "OTHER", USERNAVE aeta. <ad your usemame .. ClaickenJWEdemo
13 "commPlanDetails": { CCPROV.URL defa.. ~ tpsilsmpjasperwi. htpsijsmp jasperwireless co.
14 "defaultCommPlan": “Network J Trial Kit", PAsSWORD oot
15 "defaultOnCommProfile": "Trial Kit - on",
: ‘ SOAPURL defa.. ~ htpsilspijaspercom hitpsifapijaspercom
16 "defaultOffCommProfile": "Trial Kit - Off",
= & LICENSEKEY defa.. v <add your key here>  4a109589-7159-4c08-2098-2.
ED © Q 5 Console SNRuner & @& T H @ CUSTOMERD. defa.. v 104693302 104693302

c1sco 'p/‘/
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Demo

Using REST API with scripts - Get

- Many programming languages
support simple interfaces to talk to a
REST API and to process the
response

- Python’s “request” library makes it
very simple to send a REST API call

Documentation, sandbox a—
environment and sample
scripts offered via Cisco
DevNet

What can you do with Cisco loT Control Center APIs?

https://developer.cisco.com/ @ . e

control-center

Manage device lfecycle Manage data, SMS, and voice usage  Develop new use cases

c1sco '&‘/

#!/usr/local/bin/python
#

import requests

import json

import base64

import pprint

import yaml

import sys

import os

from pathlib import Path
import argparse

import time

# Parse the command line to get the site name

#

parser = argparse.ArgumentParser(os.path.basename(__file__))

parser.add_argument("site", help="Name of the site as specified in settings.yaml", type=str)
parser.add_argument("string", help="String to send for echo", type=str)

args = parser.parse_args()

# Get the settings (URL, username, apikey) from external file
#
full_file_path = Path(__file__).parent.joinpath('../settings.yaml")
with open(full_file_path) as settings:
settings = yaml.load(settings, Loader=yaml.Loader)

print("Sending echo request for ", args.string, file=sys.stderr)

myResponse = requests.get( ./get_device_usage.py kpn —i 8931082322089197xxx
settings[args.site]["resturl”] + "/echo/" + args.string, | Processing 1 ICCIDs
auth=((settings[args.site]["username"]),settings[args.sit| Getting usages for ICCID ['8931082322089197xxx"']
[

# For successful API call, response code will be 200 (OK) {
if (myResponse.ok): : "8931082322089197xxx",
204080823499xxx",

''3197045090xxx",

# Loading the response data into a dict variable
# json.loads takes in only binary or string variables so usin| 8652340326409xxx",
# Loads (Load String) takes a Json file and converts into pyt| "status": "ACTIVATED",
jbData = json.loads(myResponse.content) "ratePlan": "Cisco IOT Demo 500MB Data",
""communicationPlan": "Cisco IOT Demo DATA",
else: "ctdDataUsage": 0,
# If response code is not ok (200), print the resulting http "'ctdSMSUsage": 0,
print("Failure") "'ctdVoiceUsage": 0,
myResponse.raise_for_status() "ctdSessionCount": null,
"overageLimitReached": false,

print (jData["context"]) "overageLimitOverride": "DEFAULT"
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Push APl with scripts

- Events triggered by automation
rules can be sent to a Push API
receiver (i.e. an HTTP POST is

sent to a specified URL)

- Received events can then be
used to trigger REST API calls

- Sample code for Java receiver
downloadable from Control
Center help, but much simpler
with Python

cisco Lz{@/

Demo

import http.server
import ..

secret_key = b"BredaDemo"
PORT = 8888

class PushAPIHandler(http.server.BaseHTTPRequestHandler):
def do_POST(self):
content_type = self.headers.get('Content-Type')
if content_type.startswith('application/x-www-form-urlencoded’):
content_length = int(self.headers.get('Content-Length'))

post_data self.rfile.read(content_length)

form_data = urllib.parse.parse_qs(post_data.decode('utf-8'))

event = form_data["eventType"][0]

signature = form_data["signature2"][0]

data = form_data["data"][0]

timestamp = form_data["timestamp"][0]

hash = hmac.new(bytes(secret_key), bytes(timestamp, 'utf-8'), hashlib.sha256)

hash_str = base64.b64encode(hash.digest()).decode( utf-8’)

print("Event : "+ event)
print("signature "+ signature)
print("Hashed timestamp : " + hash_str)
if hash_str == signature:

print(“"Signature verification successful")
else:

print(“"Signature verification failed")

xml_data = ET.fromstring(data)
xmlstr = minidom.parseString(ET.tostring(xml_data,

encoding="utf8").decode('utf8"')).toprettyxml(indent="" ")
print("XML data ")
print(xmlstr)

# Send a response back to the sender

#

self.send_response(200)
self.send_header('Content-type', 'text/plain')
self.end_headers()

self.wfile.write(b'Received push notification')

# Start the server listening on the given port

#

with http.server.HTTPServer(("", PORT), PushAPIHandler) as httpd:
print("Push API receiver listening on port", PORT)
httpd.serve_forever()

Shortened example, full script on Github (see previous Devnet link)

BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Innovation
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ASRNENRN

Control Center evolution to b5G
Launch with China Unicom 5G SA Network

Network Integration activities will

Web SaaS
Applications

|

. . Radius
be required on a per SP basis Authentication and TDRs
- Authorization :[ DN- ] (UDM/UDR logs)
l l l Provisioning
N25 UDM / (Il\/IS_I_based
AMF SMF PCF multi-HLR
. UDR routing)
TR I | SBl T AUSF
- ! . N4 \
P N | N40 / Nehf
5G NR h Converg_ed Chargi_ng
)
[ UE ]—[ RAN ]N—S[[ UPE 5G Session Visibility :[ CHF ] P Core
MEC Servers / NW
_ . Enterprise Applications —
31 provinces and multiple core networks = ( Cisco )
Direct core network integration to accelerate TTM —».' = . Control
Launch and monetize 5G services across market segments (__Center )

Cisco hosted CHF to enable rapid innovation with session visibility

cisco Lz{/&/
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Cisco’s full stack 5G service
Enabling global loT deployments with agility

Cisco’s Full-stack
5G Services

0B

Core Network C/\D
(control plane NFs) \_ <>

Distributed Edge

CSP loT Control Center Deployment

Edge applications

cisco Lz{@/

loT Control

Center loT Control Center Edge

applications

@ NW Slicing App
&

Assurance App

3% Edge Orchestration App

@B Biling Models
(€]

..... Dt

aEntI(iac:rStriISr?s (value-added services)
NW Edge PP
(user plane NF)
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Visibility and
Control

Intelligent Edge

Delightful
End Customer
Experience

5G Monetization



loT Core Network as a service

Slice Deployment and
AWS AWS Region
< W Wavelength e il st Automated Assurance
Zone Private Cloud =

Web SaaS
Applications

\ 4

n Platform =
Control Center =
UDM/HSS logs
S11

| |

I I Provisioning

& S N (IMSI based multi-
SMF / 25 (" lss. UDM- HLR routing)

S-PGW-C | PCF, PCRF UDR-AUSF

N4 N28
UPF / N40 N
S-PGW-U > CHF
Q NG Subscriber Authentication
‘ Converged Charging
Microservices on 5G Session visibility
Edge host Quota management

CISCco M‘/ BRKSPG-1002
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Cisco Control Center Evolution 5

Marketplace

Devices B oo A
ps— Securty Aoy Markeplace
contgs Network Mansgoment  Senice Cataog  ServceInventory

2

\ Enterprises

Control Center GUI

Cisco loT Control Centre — Capabilities

- GPRS Data 26, 36)

-+ LTE Data

- NBloT Data

- sus

- Voico

© PV PV [ 1PVE
fiectfdynamic addr

- Communcation
Frolles / Pians

- Roaming Restictions

 Locaion Based
Services.
 Policy Pians (Trafc
nagement)
- 56 NSA Data

- 8GSA
- v Support (apha)

 Ltecyele
Management

- Dagnostes.
+ Spotight

- SMOrders
+ Marketolace

-+ Push [ Pul
- REST / S0AP.
- Webhook

+ Mentnty | Pre-paid
Prans,

 Individual  Fixed |

Flex. Pool Pans

+ Eveni/Stacked/Aud-
on Plans

- Overage Charges

- Involces.

+ Commiments |
custom charges

+ Agustrments |
Proraion

 Discounts /

Adgustments

- Destination-Based
Rating

© Retal Bilig.

- Advanced
Automation
+ Priaing Automation

2-Step Vericaton o
1P Address R Retention/Erasure
jpeatiee - Notfeatons
+ IME Change Rule |
8 o - Snvice Prowder

 SMSVoGaINEI e
+ rogue Deven,
Detection (M1}
+ Sincara
Gommooace)
o “
[i———
ncespraies
Tt Sogmenimon ]
T p—
T J— .
Doomdeecton . accoun Goups
ContOpmiaion .
- Accoun Pasng

p=l- Cisco

Infornation
Feedoack

ool DEVNET 31 pty
 socuaveous | Developer Developers

i APls (future)

o5 Flex

Automation / orchestration

cisco Lz{/&/
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Introducing Cisco MSP

Secure - -
5G Home Mobile Digital OT Digital OT
Broadband Worker %?g:]%f Warehouse Factory ' Smart Meter g Tracking Management Telematics
Mobility
Services

Platform

PRIVATE

MNO Private 5G
(B2B, B2E, eMBB/FWA) (Enterprise)

Public & private hybrid infrastructure deployment models
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Why Cisco?
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Why SPs and Enterprises should consider Cisco

* Footprint / Global Enterprises

* |nnovative features

+ Cisco has built this platform for 20 years implementing requirements
from Service Providers and Enterprises

« Common User Interface for CMP, Private/Public 5G

* Integration with Device Management Platforms / Simple Device
Onboarding

- We are here to stay

cisco W&-/ BRKSPG-1002 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Next steps

As a service provider

Talk to us if you already
use the Cisco platform
and want to use
advanced features, or if
you are interested in
replacing or
supplementing your
current |[OT CMP solution

cisco Lz{@/

As an enterprise
customer or resel

Talk to one of our

ler

existing SP customers

to get connected

through our platform, or

convince your current

SP to start offerin
Cisco solution

BRKSPG-1002

g the
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Webex App

Questions?
Use the Webex app to chat with the speaker
after the session

How

‘ Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco Lz{@/

BRKSPG-1002

Architecting Hybrid Multi-Cloud
Infrastructures

16 - Elicium 2

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

Register | o & *

Venue

@ View Location

@ Join the Discussion

* vi David Jansen

Distinguished Architect - Cisco System

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

~ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unigue Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events mobile
:@,\’3 app or by logging in to the Session Catalog and
) clicking the ‘Participant Dashboard’

Content Catalog
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Continue
your educatio

n

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.
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