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A resilient network iIs
not just about surviving

a storm but thriving in
its aftermath.
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Lifecycle of a Network

Close the loop

Continual Evolution

Implement

| Architecture || Engineering || Engineering || Operations |
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Best Practices
for Operations
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Best Practices for Network Operations

« Network Documentation

- Maintain up-to-date documentation of your network topology, device
inventory, IP addresses etc.

- Use automated documentation tools to keep records current

- Configuration Management

- Use configuration management tools to maintain consistent configurations
across network devices and to automate the deployment of changes

- Keep a version-controlled backup of all configurations to facilitate quick
recovery

cisco M-/ BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Best Practices for Network Operations

« Network Monitoring
- Continuous monitoring for performance, availability, and security events
- Use network monitoring tools to identify and alert on abnormal conditions

- Performance Management

- Regularly analyze network performance metrics and traffic patterns to
identify bottlenecks or degradation of service

- Implement Quality of Service (QoS) to prioritize critical traffic and ensure
bandwidth allocation aligns with business needs

. Capacity Planning

- Proactively plan for future network growth by regularly evaluating
bandwidth usage trends and predicting future needs
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Best Practices for Network Operations

« Automation and Orchestration

- Implement automation to streamline repetitive tasks, reduce errors, and
increase efficiency to expedite fault isolation and reduce Mean Time To
Repair (MTTR) by correlating events, logs, and KPls

- Change Management

- Use a formalized change management process to control and record any
modifications to the network environment

- Conduct pre- and post-change analysis to understand the impact and
verify success
- Disaster Recovery and Business Continuity

- Develop and regularly test disaster recovery plans to ensure network
services can be quickly restored after an outage
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Operation and
Maintenance
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Platforms Lifecycle Operational Checks

- Check vulnerabilities and Field Notices for your installed products to
avoid any issues that can bring down the service or worse create a
security hole

. Retire end-of-life (EOL) and end-of-support (EOS) equipment with
known software defects, security vulnerabilities and no available
software updates

- Know EOL/EQOS of your software ahead of time
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Notifications Services for Cisco Products

https://cway.cisco.com/mynotifications

bl Ny Notifications varvs sice () @) @ ©

Cisco

E I l d Of S a | e Create custom subscriptions for Cisco products, series, or software to receive email alerts or consume RSS feeds when new announcements are released for the following notices:

[ ]
« Cisco Security Advisories
. . « Field Notices
° F I e | d N Otl C eS izi:;rscaﬁézzzznn Announcements
« Updates to Known Bugs
. . . " . = E *
° SeC u rlty AdVISO rl eS Enter a specific Bug ID F;:\[L;ency :au:smlca@mswwm
HiERs ~  Subscriptions @ Track a Bug CE
- Software Updates o
&) XR SW ) 8000 EOL
sw EOX
® Kn OW n B u g S Today Today
tus Active tus Active
I ® @O ®
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IOS XR Software Lifecycle

Cisco.com End of Life End of Sale SMR End of SW EMR End of SW  End of Vulnerability
Release Date (FCS) Announcement Date (EoS) Maintenance Maintenance /Security Support

FCS FCS+12 FCS+18 FCS+24 FCS+36 FCS+48

Last Day of
Support (LDoS)

FCS+60
>

FCS to EoS = 1.5 Years EoS to LDoS = 3.5 Years

<€ >

Fixes provided until End of Maintenance for SMR

Fixes provided until End of Maintenance for Extended Maintenance Releases (EMR)

Vulnerability/Security related fixes provided until End of Vulnerability/Security Support for all releases
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Network Change Process Rigor

- All network change procedures should be explicitly planned,
documented, tested and reviewed

- After a successful verification, first time deployment of a network
change should be deployed manually (step by step)

- All network changes that may affect traffic forwarding should be
performed during a scheduled maintenance window

- After a pilot change procedure successfully deployed by hand,
relevant tools and scripts shall be utilized for larger scale
deployment (i.e., crawl, walk, jog, run, fly)
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Network Change Procedures

» Build a replica lab and
conduct lab tests -
written by one person
tested by another.

* Employ testing tools
and scripts.

» Step by step including
pre-checks, change
procedures, expected
Impacts, post-checks
and roll-back procedures
- no ambiguity!

Planned Tested

» Update the initial plan
and derive the Method
of Procedure (MOP)
including automated
deployment options.

* Review tests results
with all stakeholders
including vendor
teams.

« Agree on “Green light”
criteria

Documented

c 1 sco L‘V&./ BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Provisioning via Network Automation

- Leverage Zero Touch Provisioning for DayO configuration
- /TP script can be enhanced to take care of DayO code upgrades.

- Golden ISO image
- Build GISO image based on the required package/SMUs

- GISO simplifies code upgrade process, reduces the complexity of
managing individual packages and maintains standardization across the
network infrastructure

- Automate Day2 changes

- Tools like NSO/Ansible/Puppet and others can be leveraged to automate
Day2 changes

- Yang models provide standard way to define the network configuration
and data

cisco M-/ BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Automation: Foundation for Success

- Changes and test procedures shall be automated and reusable leaving no
space errors

« Automation as a Practice can be implemented in phases

. Ph
1. Getting Started | il |
“Proof of Concept” Getting Started Build Automation Practice

Start to build capability and learn from first

2. Automation Practice et

Automation mindset part of organizational DNA

Predictable, repeated success at scale

Increased organizational readiness for automation

13 H H »
Operationalize
DEﬁne _ _ Expand Operationalize Run
el &) Take what
automation . Integrate
you learned Establish new
Clel ULl and expand it rocesses TSI
and let them inpa aFr)1d wavs of automation
define and v into the
. structured working L
decide the organization
o way
initial scope
L Y J

Steps
Source: https://developer.cisco.com/docs/network-automation-delivery-model/network-automation-delivery-model/
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Software Validation and Testing

- Software updates shall be seen as changes
» Upgrading the network can be painful if performed every 3 years
« Upgrades due to bugs and new functionalities require testing

- Gradual update - keeping the network up to the latest stable
releases - use Golden ISO

- Scheduled - checks and maintenance schedules as part of the
operation

- Software validation - Stable lab build, automated regression testing
- CI/CD and DevOps in managing software releases
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Golden ISO - Operations

Existing installed s/w

Golden ISO

install replace RPM y-1.0
same version update

Current SW

install replace
version upgrade

RPM Y y-1.0
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Building Golden ISO (GISO) workflow

Step 1

Prepare a Linux install -

RedHat/Debian based
releases.

Step 5

Unpack all the
optional packages in
a single directory

‘
cisco L{V&/

Step 2

Clone the
https://github.com/ios-
xr/qisobuild repository

Step 6

Run the build script -
pointing it the desired
ISO and packages

Step 3

In setup directory, run
the prep_dependency.sh
script

Step 7

Check the successful
completion -
indicates the
locations of the ISOs

Step 4

Download the desired
ISO and additional
required packages

(RPM's)
O

Step 8

Two images are built
- 1SO and USB image

BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Planned Maintenance Events

- Verify that both in-band and out-of-band remote access are
operational beforehand to ensure uninterrupted management
access during a maintenance activity

- Proactively inform all involved teams to check the status after the
change

- Optimal techniques available to gracefully migrate traffic via
alternate nodes/paths (if available) during maintenance activities:

« |S-1S set-overload-bit / OSPF max-metric
- BGP graceful maintenance (or comparable BGP policy)
- EVPN cost-out
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Remote access best practices R S

- Have separate networks for In-Band, Nt vt /
Ethernet OOB and console OOB ports STTTTTTTT N

- Ensure console access is not i
dependent on either the Management i
Ethernet network or the In-Band i
network 0OB

- Use dedicated circuits, if necessary, Inband in VRF

avoid traversing the same fiber or path ;T Tttt ™

L
o
©
[l

- - — - —————
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Network
Management
Tools
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Network Management Tools

- Employ automation and re-usability for Visibility, Insights and Action

- When selecting network management tools, consider factors like:
- Scalability - the tool should scale the intended deployment
- Integration capablilities = REST API’s, Programmability and User Control
- User-friendliness - An unfriendly tool will not be used
- Support = The level of support and maintenance shall be known
- Multivendor - Tools should be multivendor and extensible

- Other considerations could include the possibility of the current tool
migration complexity

CISCO M‘/ BRKSPG-2695
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Network complexity and costs

Higher demands on networks
and services

Complex and distributed
network; fragmented tools

Performance visibility silos

A tool for every vendor and
domain

Lengthy issue acknowledgement
and resolution times

cisco L{V&/

M
)

Multi-vendor . Multi-domain
} [
: 55 [
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Current tools visibility issues

Observations vs. results

- 0.53% packet loss 2 50% decrease in Bl  \hat the customer gets
data throughput
o . ',Network \\
- 5 msec delay 2 10% decrease in l @
\\ /’
data throughput X
r . Packet loss and What th
« 10 msec jitter = 10% decrease in data stoncy troes at the customer expects
throughput o e netvore
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Customer perception

Measured in milliseconds, not minutes

Tmin
sampling

Everything looks

fine! Latency is Pe rCe pthn

below threshold

Service is performing according to SLA/SLO

cisco L{{@/

§ pelay 966 @
A Peak de 4ams

Reality o

SLA is breached

Service is impacted by intermittent latency issues
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Provider Connectivity Assurance

Assurance in real-time

Multivendor , Multidomain > Multilayer

Provider Connectivity Assurance Sensors Provider Connectivity Assurance

® Accurate synthetic testing @ * Al-enabled predictive analytics

° End—to—ent_i services ® Multi-layer data ingestion and correlation
® User experience ® Real-time anomaly detection

Assurance Assurance Sensors Assurance Assurance Assurance
Sensor Agent (hardware devices) Sensor Control Sensor Module ~ Sensor SFP

=4 ] [
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Crosswork - Operationalizing Networks

Foundation for closed-loop automation and zero-touch networks

Workflow ;

Simple, low-code

automation workflow. Visualization

@ Multi-vendor, multi-layer single pane of
glass with Crosswork Hierarchical
Controller (HCO), and leading IP SDN
visibility with Crosswork Network
Controller (CNC).

Service provisioning
Multivendor Services provisioning ®

with Network Service Orchestration

S
&
(NSO) in production. X

Automated Assurance

IP services assurance in Crosswork
Network Controller (CNC) and
IP/Optical in HCO.

Provider Connectivity Assurance Intent
for SLA guarantee

Optimization

SR and SRv6 path

optimization leadership with
the IP SDN Controller

_JO

09O

Planning |
Crosswork Planning (WAE evolution)
is part of the Crosswork Suite
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Crosswork Planing: Predictions for Operations

Key Features /Benefits \
Predictive Al Capacity Planning Services Optimization Reduced operational costs
Predict the impact of Leverage measured or Optimize network design for Improved network performance
network changes, traffic ~ simulated traffic data for efficiency and reliability Enhanced agility
growth, new services, and accurate predictions Proactive planning .
potential failures KSlmpllﬂed Capacity pIanmng/

/ What-if.. \

.. alink failed? ... add alink? .. traffic grows? -

What is the optimal solution?
Where should | add capacity to minimize costs?

How can | meet resilience constraints?
How can | ensure that latency is below a given threshold?
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Observability and Telemetry in I0S XR

. Telemetry streamed or on- - Benefits over SNMP:
request: - Increased operational data and
. Stats collection via Dial-In and visibility (far beyond SNMP MIBs)
Dial-Out - MDT/gNMI/Open . High scale due to push model
Telemetry can be fed to a (versus SNMP pull model) -
multitude of platforms significantly less CPU intensive
- Periodic or event based - Network monitoring cadence
. Customized to recipient - reduced from 5mins to seconds
subscribe to any YANG subtree . Structured data is software
friendly - easier to read and
automate
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IOS XR Programmability

Orchestrator

1
1
! Controller/ < 4.}, >
1
1

Model-Driven
Configuration

Closed-loop
automation

Model-Driven
Telemetry

Network
Device

Protocol NETCONF gRPC

BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Telemetry Data - Open-Source Application Stack

...or with...
Sensors @ w

nC Dol tl gRPC Dial-Out e o
Receiver ANSIBLE
Decodes to text Telegraf

!

::_F‘."“Z' ©
9 0®
N5
9‘, o

Monitoring I

and Visualizations Yo Grafana =)
cisco W-/ ’ BRKSPG-2695 © |2(:25 Cisco and/or its affiliates. All rights reserved. Cisco Public 33. |
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Telemetry Collector: Crosswork Data Gateway

= Crosswork Data Gateway is part of the
External 3 p

x .
Application(s) (2 Crosswork Automation platform
>
) . rosswork D w rovi
GRPC dial-out Crosswork C osls o] ata Gate ag pro desha
Kafka BUS Application(s) simple secure ga‘gewgy etween the
5 . network and applications to collect
rosswor data even for applications in the cloud
Controller

= |tis designed to be multi-vendor,
multi-protocol, to reduce the need for
multiple collection points

5
Crosswork
Data
Gateway(s)

= By scaling horizontally and offloading
@ @ @ @ @ @ @ @ application logic into it, Data Gateway
can help applications achieve mass
scale deployments to the network

Telemetry - gRPC dial-out, gNMI
cISco W/ Legacy - CLI, SNMP, Trap, Syslog
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Sensor-Group Destination-Group Subscription

Al Driven Telemetry

“What/Which” “Where/How” “How Often”
Data Models

« ADT is available from I0OS-XR 7.3.1 onwards and it simplifies the filtering of Model-Driven-
Telemetry (MDT) right on the router
- Automatic detection and description of significant state-changes of the router
* Online/streaming Method
* Unsupervised
« Multi-variate, taking a very large number of features into account
* Right on the router itself
« Automatically calibrated to the available resources of the router

- Easy on-ramp to adopt MDT: Minimal configuration only

- https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/telemetry/73x/b-telemetry-cg-
8000-73x/Al-driven-telemetry.html
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DC PE
routers

Performance Measurement

« Delay, Loss and Liveness
measurements based on TWAMP

light/STAMP
« Supported on various |I0OS XR platforms:
NCS5500, ASR9000 and Cisco 8000

ECMP Measurements a challange

« Silicon One Integrated Performance
Management provides 14M probes/sec

Router (config) # performance-measurement

xpaths supported for Event Driven Telemetry EDT are:

Cisco-10S-XR-perf-meas-oper:performance-measurement/nodes/node/interfaces/interface-delay/*
Cisco-10S-XR-perf-meas-oper:performance-measurement/nodes/node/interfaces/interface-loss/*
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Automated Assurance

Integrated Performance Measurement

« Service Assurance is
dependent on the
Insights

« Performance data
collected is analyzed
in PCA and reported
to CNC

« CNC correlation use
Path Computation
Element and BGP-LS
data

cisco L{V&/

-

Network

DEI:T,

)

BRKSPG-2695

Crosswork
:'; @ Network (B>
Measurement Controller ==
data Service Health
Infrastructure
: Transport
Action S Sessions Results

Notifications
and
Alerts

-
Provider
Connectivity @
: Assurance
Analytics
Measurement Micro Detail
data ¢ Macro View

S *  ML/AI

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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From Data to Action

/ 7 4 )

OO @m0

How is network performing? How is quality of experience? Service is degrading!
Is my service healthy? ) \Is my service meeting SLAs? ) Where is the problem?
Challenge | Requirement | How

Network and end-to-end ‘ Continuous real-time monitoring with
service visibility precision

Visibility

Performance, telemetry and device data is

Actionable service quality insight‘ correlated, analyzed and visualized

Action

Take remedial actions and ‘ Enriched insight feeds into orchestration
drive efficiencies and automation platforms
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Incidents and
Recovery

cisco Ld{a/./



Incident Response - Be Prepared

Continuous Preparation:

- Create “network down” incident
response playbooks and conduct
simulations / fire drills to prepare for
potential failure scenarios

. Create applicable remote access
“accounts” in advance / proactively
and “enable” on-demand only when
required
- Vendors, 3" parties shall have quick and

timely access thus avoiding losing time
during the incidents

cisco Ld{a/./

During critical events:
. Ticketing system should automate

notifications and escalations to get
resources to start troubleshooting as
quickly as possible

. Open vendor case(s) and/or engage

all applicable vendors without delay

. Establish a troubleshooting group for

mitigation procedures and RCA.

. Establish a business leaders, decision

group - this group should ideally not
distract the troubleshooting group
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Incident: How it goes?

Mean-Time-to-Know

Mean-Time-To-Repair
< >

|dentification - Shall be fast and tool based - raising the alarm

Know - What itis / What is not? Any recent changes?

Fixing - Service Restoration, Workarounds or Fixes

Verify - Document the change, update the design

All the changes performed during an incident should be coordinated and
documented. Log all the outputs for the later analysis.
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Root Cause Analysis and Periodic Audits

- Every network event necessitates a Root Cause Analysis (RCA) and
suggestions for future mitigation measures (i.e., continuous
improvement)

- Audit your network at regular intervals taking into the consideration
the initial design, the changes in the deployment, scale, age and
requirements that were accommodated on the fly

- The results of the audit should be incorporated in the design, tested
and standardized for the whole deployment

- Today, audits come into play when the damage was done

« Close the loop, not the door
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Next Steps
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Autonomous network in standards
From architectures to operation practices and benchmarks

trforum Emg 5)'  Zero-touch Network and Service Mgmt.

LO: Manual L1: Assisted L2: Partial L3: Conditional L4: High L5: Full
Level Definition Operation & Operation & Autonomous Autonomous Autonomous Autonomous
Maintenance Maintenance Network Network Network Network

insight R
Execution P P/S S Analysis v Decision

N
Awareness
data data
Analysis

Decision ' Knowledge |

Intent/ data data
Experience
v

Applicability Select $cenario A

scenarios

Monitoring ' Execution ‘
P-Human Operation O re» @} o S-Systems Operation vh 4017
assisted by Systems m m

assisted by Humans

uoisIoap

[Source: TM Forum ‘Autonomous Network Prokject’ | ETSI ‘ZSM Specification’]
cisco &/
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https://www.tmforum.org/collaboration/autonomous-networks-project/%5d
https://www.etsi.org/newsroom/blogs/technologies/entry/the-recently-released-etsi-zsm-specification-on-closed-loop-enablers-provides-a-significant-boost-for-enabling-full-end-to-end-network-and-service-automation

The Journey towards Autonomous Networks

Common Telco Use-Cases

cisco L{V&/

LLM Ul + Accuracy Al trained with SP
Knowledge Base (federated / custom trained
assistant)

Global Topology and Multilayer (including
tenant service) Optimization to SLO

Reaching causality - especially on
uncharacterized issues.
Recommendation/action taken

Al action taken on network configuration,
performance to optimize and reduce MTTR

Review of network device configurations,
documented procedures to align with intent
and current state of network

Characterize encrypted flows for congestion
management, endpoint capabilities,
optimization of fiber and spectrum resources

What goes on prem, cloud. What models to
use, governance, operations, infra selection
and tuning

(1) Perception and Prediction
e.g. LSTM-based traffic forecast

new detection!

L

MATRIX

(3) Control Optimization

€.g. maximize resource utilization
Energy Proportional Networking

Closed Loop Evolution

Future

(2) Detection and Identification
e.g. service assurance graph accelerating RCA

(4) Process Optimization
e.g. Predictive Maintenance
5 7

£

[Source: TM Forum ‘Autonomous Network Prokject” | ETSI ‘ZSM Specification’]

BRKSPG-2695
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By prioritizing proactive measures,
leveraging automation, and
fostering collaboration, we can
build resilient networks that are
adaptable to the evolving
technological landscape.

cisco Li/&/



Related Sessions

BRKSPG-2695

Architectural Best Practices for Ensuring High Availability in Service Provider IP/MPLS Backbone

Networks

BRKOPT-2016

Building Transport-Grade Packet-Based Networks with Routed Optical Networking

BRKSPG-1180

Impact of Al Traffic in Transport Networks

BRKSPG-1583

5G Non-Terrestrial Networking using Cisco Converged SDN Transport

BRKSPG-2029

Designing Routed Optical Networks: IP/MPLS Considerations

BRKSPG-2063

Modernizing Private WAN Architecture for Critical Networks Infrastructure

BRKSPG-2203

Introduction to SRv6 uSID Technology

BRKSPG-2227

Design, Deployment, and Management of Next-Generation Network Fabrics

BRKSPG-2643

Differentiating B2B Services and Transport with QoE and Proactive Service Assurance

BRKSPG-2944

Cisco 8000 Technical Update: Powered by Silicon One and IOS XR

BRKSP-2133 SP Architectural & Service Evolution with the Cisco SP NaaS framework
BRKSP-2551 Introduction to Segment Routing

LTRSPG-2140 Mastering BGP with Recent Features and Troubleshooting Techniques on I0S XR
LTRSP-1216 IOS XR Model-Driven Telemetry and Operations: This Is the Way

LABOPS-1507

Automating Services with NSO

cisco L{{@/

BRKSPG-2695 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

47



Acknowledgements
David Smith
Alexei Kiritchenko
Arghya Mukerjee
Rob Piasecki

cisco W‘/



Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

.. Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events
E‘vj mobile app or by logging into the Session Catalog
: and clicking the ‘Participant Dashboard’ link at
https://www.ciscolive.com/emea/learn/session-
catalog.html.
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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