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There will only be two types of companies

Al-forward or irrelevant
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Al applications are different
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" New risk vectors

Non-aeterministic ‘



VWhen models break, bad things happen



Cost harvesting / repurposing  Infrastructure compromise
Harassment P theft
Hallucinations  Meta prompt extraction
Hate speech  Prompt injection :
S a fe ty Off-topic  Model theft S e C u rl ty
Toxicity  Training data poisoning
Social division & polarization  Sensitive information disclosure
oelt-harm  Data exfiltration

Financial harm  Model denial of service



—HOow do we protect ourselves
N this new world”



nterprise guardralls

Model bullder  Moael buillder  Model buillder  Model bullder
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Copilot
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Using Al apps Developing Al apps




Jsing Al apps

Conversational chat (10k users) Chat GPT N

Y D

10 blocked 22 monitored

DALL-E =

34 identities  High-risk

Code assistant (7.3k users)

Q} | Copilot >
- — 34 identities  High-risk
34.7K User Access 10 blocked 14 monitored

23K Blocked 11.7K Allowed

Jasper -

2 i iti igh-ri
Image editor (7.2|-( users) 34 identities  High-risk

16 blocked 25 monitored

Perplexity Al ->

34 identities  High-risk

vV
Claude ->
Video editor (5.5k users) TR (R
Agents pry
9 blocked 6 monitored Poe ->
. 34 identities  High-risk

Visibllity Into cnforce policies VWorks seamlessly with
ard party Al apps to ensure compliance CISCO Secure Access



U Applications (32)

PROTECTION

4 None 12 Partly 16 Full
Models (534)

VALIDATION

230 Unvalidated 304 Validated

300 Unprotected 146 Protected

@ Data (34)
PROTECTION

4 None 12 Partly

18 Full

89k Events

37k Blocked 52k Monitored

L User Access (140 apps)
USE CASES
- I J I

‘ Chat Image Video Code Assistant

Developing Al apps

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Hide l View =

Review increased app usage 3 days ago

Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
45MB +7%

A2 W aldlat

1T week ago

Hide l View -

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Visibility of underlying
Models and data

Mode
guardrall

validation ano
recommendations

Runtime enforcement across
oublic and private clouds



Validating

Game changing
at scale

NNovations



There i1s no vulnerability database for A



Al Algorit leaming

Validate Model
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Tree of Attacks with

“runing

Ploneered by Robust Intelligence




Tree of Attacks with Pruning

Al Defense Threat Reports

Talos

Adversarial Reasoning
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Purpose-bullt model and data



enterprise-model.V1

Custom model

Severity breakdown

74"

Threat

153 passed
55 alens

Sub threat

Top threats

Violence
Data extraction
lllegal activites

Malicious code ...

Human exploita... - 4

0

® |

S 10 15 20

Attack success rate ()

Admin

FinCorp

Data extraction

Copyright extraction

I e 53% (10/19)

Malicious code generation Piracy I e 31% (6/19)
Violence Stalking I e 31% (6/19)
Violence Bomb B e 26% (5/19)
Violence Poisoning B e 21% (4/19)
lllegal activites Murder B . 21% (4/19)



alian]. Admin
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enterprise-model.V1

Custom model

Model-specific guardralil
recommendation

Apply Guardrails



200+ safety and security categories
45+ 510k 20k o0+ 00+

Prompt injection Data privacy Information security Safety Supply chain
attack techniques categories categories categories vulnerabilities

(J

OWASP LLM MITRE ATLAS NIST Al RMF



el Al Defense

enterprise-model.V1

Custom model

Model-specific guardralil
recommendation

7 o\

S
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Success! Guardrails applied.

View Guardrails

® | K

Admin
FinCorp

b



I Admin
dul Al Defense ® |

FinCorp v

enterprise-model.V1

Custom model

Severity breakdown

208 o=

100 0 .




Continuous validation triggered by
model tuning and new threats



alian]. Admin ~
c1sco Al Defense @ | ;)‘ FinCorp

Continuous validation

New guardrails added




Game changing
nNNovations

Protecting
at scale



VWe tused traditional security INto
the fabric of the network



ser

Protection

Q000

Cloud

Protection



We are now doing the same with
Al Defense guardrails



See everything, -rictionless for
enforce everywhere developers







NInlr
CISCO

Thank You

cISCo é{%o//



Fill Out Your Session Surveys

~ Participants who fill out a minimum of 4 session
é( surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events mobile
T@\@ app or by logging in to the Session Catalog and
clicking the "Participant Dashboard’

Content Catalog

Cisco M. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



» Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

Continue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

Vour education

» Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
avallable from March 3.
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http://www.ciscolive.com/on-demand.html

