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Abstract

Cisco Security Cloud Control (SCC) is a cloud-based multi-device
manager that facilitates management of security policies in highly
distributed environments.

In this session, we will focus on a step-by-step process on how to
integrate in-built event notification to Webex using webhooks and
how to automate work-flow for Firewall management using RESTful
new SCC APIs.
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKOPS-1402

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full
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Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




« Introduction

. Security Cloud Control
Architecture

- cdFMC API Construct
- Adding Webex Notification
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Vijayanand CD (VCD)

A student with 21 years
of industry experience

18 years with Cisco and 4 years
with Cisco® partners

Held various roles at Cisco:

« Network Consulting Engineer

- On Site Engineer

 Focal Engineer

- Technical Leader

- Consulting System Engineer

- Technical Solutions Architect

- Solutions Engineer

Dual CCIE # 20769
(Routing and Switching | Datacenter)

MSc in Mobile Communication
and Internet Technologies

MSc in Software and Systems Security
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Cloud-delivered FMC Architecture

Security Cloud Control

| g |

REST API Service

Notification Service

Tenant
Cloud-delivered FMC

‘ User Interface
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Config Configuration Management Service
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Communication Service
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Cloud-delivered FMC Architecture

Security Cloud Control

| g |
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Create a user for API

cisco  Security Cloud Control

1]

Administration X

zoms General Settings

& Multicloud Defense User Management

Notification Settings

L Log Settings
Insights & Reports >
Integrations
2% Events &Logs > Secure Connectors
Firewall Management Center
Manage $
Multicloud Defense
o Management
» Policies >
Dynamic Attributes Connector
o Objects

Migration

wm Security Devices Firewall Migration Tool

® Migrate FTD to cdFMC

Secure Connections >

@ Administration

c 1 SCO M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Create a user for API

alnlre
cisco

Grant User Access to CDO_cisco-vicd X

A olf this user is new to Security Cloud Control, please ensure the user has self-registered
Home at sign-on.security.cisco.com with the same email address used below.

& Multicloud Defense

Username
[ api
Monitor
Role
S0 Insights & Reports Read Only v ]l Api Only User @
=
~ exist, they will be created
%> Events&Llogs Read Only
Manage Edit Only
°% Policies Deploy Only
.A Objects Admin

=z Security Devices

Secure Connections

21 Administration

cisco Li/&/
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Create a user for API

-
alalie o 5 vicd@cisc
tieth' Security Clo icd@ci om

cisco-vicd
=T .

General Settings User Management

Displaying 8 users

User Management

7> Home
Notification Settings Users Active Directory Groups Audit Logs
& Multiclc
Logging Settings
Monitor User Last Login Token Roles
Insights api@CDO_cisco-vicd APIOnly - @ API Token X Revoke] = Refresh | Super Admin @ @
2% Events!
Asia-RegionSOC@CDO_cisco-vicd APiOnly - No APl Toker] Generate APl Token [ Read Only W @
Manage
o EU-RegionSOC@CDO_cisco-vicd APlOnly - No API Tok Generate APl Token ~ Read Only W
» Policies
. . ) 7/19/2024 .
% Objects rajvasan@cisco.com lo API Toke Admin W

2:48:40 PM
sn Securit
Reporting-API@CDO_cisco-vicd APIOnly - lo AP Tok Generate APl Token = Read Only W &

®° secure

US-RegionSOC@CDO_cisco-vicd APIOnly = - No APl Token Generate API Token ~ Read Only w @

@ Adminis

vicd@cisco.com

2/10/2025 ,
e © API Token X Revoke Super Admin

c 1 SCO M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Create a user for API

allie o
:Ilsclo Security Cle

User Management

&
API Token for Asia-RegionSOC@CDO_cisco-vicd
Monitor
SCC API Token
o Evens eyJraWQioiIwIiwidH1wIjoiS1dUIiwiYWxnIjoiUIMyNTYifQ.eyJ2ZXIi0iIwIiwicm9sZXMiOlsiUk9OMRY!
e S-Nn9ZQNhBmW2yXC3bKvoJVo41HHTa-dTAm_C098xa8FcPsU87v6be-3kuBDMv jyiAOAIW8JZTcVPRR3F rLmE.
€21 Copy API Token
[ ]
=

c 1 SCO M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Add the API to the Client (Postman as example)

GET v https://cisco-vicd.app.eu.cdo.cisco.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/changemanagement
Params Authorization e Headers (9) Body Scripts Settings Cookies
Auth Type
Bearer Token o Token eyJraWQiOilwliwidHiwljoiSIdUliwiYWxnljoiU ... y
No Auth
Basic Auth
/ Bearer Token
JWT Bearer GET ~ https://cisco-vicd.app.eu.cdo.cisco.com/api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/changemanagement ‘
Digest Auth Params  Authorizatione  Headers (9) Body  Scripts  Settings Cookies
OAuth 1.0 Auth Type
( Token eyJraWQiOilwliwidHiwljoiSIdUliwiYWxnljoiU

OAuth 2.0 Bearer Token v

Hawk Authentication
The authorization header will be

AWS Signature automatically generated when you send the
request. Learn more about Bearer Token

NTLM Authentication [Beta] authorization.

API Key

Akamai EdgeGrid

ASAP (Atlassian)

c 1 s co L‘V&~ BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Security Cloud Control

REST API Service <

Notification Service

Tenant 1
Cloud-delivered FMC
1

‘ User In&erface

edge.eu.cdo.cisco.com

REST API Service <+

Config Configuration Management Service

DB

Communication Service
(Persistent SF Tunnels ) (TLS)

FTDv

[ — Tl
1o | | e

cisco L{{/&/
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SCC API Hostname

Documentation > All > Cisco Security Cloud Control (SCC) > Security Cloud Control APl Documentation

Base URI
Security Cloud Control API

Documentation Cisco Security Cloud Control is deployed in multiple regions, and the API is available in all of these. The server URL for each region is as follows:

Introduction

US: https://api.us.security.cisco.com/firewall (use this if the Security Cloud Control URL you visit is https://www.defenseorchestrator.com or

Authentication https://us.manage.security.cisco.com)

Getting Started EU: https://api.eu.security.cisco.com/firewall (use this if the Security Cloud Control URL you visit is https://www.defenseorchestrator.eu or
Supported RESTful Operations https://eu.manage.security.cisco.com)

API Resources

APJ: https://api.apj.security.cisco.com/firewall (use this if the Security Cloud Control URL you visit is https://apj.cdo.cisco.com or https://

API User Prerequisites apj.manage.security.cisco.com)
' BaseURI

1. Authorization

Australia: https://api.au.security.cisco.com/firewall (use this if the Security Cloud Control URL you visit is https://aus.cdo.cisco.com or https://

aus.manage.security.cisco.com)

2. Get a list of devices

India: https://api.in.security.cisco.com/firewall (use this if the Security Cloud Control URL you visit is https://in.cdo.cisco.com or https://

Try it out with Postman

Searching |n.manaqesecurltv.msco.com)

API Changelog Note: If you were using the old base URIs (https://edge..cdo.cisco.com), they will continue to work. But please switch your automation to use the new URLS.

API Reference

c 1 s co L‘V&~ BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



cdFMC - Hostname

bl security Cloud Control

7> Home

& Multicloud Defense
Monitor

3 Insights & Reports

%  Events & Logs
Manage

« Policies

e Objects

= Security Devices

®°  Secure Connections

Q Administration

Services

» Cloud-Delivered FMC

(a

Hostname cisco-vicd.app.eu.cdo.cisco.com I

FMC

Secure Connectors

e

Multicloud Defense

Smart license Registered (last renewed on Oct 19 2024)

Actions

Check For Changes

Cloud-Delivered FMC

Deployment
21 Cloud-Delivered € C Updates

Workflows

VCDFMC-OnPrem

~

API Explorer
Passive Identity

252 On-Prem FMC d|C

rOMl®fFQC

Management

Devices

Policies

Objects

NAT

Site to Site VPN
Remote Access VPN

e - SN )]

Platform Settings

System

.&‘/

Cisco
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Find the {domainUUID}

Health

Audit Proxy request to cdFMC FMC Endpoint

System Information A A
S S —— ).

(BEEAN /api/tne_platforn/vl/info/serverversion/ {objectId} - https://edge.eu.cdo.cisco.com/api/rest/v1/cdfmc/ api/fmc_platform/v1/info/domain

‘m /api/fmc_platform/vl/info/domain/{domainUUID}/{objectId}

‘ m /api/fmc_platform/vl/info/serverversion | GET ~ htips:/fedge.eu.cdo.cisco.com/apifrest/vifedimefapi/fme_platform/vi/info/domain | “

Params Authorization & Headers (7) Body Seripts Settings Cookies

‘m /api/fmc_platform/vl/info/domain

Query Params

Analysis Key Value Description = Bulk Edit
Body Cookies Headers (24) TestResulls 200 OK 536ms - 1.18KB - § e
Object — )
{} JSON ~  [> Preview ¥ Visualize ~ = boae
1 4
2 “links": {
3 “self": "https://eu.cdo.cisco.com/api/rest/vl/cdfme/api/fme_platform/vl/info/domain?offset=p&1imit=25"
4 5
5 “items": [
6
7 “uuid": "e276abec-e@f2-11e3-8169-6d%ed49b6251",
8 “name”: "Global®,
9 type”: ‘Domain®
18 i

c 1 sco L‘V&~ BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Construct an API query - cdFMC Proxy
Proxy Part + {DomainUUID} + FMC endpoint

Proxy request to cdFMC FMC Endpoint

Health ‘ GET ~ - https:/fedge.eu.cdo cisco.com/api/rest/vijcdfme/api/fme_config/vl/demainfe276abec-e0f2-11e3-8169-6d9ed40b625f/health/alerts . |
eal
Params  Authorizations  Headers (7) Body  Seripts  Settings Cookies

‘m /api/fmc_config/vl/domain/{domainUUID} /health/tunnelstatuses/{objectId}

Query Params

‘m /api/fmc_config/vl/domain/{domainUUID} /health/tunnelstatuses

Key Value Description ws  Bulk Edit

‘m /api/fmc_config/vl/domain/{domainUUID}/health/tunnelstatuses/{containerUUID}/tunneldetails
Body Cookies Headers (24) Test Results 200 OK 607 ms - 8.85KB @, see

‘m /api/fmc_config/vl/domain/{domainUUID}/health/tunnelsummaries U I < B Preview t@visuahze . =5 Q &2
‘m /api/fmc_config/vl/domain/{domai D}/health/rav way's 1 i
2 “links": {
im /api/fmc_config/vl/domain/ {d i D}/health/r i operational/terminateravpnsessions 3 “self": "https://eu.cdo.cisco.com/api/rest/v1l/cdfme/api/fme_config/vl/domain/e276abec-eBf2-11e3-8169-6d9ed49b625f/ health/
alerts?offset=0&limi ‘
‘m /api/fmc_config/vl/domain/{domai D}/health/path: itoredinterfaces 4 I
5 "items": [
m /api/fmc_config/vl/domain/{domainUUID}/health/events 6 i .
7 “deviceUUID": "9b420556-8bad-11ef-a801-82003729870c",
. . . . | 8 “moduleID": "SNORT_IDENTITY_MEMORY_USAGE",
(SN /epi/ fnc_contis/vi/donain/ {donainUID} /health/alerts 9 “moduleUUID*: “36ce7add-79ec-ddfe-bees-b8d37661cal7”,
le “timestamp”: 1738667480,
‘m /api/fmc_config/vl/domain/{donainUUID}/health/metrics 11 “params": "<params><totalloop><val>7.4%</val></totalloop><totalloopr<val>1.1M / 15.8M</val></totalloop><memloop><val>797.
4K<fval></memloop><memloop><val>32B</val></memloop><memloop><val>208.9K</val></memloop><bindingloop><val>8 / 64800</
Audit val></bindingloop><hindinglonp><val >8</val></bindingloop><hindingloop><val>Be/val></bindingloop><ugloop><val sBe /val ></
ugloop><ugloop><val>d [ 128B</val></ugloop></parans>",
System Information 2 "Etatt‘ls“: ‘GREEN®,
13 “details": "7.4% of 15.0M used”,
14 “type": "Alert"

Cisco &. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Example

Change Request Management

Remediation Ticket
(Change)
Review Notification ) )
(Email) oo T'CAketCreatéon Change Management Workflow
o t t . .
Reviow « = Hemee ITSM enables the linking of a Change
(Engineer Review) . N . Request and its Business
Accept / Reject Update Ticket . .
(Change) _ _ Justification to a Change Log
Change Execute Ticket Creation
NOC Staff) event.
> > Monitoring T

cisco M-/ BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Select the Change Management Workflow

cdFMC
Change Management Workflow

Select a Ticket v ‘

o~ Change Management Workflow~*  Licenses Tools
Home
Ticket Review Configuration Smart Licenses Backup/Restore
Monitor
| Users Schedulin
il Analysis N My Tickets =588 =cheduling
All(1) New (0) Open (0) On Hold (0) Product Upgrades Health Import/Export
Manage
) . Content Updates Maonitor
Policies b Q) search Ticket, Description, or Responsibility
Audit Policy
o= Devices >
Ticket Name pe  Statistics Events
.‘ Objects >
Exclude
> Add FTD London 12344556677 Sc
® Integration > Monitor Alerts

If the Change Management Workflow is not
visible. Please enable it under the
Configuration.

cisco M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Create a Change Request Ticket Manually

cdFMC
Change Management Workflow

7> Home

Monitor
il Analysis >
. sagort/Export

Manage Add Ticket I
E Policies > Ticket Name *
= Devices > [ ]

Description
®= Objects >

Assign to

[Seﬁ

)

Cancel Create Create and Open

c 1 s co L‘V&~ BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Create a Change Request Ticket Manually (continue..

cdFMC
Change Management Workflow

ools

7> Home

jackup/Restore
Monitor

alial, Cloud vered Firewall Management C
Cisco Change Management Workflow

Q, search Deploy E Selecta Ticket v

7> Home
Ticket Review
Monitor
Il Analysis 3 My Tickets Tickets in System
All (1) New (0) Open (0) On Hold (0) Rejected (0) Pending Approval (1) Approved (0) All(2)
Manage
9 Ppolicies > [ Q_ search Ticket, Description, or Responsibility Add Ticket
== Devices >
. ‘ Ticket Name Description Status Owner Preview Action
Objects >

> Decomission FW-Paris-01 and FW-Paris-01 FW-Paris-01 api@CDO_cisco-vicd
ﬂ. Integration >

> Add FTD London 12344556677 Schelduled to add the new FTD in London Bra... l Pending Approval vicd@cisco.com B

c 1 sco L‘V&. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Change review - Email Alert to the Reviewer

T Delete = Archive () Report ~ EgMove [ Flag v

Focused Other =
Yesterday

= Last chance o register Tor the VMWare Avi Load Bal... Yesteraay
This experience includes three half-day sessions with topics coverin...

-® @

Yesterday
m Cooo e e e

& Mark as Unread () Sync &5 Block - =D
Secure Firewall Management Center Notification: Ticket Approval

4
Request: vicd@cisco.com © &

 cdo-alert@cisco.com <cdo-alert@cisco.com> Today at 15:07

Te: (2 Vijayanand C D (vied)

TicketPreviewChang...
21 KB

° cdo-alert@cisco.com 2
Secure Firewall Management Center Motification: Ticke... Yesterday
Secure Firewall Management Center user 'vicd@cisco.com' reguests...

Download . Preview

Secure Firewall Management Center user 'vicd@cisco.com' requests that you approve ticket

)
Yesterday

If you are having trouble seeing this email, read the online version. N...

oy )
Yesterday
Thiai

doo £ TR ) r e CweaCas

‘Add FTD London 12344556677". Attached pdf file contains the changes done using this ticket

cisco L{V&/
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Ticket Bucket

cdFMC
Change Management V

7> Home

Monitor

fing Approval (1

Il Analysis >
Manage
9 policies >
== Devices b
®. Objects >
ﬂ. Integration >
the new FTD in

cisco W‘/

Tickets (1)

v© Add FTD London 1234... 3
Details History
o ®
Ticket Created Open Rewview
H] 01 Approved

Ticket Name

Description

Creator

Last Modified

Add FTD London 12344556677

Schelduled to add the new FTD in London
Branch. Tower Bridge Branch

vicd@cisco.com

2025-02-06 10:07

BRKOPS-1402

Isco.com v

SCO.Ccom w

[(1) Approved (0)
Add Ticket
Previe )
Action
Preview Action
B &

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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View Ticket History

cdFMC
cdFMC Change Mana...

Q, search Deploy E Selecta Ticket -~

Change Management V
7> Home

Ticket Review

7> Home Monitor
1l Analysis 3 My Tickets Tickets in System
Monitor . .
All (1) New (0) Open (0) On Hold (0) Rejected (0) Pending Approval (1) Approved (0) All (1)
Manage
'é'l's'éL"' Cloud-deliverg % Ppolicies > Q search T ty Add Ticket
o= Devices >
7> Home ’ - ) )
Ticket Name Description Status Owner Preview Action
. Objects >
_— 1|ng Ap
Monitol
oner ~ AddFTD London 12344556677  Schelduled to add the new FT...  |nding Approy  vicd@cisco.... B
- Integration >
Il Analysis T & Integration
Manage —
Details History
9 Ppolicies > Add Ticket
o= Devices > . e
State Date and Time Owner Description
Action
. Objects >
Pending Approval 2025-02-06 10:07 vicd@cisco.com Pls approve
& Integration > 2025-02-06 10:01 vicd@cisco.com Open
2025-02-06 10:01 vicd@cisco.com Schelduled to add the n{...
the nev

CISCO M‘/ BRKOPS-1402
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Review the assigned change request ticket

A @ = A

cdFMC

Isco.com v

Change Management V

Deploy | El Selecta Ticket v | > @ @ @ ‘ vic o.com

7> Home
Tickets (1) Reviews (1)
Monitor
Ticket Review
Q Search Ticket, Description, or Responsibility I
My Tickets v® Add FTD London 1234... 3 ® x
Monita All (1) New (0) 1(1) Approved (0)
Il Analysis 5 Details History
Manage # on ADDrOVBd
9 Ppolicies >
[ Q Search Ticket, DEsCll yicyot Name  Add FTD London 12344556677 R
o= Devices >
Description Schelduled to add the new FTD in London Action
%" Objects ’ Branch. Tower Bridge Branch
& iegtion > Ticket Name Creator vicd@cisco.com Preview Action
Last Modified 2025-02-06 10:07
> Add FTD London 1 @&

c 1 S c o M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Automate the change request management in SCC

+ https://{SCC tenant name}.app.eu.cdo.cisco.com/api/api-explorer/

+ https://{on-premFMC |P}/api/api-explorer/

Troubleshoot > |

Status >
Change Management v

| m /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets/{objectId} ‘

/api/fmc_config/v1l/domain/{domainUUID}/changemanagement/tickets/{objectId}

| m /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets ‘

| m /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets ‘

| m /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets/{containerUUID}/validationresults ‘

| m /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets/{containerUUID}/previewchanges ‘

Integration >
Health >
Audit >

c 1 sco M. BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



AP| Response

{

ullnk n, {

Example

"self":

https://cisco-vicd.app.eu.cdo.cisco.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/changemanagement/tickets

I3
"items": [
{
"id"- "06007764-4C4C-0ed3-0000-073014523823"

"name": "Add FTD London 12344556677",

"type": "Ticket”

} delivered Firewall Management Center Q. search Deploy = Selecta Ticket v
] |/ Change Management Workflow
3
7> Home
Ticket Review
Monitor
Il Analysis > My Tickets Tickets in System
All(1) New (0) Open (0) On Hold (0) Rejected (0) Pending Approval (1) Approved (0) All (1)
Manage
9 Ppolicies > Q Search Ticket, Description, or Responsibility Add Ticket
o= Devices >
Ticket Name Description Status Owner Preview Action
° Objects >
> Add FTD London 12344556677 Schelduled to add the new FTD in London Bra... Pending Approval vicd@cisco.com
ﬂ- Integration >
cisco M- BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Integrate TAC case APIs

Overview

Introduction to Cisco Support
APls

Getting_started
User onboarding_process
Application registration

Authentication

API References

Automated Software Distribution

Bug

Documentation > All > Support API

Introduction

Overview

The Cisco Support Case API v3 provides a powerful, convenient, and simple way to interact with the Cisco Support Case Manager tool and aims to
improve the partner and customer experience by enabling you to access case information instantly, programmatically, and in bulk.

The Cisco Support Case API is I externally accessible, and delivered as a REST web service, which allows partners to build innovative case

management applications and portals. Case API is available for Cisco Partner Support Service (PSS) partners.

Features

Case

‘} Introduction
Overview
Features
API Reference
GET Case Summary
GET Case Details
GET Cases by Contract ID
GET Cases by User ID

Error Codes

e Cisco Support Case API provides the following features:

¢ Includes web services that return:

Detailed case information for specified case(s)

Summary case information associated with the specified case(s), user ID(s), and contract ID(s)

« Supports RESTful interface.
« Supports JSON data format.

\P| Reference

EOX
Product Information
Serial Number to Information

Service Order Return (RMA)

cisco L{V&/

This topic describes the methods provided by this AP
Notes:

« Paaination is subported for Get Cases Bv Contract Id and Get Cases Bv User Id: see Paaination Response Record for details on paaina.

BRKOPS-1402 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Support Case Automation

The Cisco Support Case API v3

API can return: Detailed case information for

specified case(s)

Summary case information associated with the
specified case(s), user ID(s), and contract ID(s)

Supports RESTful interface. Supports JSON data

format.

CIsco M‘/ Reference

Cisco Support Case API version 3
Link

"item_entry_id": 1,
"user_id": "directcust4",
"case_id": "682299374",

"title": "SNTC : Day 2 : NOS Handover Collector
Training :TARGET CORPORATION",

"severity": "3",

"contact_name": "CPRSMOKE TESTER",
"status_flag": "C",

"status": "Closed",

"creation_date": "2017-05-09T20:08:45.000Z",
"updated_date": "2017-05-12T18:51:54.000Z",

"serial_number": "", "contract_id": "",

"technology_name": "Smart Services
Capabilities",

"sub_technology_name": "Collector Deployment
SNTC (Contract Required)",

"rmas": [],
"bugs": []

BRKOPS-1402
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https://developer.cisco.com/docs/support-apis/case/#introduction

i
cisco 2

Home

4 Multicloud Defense
Monitor

£ Insights & Reports

7%  Events & Logs
Manage
« Policies

Objects

sz Security Devices

Secure Connections

. . General Settings Notification Settings
Administration b4 Notifications are deleted after 30 days.

User Management

Notification Settings Email

General Settings

Logging Settings
Email Added On Actions

Notification Settings

togSettmy

Integrations

> Secure Connectors

Firewall Management Center No email subscribers configured.

Multicloud Defense
Management

Dynamic Attributes Connector AL

SCC can forward notifications to specified messaging applications or services. You need to generate a g
messaging application or service and point SCC to that webhook. will forward notifications for the, clected above. More

Migration
Name Service Type Actions
Firewall Migration Tool

Migrate FTD to cdFMC

ﬁ] Administration

cIsco '&/
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Add Email Subscriber

Email *

[ vicd@cisco.com

Send Alerts When

Device Workflows Device Events

Deployments All device events

Failed Started Succeeded I Went offline
sciups L® sackonine General Settings Notification Settings
Notifications are deleted after 30 days.
@ Falled Started Succeeded &2 Conflict detected User Management

Upgrades @ HA state changed
[y Siteto-Site session Notification Settings Email Subscribers

Failed &4 Started Succeeded
a . disconnected

Logging Settings

Migrate FTD to cdFMC Centificate expiring

I Failed Started Sueceeded Email Added On Actions
Background Log
@ commit pending . . .
Al ba;"gm””“ log search vicd@cisco.com 2/3/2025 # Edit @ Remove
even

f Search started

I Search completed

Search failed

cIsco '&/
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[SCC] Notification: Device connection lost (Fri, 31 Jan 2025 23:08:47 UTC) - Inbox - vicd@cisco.com

Archive s Move * Flag
Add Email Subscriber ArEnive H 9

Email *

vicd@cisco.com

Send Alerts Whan cdo-alert@cisco.com <cdo-alert@cisco.com=

[SCC] Notification: Device connection lost (Fri, 31 Jan 2025 23:08:47 UTC)

Deployments

Failed Starteq

& Backups |I|I|I|I|

csco Security Cloud Control

@ Failed Starteq

Upgrades

Failed Started

Notification: Device connection lost

Migrate FTD to cdFMC
I Failed Started Time Fri, 31 Jan 2025 23:08:47 UTC

@ commit pending Tenant  cisco-vicd
Device VCDFMC-OnPrem

Event Device connection lost

Log in to Security Cloud Control for more details

Copyright ©2025 Cisco Systems, Inc. and/or its affiliates. Al rights reserved
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Create a Webhook URL in Webex

“ Create a space in Webex Team to receive webhook notifications

Webhook name

@ nitps://apphub.webex.com/

Select a space

webex App Hub Webhook

Incoming Webhooks

Pollbot
l ] Productivity, Social VCD-CDO Room: CDO-IntegrationVCD ~

# Webhook URL
https://webexapis.com/v1/webhooks/incoming/Y2IzY: n

aek

webex App Hub o Search apps

Webhook name

InCOmlng SecureConnectLab Room: SecureConnectLab v

Webhooks

Select a space

&
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Add Webex Webhook URL in SCC

Add Service Integration

Test Webhook message in Teams room

Name *

VCD-CDO

Service Type

[CDO] Hello, World!

Enable the Incoming Webhooks app in the Cisco Webex App Hub and add a new webhock for the space Learn

that will receive SCC notifications. Copy the generated URL and paste it below. More
URL *
I L3VzL1dFQkhPTOsvNZZKOGESM2ZMIZT YSMI00Y zdiLTKOMZ ItMmVKODEOZ Tg3MWNm General Settings Notification Settings
Notitications are deleted after 30 days.
Send Alerts When User Management
Notification Settings Emails .
+
Deployments All device events Logging Settings
Email Added On Actions
Failed Started @@ Succeeded I Went offline
B vicd@cisco.com 2/3/2025 # Edit & Remove
Backups @@ Back online
Failed started @ Succeeded I Conflict detected
™ HA state changed tegrations SCC can forward notifications to specified messaging applications or services. You need to generate a  Learn
Upgrades . 9 webhook URL from your messaging application or service and point SCC to that webhook. SCC will More

! ; . forward notifications for the events selected above.
Site-to-Site session

b4 Failed G4 Started B4 Succeeded
Q o o disconnected

Migrate FTD to cdFMC Certificate expiring Name Service Type Actions

\ 4

[ Failad Startad a Succasdad VCD-CDO Webex [# Edit @ Remove

kground L ch

&d Commit pendin
. P 9 = All hackaraund lna search
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Fslcez%eiving Announcements & Notifications from

Add Service Integration

CDO-IntegrationVCD % Teams room

Name *

I VCD-CDO
Service Type Messages People (2) Content Meetings

Enable the Incoming Webhooks app in the J
that will receive SCC notifications vy the| v

VCD-CDO 30/01/2025, 06:48

M service Announcement

URL *
| L3VzL1dFQKhPTOSYN2ZKOGESM2 The Multicloud Defense Controller may be temporarily unavailable during the following

period: EU (PST) - 8 Feb, 2025 7:00 PM to 10:00 PM. Deployed Gateways will continue to
operate as expected. Do not make any configuration changes during this maintenance n
window.

Send Alerts When

Deployments
Added On Actions

Failed Started Friday - 31/01/2025 o
2/3/2025 & Edit & Remove
Backups

8 raicd @ Started v VCD-CDO 31/01/2025, 23:08
k4 Failed £4 Starte

™ Device connection lost
Device: VCDFMC-OnPrem
Tenant: cisco-vicd

Time: Fri, 31 Jan 2025 23:08:46 UTC
Log in to Security Cloud Control for more details. # Edit @ Remove

Upgrades

Failed

Started

Migrate FTD to cdFMC

I Failed Started

&d Commit pendin
. P 9 = All hackaround Ina search

Cancel
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Key Takeaways )

(@‘) As a best practice use separate APl user in SCC

Cloud-delivered Proxy helps to reduce the API
complexity

Leverage in-build notification to optimized
workflow automation

cisco Lz{@‘/ BBBBBB 1402



Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

BRKOPS-1402

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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« Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education

CO ntlnue b with DevNet, Capture the Flag,
and Walk-in Labs

your education )

« Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.
Sessions from this event will be
available from March 3.

Contact me at: VICD@CISCO.COM
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Thank you
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