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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/

Architecting Hybrid Multi-Cloud

8:30AM - 10:00AM (GMT+1) | February 7 Almost Full

I' REI;\&AET] w & w

Venue
@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural
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Coding Assistants
Improve developer
productivity

using GenAl.
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There is GenAl, and there is GenAl tooling.

You don't need to "know Al" to use an Al tool!

You need to know how to use the tool, which includes
knowing how to create effective prompts.
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Getting Started:
GitHub Copilot
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The GitHub Copilot Suite

Copilot in

9,
2L Gompanion to

IR Copilot Chat

Coding Help the CLI

Terminal Help

« >

@ testpy L4

C: > Users > erdietri > { < 13 > Accept[m

1 # This scri pt is used to te

Core commands

¢ gh auth

¢ gh browse

¢ gh codespace
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GitHub Copilot is the most widely used
coding assistant in the world.

- Developed by GitHub

and OpenAl in 2021 mHE I

interface ButtonProps {

onClick: () => void;

- Supports Python,

}

JavaScript,
. const Button: React.FC<Props> = ({ onClick, text }) => {
Typescrlpt, Ru by, GO, 5 return <button onClick={onClick}>{text}</button>;
Y

CH and C++

- Developers are using (R
It to write code 55% [ accept || Discard JRS
faster
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export default Button;




"Why use Copilot when | can use ChatGPT?"
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"Why use Copilot when | can use ChatGPT?"

More Accurate Code Less Accurate Code
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"Why use Copilot when | can use ChatGPT?"

More Accurate Code Less Accurate Code
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"Why use Copilot when | can use ChatGPT?"

cisco L{V&/

Specialized Purpose

General Purpose

More Accurate Code

Less Accurate Code

More Contextual Awareness

Less Contextual Awareness

Can Include Internal
Knowledge Base

Publicly Available
Information Only
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"Why use Copilot when | can use ChatGPT?"

V Specialized Purpose General Purpose
\/ More Accurate Code Less Accurate Code
\/ More Contextual Awareness Less Contextual Awareness
v/ Can Include Internal Publicly Available
Knowledge Base Information Only
Subscription-Based Free for v3.5 \/
More Technical Familiar/Friendly Interface V

~N
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How useful or reliable
is Copilot really?



Prerequisites To Using GitHub Copilot

- Available as an IDE extension:
- VS Code, Azure Data Studio, JetBrains IDEs, Xcode, Vim, Neovim, Visual Studio

Most popular )

Pro Business Enterprise

; $1Q $19 $39*

Get started > Get started > Get started > Get started >

Already have »J VS Code? Open now
Contact sales > Contact sales >
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Install GitHub Copilot with Chat in VS Code 2022

File Edit Selection View Go Run Terminal Help

EXTENSIONS

‘ Search Extensions in Marketplace

~ INSTALLED 6
GitHub Copilot Deims
Your Al pair programmer

& GitHub ()

GitHub Copilot Chat D 79ms
Al chat features powered by Copilot
# GitHub (&)

Markdown Preview Mermaid Support
Adds Mermaid diagram and flowchart support to VS C...
& Matt Bierner |§|

Pylance

A performant, feature-rich language server for Pyth
Q Microsoft |7
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Install GitHub Copilot with Chat in VS Code 2022

»J File Edit Selection View Go Run Terminal Help S Extension: GitHub Copilot X

EXTENSIONS

GItHub Cop“ot v1.180.0

W GitHub & git! < 15,366,097 %* % % % ¥ (1019)

Your Al pair programmer
 INSTALLED ™
GitHub Copilot Deims

Your Al pair programmer

& GitHub ()

GitHub Copilot Chat
Al chat features powered by Copilot
£ GitHub

Markdown Preview Mermaid Support
Adds Mermaid diagram and flowchart support to VS C...
& Matt Bierner |§|

Pylance

A performant, feature-rich language server for Python...

& Microsoft |ﬁ|
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Install GitHub Copilot with Chat in VS Code 2022

File Edit Selection View Go Run Terminal Help S Extension: GitHub Copilot X

EXTENSIONS

GItHub Cop“ot v1.180.0

‘ Search Extensions in Marketplace GitHub & git! D 15,366,097 | Yk %k K % (1019)

Your Al pair programmer

~ INSTALLED )
— Uninstall \| | Switch to Pre-Release Version | | §5%

. . @
GitHub Copllot Y 8ims This extension is enablé
Your Al pair programmer

& GitHub ()

GitHub Copilot Chat
Al chat features powered by Copilot
£ GitHub

Markdown Preview Mermaid Support
Adds Mermaid diagram and flowchart support to VS C...

& Matt Bierner |§|

85 Extension: GitHub Copilot Chat X

GitHub Copilot Chat ve-14:1

Pylance GitHub  git! Y D 9,574,013 % % Hr % (122)
A performant, feature-rich language server for Pyth
aMicmsnft |

Al chat features powered by Copilot
Disable \ Uninstall | ™| | Switch to Pre-Release Version ‘ &3

This extension is enall "t globally.

Click Install button for Copilot Chat
(shows Uninstall when already installed)
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Using Copilot Inside VS Code

N

EXPLORER @ example.py X

® example.py
Press to ask Code to do something. Start typing to dismiss.

Press Ctrl+| to pull up Copilot

> .vscode 1

@ example.py

To view Copilot Chat window

File Edit Selection View Go Run Terminal Window Help

Command Palette...

@ example.py 1 ® Open View...

Appearance

@ example.py Editor Layout

® |1 import

code to ask Code to d

bmple.py Explorer
Search

Source Control
Run
Extensions

Testing

> D O
€ H#

]
® 8 O J

X OO M m

After typing, can
click the sparkle
to pull up Copilot

o

Chat
Copilot Edits

Problems
Output

Start a chat &

DEVNET-2159

Ask Copilot

Copilot is powered by Al, so
mistakes are possible. Review
output carefully before use.

) ortype # to attach context
@ to chat with extensions

Type / to use commands

[fix the problems in my code
[tests add unit tests for my code

/explain how the selected code works

Ask Copilot
%@ example.py

@ 0 2
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Scripting Use
Cases with Copilot
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Accept predictive code suggestions as you type.

EXPLORER README.md % cisco_secure_access_auth.py U X

@ cisco_secure_access_auth.py

> OUTLINE
1 Press |[ctrl|+| 1| to ask GitHub Copilot to do something. Start typing to dismiss.

> TIMELINE
v SCRIPTINGWITHGITHUBCOPILOT

® cisco_secure_access_auth.py
f LICENSE
i) README.md

@ umbrella_uncommon_domains.py

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Copilot can generate comments for code
and predict the next comment based on context.

® cisco_secure_access_reporting.py >

import requests # Authenticate to the Cisco Secure Access Reporting API and return the token
import json def authenticate():

import requests
gfl = "https://api.sse.cisco.com/auth

payload = None

% Authenticate to the co Secure Access Reporting A E
def authenticate(): headers = {
"Content-Type":

"https://api.sse.cisco.com/au "Accept": "application/json"

'application/x-www-form-urlencoded”,

payload = None
response = requests.request('POST', url, headers=headers, data = payload)

headers = {
"Content-Type": "application/x-www-form-urlencoded", return(response.json()[ 'access_token'])

"Accept”: "application/json"
# Get the List of all the devices
response = requests.request('POST', url, headers=headers, data = payload)

print(response.text.encode( 'utf8"))
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A decently written comment can be enough for
GitHub Copilot to suggest accurate code.

After using various
files in a script, at the
end of the script, |
wanted to remove all
unnecessary files.

Copilot correctly
understood which
files | would consider
"unnecessary" based
on context.

usco[ﬁd%y/

Original Comment

128

129’ # Clean up files used to determine uncommon domains.

130

Accepted Code Suggestion

# Clean up files used to determine uncommon domains.
def clean_up_files():
os.remove( 'top-1m.csv.zip"')

os.remove( 'top-1m.csv')
os.remove( 'top_destinations.csv')
os.remove( 'top 1million_csv")

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



GitHub Copilot provides you with code options.

Option 1 Original Comment

128

129 , M Clean up files used to determine uncommon domains.

130

Option 2 Option 3

PR EEE® This alternative
os.remove( 'top-1m.csv.zip') became unavallable to
me while creating this
B example! Alternatives
print(“Files have been cleaned up.")| su g g e St e d Oft en
change.

< 13 > Accept Accept Word +
def clean_up_files():] |

| os.remove( 'top _Imillion_csv )‘
os.remove( 'top_destinations.csv')|
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Copilot can suggest
better variable and function names.

Original Variable Name

# Authenticate to the Cisco Secure Access Reporting API and return the token
def authenticate():

url = "https://api.sse.cisco.com/auth/v2/token”

Suggested Variable Name

etu

ef authenticate():

Can you improve this variable name?
@ GitHub Copilot

Made changes.

Accept | | Discard

cisco M- DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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@ GitHub Copilot

> Used 1 reference

Some popular libraries used for
Natural Language Processing (NLP) in
Python are:

1. NLTK (Natural Language

CO pl | Ot C h at Ca n be Toolkit): A comprehensive libM

for building Python programs to

u Sed fo r |ea rn I n g . work with human language data.

2. spaCy: An open-source software
library for advanced NLP in

(i.e. understanding a i

3. TextBlob: A simple library for

n eW | i b ra ry) processing textual data.

4. Gensim: A library for topic
modeling and document
similarity analysis.

5. Transformers (by Hugging

Which library is best for beginners?

lf—\sk Copilot
@ generate_umbrella_acces ¢

GPT4ov P>

CISCO M_/ DEVNET-2159

“What libraries are used for
NLP in Python?”

List of libraries with
short descriptions

Suggests a
follow-up question

Indicates files
referenced and
LLM used

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Get suggestions around code securit

import requests
import

import

import pandas as pd

from dotenv import load_dotenv

load_dotenv()

10 # Set the Cisco Umbrella Investigate API key
11 api_key = 'fjdsklewoiafewiaefije’

12

13 4
14 |
15

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



“How can | secure my APl endpoints in Python?”

(&) GitHub Copilot

» Used 1 reference

Securing API endpoints in Python involves several steps, including authentication, authorization, input validation, and using HTTPS. Below is a
step-by-step guide to secure your API endpoints using Flask, a popular web framework for Python.

Step 1: Install Required Packages

First, ensure you have Flask and Flask-JWT-Extended installed:

pip install Flask Flask-JWT-Extended

Step 2: Set Up Your Flask Application

Create a basic Flask application with JWT authentication.

from flask import Flask, jsonify, request
from flask_jwt_extended import JWTManager, create_access_token, jwt_required, get_ jwt_identity

app = Flask(__name__)
app.config[ 'JWT SECRET KEY'] =
jwt = JWTManager(app)

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



“How can | secure my APl endpoints in Python?”

(&) GitHub Copilot

Helpful!

Securing API endpoints in Python involves several steps, including authentication, authorization, input validation, and using HTTPS. ielow isa
step-by-step guide to secure your APl endpoints using Flask, a popaiarweb-frameworicfor-Pytivomn:

» Used 1 reference

Step 1: Install Required Packages

First, ensure you have Flask and Flask-JWT-Extended installed:

pip install Flask Flask-JWT-Extended

Step 2: Set Up Your Flask Application

Create a basic Flask application with JWT authentication.

from flask import Flask, jsonify, request
from flask_jwt_extended import JWTManager, create_access_token, jwt_required, get_ jwt_identity

app = Flask(__name__)
app.config[ 'JWT SECRET KEY'] =
jwt = JWTManager(app)
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“How can | secure my APl endpoints in Python?”

(&) GitHub Copilot

Helpful!

Securing API endpoints in Python involves several steps, including authentication, authorization, input validation, and using HTTPS. ielow isa
step-by-step guide to secure your APl endpoints using Flask, a popaiarweb-frameworicfor-Pytivomn:

» Used 1 reference

Step 1: Install Required Packages

First, ensure you have Flask and Flask-JWT-Extended installed:

pip install Flask Flask-JWT-Extended

Step 2: Set Up Your Flask Application

Create a basic Flask application with JWT authentication.

from flask import Flask, jsonify, request
from flask_jwt_extended import JWTManager, create_access_token, jwt_required, get_ jwt_identity

app = Flask(__name__)
app.config[ 'JWT SECRET KEY'] =
jwt = JWTManager(app)
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(Referencing the previous code)
“Can you tell me if this code is secure?”

(8) GitHub Copilot

» Used 1 reference

The code snippet you provided contains a potential security risk because the JWT secret key is hardcoded directly in the source code.
Hardcoding sensitive information like secret keys can lead to security vulnerabilities, especially if the code is shared or stored in a version
control system.

Recommendations for Securing the JWT Secret Key

1. Environment Variables: Store the secret key in an environment variable.
2. Configuration Files: Use a configuration file that is not included in version control.
3. Secrets Management Services: Use a secrets management service like AWS Secrets Manager, Azure Key Vault, or HashiCorp Vault.

Example Using Environment Variables

1. Set the Environment Variable:
o On Windows:

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Scripting
Workflows with
Copilot

cisco L{V@/



Option 1: Copilot-Informed Scripting

Code as you

> OUTLINE

> TIMELINE

v SCRIPTINGWITHGITHUBCOPILOT
fl LICENSE
i) README.md

@ umbrella_uncommon_domains.py

normally would, but with Copilot enabled.

@ umbrella_uncommon_domains.py

1 Press |ctrl |+|I| to ask GitHub Copilot to do somethir

)

DEVNET-2159

1g. Start typing to dismiss.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ways To Be “Copilot-Informed”

- Accepting predictive text as convenient

- Asking Chat questions as needed
- Getting code security suggestions
- Getting refactoring suggestions

- Generating comments

- Generating code documentation

cisco Ld{a/./

DEVNET-2159
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Option 2: Comment-Driven Scripting

Generate code from descriptive comments ("effective prompts")

DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



How To Be “Comment-Driven”
- Generate code from descriptive comments ("effective prompts")

- Being "Comment-driven" also requires...
- Knowing how to implement suggested logic
- Evaluation of all code generated
- Willingness to make code changes where needed

Cisco M./ DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40 I



Effectiveness of
Copilot

cisco L{V&/



How useful or reliable
is Copilot really?

Highly reliable

Variable naming
Function naming
Answering questions
about libraries
Teaching concepts

cisco L{{/&/

Moderately reliable Not so reliable

Comment generation »  Code scaffolding
Code generation from - APl requests
comments - Complex code
Specific code generation generation

Secure code suggestions



The smaller and
more specific the task,
the more reliable Copilot is.

cisco L{V&/
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Where can Copilot provide the
most value when scripting?

EFFICIENCY LEARNING

Veteran Intermediate Junior

Developer Developer Developer

cisco L{V&/



Caveats

cisco L{V@/



cisco L{V&/

Coding assistants
aren't always correct.

(o2}
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Faster code
doesn't equal
better code.



Coding assistants
are not a replacement
for knowing how to code.

cisco L{V&/



“What is Copilot doing with my data?”

- Prompts are encrypted (in-transit and at rest) and transmitted to
Azure, where Copilot’s model is hosted

- If using the Copilot extension, Copilot will discard your prompt,
suggestion, and supporting context.

- GitHub doesn’t train on code from Business/Enterprise customers,
but Individuals must opt-out
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Updates/
Looking Forward
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I

Copilot is I
In large language model. I
i

- Anthropic’s Claude 3.5
Sonnet

s e ———
® generate_umbrella_access_token.py > ...

18 def generate_access_token():

| response = requests.post(url=access_token_endpoint,auth=(client

access_token = response.json()['access_token']

- Google’s Gemini 1.5 Pro
- OpenAl’'s GPT-40

- OpenAl’s o1-preview

return access_token

‘ Ask Copilot 0 GPTaov B

- OpenAl’s o1-mini

cisco M- DEVNET-2159 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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The next big thing:
Workspaces

N



Guidelines for teaching
junior engineers to code
In the age of Al.

cisco L{V&/



Conclusion
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Al coding assistants
are helpful assistants only;
you are the brain.

cisco L{V&/



How will you start using an Al coding
assistant in your workflow?

cisco L{{@/






“What is Copilot doing with my data?”

- Prompts are encrypted (in-transit and at rest) and transmitted to
Azure, where Copilot’s model is hosted

- If using the Copilot extension, Copilot will discard your prompt,
suggestion, and supporting context.

- GitHub doesn’t train on code from Business/Enterprise customers,
but Individuals must opt-out
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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.

cisco L{{@/
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@ View Location

(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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http://www.ciscolive.com/on-demand.html

il
Cisco

Thank you

X, TIkTok, Instagram:
. @erika_t
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