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Center Integrations
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Questions? 
Use the Webex app to chat with the speaker 
after the session

Find this session in the Cisco Events mobile app

Click “Join the Discussion”

Install the Webex app or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until February 28, 2025.
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Webex App
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Catalyst Center Integrations

• Let’s keep it interactive

• This session is for you

• You decide what we will discuss 
today

• We will review various Integrations 
options

• We will whiteboard, present 
recorded demos, and slides if 
needed

3IBOOPS-2882
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What is Interesting for YOU?

4IBOOPS-2882

Jenkins

Integrations Options

Custom Workflows and 
Integrations

Reports GitHub Integrations

PagerDuty

Splunk

Webex Notifications

REST APIs

Events

Python SDK
Ansible

Terraform

GenAI

Catalyst Center Platform
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Catalyst Center 
Platform

• Catalyst Center Platform
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Catalyst Center Platform Vision

IBOOPS-2882 6

Secure SustainableConsistent ScalableEfficient Smart

Managing 
infrastructure 
as code while 
lowering OPEX

Repeatable 
and precise 
intent-based 

outcomes

Able to reduce time 
and effort with large 
network automation

requirements

Secure APIs
and integrations

Integrate 
sustainable devices 

and systems

260+ real time 
event notifications 

and AI/ML 
capabilities
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Cisco Catalyst Center Platform

7

Cisco Physical and Virtual Infrastructure

Cisco Catalyst                       Center Platform

REST APIs EventsReports

Infrastructure-as-Code

Infrastructure provisioning, 
and network management

Integrations

Cisco Spaces

Custom Integrations

Network Insights

Managed
Services

Education HospitalityHealthcare ManufacturingRetailWorkplaces

DevOps Tools

GenAI

IBOOPS-2882

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-744290.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742185.html?oid=htgen018267
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-742380.html?oid=htgen018266
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742737.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742095.html?oid=htgen018268
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/dna-spaces-mfg-st.html?oid=Wprswt028206
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Multi Catalyst Center/Controller Managed Networks

REST
APIs

Services
Layer

Webhooks

ITSM, Splunk, 
Notifications, IPAM, 
Custom Integrations

✓ Declarative – abstracted configuration state
✓ Increase compliance, reduce configuration drift
✓ Consistent processes and outcomes network wide
✓ Rich visibility and assurance data
✓ Faster deployment, massive scale, reducing cost
✓ Enable GenAI innovation

GenAI

IBOOPS-2882 8
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Catalyst Center New APIs Release

IBOOPS-2882 9

Accelerating release of new APIs
version 2.3.5.3 – 476 APIs
version 2.3.7.5 – 520 APIs
version 2.3.7.6 – 876 APIs

New Client, SDA and Assurance APIs in 2.3.7.6
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Catalyst Center Platform – Developer Toolkit

10IBOOPS-2882

Try
Call an API 

without writing 
any code 

• Review API docs, configure integration 
workflows and subscribe to events

• API docs for multiple versions of Catalyst 
Center may be found on DevNet

850+ APIs, Version 2.3.7.7
Download the OpenAPI Specs from DevNet

https://developer.cisco.com/docs/dna-center/cisco-dna-center-2-3-7-api-overview/
https://developer.cisco.com/docs/dna-center/cisco-dna-center-2-3-7-api-overview/
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Event Notifications Framework
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Routing

Switching

Wireless

Network
Infrastructure

SNMP, Email

Webhooks

Notification Method

Syslog

Webex Notifications

NOC

Dashboards

ITSM

Business 
Use case

Logging

Managed 
Services

System

Automation

Assurance

Event Source

System

Catalyst Center

Subscription

Event Catalog

Event 
Management 

System

Runtime
Dashboard

Two steps process, configure destination followed by subscribe to events
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269 Events in Different Areas …

Wired Connectivity  
CPU and Memory Utilization 

Software Image Management
Compliance

Device hardware and software 
Device Availability 

System and Integrations

Application Experience

Wireless Connectivity

AP Anomaly

Onboarding 

FabricBackup/Restore

IBOOPS-2882 12

Clients
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Reports - Bulk Data Extract

• Capacity planning – client, applications and 
inventory

• Usage pattern for clients, devices, or 
applications

• Asset reporting for inventory, licensing, 
software upgrades and EoX

• Wired and wireless reporting for device 
availability and performance

• Security advisories, rogue and aWIPS

13IBOOPS-2882

65 reports + Flexible reports
Report Catalog may be found on DevNet

https://developer.cisco.com/docs/dna-center/reports/
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Client Detail Report - UI

14IBOOPS-2882

• Reports may be created via the UI or API
• Scheduled to run daily
• Output format CSV, Tableau, PDF and JSON
• Notification sent via Webhooks or email
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Catalyst Center Integration Options 

IBOOPS-2882 15

REST APIs

Webhooks

3rd Party
Platform

Catalyst
Center

App

APIs

Webhooks

Integration
App

APIs

APIs/Webhooks

3rd Party Platform

Vendor APIs
3rd Party Platform

Adapter

Bundle

3rd Party
Platform

Catalyst
Center

App

Webhooks

REST APIs
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Webex 
Notifications
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Events Notifications to Webex

17IBOOPS-2882

Catalyst Center will use a Webex Bot 
to post messages to a room.

The Webex adapter will format the 
notifications to be posted in Webex.
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Configure Webex Destination

18IBOOPS-2882

1 1. Create new instance
2. Instance name
3. Webex room id
4. Webex bot token
5. Next

2

3

4

5
Note: 
The integration requires the use of the 
room id and not room name
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Configure Webex Destination - continued

19IBOOPS-2882

1

1. Notification name
2. Notification description
3. Next2

3
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PagerDuty

• Webex Notifications
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Catalyst Center Integration

22IBOOPS-2882

https://www.pagerduty.com/integrations/cisco-dna-center-notifications

Certified

https://www.pagerduty.com/integrations/cisco-dna-center-notifications
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Create a PagerDuty Integration

23IBOOPS-2882

API docs: https://developer.pagerduty.com/

Create a free developer account
Or log in using your account

https://developer.webex.com/my-apps/new
https://developer.pagerduty.com/
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Configure PagerDuty Destination

24IBOOPS-2882

1 1. Create new instance
2. Instance name
3. PagerDuty Integration Key
4. Next

2

3

4
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Configure PagerDuty Destination - continued

25IBOOPS-2882

1
1. Notification name
2. Notification description
3. Next

2

3
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PagerDuty Notifications

26IBOOPS-2882

Note: When Catalyst Center resolves the issue, 
notification will be sent to update PagerDuty Incident 
and resolve it.

View notifications using
the PagerDuty:

• Web UI
• Email
• PagerDuty App
• Text
• Voice
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Splunk 
Integrations

• Webex Notifications
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Catalyst Center Integration Value:
Executive Dashboards across multiple

Cisco platforms
Historical view of network inventory and 

assurance data
Issues trends analysis

Multi-platform events correlation and logging
Multi Catalyst Center support

Rich Splunk ecosystem

Splunk Platform – Enterprise or Cloud

IBOOPS-2882 29
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Splunk Integration Options

• Integration using the Cisco 
Catalyst Apps or the Cisco 
EN Integration Apps

• Webhook notifications to 
Splunk HTTP Event 
Collectors

• Run Python scripts  hosted 
by Splunk – trigger reports 
runs and import data file

• Syslog notifications

IBOOPS-2882 30
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Cisco DNA Center Apps – Splunkbase

Certified
Splunk version 8.0 → 9.4

App version 1.0.6

https://splunkbase.splunk.com/

IBOOPS-2882 31

https://splunkbase.splunk.com/
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Catalyst Center Splunk Integration Apps

Multi Catalyst Center 
clusters integrated with 

Splunk supported

REST
APIs

Cisco
Catalyst
Add-on 

App

Save data
to index

Cisco
Catalyst

App

Query 
index/input

IBOOPS-2882 32
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Splunk Received Webhook Message

Details Included:
Cisco Assurance Issue Link
Issue details: name, description, 
device management IP Address, 
priority and status
Catalyst Center IP Address
Event Id
Event unique identifier

IBOOPS-2882 33
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ServiceNow ITSM Capabilities

35IBOOPS-2882
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Why Cisco Catalyst Center and ServiceNow?

36IBOOPS-2882

Cisco Catalyst Center ServiceNow 
Integration:
• Increased IT efficiency by 

streamlining processes
• Automated ServiceNow CMDB 

inventory with rich asset data
• Enhanced incident management 

with enriched issue data
• Simplified change management 

with closed loop functionality
• Endpoint attribute 

synchronization for client profiling

+
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Multi Cisco Catalyst Center 
clusters integrated with one 
ServiceNow Instance supported

ITSM Integration Architecture

37IBOOPS-2882

Without the Cisco Catalyst App

Platform
and

Bundles

REST
APIs

Staging and 
Event tables, 
Generic REST 
API endpoints

Notes:
No support for closed-loop workflows.
Code development on ServiceNow required.
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ITSM Integration Architecture
With the Cisco Catalyst App

38

Platform
and

Bundles

REST
APIs

Cisco
Catalyst

App

REST
APIs

REST
APIs

Multi Catalyst Center clusters 
integrated with one ServiceNow 

Instance supported

Notes:
Management, Instrumentation, and Discovery 
(MID) Server is a Java application running on 
Windows and Linux, managed from the 
ServiceNow Instance

IBOOPS-2882
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Use Cases

39IBOOPS-2882

CMDB Sync

Incident 
Management

Change 
Management

ITSM use cases supported

• CMDB sync
• Incident management
• SWIM, Group Based Policy, Fabric 

configuration, Configuration 
Visibility and Control

• Endpoint attribute retrieval
• Incident enrichment

Cisco
Catalyst

App

required
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CMDB Sync

• Webex Notifications
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Configuration Management Database (CMDB) 
Synchronization

41IBOOPS-2882

Configure/Schedule 
CMDB Sync

CMDB Sync

Verify the 
“cmdb_ci.list” table

Verify the Platform 
Runtime Dashboard

Notes:
We need to configure:
• Bundle
• Schedule workflow to publish the inventory

Cisco
Catalyst

App

required
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Configuration Items (cmdb_ci) Table

42IBOOPS-2882

• Search for the “cmdb_ci.list” 
table

• Group/filters using the configured 
Discovery Source
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Configuration Items Table - Device Details

43IBOOPS-2882

Device Details:
Hostname, serial 

number, model, MAC 
address, location 

information, device role, 
device reachable or not, 

managed by Cisco 
Catalyst Center IP 

address, and more …
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Incident 
Management

• Webex Notifications
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Network Issue Monitor and Enrichment

46IBOOPS-2882

Bundled Enabled 
and Configured

Events Subscription 
to ITSM

Create New 
Incident

Assurance Issue 
Triggered

Incident Updates 
Sent

Incident Details in 
the Runtime 
Dashboard 

Notes:
Updates will be sent when and 
there are changes in the priority 
or status of the incident. MID 
server required.
We need to configure the bundle 
and subscribe to events.

Cisco
Catalyst

App

required
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Incident Details - ServiceNow

47IBOOPS-2882

1. Incident number
2. Description
3. Device reporting issue
4. Cisco DNA tab

1

2

3

3
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Incident Details – DNA Tab Details

48IBOOPS-2882

1

2

3

4

5

6

1. Cisco Catalyst Center cluster
2. Device details
3. Device 360 view link
4. Topology
5. Suggested actions
6. Commands output (executed 

when incident is created)
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Incident Updates to Catalyst Center

49IBOOPS-2882

1. Updates: 
• Urgency
• Assigned to
• State

2. Update

1

2
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Incident Updates to Catalyst Center - continued

50IBOOPS-2882

Updates received from ServiceNow
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Change Control

• Webex Notifications
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Cisco Catalyst Center Automation Events for 
ITSM (ServiceNow)

• This bundle can be used to: 

• Monitor and publish events 
that require software image 
updates

• Monitor and publish events 
that require fabric or 
configuration changes 

• Publish events regarding 
group-based policy changes

53IBOOPS-2882
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Software Image Management (SWIM)
Closed Loop Workflow

54IBOOPS-2882

Bundle 
Configuration

Schedule
Maintenance

Create Change 
Request

Schedule Image 
Upgrade

Change ApprovedImage Distribution 
and Activation

Notes:
ServiceNow approval will be sent 
when change request is in 
implement state.
Cisco Catalyst Center will close 
change when upgrade completed.
MID server required.

Cisco
Catalyst

App

required
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SWIM Closed Loop End-to-End Automation

55IBOOPS-2882

Ticket 
Submitted

Change 
Approved Task 

Approved

Software 
Distribution

StartedSoftware 
Distribution
Completed

Software distribution 
completed

Change Request Closed by 
Catalyst Center
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Jenkins

• Webex Notifications



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What is Jenkins?

58IBOOPS-2882

“Jenkins is a self-contained, open-
source automation server which can be 

used to automate all sorts of tasks 
related to building, testing, and 

delivering or deploying software.

Jenkins can be installed through native 
system packages, Docker, or even run 
standalone by any machine with a Java 
Runtime Environment (JRE) installed.”

Ref.: https://jenkins.io/

https://jenkins.io/
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Why Catalyst Center and Jenkins?

59IBOOPS-2882

Jenkins is a self-contained, open-source 
automation server which may be used to:

• Support network management as 
Infrastructure-as-Code

• Integrate with GitHub for validated and 
approved apps

• Integrate with GitHub for intent 
configurations, profiles and policies

• Pipelines may include lab testing, 
approval and production deployment

+
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Running an Automation Workflow

• Create and activate a new Python 
virtual environment, or a Docker 
container

• Clone, or pull, code from Version 
Control Platforms (GitHub or GitLab)

• Install or upgrade Python Libraries, 
example: Cisco DNA Center SDK

• Provide the required params

• Run the application

60IBOOPS-2882

Note: 
We do this every time we start 
development or run the app

Runbook environments drift between 
developers, using different libraries and 

code versions
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Jenkins Pipeline Build

• Create a Docker container

• Clone, or pull, code from Version 
Control Platforms, GitHub or GitLab

• Install or upgrade to the configured 
versions of Python Libraries - Cisco 
DNA Center SDK, Ansible, Terraform

• Provide the required params, or pull 
them from Version Control

• Run the application

61IBOOPS-2882

Note: 
All steps are completely automated

Runbook environments identical, always 
using the latest code versions and libraries

Rich scheduling/triggering options
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Jenkins Dashboard

62IBOOPS-2882

• Jenkins preferences
• Group pipelines in views
• Build queue and execution 

status
• Pipeline stats – health, 

number of runs, success 
and failure, …
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Device Inventory Pipeline

63IBOOPS-2882

• Runs on a schedule, every 15 minutes
• Will collect the Catalyst Center device 

inventory
• Push the inventory files to GitHub
• Always up-to-date rich inventory data 

may be used by other automations 
tools and platforms

• It includes device and AP inventories, 
software non-compliant devices list, 
formatted as JSON and YAML files
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GitHub 
Integration

• Webex Notifications
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GitHub Integration App Summary

66IBOOPS-2882

Integration
App

• Verify if repo exists and not empty
• Retrieve the content of each file
• Read the commit details: comments, 

author, date, diff
• Create, or update, project
• Build a new Cisco Catalyst Center 

template including the GitHub commit 
details

• Create CLI template, or update, if 
changes

• Commit the template
• Create report

Network Engineer
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Running the Integration App

• Manually, on-demand

• Scheduled – every hour, daily, 
…

• GitHub Actions triggered when 
repo changes

• API calls to run sync

• CI/CD pipelines

67IBOOPS-2882

Integration

App
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GitHub Sync Jenkins Pipeline

68IBOOPS-2882

On demand run

Scheduled runs
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GenAI

• Webex Notifications
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AI, ML, LLM, Function Calling, GenAI, RAG, ... ?

• Artificial Intelligence (AI) - use of data 
and algorithms to allow systems to 
perform tasks similar with human 
intelligence

• Machine Learning (ML) – AI subset, 
focused on performing steps without 
being explicitly programmed. Learn 
from data patterns and insights to 
create recommendations

• Large Language Model (LLM) - neural 
network model designed to 
understand and generate human 
language

• Function calling – Use LLM models to 
interface with external platforms 
(usually with API calls), to identify and 
perform tasks or retrieve data

• Generative AI (GenAI) – Use patterns 
in existing dataset to create new 
content. This content could be text, 
numbers or multimedia

• Retrieval-Augmented Generation 
(RAG) – Retrieves matches in provided 
dataset and uses NLPs to create high-
confidence content

IBOOPS-2882 71
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Large Language Model (LLM) – Do I need one?

• Large Language Model is an AI Model designed 
to understand and generate human language

• Will answer queries, using natural language, 
based on the similarity search results 

• Trained on massive data sets (billions of text 
chunks)

• Understand context and are general-purpose

• Provide other features, like function calling

• Support code development of network 
automation tasks

72IBOOPS-2882

LLMs:
• GPT (OpenAI)
• Gemini (Google)
• Llama 3 (Meta)
• Ollama (framework)
• Cohere
• …

Consider cost and data privacy
Troubleshooting Open-source GenAI ChatBot covered in session:

DEVNET-3000
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Why AI Code Generation for Catalyst Center

73IBOOPS-2882

AI may be able to:
• Suggest recommendations and search 

documentation
• Accelerate code development for your 

IaC Catalyst Center workflows
• Multi programming language support
• Know or understand available APIs, order 

of operations, and able to use Swagger 
files

Always verify the recommended code, 
check the order of operations and test the 

recommendations before using them.

+

GenAI
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Python Code Generation

74IBOOPS-2882

• The ask is to write Python code 
to deploy templates to devices

• ChatGPT recommendation is 
using the “dnacentersdk” library

• The suggested code uses the 
Catalyst Center order of 
operations, and the APIs required
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Python Code Generation (continued)

75IBOOPS-2882

ChatGPT knows the order of operations: 
getting device Id, template Id, the 

payload if params are required when 
deploying the template, and polling for 

status (async API)
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LLM Function Calling

• Connects Large Language 
Models to other platforms to:

• Retrieve data with API calls

• Perform tasks or trigger processes

• Create new workflows and AI 
assistants

• The LLM does not call the 
function, it identifies the function, 
and it returns:

• function name

• required parameters

IBOOPS-2882 77



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

OpenAI Function Calling Workflow

78IBOOPS-2882

Document your list of 
functions

1

Client App receives user 
query, calls OpenAI API. 

Request Payload includes 
query and functions list

2

LLM

LLM decides if a function call is 
required and returns the 

function name and parameters

3

Your App calls the 
recommended function

4
App answers 
user query

5

Follow your organization policies for a 
Responsible AI implementation.

Mistral self-deployment could be an 
option providing data control
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NetOps AI Assistant

LLM

API call to 
trigger 

pipeline run

Pipelines may execute 
Python, Ansible or 

Terraform workflows

Pipeline build will 
configure Catalyst 

Center and network 
devices

Multi controllers, 
lab and 

production 

Pull source-code 
and intent configs

Single source of truth, 
version controlled, data 

validation, compliant

• Multi-channel support
• Webex Bots
• Web Portal
• ITSM – change management
• Voice interface

IBOOPS-2882 79



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco PublicIBOOPS-2882 80



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Retrieval-Augmented Generation
App Workflow

81IBOOPS-2882

Dataset (collected with APIs 
from Catalyst Center)

Text
splitting + 

Embeddings 
model

Embeddings Created

Save dataset and 
embeddings to

database ChromaDB

Similarity
Search

Matching
Docs

Metadata

Query

LLM

+

Create Query
Embeddings

Embeddings 
model

Query

Answer
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Embeddings (Vector Representations)

• Embeddings – encoding data, representing it as a multi-dimensional 
vector, mapping text to numbers

• They are used to encode both the data and query

• Select the model that is the best fit for your application

82IBOOPS-2882

Creating embeddings may be costly and there are data privacy requirements. 
Please follow your organization policies for a Responsible AI implementation.



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Why Retrieval-Augmented Generation GenAI?
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• Config and operational data is 
collected from Catalyst Center 
or Device APIs

• Your data is the dataset (RAG)
• End-to-end workflow 

automation: data collection, data 
transform, vector database 
updates, query and answer

• Benefit from massive training of 
the existing LLM models

• Follow your Corporate policies 
for Responsible AI, data privacy, 
and be aware of cost

and
Device APIs

Retrieval-Augmented
Generation

GenAI LLM
+
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Retrieval-Augmented Generation  
Basic GenAI App Stack

1. Data retrieved

2. Data ingested, processed and embeddings created, 
GPUs are required for scale

3. Collect additional data from Controllers with REST API 
calls, for real-time data

4. Save embeddings in a vector database

5. Ops Bot query or dialog started

6. Create query embeddings and retrieve close matches, 
metadata

7. Query, matches, metadata sent to LLM to provide 
answer

Data processing and create embeddings

GPU

2

Vector Database4

Ops Bot

5

Query 
Embeddings

6

1

Operational 
Data

3

Note: Basic app workflow, other apps and functions are recommended for scale and production

LLM

7
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ChatGPT and Llama3 Answers
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Query ChatGPT 3.5 Llama3

What are the routing protocols 
configured?

Based on the `show ip route` output, I don't 
see any LISP-specific routes in the routing 

table. The routing table appears to be primarily 
populated with EIGRP and BGP routes, as well 

as some directly connected networks.

If you'd like to verify if there are any LISP-
related routes present in the routing table, you 
can try running a command like `show ip lisp 

map-cache` or `show ip lisp forwarding-table`. 
…

The routing protocols configured on 
the device are EIGRP (AS 123), LISP, 

and BGP (AS 65100).

1. EIGRP (Enhanced Interior Gateway Routing 
Protocol) with AS number 123.
2. LISP (Locator/Identifier Separation 
Protocol).
3. BGP (Border Gateway Protocol) with 
autonomous system number 65100.

Based on the provided outputs, there 
are no LISP routes listed in the routing 

table.

Are there any LISP routes in the 
routing table?
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ChatGPT and Llama3 Answers
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Query ChatGPT 3.5 Llama3

What is the next hop for the route 
to 0.0.0.0?

Based on the provided output, the CDP neighbors 
are:

1. Device ID: LO-BN
* Interface: Ten 1/0/23
* Platform: Cisco C9300-24U
* IP address: 10.93.140.7

2. Device ID: PDX-M (appears twice)
* Interface: Gig 0/0 and Ten 1/0/24
* Platform: Cisco WS-C3850-48U
* IP addresses: 10.93.141.1 and 

10.93.141.33

Note that CDP neighbors are devices that have 
established a CDP (Cisco Discovery Protocol) 

adjacency with the device running the command, 
which is LO-CN in this case.

The next hop for the route to 0.0.0.0 is 
10.93.140.1.

According to the output of `show ip route`, the 
next hop for the route to 0.0.0.0 is 

`10.93.140.1`.

The CDP neighbors are:
1. Device with the ID "LO-BN" with IP 
address 10.93.140.7, a Cisco C9300-24U 
platform on interface 
TenGigabitEthernet1/0/23, connected to 
GigabitEthernet1/0/23.
2. Device with the ID "PDX-M" with IP 
address 10.93.141.1, a Cisco WS-
C3850-48U platform on interface 
GigabitEthernet0/0, connected to 
GigabitEthernet1/0/4.
3. Device with the ID "PDX-M" with IP 
address 10.93.141.33, a Cisco WS-
C3850-48U platform on interface 
TenGigabitEthernet1/0/24, connected to 
GigabitEthernet1/0/24.

What are the CDP neighbors?
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LLMs Language Support
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Ask question in English, 
answer in another language, 

(dataset is in English)

Ask question in another 
language, answer in another 

language, (dataset is in English)
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Catalyst Center API Journey

2018 2019 2020 2021 2022 2023

Ansible 
collection

Ansible 
RedHat certified

Terraform provider

Jenkins open-
source

Ansible community 
certification

Intent Ansible 
modules introduced

Python SDK, 
Ansible, Terrafrom

Support for 
Catalyst Center 
2.3.5.3

Cisco API 
platform launch

API adoption
2 billion API calls per year, 45% customers

850+ APIs available (300+ new APIs in 2.3.7.6)

269 events and 65 reports

Python SDK

Data as of 11/06/2024

DevOps resources
Python SDK – 16,000 downloads/month

Terraform provider – 47,000 downloads

Ansible collection – 84,000 downloads

2024/2025

AI enabled use 
cases

Support for 
Catalyst Center 
2.3.7.6

30 Catalyst Center DevNet sandboxes
https://devnetsandbox.cisco.com/DevNet/catalog/catalyst-center-sandbox_catalyst-center
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https://devnetsandbox.cisco.com/DevNet/catalog/catalyst-center-sandbox_catalyst-center
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DevNet Catalyst Center Sandboxes

• 30 Catalyst Center DevNet sandboxes

• Include virtual Catalyst Center 2.3.7.4, 
ISE, CML, and 4 Cat9kV switches

• Unrestricted access to all Catalyst 
Center APIs

• Build and test your IaC workflows

• Develop your custom integrations

• Free

90IBOOPS-2882

https://devnetsandbox.cisco.com/DevNet/catalog/catalyst-center-sandbox_catalyst-center

https://devnetsandbox.cisco.com/DevNet/catalog/catalyst-center-sandbox_catalyst-center
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Cisco Developed; TAC/Engineering Supported

• Support starting with Cisco Catalyst Center 
version 2.3.7.6

• Identified with the module name including 
“workflow_manager”

• Ansible playbooks for common operations 
for sites, PnP, SWIM, compliance, 
templates, network settings, …

IBOOPS-2882 91



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco EN Programmability GitHub Org

https://github.com/cisco-en-programmability

• Cisco EN DevOps Resources for Catalyst 
Center, Catalyst SD-WAN

• DevOps Catalyst Center use cases
• Python SDK (support up to 2.3.7.6)
• Ansible modules (support up to 2.3.7.6)
• Go SDK and Terraform provider (support up 

to 2.3.7.6)
• Splunk Integration Apps
• GenAI use case
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance
• Custom Integration App (Jira Service Desk)
• Webhook Receiver
• Other sample code
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Participants who fill out a minimum of 4 session 
surveys and the overall event survey will get a 
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

All surveys can be taken in the Cisco Events 
mobile app or by logging in to the Session Catalog 
and clicking the ‘Participant Dashboard’

Fill Out Your Session Surveys

Content Catalog
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Catalyst Center Platform Sessions
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Session Title Room Date

TECOPS-2158
Cisco Catalyst Center Out-of-the-Box and Custom 
Integrations

Lab 9 - G107 February 09 1:30 PM

DEVNET-3000 Open-Source GenAI Bot for Catalyst Center DevNet Theater 1 February 11 3:00 PM

DEVNET-1087
Cisco Catalyst Center Platform: APIs, Event 
Notifications, Integrations, and DevOps Resources

DevNet Theatre 2 February 12 9:30 AM

IBOOPS-2882 Let's Talk about Cisco Catalyst Center Integrations
Session Room 

D508
February 12 4:00 PM

BRKOPS-3429
Simplify Network Management using GenAI and 
Cisco Catalyst Center APIs

Session Room A6 February 13 10:30 AM

DEVNET-3419 Transform your Network Automation Apps with GenAI DevNet Theater 1 February 12 2:30 PM
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
ciscolive.com/on-demand. 
Sessions from this event will be 
available from March 3.

Contact me at: gabi@cisco.com
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http://www.ciscolive.com/on-demand.html
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