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Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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(@) Join the Discussion

David Jansen
Distinguished Architect - Cisco System.

Cloud continues to be the disruptor, as customers
have been on the cloud journey for several
vears. This session will address architectural




- Capabilities and Features
- Why NDFC

- Key Features

- VXLAN EVPN Fabrics

- Lab Overview

- Lab Time
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Nexus Dashboard Fabric Controller (NDFC)

A comprehensive data center automation tool

NDFC helps you easily and reliably deploy, operate and maintain

for Cisco NX-OS Nexus and MDS, IOS-XE, IOS-XR infrastructure
and interconnect with public clouds

O 0 @

&

Day-0 Day-1 Day-2 with Scale out with
Bootstrap, deploy Provision, ND Insights ND Orchestrator
maintain, Troubleshoot, Multi-site and
monitor, operate plan, grow cloud acceleration

It addresses challenges by providing comprehensive solution-level control,

automation, visibility, monitoring, and integration



New Name, New Architecture from Release 12.0

Cisco Nexus
Dashboard
Fabric Controller
(NDFC)

Cisco Data Center

Network Manager
(DCNM)
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NDFC Modes

Single Application, Multiple Modes

Make decision at run-time! Easy switch between modes

" | —

Fabric discovery for M)
LAN Deployments —0—
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SAN controller for MDS Fibre
Channel Deployments

Fabric controller for LAN
and IPFM Deployments



Fabric Discovery

Run fabric discovery for LAN deployments:

Enable inventory, discovery, monitoring only @

Enable Cisco Nexus Dashboard’s Day 2 operations
capabilities without deploying fabric controller

N

You can switch anytime from Fabric Discovery to
Fabric Controller Mode

Deep visibility into deployments

cisco W‘/
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Fabric Controller

Provides fabric management for multiple types of
LAN solutions, including VXLAN-EVPN, and
traditional 3-tier LAN deployments

Compliance management ensures that network is in
sync with intended deployments and allows users to
deploy any corrections

Benefit

Most configurations are automatically done following Cisco Best Practices

c 1 SCO M./ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. 8



SAN Controller

Completely redesigned web-based zoning interface
to drastically reduce the cycle time for common
administration tasks. Provides IVR zoning function as
well, all on the same page.

SAN Insights provides useful data to the
administrators so they can be fully aware about the

fabric status

Transition to a web-based configuration method is made easy
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Why NDFC
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Why NDFC?

Multi-Architecture
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VXLAN EVPN Multisite

) K Traditional 3-Tier LANJ
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Why NDFC?

Multi-Topology, Multi-Protocol

Rich set of control plane and data plane possibilities available

VXLAN BGP EVPN
vPC  BGP Routed

MPLS HSRP
VAN ST S-1S
VRRP IPV6
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Sw & Hw Compatibilty Matrix Tool

Why NDFC?

Multi-Domain, Multi-Platform

«
N
N
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NX-OS Nexus 9000 and 3000 |OS-XE Catalyst 9000

NX-OS Nexus 7000 IOS-XE ASR 1000 MDS & 3rd Party Devices
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https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/dcnm-compatibility/index.html

Why NDFC?

Intent Based Deployment Model

NDFC generates the configuration based on the Intent
defined by Admin and pushes to the devices

Admin need not to provide configuration of the
devices

Fabric is built using Cisco’s Best Practices

cisco M-/ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Why NDFC?

Fast and Automated Fabric Deployment

Un-provisioned switches Cisco best practice implemented

P

—O—
—_——
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Select one the fabric
templates in NDFC

Fast, automated process o

Benefit

'
W
()
W

W

Accelerate fabric deployments

Automated consistency Minimize risk Support for both Greenfield and Brownfield deployment



Why NDFC?

Single Application, Many Features

cisco W‘/

Adopt Controller based approach

Complete Day 0-1 Automation &

Orchestration

Multi-Fabric, Multi-Vendor & Multi-Platform

Intent-based Deployment

LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Key Features
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Configuration Compliance

NDFC periodically checks devices’ configuration
against the Intent

Any config drift is flagged by NDFC marking
device Out-of-Sync

Allowing Network Admin to restore back the Intent
just by a single click

c 1 S c o M. LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Image and Patch Management with NDFC

Simplify, Speed Up, and Mitigate Risks of Errors

Upgrading manually might take a long time and prone
to error

Image Management Automates the whole Upgrade
process.

Automate Software Upgrade for One or a Group of
Cisco Nexus switches

Scheduled & On-demand

cisco M- LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Image and Patch Management Workflow

End-User
Workstation




VXLAN-GPO based Micro-Segmentation

v Classify endpoints into security groups

v" Open standards-based solution for VXLAN

v" Match Criteria: IP, VLAN, VM Attributes

: | v' Scale: 64k Security Group ACLs

Lo [ | Lo | [ e | [ | v" Automate using NDFC or Open APls

Security Group 1 Security Group 2

? /
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Virtual Infrastructure Manager
Compute Visibility

Virtual Management Menu =

Add the Instance of choice: vCenter, K8s cluster or OpenStack cluster

Expand the view to compute hosts, virtual switches and Virtual Machines.
Select any particular VM and get Networks details up to the Leaf node

From the topology view, enter into the VMM instance to view the Hosts,
virtual Switches and Virtual Machines

LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



VIM Visibility

A

vCenter Instance

172.25.74.42

172.25.74.67

172.25.74.41 172.25.74.82

172.25.74.40
Hosts
Q0 O

93180YC-\-L04-S4 93180YG-..-L03-S4

Virtual Machine
ndfc-12-parth

172.28.74.41 General Information

onnection State

@ Connected

® Powered On

Memary Size(MB) 172 4,144,
65536

192.168.100.5,
fe80::250:56f.feb4:1316

WMAC Address(es)

e e 00:50:56:b4:67:76, :‘;"""’"' afvepls
@ @ @ 00:50:56:b4:13:16
KBs-node3 deom-115-cylon  nd-dcnm-..v-node!  nd-ndo-nodel  donm-11.53-sitel  donm-1153-ste2  nd-ndo-parth ndfc-12-parth

.&'/

Cisco

vSwitch0

feB0::250:56f febd:6776,

nd-ndo-parth ndfc-12-parth

nkt-worker-02

denm-terraform-dev

DSwitch

nkt-master-02 ubuntu_focal_test

Physical Host
172.?5.?4.40

VM

O O

Ethernet1/33

93180YC-..\L04-S4 531SU!C- ..-L03-84
N

vmnic11
4.40

172.25.74.40
dvs-cylon

Net o

dvs-gylon

Guest Information

Virtual Machines

Guest Full Name
CentOS 7 (64-bit)

Guest ID
centos7_64Guest

Compute Name
ndfc-12-parth.ndfc-12-
parth.case.local

ndfc-12-parth
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Endpoint Locator

Updates

Mgmt Interface (
ND cluster ]
(

Real-time Tracking of Endpoints within a Data Center

Analyze Endpoint trends
(additions, removals, moves etc.)

Tracing the Network Life History of Endpoints

c 1 S c o M-/ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Endpoint Locator Dashboard

EP tracking
and availability

List of Active Endpoints
Overlay P
Active Endpoints Active VRFs Count Dual Attached Endpoints Duz @ Active IPv6 @ Active IPvA @ Active MAC

1 7 »

Mar 10, 03:00 - Mar 10, 03:29
18 Active IPv6: O

Active IPvd: 20

Active MAC: 0

Active Networks Single Attached Endpoints Not

7 6

Active EPs
in a fabric

Endpoint
Connectivit

L S e o o o o S o o

Endpoint

Top 10 Networks by Endpoints Top 10 Switches by Endpoints per SW|tCh Top Switches by Ne
10 5 .
. L L Endpoint
detailed info Export

List of Active Endpoints

Endpoint Identifier VRF Switch MAC Port VLAN Time
2 1Pv4:192.168.101.3:30001 tenant-1 Fabric-1-Leaf-2 00:50:56:98:ef:41 Po19 2101 03/10 02:27 PM
o 1Pv4:192.168.100.2:30000 tenant-1 Fabric-1-Leaf-2 00:50:56:98:51:8¢ Pol18 2100 03/10 02:27 PM
IPv4:192.168.100.100:30000 tenant-1 Fabric-1-Leaf-2 00:50:56:98:27:70 Po18 2100 03/10 02:27 PM
1Pv4:192.168.100.1:30000 tenant-1 Fabric-1-Leaf-2 00:50:56:98:42:05 Po17 2100 03/10 02:27 PM
IPv4:192.168.100.3:30000 tenant-1 Fabric-1-Leaf-2 00:50:56:98:11:51 Po19 2100 03/10 02:27 PM

Benefit

. Active VRFs and Networks
Almost real-time data on active Single pane of glass for all EP

: : e Endpoint life and history
endpoints visualization




NDFC Features

i <
a Config Compliance 9 Image Management

i | | Compute Visibility @ End-Point Locator

Change Control & Rollback

O
[&]
[
RMA Workflow °® Performance Monitoring
00®
()

Programmability and
Orchestration

rmm——
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VXLAN EVPN
Fabrics

cisco L{V&/



A Modern Data Center Network

® L L L

VXLAN EVPN is applicable also to other contests, not only DC

- Provide Connectivity To DC Endpoints
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A Modern Data Center Network

® L L L

VXLAN EVPN is applicable also to other contests, not only DC

- Provide Connectivity To DC Endpoints
« Built On Top Of CLOS Topologies
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A Modern Data Center Network

ref i

VXLAN EVPN is applicable also to other contests, not only DC

- Provide Connectivity To DC Endpoints
« Built On Top Of CLOS Topologies
- Routed
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- Provide Connectivity To DC Endpoints

A Modern Data Center Network
« Built On Top Of CLOS Topologies

RR RR
« Routed

- Standards Based

VXLAN EVPN is applicable also to other contests, not only DC
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- Provide Connectivity To DC Endpoints

A Modern Data Center Network
« Built On Top Of CLOS Topologies
- Routed

RR RR
Standards Based

. I : z - Multi-Tenant Ready

VXLAN EVPN is applicable also to other contests, not only DC
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- Provide Connectivity To DC Endpoints

A Modern Data Center Network
« Built On Top Of CLOS Topologies
- Routed

RR RR
Standards Based

- Multi-Tenant Ready
. - Resource Friendly
- Distributed Anycast Gateway

VXLAN EVPN is applicable also to other contests, not only DC

c 1 sco L‘V&~/ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



- Provide Connectivity To DC Endpoints

A Modern Data Center Network
« Built On Top Of CLOS Topologies
« Routed

RR RR
Standards Based

- Multi-Tenant Ready
. - Resource Friendly
- Distributed Anycast Gateway

Everything applies to the Multi-Site Architecture!

VXLAN EVPN is applicable also to other contests, not only DC

c 1 sco L‘V&./ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Key Components

Underlay:

Interfaces, tunnels, and IPs for overlay packet transport

Routing protocols for advertising tunnel endpoints

Multicast for overlay BUM replication

Common entities for any overlay tenant

Configured in the default VRF

LOO @ o iting Protocols

Lol @ Overlay Data Plane
L0254 @ piviRD

Lo0 Lo1
cisco L{V&/
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Lo0 Lol

LoO Lo1
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Key Components

Underlay:

- Interfaces, tunnels, and IPs for overlay packet transport

- Routing protocols for advertising tunnel endpoints

«  Multicast for overlay BUM replication

- Common entities for any overlay tenant

LOO @mm== 1 uting Protocols

Lol @ Overlay Data Plane
L0254 @ piviRD

Lo0 Lol
cisco L{V&/

LoO Lol

Lo0 Lol

LoO Lol

Overlay:

- Virtual Private Networks
- Can be stretched everywhere in the fabric

Reachability provided by MP-BGP EVPN
Real traffic is encapsulated in VXLAN packets
VRF or Network Segment identified by VNIs

f PROD_VRF
VNI 50000
() )

VLAN_2000

\_ VNI 30000 /

192.168.2.1

0

VLAN_2001

\. VNI30001 /

192.168.3.1

SHARED_VRF
VNI 50001

(G

192.168.4.1

VLAN_2003

\_ VNI30003 )

192.168.5.1

VLAN_2004

VLAN_2002
\_ VNI30002 /

\_ VNI 30004 )

DEV_VRI\

VNI 50002

.
VLAN_2005

\_ VNI30005 /

192.168.3.1

VLAN_2006

\_ VNI 30006 /

/
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Device Roles

Refresh

L eaves: Access switches that provide connectivity to end-hosts. They initiate and
terminate the VXLAN overlay tunnels

Border Leaves: Same as Leaves, the only difference here is that they provide routed
access to external networks interconnecting with routers and/or firewalls etc.

Spines: Interconnect all the different leaves via routed links. They can run additional
function like BGP Route Reflector, PIM RP

Border Gate\Ways: Handle control and data plane functionalities to extend layer2 and
layer3 networks across the Multi-Site

cisco M-/ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Multi-Site Use Cases

Data Center Compartmentalization

EVPN Multi-Site overlay

mmmsss) Caauess) Eauuumn) CGEum———)

Applications 1-100  Applications 101-200 Applications 201-300 Applications 301-400
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Multi-Site Use Cases

Data Center Interconnect

c 1 s co L‘V&~/ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Multi-Site Use Cases

Legacy Data Center Integration

EVPN Multi-Site
overlay

BGW
Ve _ [ Distributed
R4 ‘ anycast gateway
,II "'A“-—
, G —
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©
c
S
3]
L
=
i
0]
=
(72}

D),
<2

c 1 sco L‘V&~ LTRDCN-2419 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Lab Overview
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Task - 1

Deploy VXLAN EVPN Greenfield Fabric

Site1-Greenfield
AS65111

S

™
o/

s eal o a
D
(v} [v]
— —
—
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Task - 2

Import Brownfield Fabric

Site1-Greenfield Site2-Brownfield
AS65111 AS65222
S v

il
T T T
>

S S 7
D

9] o o)
=
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Task - 3

Create a Multi Site Domain

Site2-Brownfield

Site1-Greenfield
AS65111 AS65222
ISN
m AS65444
A
R &)
@" %J-. ISN_Router EU"

LD L

D>
0] o V]
[— —]
w— w—)

44
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Task - 4

Configure External Access

External-Fabric
AS65333 T
N %
Edge_Router Site2-Brownfield
AS65222

Site1-Greenfield
AS65111

ISN
AS65444 eaS

Nl

@ @ ISN_Router %

S .Pﬁﬂ S
D

o] ] o

= =

] — =
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Task - 5

Automation

Netbox Ansible NDFC
IPAM
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Task - 6

End Point Locator

Cisco

.&/

Dashboards

Overview Endpoint Locator

Endpoint Locator for asescs
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Task - 7

Service Insertion

Site1-Greenfield
T4 AS65111
Site1-BGW1| X2,
Eth1/1 Eth1/3
Eth1/
Eth1 m Eth1.|'4
Sitel -Spme1 Slte1 -Spine2
Eth1 12 Eth1/ 1

Eth1/1 E‘t”a
Eth1/ 1

Ethi/2 Eth1/3-4 Eth1/1
Site1-Leafl| 20 Site1-Leaf2
Eth1/5 thi/6
vASA Cluster
T Neoo Good

El T a1 =

i M — M —
C— ! 1 1
— :
Server5 =002 T Server6

192.168.21.101 192.168.22.101

CISCO M‘/ LTRDCN-2419
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Task - 8

Change trol and Rol K

4 4

Stager Approver

_o_
i W—

L{V / Deployer
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Tell Me How To Start
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Open The Lab Guide

- b
emmm=  Nttp://cs.co/ltrdcn-2419-ams-25

v,

Case Sensitive!!
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Nexus Dashboard Fabric Controller
Will Make Your Life Easy as Network Admin!

N\

~_
Automation

Accelerate provisioning
from days to minutes and
simplify deployments.

cisco L{V&/

A

P

In depth Management
and control for all
network deployments

LTRDCN-2419
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\
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Visibility

/

-9

8

Get Centralized Visibility
and Monitoring views
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What’s Next

Nexus Dashboard Capacity Planning

Nexus Dashboard and Services Compatibility Matrix

NDFC Software and Hardware Compatibility Matrix

Nexus Dashboard Fabric Controller Deployment Guide

Nexus Dashboard Fabric Controller, User Content for LAN

Nexus Dashboard Fabric Controller Release Notes
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https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/dcn-apps/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/dcnm-compatibility/index.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-nexus-dashboard-fabric-controller-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/dcn/ndfc/1222/collections/ndfc-user-content-1222-lan.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html

What’s Next

VXLAN Network with MP-BGP EVVPN Control Plane Design Guide

VXLAN Design with Cisco Nexus 9300 Platform Switches

VXLAN EVPN Multi-Site Design and Deployment White Paper

NextGen DCI with VXLAN EVPN Multi-Site Using vPC Border
Gateways White Paper

Migrating Classic Ethernet Environments to VXLAN BGP EVPN
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https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/whitepaper-c11-742114.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/migrating-classic-ethernet-to-vxlan-bgp-evpn-white-paper.html#Layer3configurationClassicEthernetaggregationnodenamedtonamed

Webex App

Questions?

Use the Webex app to chat with the speaker
after the session

How

. Find this session in the Cisco Events mobile app

. Click “Join the Discussion”

. Install the Webex app or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until February 28, 2025.
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Fill Out Your Session Surveys

_ Participants who fill out a minimum of 4 session
é/ surveys and the overall event survey will get a
unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

mobile app or by logging in to the Session Catalog

:@;’3 All surveys can be taken in the Cisco Events
and clicking the ‘Participant Dashboard’

Content Catalog
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Continue \

your education )

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at
ciscolive.com/on-demand.

Sessions from this event will be
available from March 3.
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