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• Introduction

• Data Centre

• NetApp

• Operations, Logistics & Deployment

• Internet Edge

• Inventory, Templating & Deployment
Automation

• Wireless @ Cisco Live 2025

• Wayfinding

• Security and the SOC

• Services, Management, Alerting, and Stats

• Q&A

2PNLNMS-1035 

Agenda
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Anthony Jesani
Technical Solutions Engineer
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Data Centre
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The Team, Starring…

PNLNMS-1035 4

Anthony 
Jesani

Jara 
Osterfeld

Joe 
Clarke
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Data Centre Design

PNLNMS-1035 5

Two Datacenters

UCS-X Series blade chassis

NetApp IP 
MetroCluster

100Gbps everywhere
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New HW

PNLNMS-1035 6
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Nexus 9332D-GX2B 

UCS-X Series Direct blade chassis
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Data Centre – What’s inside?

PNLNMS-1035 77

vCPU: 1088 @ 1.17 THz

(544 cores)

Disk: 63TB

Virtual Machines: 80

vCPU: 1536 @ 1.7 THz

(768 cores)

With 25% less hosts!

Last year This year

Memory: 12TB

Disk: 72TB

8x GPU

Memory: 12TB
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Core and DC powered by 

PNLNMS-1035 88

- 4x two Raritan PX3-5844R

- 19” 2RUs Rack PDUs

- (14) C13, (6) C19 outlets

- Sunbird’s Power IQ® monitoring
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The Bot Strikes Back

PNLNMS-1035 9
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The Bot Strikes Back

PNLNMS-1035 10
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DO sweat the small stuff: Details matter

PNLNMS-1035 11
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Hulp Help Hilfe 48 45 4C 50

PNLNMS-1035 12
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Details matter

PNLNMS-1035 1313
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Abhinav Singh
Sr. Technical Marketing Engineer @NetApp

PNLNMS-1035

Data Management Powered by NetApp

FlexPod Datacenter at NOC
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NetApp’s Role in the NOC

• NetApp in Cisco Live NOC since 2014

• Official Storage Provider for Cisco Live EMEA & Cisco Live US

• Critical Apps hosted on NetApp Storage

• Support – Staging & Event

15PNLNMS-1035 
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NetApp Team

16

Abhinav Singh Bobby Oommen Roney Daniel

PNLNMS-1035 
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What is New for NOC 2025

• Upgraded ONTAP software to 9.15.1P5

➢MetroCluster IP support for end-to-end encryption

➢Dynamic authorization to increase security of remote access to ONTAP

➢Performance metrics enhancements for the System Manager dashboard

• Upgraded cluster switches to NX-OS 10.3.4a.M

• ONTAP tools for VMware vSphere

• IPv6 for dual stack management

17PNLNMS-1035 
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FlexPod Datacenter for AI

18PNLNMS-1035 
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FlexPod with MetroCluster

• Synchronous replication of data

• Zero RPO and near zero RTO

• Distance up to 700KM with MCIP

• Seamless integration with ONTAP features

➢Storage Efficiency

➢End-to-End Encryption

➢Application aware backups

• High Availability for Business Continuity

➢Protects against Controller failure

➢Network failure, Site Outage

19PNLNMS-1035 
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MetroCluster – Network Topology

20PNLNMS-1035 



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

MetroCluster Check- Why did it fail…?

21PNLNMS-1035 
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Storage & Intersight
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Visibility within Cisco Intersight - Hosts

23PNLNMS-1035 
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Visibility within Cisco Intersight - Storage

24PNLNMS-1035 
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Storage Capacity & Efficiency

25PNLNMS-1035 
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Tools
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ONTAP tools for VMware vSphere

27PNLNMS-1035 
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Data Growth – ~1.67 TiB for 2025

28

Pre-Event

Post-Event

PNLNMS-1035 
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Next Year? 

• MetroCluster controller refresh with latest system

• More capacity for Splunk, Cisco Catalyst Center , AI workloads

• Explore a Kubernetes based Chatbot for NOC 

• Dedicated volumes for Splunk

29PNLNMS-1035 
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Lionel Hercot
Technical Marketing Engineer / NOC Consistency Officer

Wired Core
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The Team

31PNLNMS-1035 PNLNMS-1035 31

Martin KriskaAndrew 
Yourtchenko

James 
Botting

Lionel 
Hercot

Ivan Ivanov
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Generating Core Diagram
All wired devices automated
Upgrade IDS to 100G
Reduce OSPF changes
Smaller broadcast domains
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Routing Table Increase

PNLNMS-1035 

Monitor the usage

Shutdown reserved SVIs to recover

No SVI AutoState + 20% increase in L3 domains + 20% more VLANs =
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James Botting
Core Network Team

Internet Edge



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• More IPv6!

• DDoS Mitigation Platform

• Move all config to our custom 
tooling platform

Objectives for 
2025

35PNLNMS-1035 
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Edge Design

2x ASR 1002-HX for NAT44 and Native IPv6
2x ASR 1002-HX for NAT64 only
/26 of V4 public per NAT pool

Each unit BGP peered to Venue
1x 10Gb/s connectivity to Venue

2x 40Gb/s to core
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NAT64 Design
Aspiring for 100% IPv6 inside the network

37PNLNMS-1035 

Legacy

Internet

NAT64 
Translator

ASR-1002HX

DNS64

Umbrella VA

CLAT & 
DHCP 

Option 108

IPv6 Traffic
64:FF9B::/96

IPv4 Traffic
83.97.13.0/24
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Option 108 – IPv6 Mostly
I don’t often do IPv6 Mostly, but when I do, I do it on main

38PNLNMS-1035 

Supports 108 Does not support 108

• Clients supporting CLAT support 
Option 108. These devices get a 
pure IPv6 only operation in the 
network.

• Clients that don’t understand 108 
don’t request it, get dual stack.

• We still catch some traffic with 
synthetic IPv6 AAAA records via 
NAT64 for those older clients
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NAT64 More Popular than Expected
Segmenting your IPv4 space between NAT44 and NAT64 is tricky

39PNLNMS-1035 

• Didn’t really know how popular 
NAT64 would be over NAT44 
edge.

• Ultimately, not enough addresses 
in NAT64 pool and too many in 
NAT44

• Changed translation expiry timers 
to resolve, added more IP’s out of 
hours.
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Andrew Yourtchenko
Principal Engineer
PNLNMS-1035

Inventory, Templating & 
Deployment
Automation
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New acquisition: 400 Catalyst 9200 switches
300*C9200CX-12P-2X2G + 100*C9200CX-8UXG-2X

41PNLNMS-1035 
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• Network DEV-ops elements

oChanges only during pre-staging

o Include-only, part of templates

oUse CPP to #include "file.inc"

▪ (worked well, but …)

NetDevOps templates: git-driven, modular

42

• Network dev-OPS elements

oBoth pre-staging and showtime

o Incremental during the event

▪ ACLs

▪ Last-minute config tweaks

PNLNMS-1035 

Nginx as git server, process the commit + post-commit hook to 
upload to github.com

IF REACHABLE
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• A = Andrew

oRust backend + Vintage UI

New: A.I. powered custom software 
development

43

• I = Ivan

o New Maps with Modern UI

PNLNMS-1035 
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• Bespoke tooling

oWired Source of truth

oLightweight maps for switches

▪ Assign to Catalyst Center Hierarchy

▪ Auto-sync WiFi maps from C.C.

Day 0..N bidirectional sync with Catalyst Center

44

• Catalyst Center

oWireless Source of Truth

oEnd-to-end assurance

PNLNMS-1035 
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Christian Gauer, CSS
Michał Kowalik, Principal Architect
PNLNMS-1035

Wireless @ Cisco Live 2025
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Infrastructure

46PNLNMS-1035 
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Cisco Catalyst Center 2.3.7.7

47PNLNMS-1035 



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Wireless Campus Automation enabled

48PNLNMS-1035 



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Clients

49PNLNMS-1035 
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Clients on SSIDs

50PNLNMS-1035 

CiscoLive! WPA3

CisoLive-Legacy WPA2 PSK

OpenRoaming

eduroam
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Wireless Wonders:
How to build your Wi-Fi 7 network
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7 Ways to Fail as a Wireless Expert on Wi-Fi 7\
2
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Catalyst Center Event Analytics

53PNLNMS-1035 
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Catalyst Center Event Analytics

54PNLNMS-1035 

A lot of Radio Resets 
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Catalyst Center Event Analytics

55PNLNMS-1035 

Top 5 in Meeting Village
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Some more Wi-Fi details
- Michal
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61x 9104 (each dual 5GHz)

Mandatory 36Mbps / RxSop -76dBm

5300 clients during keynote

Tx power set via 
script

Keynote

Visio for cable 
distances 
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58

Installation mastermind
- Maurijn

Live monitoring

Full Keynote 
Installation time <1 

day

PNLNMS-1035 
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Wi-Fi Police (rogue hunting)

Less ObviousObvious

Level: Master
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SSID Band(s) Purpose Security

CiscoLive! 5 / 6GHz Shiny new main SSID WPA3 / SAE / FT+SAE

CiscoLive-Legacy 5GHz Failsafe SSID WPA2 / PSK

CiscoLive-WiFi7 5 / 6GHz Do you have a client? WPA3 / OWE

OpenRoaming 5 / 6GHz WPA3 / 802.1X / 
FT+802.1X

eduroam 5 / 6GHz WPA3 / 802.1X / 
FT+802.1X

CL-OPS 5 / 6GHz Network staff WPA3 / 802.1X / 
FT+802.1X
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Inter-controller roaming

Dedicated WLCs:

▪ Hall 5 >> Meeting Village

• 17.15.2 (Wi-Fi 7)

▪ Hall 12 >> Keynote

• 17.12.4

Main WLC (9800-80):

▪ All other areas

• 17.12.4



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Saturday, one day before opening

• Issue: Broken inter-controller roaming for some clients

Difficult decisions (1)

62PNLNMS-1035 

SSID Band(s) Purpose Security

CiscoLive! 5 / 6GHz Shiny new main SSID WPA3 / SAE / SAE+FT

• Decision: Redesign venue using only 2x WLCs…

• Decision: Keep Wi-Fi 7 >> Upgrade MAIN WLC to 17.15.2 
code

• Bedtime = 2:30am
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• Monday, first full day of the show

• Issue: Wi-Fi 7 MLO client interop Bug, causing 6GHz radios to 
crash

Difficult decisions (2)

63PNLNMS-1035 

• Outcome: Successful discovery of CSCwo03761 …

• Decision: Disable 802.11be (no more Wi-Fi 7)

kernel: [*02/10/2025 09:29:34] #011 ++++ Radio Firmware Crashed ! ++++
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A few moments later ...
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Difficult decisions (3)

• Tuesday…

• Issue: Probe response flood on 9176 5GHz radios

CSCwo08256

• Decision: Replace all 9176 APs with 9166 APs
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github.com/ciscowireless/wifi-dashboard
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WayFinding

Sebastien Marchal
Technical Solutions Architect



Event.ciscospaces.io/clemea2025
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But before that…

Versioning
…

PNLNMS-1035 69
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Access Point BLE Mostly

300ms vs 5sec last year

34 Beacon for transition zone
PNLNMS-1035 70
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Client Computed Location with BLE 
Beacons

Where are  

these 

beacons 

located on  

the floor?
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Security and the 
SOC

Luke Hebditch
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The Team

• Luke Hebditch

• Solutions Engineer, SSE

• Dave Tomkinson

• Security Consulting Engineer

• Mark Bremner

• Senior Security Consultant

73PNLNMS-1035 
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Aims of the SOC

• Primary objective: maintain availability 

• Close monitoring of the management networks and data centre

• Attendee and lab networks a secondary focus as considered as a 
guest network

• Work closely with the NOC team and vendors to ensure security 
best practice being followed

74PNLNMS-1035 
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Key focus areas this year

• Starting to automate SOC processes

• Adjust security tooling to consider the wider use of IPv6 across the 
network

• Credential testing

• Checking default credentials are NOT in use

• Validation that important break-glass account passwords had been rotated 

75PNLNMS-1035 
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Technologies utilised

• Umbrella DNS

• Cisco XDR

• Secure Network Analytics

• Secure Cloud Analytics 
(including NVM)

• Secure Endpoint (incl Orbital)

• Encrypted Traffic Analytics

• Splunk Enterprise & Splunk 
Enterprise Security

• Radware Cloud DDOS 
(provided by the RAI)

76PNLNMS-1035 

• Firepower 4245’s as IDS 
Sensors (SPAN of all traffic 
from the core & DC switches)

• Firepower Management 
Centre 4700’s (in HA)

• SAL (Security Analytics and 
Logging)

• Bloodhound AD tool

• Nessus Professional

• Kali (with its various tools)

• Nuclei

• Burp suite



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

You have a hole in your NOC

77PNLNMS-1035 
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You have a hole in your NOC

78PNLNMS-1035 
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NetFlow

SPAN

Secure Client:
-Secure Endpoint

-NVM

SNA

SCA

FMC/
FTD

Cloud 
SAL

Umbrella 
DNS

Telemetry 
Broker

XDR

E
ve

n
ts

Webhook
Notification

Data centerNetwork Users

Network

SYSLOG

S3 Log

SYSLOG

Incl ETA

Core & DC

Incl ACL 
logging

PNLNMS-1035 79
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Splunk

• Increased use of Splunk 
across the NOC team

• First use of Splunk ES

80PNLNMS-1035 



-

© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Next year?

• Discussion across the NOC team on potential extra enforcement 
points

• Extension of use of Splunk Enterprise Security

81PNLNMS-1035 
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Joe Clarke
Distinguished Engineer

Services, Management, 
Alerting, and Stats
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Our Mission Control

83PNLNMS-1035 

Actual 
DAYLIGHT! 

🌞

NetApp and 
Intersight

dashboards

Multicast 
streams 

featuring one 
Big Buck Bunny

Grafana 
dashboards 

for core 
health stats

LibreNMS
for custom 

alerting

SOC 
Dashboard 
with Cisco 

XDR and SNA

Wireless 
metrics via 

Grafana and 
Cat Center
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Alerts Made Possible By…

84PNLNMS-1035 
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Be True To Your Network

85PNLNMS-1035 

DNS

DHCP
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CiscoLive As A [NSO] Service

86PNLNMS-1035 
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Automation!

87PNLNMS-1035 

device dc1-ethsw-1 {

config {

vlan {

+                vlan-list 66 {

+                    name Eliminate-Jedi;

+                }

}

interface {

+                Vlan 66 {

+                    description Eliminate-Jedi;

+                    ip {

+                        access-group in {

+                            name IPV4-ACL-COMMON-VLAN;

+                        }

+                        address {

+                            ipaddr 10.66.252.247/24;

+                        }

+                        arp {

+                            gratuitous {

+                                hsrp {

+                                    duplicate false;

+                                }

+                            }

+                        }

…

Switch Config
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Git-powered Auditing

88PNLNMS-1035 

Rancid spots config changes

Python monitors routing changes

Gogs and git record the 
history
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GenAI-enabled bot

2

3

5

6

1

7

4

Call these functions to get all the 
information on 10.100.240.47.

… runs get requests against 
ISE, Cat Center, ….

Ok, can you write 
these results up for 

me in a poem, please?

Sure, here you go: 
“poem poem poem”

Ollama, what do I need 
to do with this question? 

89
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LLM + RAG = KBYG Bot

90PNLNMS-1035 

V
e
c
to

r 
D

B

Retriever
User

request

context

request + context

Llama 3.3 (70B)

response
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From regex …

91PNLNMS-1035 
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.. to poems

92PNLNMS-1035 
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Learning From Last Year

94PNLNMS-1035 

What happened 
here?!?!?!11?

MySQL filled up the disk; 
monitoring stopped
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This Year…

95PNLNMS-1035 
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What We Want To Do Next Time

• Dump all our architecture docs and notes into a RAG for the AI

• Allow attendees to talk to our AI bot (get those GPUs cranking!)

• Use our GenAI to document the automation and code we have (we 
like writing the code, not the docs)

• Allow exhibitors to change their own ports using a bot – maybe

• Lower disk alert threshold
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DNS Stats By Umbrella
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#1 Domain Notable Categories

Encrypted DNS (2,513,994 
requests)

Conventions Conferences and 
Trade Shows (9,698)

Paranormal (4 DNS requests)
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The New Year of IPv6
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2024
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Clients That Give Back
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Thank You…
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…Apple!
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Total Traffic To The Internet…
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2024
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Total Traffic To The Internet…
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2025
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Thank you
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