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Data Centre Design
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Data Centre - What’s inside?

Last year This year
vCPU: 1088 @ 1.17 THz vCPU: 1536 @ 1.7 THz
(544 cores) (768 cores)
Memory: 12TB Memory: 121B
3 &
Disk: 63TB 4 Disk: 72TB
With 25% less hosts! 8x GPU <nvioia

Lous Virtual I\/Iachlnes 80



Sunbird

DCIM that's easy, fast, and complete

Core and DC powered by Rantan@

A brand of L1legrand

- 4x two Raritan PX3-5844R
- 19” 2RUs Rack PDUs
- (14) C13, (6) C19 outlets

- Sunbird’s Power IQ® monitoring e —

n/a"C n/akW Capacityc n/a"C n/akW Capacityc

8Fls n/a% Used - 4Fls n/a% Used
4Racks ai 2Racks  NoEvents

n/a°c n/akW Capacity e
4Fls n/a% Used
2 Racks No Events
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The Bot Strikes Bac

Cisco

.&/

Al

2

~  fic Primary Hostname

A B c ] E
Primary Hostname Operating System Is OVA | Product / Purpose | Needs HA?
cl-freebsd freebsd13.1 FALSE ~  jump server, samplicator, syslog-ng, scripts False
cl-jump-01 windows2019 FALSE - Jump host False
cl-jump-02 windows2019 FALSE - Jump host False
cl-jump-03 windows2019 FALSE - Jump host False
clveenter other (OVA, custom 0S, etc.) TRUE - vCenter False
dcl-ise ‘other (OVA, custom 0OS, etc.) TRUE - ISE True
dcl-ad windows2019 FALSE - Active Directory True
cl-cpnr-regional other (OVA, custom 05, etc.) TRUE - CPNR Regional False
dcl-dns other (QVA, custom OS, etc.) TRUE hd CPNR Auth DNS True
dcl-dhep other (OVA, custom OS, etc.) TRUE - CPNR CDNS/DHCP True
dcl-umbrella other (OVA, custom OS, etc.) TRUE b Umbrella VA True
cl-monitoring freebsd13.1 FALSE - LibreNMS and Rancid False
cl-netbox freebsd13.1 FALSE b NetBox False
cl-ntap-aiqum linux - Monitoring NetApp Cluster

cl-ntan-intassist

linux

PNLNMS-1035

Maonitarine FlexPod via Cisco Intersicht
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The Bot Strikes Back

= All Direct Spaces Public
Messages Profile Content Meetings + Apps 2 Q@
-] . Recommended messages ®
E " CL-EMEA-VMrequests deleted their own message. 10:40
v Favourites
L A CLEMEA-VMrequests 1041 K ©C T g
f = CEC appreciators R
i g Cisco Live EMEA 2024
e Ol ascolae/ VM Requests
-
- L-EMEA-VMrequests
& q
° CL EMEA VM requests Please fill in the information below.
CLEUR 24 NOC
2 you submit, it will be sent for approval. When the VM
s Grape People ed, you will be notified by this bot and receive the
access details
Q&A ,
Cisco Live 2024 Amsterdam all SPEAKE. For questions, please reach out to Joe Clarke, Anthony
” Jesani, or Jara Osterfeld.
‘. Tom Davies
o AMS Staging CLEUR24 - 4th-15th... What is the product or purpose of this VM? *
CLEUR 24 NOC use case
0] Ask Intersight
1% CISG Sellers [N
o Data Centre Alarms
CLEUR 24 NOC
o General Who is/are the responsible owner(s) of this VM? *
HyperFlex Sales Forum email address (separate multiple with commas)
s Ci :
[3 X Cisco Compute Hyperconverged wi... Is this a net new request or would you like to re-use a VM
2 from last year?
@ & Cisco NL & Amsterdam Campus
@ ‘ General
CLEUR 24 NOC
-
-4 O General sonty @
CWOM & IWO
M Cisccol e C O eeae Shift + Enter for a new line

cIsco '&./
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DO sweat the small stuff: Details matter
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Hulp Help Hilfe 48 45 4C 50
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Detalls matter
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FlexPod Datacenter at NOC

Data Management Powered by NetApp

Abhinav Singh
Sr. Technical Marketing Engineer @NetApp

PNLNMS-1035
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NetApp’s Role in the NOC

- NetApp in Cisco Live NOC since 2014
- Official Storage Provider for Cisco Live EMEA & Cisco Live US
- Critical Apps hosted on NetApp Storage

- Support - Staging & Event

c 1 Sco M. PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



NetApp Team

v‘ - : 4 I 1
gt i | #4180

Abhinav Singh Bobby Oommen Roney Daniel

\!
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What is New for NOC 2025

- Upgraded ONTAP software to 9.15.1P5

> MetroCluster IP support for end-to-end encryption
» Dynamic authorization to increase security of remote access to ONTAP

> Performance metrics enhancements for the System Manager dashboard
- Upgraded cluster switches to NX-OS 10.3.4a.M

- ONTAP tools for VMware vSphere

- |IPv6 for dual stack management

c 1 Sco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



FlexPod Datacenter for Al

cisco L{V&/

Model = HuggingFace &
A opyTorch O
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Meta

e
Deployment '
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FlexPod with MetroCluster

- Synchronous replication of data
- Zero RPO and near zero RTO
« Distance up to 700KM with MCIP

- Seamless integration with ONTAP features
» Storage Efficiency
> End-to-End Encryption
> Application aware backups

- High Availability for Business Continuity
> Protects against Controller failure
» Network failure, Site Outage

cisco M./ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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MetroCluster Check- Why did it fail...”?
L7 7
"5- 2

-Q

Data Centre Alarms %
CLEUR 25 NOC

Messages People (10) Content Meetings +Apps

cleur2025-netapp-alerts m 06-02-2025, 08:47

C NetApp Error Event: mcc.check failed: The MetroCluster (tm) check job has failed to complete

all checks for the system in cluster cl-emea-noc-mcc-dc2.

c 1 Sco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Storage & Intersight
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Visibility within Cisco Intersight - Hosts

€ Virtualization

Hosts

Virtual Machines Datacenters Clusters Virtual Machine Templates Datastores Datastore Clusters

> AllHosts &  FlexPod Host

[ Q Search ] = Filters 12 results

Name Datacenter Cluster CPU Capacity : CPU Utilization Memory Utilizat... Memory Capa... :

O 140.80 GHz 15.7% 1023.70 GiB
O 140.80 GHz 14.7% 1023.70 GiB
140.80 GHz 13.8% 1023.70 GiB
140.80 GHz 19.4% 1023.70 GiB
140.80 GHz 13.1% 1023.70 GiB
140.80 GHz 16.5% 1023.70 GiB
140.80 GHz 15.1% 1023.70 GiB
140.80 GHz 39.29 1023.70 GiB
140.80 GHz 23.3% 1023.70 GiB

140.80 GHz 8.8% 1023.70 GiB

Rows per page
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Visibility within Cisco Intersight - Storage

< Storage
cl-emea-noc-mcc-dci

Dashboards
General Checks

Operate
_ Sections Network Interfaces
Servers

Chassis Licenses

Search = Filters 15 results
Fabric Interconnects HARDWARE Q

Name Operati... - Admin.. S. IP... : IP Address  : Ho... : Home ...
Nodes

HyperFlex Clusters
Up Enabled Cluster 169.254.244.2... cl-emea-... e0c

Disks
Storage Up Enabled Default  2a11:d940:2:7e.. cl-emea-.. eOM

- - BIIE Up Enabled Default ~ 10.120.253.23 cl-emea-... a0a-120
Virtualization
NETWORK Up Enabled Default 10126.245121 cl-emea-... eOM
ntegrated Systems
Up Enabled Default 10.120.253.22 cl-emea-... ala-120

Configure Up Enabled Default 2a11:d940:2:7e... cl-emea-.. e0M
NTP Servers
Profiles Up Enabled Cluster 169.254.156.252 cl-emea-... e0c
ofiles
PROTECTION
Up Enabled Cluster 169.254.248.26 cl-emea-... e0d

Templates - .
Relationships

Up Enabled Default 10.126.245.124 cl-emea-... e0M
Policies Policies Up Enabled Cluster  169.25414.138 cl-emea-.. e0d

Pools

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Storage Capacity & Efficiency

Cluster capacity X
517TiB 472GiB 7.75TiB
PHYSICAL USED [l RESERVED [l AVAILABLE

478 TiB

LogicaL usep

61.8 TiB

SNAPSHOT copies [l

Data reduction

1.84 to 1 13.8to 1
WITH SNAPSHOT COPIES
Understanding capacity E

0% 10% 20% 30% 40%

1.91 to 1 data reduction
4.19 TiB logical used

@ aggr1_cl_emea_noc_mcc_dc1_02

207TiB 4.42TiB

USED AND RESERVED AVAILABLE
0% 25% 50% 75% 100%
1.84 to 1 data reduction

24 TiB logical used

I0PS: 219k | Latency: 0.29 ms

Throughput: 154.63 MB/s
Mirror: Enabled

50%

60% 0% 80% 90%

@ aggr1_cl_emea_noc_mcc_dc1_01

244 TiB 4.04TiB

USED AND RESERVED AVAILABLE
0% 25% 50% 75% 100%

2.02 to 1 data reduction
1.79 TiB logical used

IOPS: 1.92k | Latency: 0.29ms

Throughput: 135.08 MB/s
Mirror: Enabled

100%

cisco Li/&/
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ONTAP tools for VMware vSphere

Hosts

O

() v

ESXiHost vy

dcl-esx-02.c..

Version: 8.0.3
IP Address:
10.127.253.132

NFS Compliance

& Compliant

VAAI patch compatible: Yes

Current NFS Settings

Net. TcpipHeapSize: 32

Net. TcpipHeapMaxSize: 1024
NFS.MaxVolumes: 256
NFS.MaxQueueDepth: 128
NFS.HeartBeatTimeout: 5
NFS.HeartBeatMaxFailures: 10
NFS.HeartBeatFrequency: 12
NFS4.1.MaxVolumes: 256
SunRPC.MaxConnPerlp: 128
nconnect enabled: No
nconnect sessions: O

Select the hosts that you want to comply with NetApp recommended host settings.

cisco L{V&/

PNLNMS-1035
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Data Growth - ~1.67 TiB for 2025

Space Used %

Used and Reserved Space ()

10.00 TiB

950 TiB
Pre-Event

Space Used %
9.00 TiB

8.50TiB

02/10 00:00 02/1012:00 02/1100:00 02/1112:00 02/1200:00 02/1212:00 0213 00:00 02/1312:00

Post-Event

cisco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Next Year?

- MetroCluster controller refresh with latest system
- More capacity for Splunk, Cisco Catalyst Center , Al workloads
- Explore a Kubernetes based Chatbot for NOC

- Dedicated volumes for Splunk

c 1 Sco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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The Team

Andrew lvan lvanov
Yourtchenko

Lionel
Hercot

A0 =m 0B
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Routing Table Increase

No SVI AutoState + 20% increase in L3 domains + 20% more VLANS =

Switch 1 F0/0: fmam fp image: AOM ack download to Data Plane is stuck for more than 1B00 seconds for obj[14005] type[71] pending-ack Reg-none Issued-create 'PREFTX 10.15.91.0/24 (Table id 0)'

$FMFP-3-0BJ_ACK_FROM_DP_STU!

host = hal-x001-s0784 scds s e = cisco:ios

3_ERR} RC_ERR: Switch 1

>st = hal-x001-s0784 scds

Time Event

2/8/25 $FMFP-3-0BJ ACK FROM DP RESUME: Switch 1 FO0/0: fman fp image: AOM ack of objects to Data Plane is back to normal

10:52:56.000 AM host = hal-x001-s0784 sgurce = scids sourcetype = cisco:ios

Monitor the usage

IDF TCAM Used

2025-02-1104:15:00

cisco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 33
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NAT64 Statistics

Total active translations: 124958 (@ static, 124958 dynamic; 124957 extended)
Sessions found: 16472522528
Sessions created: 186965222
Expired translations: 187000395
Global Stats:
Packets translated (IPv4 -> IPvb6)

Stateless: 0
Stateful: 9629223847
nat46: @

MAP-T: @

MAP-E: @

Packets translated (IPv6 -> IPv4)
Stateless: 0
Stateful: 7027925427
nat46: @

MAP-T: @
MAP-E: @

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Edge Design | .I
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g T~{ztuoa Internet <o Sros| Internet TS a
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= =

|§| e [Reroprball HE. R sr bl CITEEED El
- TOMA .uTOAA -
dncp PO 10.127.0.237 WI“':! r":mm 10.127.0.238 Forzid anep

2x ASR 1002-HX for NAT44 and Native IPv6 Each unit BGP peered to Venue
2x ASR 1002-HX for NAT64 only 1x 10Gb/s connectivity to Venue
/26 of V4 public per NAT pool 2x 40Gb/s to core

c 1 sco L‘V&~/ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



NAT64 Design

Aspiring for 100% IPv6 inside the network

Legacy

| IPv4 Traffic
nternet 83.97.13.0/24

NAT64
Translator

ASR-1002HX
IPv6 Traffic
64:FF9B::/96

DNS64 CLAT &

DHCP
Umbrella VA Option 108

Cisco M./ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Option 108 - IPvb Mostly

| don’t often do IPv6 Mostly, but when | do, | do it on main

» Clients supporting CLAT support
Option 108. These devices get a
pure IPv6 only operation in the
network.

* Clients that don’t understand 108
don’t request it, get dual stack.

 We still catch some traffic with
synthetic IPv6 AAAA records via
NAT64 for those older clients

B Supports 108 @Does not support 108

c 1 sco L‘V&~ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



NAT64 More Popular than Expected

Segmenting your IPv4 space between NAT44 and NAT64 is tricky

» Didn’t really know how popular
NAT64 would be over NAT44
edge.

653903

« Ultimately, not enough addresses
in NAT64 pool and too many in
NAT44

« Changed translation expiry timers
to resolve, added more IP’s out of
hours.

c 1 Sco M. PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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New acquisition: 400 Catalyst 9200 switches
300*C9200CX-12P-2X2G + 100 C92OOCX—8UX2X
DN _—= \\\4

)
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NetDevOps templates: git-driven, modular

- Network DEV-ops elements - Network dev-OPS elements
-Changes only during pre-staging -Both pre-staging and showtime
-Include-only, part of templates -Incremental during the event
-Use CPP to #include "file.inc" - ACLs

- (worked well, but ...) - Last-minute config tweaks

Nginx as git server, process the commit + post-commit hook to

upload to github.com IF REACHABLE

c 1 Sco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



New: A.l. powered custom software
development

- A = Andrew

- Rust backend + Vintage Ul
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O:H1 Showcase - LEFT OF CAR

OH1 Showease - RIGHT OF
car

OH Showease - WEKGT/08

O:H1 Showease - RIGHT
DIAGOMAL WALL

OH Shewe:

e.network/f

~ WED3/04

GED
L I

.

Cisco and/or its affiliates. All rights reserved. Cisco Public



Day 0O..N bidirectional sync with Catalyst Center

- Bespoke tooling - Catalyst Center
- Wired Source of truth - Wireless Source of Truth
- Lightweight maps for switches -End-to-end assurance

- Assign to Catalyst Center Hierarchy
- Auto-sync WiFi maps from C.C.
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CIsCoO

Wireless @ Cisco Live 2025

Christian Gauer, CSS
Michat Kowalik, Principal Architect
PNLNMS-1035
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Infrastructure

WLE: Main

C9120AXI-E C9120AXE-E C9130AXI-E C9130AXE-E CW91661-E
CW9166D1-MR Cwe176l CW91661-MR C9124AXI-E
WLE: Keynote
C9130AXI-E C9130AXE-E
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Cisco Catalyst Center 2.3.7.7

Catalyst Center

Welcome to Catalyst Center!

Assurance Summary

o 2 e

View Detalls

Network Snapshot

Sites

77 S

@ setue A1 Endpoint Anaiytc

Software Image Updates

0

CIsco

Critical Issues

229

B

Network Devices

As of Fab 14, 2025, 085}

1079

Netwark Prafiles

A of Fab 14, 2025, 085

0

Cisco DNA Licensed Devices

As of Fab 14, 2025, 0B

963

67/

View Detalls

Find New Devices

Manage Licenses

Q00 0| A

Explore

Trends and Insights

330 D3
Tre intemet
ApE
as ol
Ima
2s of
! D ! 1 p——— 1 1 i \ \
> > > > > > >
- - - - -’ - -
- - Do - -* - -
MERT-_twork MER)-_twork  MERZ-..twork MERZ-_twork  MERA-_twork  MERA-_twork  HAL-X._twork
EoX °
Last
- o* 29 40 0 -*
> BN (s pes
COREZ OREK1  twork WACT TRREI-NERES NOTE HAL-0._ twork
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Wireless Campus Automation enabled

Edit WLAN Profile: WLAN_PRFL_CiscoLive!

Search Layer 2

Configure Layer 2 Security policies for WLAN. WLANs with the same SSID must have unique Layer 2 security policies.

Security e
Layer
Most Secure
ver A password (Pre-Shared Key PSK with WPA2 encryption ) is needed to access the wireless network
AAA
Advanced

WPA Parameters

@ wea3

) Transition Disable ascor Prok

WPA2/WPA3 Encryption

B AES(COMP128)

Auth Key Management

@ sAE @ T SAE
£-EX 0 XT-K
1500 s

Both HZE HaP

Ascll Unencrypted

ciIsco '&/

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Cli

CIsco

ents

LATEST =

Wireless Clients

0.0k
- . Feb 12, 2025 12:00 PM - 1:00 PM
2 15.0k
a Total Client Count: 15,853
g 1.0k Zain n #8269 #5735 1,134 715 i F
m
'.2 5.00k
o
207 207 2/8 2/8 215 2/9 2010 212 2013 E
dam 2pm lam 12pm 11pm 9pm gam 4am 3pm 2am pm

HEALTH ®1-3 ®4-7 @®B8-10 @ Inactive

Client Distribution by Capability Network Readiness

Status : Wi-Fi 6E

LATEST  TREND Stats : WiFi 6
37% of Wi-Fi 6E clients are associated to 'HL}E'&EMW"" 99% of your Wi-Fi 6E capable APs have enabled Wi-Fi 6E
® Wi-Fi 6 .
Wi-Fi 6 AP count 123

Network

Client count 2830 =

1ac
°iin

11abg

12148 Clients ® Uncia

Wi-Fi 6E Status.

® Enabled

.&/

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Clients on SSIDs

eduroam

CisoLive-Legacy WPA2 PSK

CiscolLive! WPA3

OpenRoaming |

cisco M./ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Wireless Wonders:
How to build your Wi-Fi 7 network

cisco Li/&/



7 Ways to Fail as a Wireless Expert on Wi-Fi 7

2
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Catalyst Center

Issues v Events

Catalyst Center

Event Analytics - Preview

Reachabllity Transitions ©

Assurance / Dashboards / Issues and Events

Event Analytics

QOO L| Ko v

Selectod time range: 276 12:00 AM - 2/13 1100 AM

romaL eveNTs

Show Analytics  6.8K
Radio Events O

RADID RSSET
(COVERAGE HOLE
T POWER ChanE

CRANNEL CHANGE

> Show Anslytics  7,1K

Client Onboardings ©

o0 LMI ' =

Dcsssive

success

Show Analytics  14M

CIsco

MOST « RREACHARLE

2/8: 1.2K events.

« UNRERCIBLE

3K events

BADORESET COVERAGE MOLE DETECTION

1.2K events 0 events

2/11: 3.9M events.

.&/

OST » FAILED OM

2/6: 2.8K events

3.8K events

« TX POWER CHANGE

0 events

sz « PG BEACHABLE

WAL CHiNGE

3.7Kevents  2.2K events
52K events 78K events

14M events

PNLNMS-1035

Selecte time sange: 2/6 12:00 AM - 2/13 11:00 AM

Selscid time range: 206 12:00 AM - 2 00 AN

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Event Analytics

Issues v
Reachability Transi

=

| |

fR !E
TomaL svENT

> Show Analytics

6

Radio Events ©

COVERAGE HOXE
TX POWER CHANGE

CHANMIL CHANGE

> Show Ansiytics 7.1k

Client Onboardings ©

Dxcassive

success

Show Analytics

CIsco

Events

= il Catalyst Center

Event Analytics - Preview

tions ©

« UNREACHABLE

8K 2/8:1.2K events | 3K events

VINTS | o RADIO RESE » COVTRAGE HOLE ORTECTI

1.2K events 0 events

2/11:3.9M events | 2/6: 2.8K events

.&/

3.8K events

3.7K events

52K events

0 events

2.2K events

78K events

Assurance / Dashboards / Issues and Events

=

Totat Events

211012025 12:00 PH-2(102025 4:00

2/10/2025 12:00 PM-2/10/2025 400
P

Tots Events

211012025 12:00 PM-2/10/2025 £:00
=Y
Tots Evonts 1815929

PNLNMS-1035

1

2/11
4 PM

P

Total Events:

Radio Reset:

2061200 AW - 2 o A

e

2/10/2025 12:00 PM-2/10/2025 4:00

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Event Analytics

= b Catalyst Center

issues - Events  Event Analytics - Preview
Show Analytics 14 7 events 7events 0 events

Radio Events ©

Hide 438 377 events O events 15 events 44 events

st radio event count in the selectad time period, spiit by event type

A v e B HO5L0-DM-PD 1440
HO5LO-DM-PD1439

. HOSLO-DM-PD1432
HOSLO-IL-PI1410

HOSLO-DM-PD1437

APs with the highest count of transmissian power changes, st by radia band

Assurance / Dashboards [ Issues and Events

AP NAME

We haven't been able ta select any data for this card

AP WAME

cisco L{{/&/

PNLNMS-1035

W z4G6HZ [l 5GHZ EGHZ

47

43

25

31

'l'_'-"l"l'

" Top 5 in Meeting Village
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Some more Wi-Fi details
— Michal
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Channel

(100)
(48)
(136)
(44)
(136)
(40)
(124)
(44)
(128)
(36)
(100)
(48)
(116)
(60)
(140)
(64)
(136)
(40)

Keynote

61x 9104 (each dual 5GHz)

Mandatory 36Mbps / RxSop -76dBm

5300 clients during keynote

Power Level I
H I

4/7 (11 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)
4/7 (11 dBm)
1/5 (12 dBm)
4/7 (11 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)
4/8 (12 dBm)
1/5 (12 dBm)

Antenna PID

C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=
C-ANT9104=

Tx power set via

Visio for cable

distances

ﬁ

11m
&
211386
31m E11011
£10943

E10942

A Ei0fa0
3
33
EI0937 EI0918°
£10920
21.8m
£10910

5M High/Pipe & Drape 5. 6‘0 »
Ol o ® . %D
32.3m Enpe 32.3m e Y /0
s0 F110 Y
B0 6m 023 %v
E11016 2550 E11017 -
Truss. 7.8m
aa [11)29
EINO E1101 1022
-.8m
Ell 020 EI1028
ENfia
o” <
3 3 E11027
ok B
EI100g 019,
EI0930 EIi3 EI1026
EOQ@B‘ “E11025
51032 |[4.5m 4.5m| 51035 E1p36 @
b R
j [ m
E10916 EI0912 E11285 £11030: E1031 TE035 E11369,
ugE S 6 rwse
51029 [4.5m 4.5m| s1342 g
\ | E11368 -
4,
EI0907: 3 E1370 D)
E10008 (EN79515 1371
1 I3
ENngr2
E10906 Gy : L3 Y
(0898 ENG 32 EN374
51028 1927 S1843 .8m @
. E1373
Tele p 2
El381
oooing| -0 cam EI13 @
g IIIXIID o
£11383 E1382
33.4m
Truss 1 . S
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A E1384
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="




== Installation mastermind
- Maurijn

Live monitoring

Full Keynote .
Installation time <1 ] "
day

PNLNMS-1035 (¢



Wi-Fi Police (rogue hunting)

BSSID Network Name Device Name Signal Min Basic Rate

| 6A:49:82:3F:A5:A0 Office -42dBm N 12 Mbps

| eE:a0:82:3F:A5:A0 TP-LINK_FOD6B4 -42 dBm GEED 12 Mbps

@ Cisco Meraki
@ Cisco Meraki

Less Obvious

Channel Channel Width

48 40 MHz
48 40 MHz

1 Level: Master

Cisco M./ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Ciscolive! 5/ 6GHz Shiny new main SSID WPA3 / SAE [/ FT+SAE

CiscolLive-Legacy 5GHz Failsafe SSID WPA2 / PSK

CiscoLive-WiFi7 5/ 6GHz Do you have a client? WPA3 / OWE

OpenRoaming 5/ 6GHz WPA3 / 802.1X /
FT+802.1X

eduroam 5/ 6GHz WPA3 / 802.1X /
FT+802.1X

CL-OPS 5/ 6GHz Network staff WPA3 / 802.1X/
FT+802.1X

c 1 sco L‘V&~ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 60
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PNLNMS-1035

Inter-controller roaming

Dedicated WLCs:

= Hall 5 >> Meeting Village
« 17.15.2 (Wi-Fi 7)

= Hall 12 >> Keynote
e 17.12.4

Main WLC (9800-80):

= All other areas
e 17.12.4
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Difficult decisions (1)

. Saturday, one day before opening

- Issue: Broken inter-controller roaming for some clients

CiscolLive! 5/ 6GHz Shiny new main SSID WPA3 /| SAE ASAE+FT

S

- Decision: Redesign venue using only 2x WLCs...

- Decision: Keep Wi-Fi 7 >> Upgrade MAIN WLC to 17.15.2 SlF<F
code

- Bedtime = 2:30am

cisco L{V&/

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Difficult decisions (2)

- Monday, first full day of the show

- Issue: Wi-Fi 7 MLO client interop Bug, causing 6GHz radios to
crash

kernel: [*02/10/2025 09:29:34] #011 ++++ Radio Firmware Crashed ! ++++

. Outcome: Successful discovery of CSCwo03761 ...
. Decision: Disable 802.11be (no more Wi-Fi 7)

cisco M./ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



A few moments later ...



Cisco_99
Cisco_
Cisco_99

Cisco_99:
Cisco_99:

Cisco_99

Cisco_99:

Cisco !

Cisco_99:

Cisco_99
Cisco_99

Cisco 99:

Cisco !

Cisco_99:
Cisco_99:
Cisco_99:

Cisco_99
Cisco_99
Cisco_99
Cisco_99
Cisco_99

802.11
862.11
802.11
802.11
802.11
862.11
802.11
802.11
802.11
882.11
802.11
802.11

802.11
802.11

802.11
802.11
802.11
8@2.11
862.11
802.11
802.11
802.11

486 Probe
486 Probe
486 Probe
486 Probe
488 Probe
488 Probe
488 Probe
488 Probe
488 Probe
488 Probe
488 Probe
488 Probe
488 Probe
514 Probe
514 Probe
514 Probe
514 Probe
514 Probe
514 Probe
514 Probe
514 Probe
514 Probe
537 Probe
537 Probe
537 Probe
537 Probe

37 Probe
537 Probe
537 Probe
537 Probe
537 Probe

- Tuesday...

Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,
Response,

VUL VLLVLLVLLYLLWLLWY

wn

nANANNANNANANANANANANANAN n_h nNnNnnNNN n

Difficult decisions

« Issue: Probe response flood on
CSCwo008256
: Replace all 9176 APs with 9166 APs

DO T WOTDTD D@

IO IO O N IO N IO N RO®

9176 5GHz radios

scoLivel”
Ciscolivel"

iscolLive!™
penRoaming’
penRoaming"
penRoaming"
penRoaming"
"OpenRoaming”
penRoaming"
"OpenRoaming"



CiscolLive! 8 6 51

Total Wi-Fi Clients

15000

eduroam

10000

5000

12:38:00 123810 12:38:20  12:38:30  12:38:40

= Keynole == Main

Clients / Band

27

2.4GHz

12:38:50

12:35:00 12139910 12:39:20  12:30:30  12:39:40  1239:550  1240:00 124010 12040120 12:40:30  12:40:40  12:40:50

Client States
auth
mobility
ipLearn
webAuth
run

14002

5GHz 6GHz randomMac

delete

github.com/ciscowireless/wifi-dashboard

S—— {0

CL-OPS

12:4100 124710 124120 124130 124740 12:4150

PNLNMS-1035

< (@ 2025-02-1112:38:00 to 2025-02-1112:42:00 ~

Ciscolive-Legacy 1 O 4 O

>

Total Wi-Fi Clients

15127

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




WayFinding

Sebastien Marchal
Technical Solutions Architect

cisco L{V&/



Event.ciscospaces.io/clemea2025

. Amsterdam Tap to
ascoLatb! | Amsterdam | [Py 4.5°C = f

Friday, February 7 ® 5:25PM Partly cloudy learn more

RAI Amsterdam

Capture
theFlag-
Activities

e Missions
Level 3

Get Personalized
Level 2 S| [ Recommendations

Ground Floor

Launch Cisco Al Assistant

Navigate
on your phone

Registrations  Cafes Toilets

i )]
Q search WhereAmI?| C Reset View
\ camification Al




But before that...

I A el
ENTRANCE K FOYER «RAIC

WoS [Hall 1] 10020m?

bt e ey
RAICONCESSWH
R 2R ] et J54% 8

Versioning

TO HALL 2

Y

[Ranninnnn;

ST

F&B AREA 1
[HUB 24 F&B]
215m?

TOHALLE& 7

'

Showcase
SHO-XX
1615m?

| Notworkng |

=

-g i. Fm -
RAI CONCESSION
v B IL_—..J

L] T
' ' ‘ ) [Rnnainnan:

25CL_RAI_FLOORPLAMNS_V20tI_OP (1).pdf

January 27

cisco L{V&/
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Access Point BLE Mostly

iBeacon Prefix UuID Major Minor | Tx Power
(9 bytes) (16 bytes) (2 bytes) | (2 bytes) |(1 byte)
(a\
____________ : 16M
""""" 12M
I
1
I
i l
Reality BE- - - - 4M

300ms vs 5sec last year
asco Lo 34 Beacon for transition zone
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Client Computed Location with BLE

Beacons

“Cisco Events” Would Like to
Access Your Motion & Fitness
Activity

Motion data is required to accurately
locate you on the map for wayfinding
purposes.

Don't Allow




Security and the
SOC

Luke Hebditch

cisco L{V&/



The Team

- Luke Hebditch
- Solutions Engineer, SSE

- Dave Tomkinson
- Security Consulting Engineer

- Mark Bremner
- Senior Security Consultant

cisco L{{/&/

PNLNMS-1035

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

73



Aims of the SOC

- Primary objective: maintain availability
- Close monitoring of the management networks and data centre

- Attendee and lab networks a secondary focus as considered as a
guest network

- Work closely with the NOC team and vendors to ensure security
best practice being followed

c 1 Sco M- PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



Key focus areas this year

. Starting to automate SOC processes

- Adjust security tooling to consider the wider use of IPv6 across the
network

- Credential testing
- Checking default credentials are NOT in use
- Validation that important break-glass account passwords had been rotated

c 1 Sco M. PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Technologies utilised

- Umbrella DNS
- Cisco XDR
- Secure Network Analytics

- Secure Cloud Analytics
(including NVM)

- Secure Endpoint (incl Orbital)
- Encrypted Traffic Analytics

- Splunk Enterprise & Splunk
Enterprise Security

- Radware Cloud DDOS
(provided by the RAI)

cisco W‘/

- Firepower 4245’s as IDS

Sensors (SPAN of all traffic
from the core & DC switches)

- Firepower Management

Centre 4700’s (in HA)

- SAL (Security Analytics and

Logging)

- Bloodhound AD tool

- Nessus Professional

- Kali (with its various tools)
- Nuclei

- Burp suite

PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



You have a hole in your NOC

s A | 4 - .

; ‘ Tool Test H Port Scan HDNS CheckH Net Info H Cl H Rst’

c 1 sco L‘V&~/ NNNNNN -1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



You have a hole in your NOC
$ O -

TL € 1414

You Have A Hole In Your NOC

| Tool Test H Port Scan HDNS Check%\ Net Info H Cl H_Rst_l

IP Address: 10.100.126.38
Gateway: 10.100.126.254

[INFO] Starting tool test... This should
take about 5 seconds.

CISCO Lt/&~/ PNLNMS-1035
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SYSLOG

SYSLOG

Network

((m)) E O

== 1=1 -

Network Data center Users
Incl ACL
logging

cisco L{V&/

S3 Log

e

Umbrella

DNS

Events

> splunk> €

_ - -

G
¢/ Cloud FMC/
< SAL FTD

—7 PG
<@ Incl ETA @
Telemetry

Broker

Alerts/ Eveﬂ_t@.
(o]

€—\\ebhook ( WY €—
Notification o—
XDR

SNA

Secure Client:
-Secure Endpoint
-NVM
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splunk Apps ¥

Mission Control Analytics v Security content ~ Configure ~ Search

Analyst queue ‘ Search findings & investigations Q | ‘ Last 24 hours ~

=
. —

- Increased use of SplunNk e
across the NOC team o

Fin.. 2 Int. & Time 3

f

d

indax="syslog" sourcetype="cisca:ios’|

0 24 hour risk threshold exceeded for system=10.1 [ & rowme 109 Today 13:30
O 24 hour risk threshold exceeded for system=10.1 [ & Fooms o7 Today, 08:30
.
° F I rSt l | S e Of S p I l l n k E S 0 24 hour risk threshold exceeded for system=10. 1 [ & rowme 72 Yesterday, 15:25
O 24 hour risk threshold exceeded for system=10.1 [ & Fmoms 7 Yesterday, 13:25
0 24 hour risk threshold exceeded for system=10.1 [0 Foome 54 Yesterday, 13:25
O 24 hour risk threshold exceeded for system=10.1 [ & Foome 51 Yesterday, 15:25
DNS queries to security-flagged domains eliztalks.com. from & roons
y Today, 09:00
plunk o 10. | labelled NOC G
Search
DNS queries to security-flagged domains client-side- o roon
Yesterday, 17:45
O detectionapicxmetamask.io. from 101 [t abelled Noc esterday,
New Search
0O OBSRVBL event found for 10. under type Suspected o raome Vestorday, 1832
Port Abuse: External against &

23,941 events (13/02/2025 132013000 lo 13/02/2025 13:3513000) o Event Sampling ~ Job v 4 & 4 Y SmoriMode~
Events (23,947 Pattems. Statistics. Visualization
Format Timeline v = Zoom Out A i per vyl
Usts  /Fomat 20 PerPoge = 2 3 4 s & 7 8 Next >
< Hide Fields. = Al Fields. B Time Event ]
nreren s > THODZOIS  SSEC-(-IPACCESSLOGP: List IP-ACL-VLINI-Access-Poaints pernitied tcp 10.7.14.16CI0BAE) > 10.100.253.22(12626)
o TIGI2000 s - pOLAOVS06BS | source - scds | sourcelype - clscotos
@ source 1 > 130212025  SCLIENT_ORCH_LOG-6-CLIENT_ADOED_TO.RUN_STATE: Chassis 2 RO/4: wncd: Username entry (11462.f6adc46650ac882c8daadd2065d30dbaciscoid. openroaning.net) joined with ssid (Openfoaming) for device with MAC: d62d.feed.2ed3 on channel (124)
a sourcetype 1
rpe 133612000 nost = wick-main | source = scds | Sourcetype = Ciscoios
INTERESTING FIELDS > 13/02/2025 AFMANFP-6-IPACCESSLOGP: F@/@: fman_fp_image: list ACL_IPVA_WAN_IMCOMING denied tcp @8b&.78c5.3076 52.118.39.78(36357) -> 83.97.13.81(31318), 1 packet
@ wetion 3 133512000 post = corededge  source = seds  sourcetype = ciscodos
@app 1
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Next year?

- Discussion across the NOC team on potential extra enforcement
points

- Extension of use of Splunk Enterprise Security
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i
CISCO

Services, Management,
Alerting, and Stats

Joe Clarke
Distinguished Engineer
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Our Mission Control
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Alerts Made Possible By...

LioraNms = = £ S @uen Bam X ° LI

n
n
e =]
v [ ]
n
v @
v [ ]
v o

syslog-ng

open source edition

cisco Lz%o//

~ ~ ~
o - -

#® ® LibreNMS on cl-monitoring

Alert for device h01-066-s0688 - Access/IDF Power State Critical

Device name: h01-066-s0688.ciscolive.network
Timestamp: 2023-02-10 08:38:56
Rule: Access/IDF Power State Critical

sensor_class: state
) sensor_descr: Switch 1 - Power Supply A
# 8 vonwAem  SENSOT_current: 1
CPU usage' on CL-MC sensor_prev: 2
o voumann  State_descr: off (other)
CPU usage' on CL-MC

D vCenter Alarm: aia: ii.viinruusaysmianiy, IGIZOL. LLEIVIVINE T URING, VEING. LUTIGHL VaIUTS 1U1 1ISU VOGNS, WU IFUVIT AIGHTT VI UG GG Ly

usage' on CL-MONITORING changed from Red to Green, Status: Normal

tapp-alerts 07:56

@ NetApp Error Event: callhome.spares.low: Call home for SPARES_LOW: faggr0_cl_emea_noc_mcc_dc1_02/plex0/rgo, /
aggr0_cl_emea_noc_mcc_dc1_0

@ NetApp Error Event: callhome.spares.low: Call home for SPARES_LOW: /aggr0_cl_emea_noc_mcc_dc1_01/plex0/rg0, /

] .ﬁl Live NOC Bot Yesterday, 08:43

™ . Port Gi1/0/8 on hal-005-s0523 (HAL-005-S0523) has been put in an err-disable state because
agg %PM-4-ERR_DISABLE: psecure-violation error detected on Gi1/0/8

.ﬁ; Live NOC Bot Yesterday, 08:44
Live NOC B/ &” # Port Gi1/0/8 on hal-005-s0523 (HAL-005-S0523) is recovering from err-disable
# Scope IDF-015-WOS-CISCO is now 81.61% utilized (41 of 223 free addresses remain); suppressing
future alerts until resolved or utilization increases

Live NOC Bot Yesterday, 15:04

# Scope IDF-015-WOS-CISCO is now only 74.44% utilized (57 free addresses out of 223)
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Be True To Your Network

All Objects .
yui netbox -
Devices 2 impor
B3 Organization
& Devices v resus (@ Fiters @D
DEVICES Mod: 4PT
Devices
Modules
Device Roles
Name Status Tenant Site Location Rack Role Manufacturer Type 1P Address
Platforms
i i HO1-022-50858  ([Zg)) Infrastructure  Conference Space  — —  (iZAccessSwiteh)  Cisco CMICR-4PT  10.127.81.143/24
Virtual Chassls
DEVICE TYPES Ho1-023-50856  (EE® Infrastructure  Conference Space  — —  [L2AccessSwiteh|  Cisco CMICR-4PT  10.127.81.144/24
Device Types HO1-024-50857 (G Infrastructure  Conference Space  — —  (2Accassswiteh)  Cisco CMICR-4PT  10.127.81.148/24
Module Types
HO1-030-50830  ([[EAY Infrastructure  Conference Space  — —  (lZAccessswiteh)  Cisco CMICR-4PT  10.127.81.145/24
Manufacturers
H01-031-50831  ([[ENZ) Infrastructure  Conference Space  — —  (i2Accessswiteh)  Cisco CMICR-4PT  10.127.81.147/24
DEVICE COMPONENTS
Interfaces B HO1-032-50832 (DD infrastructure  Conference Space  — —  (lZAcSeESsueR)  cCisco CMICR-4PT  10.127.81.146/24
A ES Ho1-036-s0838 ([P Infrastructure  Conference Space  — —  LzAccessSwitch (oo CMICR-4PT  10.127.8.151/24
Rear Parts B
HO1-038-50835 (MDD infrastructure  Conference Space  — —  (lZAcsesssuieh)  cCisco CMICR-4PT  10.127.4.36/24
Console Ports [ ]
Console Server Ports x H01-083-50825  ([[ENZP Infrastructure  Conference Space  — —  (iZAccessSwiteh)  Cisco CMICR-4PT  10.127.1.146/24
EowssE s 3 Hot-104-s0834 (D infrastructure  Conference Space  — ~  (lZAScesswiReh)  Cisco CMICR-4PT  10.127.2.163/24
Power Outlets [ ]
| . fan H02-004-50844  ([EEEJ Infrastructure  Conference Space  — —  (E2AcsessSwiteh)  Cisco CMICR-4PT  10.127.28.31/24

Cisco

.&/

A Design / Auth DNS / Forward Zones

¥ Forward Zones

t) B Show an YT
MName

ciscolive. network, @
MAPM B O, Object Name

» Secondary Zones

Dt ol A |Design / DHCPv4 / Scopes
» Views * Metworks
» Hosts v Scopes
= G X B showlm
;-
name
4 CORE-WIRELESS-1
cone.wiRELESS2
RE-WIRELESS-3
5o WRELESS 4
CORE-WRELESSS
;- CoRE WRELESS S

CORE-WIRELESS-7
CORE-WIRELESS-MANAGEMENT
IDF-001-ACCESS-POINTS

IDF-001-BREAKOUT-PRT-LAPTOR

PNLNMS-1035

HaPp M g 1
» Scops Tempistes

PH

» Ressrvations

List/Add Forward Zones

O, Otject Nama

Edit Zone ciscolive.network.

ciscolive.network.

Resource Records ~ Hosts
Atirioute Vaie
Name * ciscolive.network.
Owner Inone] v
Region [nane] M
Distribution Default

Zone Default TTL
SOA Attributes
Serial Number *
SOATTL
Mamesarver
Contact E-Mail * jelarke. cisco.com.

Secondary Refresh

DN

Zone 'ciscolive.network.” status: published, sync-complete; Total RRs = 5730.

240

de1-dns.ciscolive.network.

Secondary Retry 80m
Secondary Expire 1w
List/Add DHCP Scopes
vy
Edit DHCP Scope CORE-WIRELESS-1
- Scope CORE-WIRELESS-1"status: synchvonized.
[ cOREWIRELESS-1 | Loases || Reservations
@ Alirbute Value
@ Name* CORE-WIRELESS. 1
@ Suner 103100 ® v
1] Poiicy” wirsless v
[} B Ranges
@ Selecton Tags | g | |4 add || X Delete |05 Delete All
= Tog Valus
N data i avalabie
Embedded Policy

Ecit Existing Embadded Poliey

Layout DisplaY  Groupad View (Defaut) ¥
Arbute

* Dynamic DNS Settings
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CiscoLive As A [NSO] Service

The Tool

ncs#config
ncs (config) #ciscolive Amsterdam 2025
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Automation!

VLAN Elimis -Jedi (66) L m oo m .
Siniseivtes device dcl-ethsw-1 {

config Switch Config
vlian {
+ vlan-list 66 {
name Eliminate-Jedi;

+

!

}
interface {
Vlan 66 {
description Eliminate-Jedi;
ip {
access—-group in {
name IPV4-ACL-COMMON-VLAN;

}
address {

ipaddr 10.66.252.247/24;
}
arp {

gratuitous {

hsrp {
duplicate false;

+ o+ o+t o+
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Git—powered Auditing Gogs and git record the
history

Rancid spots config changes

diff —--git a/configs/corel @ Files @ Issves @ T Pull Requests @ Wi X Settings
index b993f17..eabd64e 18
- —— afconfigs/corel-wa
@@ -1387,9 +1387,9 @@ interface Vlan13s Auto-merge
no ip unreachables
ip access-group IPV4-ALLDENY in RANCID daemon user 17 hours g0 parent | r310eaz055 SN
standby version 2
- standby 2 ipv6 2A@5:FBC@:2:87FF::FE/64 5.4 changed fles with B sdditions and 8 deletions -
standby 2 preempt
standby 2 mac-address 0@85.73a@.2222 +2 B -2 do/oontgs/dci-sthaw-1 o Fil

standby 1 ipvé 24D =
standby 1 preempt e —

sreesom Python monitors routing changes

ipv6 address 24 +fumning configuration last done at: Sat Jam 25 15142612 2020
ipvE enable

T

diff ——git a/conf] --- ipv6_route-CORE2-EDGE.prev 2020-01-31 @9:55:17.680617000 ersion 9.214) sios:version 85,38

index 5e36371..dd| +++ ipv6_route-COREZ2-EDGE.curr 2020-01-31 10:00:24.610541000 IEI Ci Li . tabl A =

- —— afconfigs/co @@ -1.5 +1.5 @@ iscoLive / routing-tables @ Unwatch 2 Star 0 ok 0

@@ -1428,10 +1428 12 T s2tcss
no ip unreachab show ipv6 route EFles @isswes @ N PulRequests @  EBwiki 3¢ Sattings e
1p access-group -IPv6 Routing Table - default - 811 entries
standby version IPv6 Routing Table - default - 81@ entries ="
standby 2 - - - Routing table update Biowse Saurce

- Szaﬂggvi Codes: C - Connected, L - Local, S - Static, U - Per-user St — N _

= stan

- standb; 2 B - BGP, R - RIP, H - NHRP, I1 - ISIS L1 Joe Clarke <jclarke@clsco.com> 4 minutes ago parent RN 57ab534843 |

+ standby 1 1 I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary,

: :E:zg:z i @@ -3618,11 +3618,6 @@ 3 1 changed fies with 1 additions and 18 deletions St Vie ow Diff Stats

+ standby 1 ia FE8@::10:128:1:2, TenGigabitEthernet@/1/@ — S

1 . N . +1 - 18 ip_route-CORE1-EDGE.txt View File

load-interval 3 FE80::10:128:1:28, TenGigabitEthernet@/1/4

ipvEe address 2A| @@ -13,7 +13,7 @@ Gateway of last resort is 192.168.1.1 to network 9.0.0.0

ipv6 enable :F8C@:2:7F00: :20/128

[110e/30]
FE8@::10:128:1:28, TenGigabitEthernet®/1/4

Bs  8.0.0.8/8
[20/0] via 192.168.1.1

.8/8 is variably subnetted, 1068 subnets, 6 masks

/8 is variably subnetted, 1863 subnets, & masks

FE8@::10:128:1:6, TenGigabitEthernet@/1/1 s 9.0/8 is directly cannected, Nulld
N s 0 10.1.1.0/24

FE80::10:128:1:2, TenGigabitEthernet@/1/0 [118/230] via 16.128.1.30, TenbigabitEthernetd/1/a

:Fs(_z:?Fw: 21/128 @ -3071,10 -‘307].6 e 10.127.0.32/32
[110/31] via 10.126.1.30, TenGigabitEthernet®/1/4
[118/30] [118/31] via 18.128.1.4, TenGigabitEthernet8/1/1
. . [120/31] via 10.128.1.8, TenGigabitEthernet®/1/@

FE8@::10:128:1:28, TenGigabitEthernet®/1/4 o 10.127.0.33/32 !
. . ] 9 1 0 - [118/31] via 18.128.1.30, TenGigabitEthernetd/1/d
10'12816’ nG'I.gab‘l.tEther‘net/l/l - [118/31] via 18.128.1.4, TenGigabitEthernet®/1/1
(110/31] via 10.128.1.8, TenGigabitEthernet®/1/@
o 10.127.0.35/32

1107211 win 18 178130 TanGiashitErharasta 1/
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Live tell me about

webe

by CISCO

¢

08/02/2025, 16:23

in a form of a poem please

sme information about the IP addr 100.240.47 in a poetic form for you

The IP address 10.100.240.47 so fine,

Is leased to a MacBookPro, a device divine.

Its MAC address is 5e:04:b8:4b:bc:1b,

Connected to the IDF-240-NOC-MANAGEMENT scope with glee.

It's associated with the SSID CL-OPS,

On the access point CONLO-IM-PI1416, no need to mope.
The client details show a user jclarke,

With an IP address and MAC address that perfectly embark.

The device is running macOS 15.3,

A wireless connection with a health score of 10, you see.
It's located in CLEUR 2025/Congress/Congress-L0,

A place where connections are made, don't you know!

So there you have it, josterfe,

Information about the IP address, all in a poetic retrieve [f|
From **CPNR** and **Netbox**,
And **ISE** and **Cat Center**, all data to perceive.

Llama 3.3 (70B)




LLM + RAG = KBYG Bot

response

Joe Clarke 04/02/2025, 18:42

Live When can | get my hands on Maurijn's sweet DJ kit?

Live NOC Bot 04/02/2025, 18:42

Hey, Joe! Let ChatNOC work on that for you...
S Warning: Hands Off! ©

You are NOT allowed to touch Maurijn's DJ set. In fact, the guide explicitly states:

DO NOT!! touch Maurijn’s DJ set (unless you fancy losing a finger or 2) f§ %

request

User

context

("

cisco

Cisco Live 2025 NOC

KNOW BEFORE YOU GO GUIDE
Any questions ping Elena Berki (elsanz) on Webex

\ cisco é{/&/

4 Retriever

request + context

Vector DB

>

Llama 3.3 (70B)
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From regex ...

m = re.findall(r ([ T\ [ IEAW T4\ [ 14) , txt)
if not found_hit and len(m) > @:
found_hit = True
for hit in m:
res = check_for_lease(hit)
nbres = get_from_netbox(pnb, ip=hit)
cmxres = None
dnacres = None
> if res is not None:
if res is not None:
reserved = ""
> if "is-reserved" in res and res["is-reserved"]:
> if re.search(r , res["state"]):
else:
port_info = res["relay-info"] ["port"]
> if port_info != "N/A":

spark.post_to_spark(
C.WEBEX_TEAM,
SPARK_ROOM,

DHCP Queries % )
CLEUR 24 NOC

Meet

Messages People (13) Content Meetings + Apps QL Q

Martin Kriska 01/02/2024, 22:37

Live 10.100.76.31

Live NOC Bot 01/02/2024, 22:37

Hey, Martin. Working on that for you...

10.100.76.31 is leased by a client with name SEP40CE242BEBB5 and MAC
40:ce:24:2b:eb:b5 in scope IDF-076-NOC-MANAGEMENT (state: leased) and is
connected to switch H02-015-S0151 on port GigabitEthernet1/0/4 in VLAN 100.

" _{}_ is leased by a client with name sk{}** and MAC sx{}** in scope sx{}#k (state: #*k{}#k) and is connected to switch s*{}#x on port {} in VLAN sk{}sk{}.".format(

hit,
res["name"],
res["

mac"],

res["scope"],

res["state"],

res ["relay-info"] ["switch"],
port_info,
res["relay-info
reserved,

“ylan"],

)

cisco Lz{@/
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y
-

.. to poems &

&

“ def handle_message(msg: str, person: Dict[str, str]) -> None:

messages = [

{
"role": "system",
"content": "You are a helpful network automation assistant wift
"of the available tools that you have access to. When you recd
"use the output to format an answer to the original user ques
"indicating which data source each output comes from. If a di
"If you choose to call a function ONLY respond in the JSON foi
'{"name": function name, "parameters": dictionary of argument
"information use relevant functions before falling back to br
" always be specified in the response. Put the entire functiof
"Reply with ALL data that each tool responds with.",

+

{"role": "user", "content": f"Hi! My name is

{"role": "user", "content": msg},

person['nickName"]

response: ChatResponse = ollama_client.chat(MODEL, messages=messages,
output = OrderedDict()

Messages

[ DHCP Queries
CLEUR 25 NOC

People (18) Content Meetings + Apps

You 08/02/2025, 16:23

Live tell me about 10.100.240.47 in a form of a poem please
Live NOC Bot 08/02/2025, 16:23

Hey, Jara! Let ChatNOC work on that for you...

Hello josterfe ¥,
I've gathered some information about the IP address 10.100.240.47 in a poetic form for you:

1 The IP address 10.100.240.47 so fine,

2 1Is leased to a MacBookPro, a device divine.

3 Its MAC address is 5e:04:b8:4b:bc:1b,

4 Connected to the IDF-240-NOC-MANAGEMENT scope with glee.
5

6 It's associated with the SSID CL-OPS,

7 On the access point CONLO-IM-PI1416, no need to mope.

8 The client details show a user jclarke,

9 With an IP address and MAC address that perfectly embark.
10

11 The device is running macOS 15.3,

12 A wireless connection with a health score of 10, you see.
13 It's located in CLEUR 2025/Congress/Congress-L0,
14 A place where connections are made, don't you know!
15

16 So there you have it, josterfe,
iL7)

Information about the IP address, all in a poetic retrieve m
From **CPNR** and **Netbox**,
And **ISE** and **Cat Center**, all data to perceive.

= =
O ®

cisco Lz{@/
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- Powered By UCS X Direct and Nvidia L40S GPUs

otal GPU Utiization

GPU Utiization

dcl-ollama-node-5 GPU 0

dci-ollama-node-5 GPU 1

(or

dcl-ollama-node-6 GPU 0

dcl-ollama-node-6 GPU 1

dc2-ollama-node-5 GPU 0

dc2-ollama-node-6 GPU 0

Neme
— cerolamannoe-5 GRUD
— cerolame node-§ GPUS
— oez.clsma-noce-5 GPU 0
actotamenode-5 67U 1
aczolama-noge-s GPU 1

nas @ wE ww was e 3 0 was w00

Total GPU Power Usaga

e FAORY

6PU Utiization Over Time

P r——
= acrotama-nooe-n

acl-otama-nages
= acrotuma-nooe-n

Jsra Osterfeld 1023

Live tell me about 10. in a form of a poem please

Live NOC Bot 10:23

Hey, Jara! Let ChatNOC work on that for you...

Hello josterfe ¥,

I've gathered some information about the IP address 10.100.240.47 in a poetic form for you
The TP address 10.100.240.47 so fine,

Is leased to a MacBookPro, a device divine.
Its MAC address is 5e:04:b8:b:bs
to the

scope with glee.

It's associated with the SSID CL-OPS,
On the access point CONLO-IM-PI1416, no need to mope.
The client details show a user jelarke,

With an IP address and MAC address that perfectly embark.

The device is running macos 15.3
A wireless connection with a health score of 10, you see.
It's located in CLEUR 2025/Congress/Congress-L0,

A place where comnections are made, don't you know!

So there you have it, josterfe,
Information about the IP address, all in a poetic retrieve [
From ++CPNR** and *+Netbox*+,

And **ISE** and **Cat Cemter**, all data to perceive.
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Learning From Last Year

Edge QFP Utilization

HH T
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This Year...

Main Advanced

Rule name Space on filesystem is >= 95% in use

Import from ~

4 Add rule © Add group

11 [ storage.storage_deleted - | | equal v [ % Delete |
o
1 |M:‘ begins with v
!
i |@:‘ greater or equal ~| |85
1 |@:‘ doesn't contain v
Severity Critical ~
Max alerts 1 Delay 0 Interval S5m
Mute alerts OFF Invert rule match QOFF

Recovery alerts m Acknowledgement alerts m

Match devices,
groups and
locations list

OF

hl

[ DC Servers | [ x DC VMs | [ x NetApp Devices | ‘ All devices
except in list

Transports |[ x Ciscospark: Data Centre Alarms l [ * Syslog: FreeBSD Syslog l

Procedure URL

cIsco '&/

PNLNMS-1035
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What We Want To Do Next Time

- Dump all our architecture docs and notes into a RAG for the Al
- Allow attendees to talk to our Al bot (get those GPUs cranking!)

- Use our GenAl to document the automation and code we have (we
like writing the code, not the docs)

- Allow exhibitors to change their own ports using a bot - maybe

- Lower disk alert threshold

cisco M-/ PNLNMS-1035 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DNS Stats By Umbrella

peployment Heain #1 Domain Notable Categories

aming Clients

Active Network]
100%§ 1 /1 Active o

Encrypted DNS (2,513,994

Network Breakdown @ @@@ I:I@ req UeStS)

"* | Conventions Conferences and
Trade Shows (9,698)

Total Requests

926.2M Total & 1775% n TK% vs. last 7
400M
Paranormal (4 DNS requests)
TS r Y
F i
F%DB Feb9 Feb10 Feb 11 Feb12 Feb13 Fe.. F%I}B FebS Feb10 Feb11 Feb12 Febl13 Fe.. F%DB Feb 9 Feb 10 Feb 11 Feb 12 Feb13 Fe...
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The New Year of IPv6

Total IPv4 Volume

35.01 18

Total IPvd Volume

Total IPvE Volume
45.18 18

Parcent of Total Internat Traffic That Is IPwE

63:3%
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Clients That Give Back

Clients that support IPvé Mostly will request DHCPv4 option 108.
If available, those clients will prefer v6 and do CLAT in order
to reach v4-only sites. They will also not lease an IPv4 address.

Number of Clients That Support IPv8 Mastly @ Numbar of Clients That DO NOT Support [Pv8 Mostly @

21763 30

dhep,_client.count

ciIsco 'p/_/
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Thank You...

Apple!

Available Updates

v macOS Sequoia 15.3.1 15.3.1 1.43 GB

macOS Sequoia 15.3.1 — Restart Required

This update provides important security fixes and is recommended for all users.

For information on the security content of Apple software updates, please visit this website: https://
support.apple.com/100100

Close Update Now
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Total Traffic To The Internet...

Total IPv4 Volume Total Internet Volume since Core Power-on Total IPv6 Volume

56.93 18 o

Value

Total Internet Rate of Change over Time
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Total Traffic To The Internet...

88.54 18

2025
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CISCO

Thank you ***
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