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Webex App

Questions?
Use Webex app to chat with the speaker after the session

How
@ Find this session in the Cisco Events app

© Click “Join the Discussion”
© Install the Webex app or go directly to the Webex space

0o Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker
until February 27, 2026.
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Agentic Operations and the
Deep Network Model




Cisco Al Canvas

A reimagined user interface for
human/agent interaction

Collaboration across multiple users
(NetOps, SecOps and execs)

Built on the intelligence of the Deep
Network Model

Troubleshooting and execution
across multiple domains

© 2026 Cisco and/or its affiliates. All rights reserved.

Al Assistant

‘el Al Canvas | Network health summary -

= Al[pssistant

Now ¢hecking Splunk alerts...

9 Al Assistant

Error logs confirm MX device issues. Packet
capture needed to verify, but you don't have
permissions.

Error Logs Frequency Splunk
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MX84 Performance Metrics (Last 24 hrs)

Meraki

Error Logs Frequency  Splunk

Network Path Visualization: San Jose to Financial Cloud

Thousand Eyes

Shared Workspace

Users

Invite collaborators
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Al Canvas + AgenticOps Across IT

Al Canvas

© 2026 Cisco and/or its affiliates. All rights reserved.

Campus and Branch

1>/ Catalyst Center L4 0]

Topology, client details, location, etc. Voice and video experience

& Cisco Meraki

Topology, client details, WAN, Internet, App Insights
location, etc.

SD-WAN (% Identity Intelligence

WAN Details User trust level, identity checks

& reasons

Data Center

[] Nexus Dashboard

Data center network management.

Hyperfabric

Data center network management.

;@; Intersight

Unified management, automation,
security.

Security and Observability

Cisco and third-party insights

D) ISk

Firewall

Authentication Insights

@ Secure Access

Security & connection events

Duo

Private & SAAS Resource
Access

Authentication & compliance

XDR

Related Threat Incidents
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Cisco’s Deep Network Model

* Built upon an existing foundation model
« Various models are being used, and this will change over
time
» Decision criteria is:
* Foundation benchmark performance
« Tunability
- Model size (bigger isn’t always better)

CCCCC



Deep Network Model Fine-Tuning Process

Define clear domain-specific evaluation criteria

i Auto-evaluati Human-eval (SME
Evaluation uto-evaluation and Human-eval (SME)

Introduce new training data Supervised Fine Error analysis 'deg“‘;}’ pattelzns/topics in the
Tuning & Diagnostics ~ M°¢¢ s Wweakarea

R h Address the identified weakness,
esgarc “incorporating richer training data in
design & those weak topics will fill the gap in

Hypothesis model’s knowledge”
Development

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco
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Cisco’s Deep
Network Model

Purpose-built for networking,
expert accuracy

* More precise reasoning for
troubleshooting, configuration, and
automation

* Fine-tuned on 40+ years of expertise
and expert-vetted for accuracy

* Evolves with live telemetry and real-
world Cisco TAC and CX insights

© 2026 Cisco and/or its affiliates. All rights reserved.
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Outperforms general-purpose models by ~20%

GPT-5 Llama 17B 128E Gemma 27B GPT OSS 120B  Cisco Deep Network

Benchmark Based on CCIE-style multiple choice questions benchmark, October 2025
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Example: Dynamic Troubleshooting Agent (DTA)

- Further refinements are
needed to make it
Canvas-ready.

- Hypotheses Formation

- Data-Ask Formulation
Data (Evidence)

- Data Assessment (e.g., to Assessment  Visualization is WiP; it is
support or refute a needed to make it
hypothesis) Canvas-ready.

Fault
Domain
Isolation

Component Root Cause Remediation
Isolation Isolation Recommendation(s)

Deep Network Model

Data-Ask Hypothgses
Formulation Formation

]
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Dynamic Troubleshoot Agent Innerworkings

Skill Call
‘ Reasoning
Skill Call Next Action
v
Reason ing |
v
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Cisco Cloud Control




Do more with
scalable, layered
architecture

© 2025 Cisco and/or its affiliates. All rights reserved.
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Agentic and
Generative Al

Shared platform
services

One unifying
data-fabric

Best-in-class
domain platforms

Foundational models
Al assistants

Agentic Al capabilities
Generative workspaces

Single Sign On |dentity &
Access Management

Unified policy and rules
Asset inventory & topology

Global search, alerts and
notifications

Workflows and automation
Event correlation

Shared/Federated Data
Privacy, sovereignty controls

Networking
Security
Observability
Collaboration



Introducing Cisco Cloud Control

bl Cloud Control

@ AilcCanvas

PINNED

Application Performance Monitor

Networking
Security
Collaboration

Observability

Admin Console

© 2026 Cisco and/or its affiliates. All rights reserved.
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Strong
posture

Campus and branch

= Wireless 3 Switches 3 Routers

10k 4« 207

Security health score ' Security

Alex Moreno

59 /100 ©1s

Vulnerabilities 7
Auth successrate  34.2%

= Al Assistant

"]

p— Connected events
L0 k&

Endpoints

123«

30k blocked

298«

27 failed

\ /
\_//
Moderate
posture

@ WAN circuits

392 -3

O Firewall

253 ~s

Endpoints ' Networking

40 50 60 70 80 90 100

Percentage (%)

aptop (24) - Smartphone (18) Other

Internet

1.2«

2k destinations

~
Ce
Private

Threats

contained 109

B Data center

287 ~s

Packet loss ' Networking

20%

Packet Loss

0%
8:00 08:30 09:00 09:30 10:00
Time (Hours)

Admin
Acme Corp.

B Applications

4 degraded

Recent changes 3

Switch configuration updated

Catalyst 9500, Florida branch on June 1, 2025
at 10:50am PST

Firewall policy modified
ASA firewall, HQ data center on June 1, 2025 at
10:40am PST

Application patch deployed
Healthcare app (v4.2.3) on June 1, 2025 at
10:15am PST

View change log
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Global Topology View

'(Il'sél‘; Cloud Control Acme Corp, Inc v 4> Mission Control . Meraki ) Security > ThousandEyes 4. Webex Control Hub = Intersight BE AlCanvas (9 Al Assistant Q

Topology

Q el [ ] = Filters| Physical L2 D SD-WAN | | VLAN/VRF External View in Inventory

@ Global

A Elevated Latency X

133 * 118 13 2
Total sites ._/\/\/ Good Falr  Poor

We detected elevated latency in one
location. Zoom in or search to explore.

Investigate

nl

DC-APAC Singapore

sy H

Mission Control Global Inventory

ol I 1l I h
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One place to see everything

Inventory | © Lestday -

104 Assets 13 critical PSIRT

Critical PSIRT vulnerabilities detected '€ Critical

13 Critical PSIRTs on 11 devices, highest in Tokyo
Office.

Impact: Security risk - immediate patching required

= 11 devices 4 95% confidence

[Filtcr} [Opcn in Al canvas)[ -+ More action ~ ]

Host name Product family - Product

wireless-058 Wireless AIR-CAP...

ntw-061 Networking ISR4000

ntw-091 Networking 2960X

iotedge-059 loT/Edge LoRaWAN...

iotedge-011 loT/Edge IR1101

dtc-003 Data center ucs-Cc220

dtc-021 Data center ucs-C220

© 2026 Cisco and/or its affiliates. All rights reserved.

17 Lpos = 904 A 24 stale (> 60m) 82/22 Mngd / Unmngd =]

High-Risk Device Concentration '€ Critical
3 devices (3%) have risk scores =80.

Impact: Concentrated risk exposure across infrastructure
£ 3 devices /% 88% confidence

[Filtcr] [Opcn in Al canvas] [ --- More action ~ J

= Filters 104 results

PID S/W version LDOS EoVSS

OCAKLX 17.4.23 11/17/2026 4/13/2026

T8RQG4 17.6.56 4/27/2026 11/13/2028

UBSDVO 21.8.70 7/8/2025 7/12/2025

VBTLWO 19.8.75 4/8/2025 5/5/2026

PS3SAD 13.6.64 7(712025 2/3/2027

L47G30 23.0.83 4/18/2025 8/23/2025

7QAEGL 14.3.47 9/19/2026 5/18/2027

License Compliance Issues (4 Warning
22 licenses expired (22%), 7 expiring soon.

Impact: Support coverage gaps and compliance risk
S 19 devices 24 97% confidence

[F\\tcr ] [ Open in Al canvas ] [ --- More action ~ ]

[ & Generate report v ]

Risk score Site Owner License

91 TYO Office Wireless Team Not req

21 SFO HQ NET Team ~ Activ

86 SFO HQ NET Team Expir

AUS DC COL Team ~ Activ

AUS DC COL Team ~ Activ

LDN Office DC Team Expir

LDN Office DC Team + Activ
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Conclusion




Summary

© 2026 Cisco an

Agentic Al Architectures are rapidly changing, adopting new protocols and
patterns

Cisco’s Deep Network Model is a fine-tuned model optimized to reason on
networking tasks, such as troubleshooting

Al Canvas is a natural language-first AgenticOps platform for working with
your network

« Communicating with your network
* Troubleshooting / RCA

* Policy and Compliance

« Automation / Configuration
 Much more to come!

Cisco Cloud Control unifies operations with Al Canvas as the natural
language interface

alfbal ]l
d/or its affiliates. All rights reserved. Al-1042 CIsco



Complete your session surveys

s N N
Complete your surveys in the Cisco Complete a minimum of 4 session
Events app. surveys and the overall event survey to

receive a unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

© 2026 Cisco and/or its affiliates. All rig CiIsco



Continue your education

~ N [
—Q@ [%:] ==
(1 0000 V16
— MMMM
Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showecase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Visit the Technical Walk-in Labs CiscoLive.coszn—
Solutions Clinics to Demand
discuss your technical
questions
- J

referred comms method
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you
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