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About Omar
Omar Santos is a Distinguished Engineer at Cisco focusing on artificial intelligence (AI) security, 
cybersecurity research, incident response, and vulnerability disclosure. He is the co-chair of the 
Coalition for Secure AI (CoSAI) and a board member of the OASIS Open standards organization. 
Omar is also the chair of the OpenEoX and the Common Security Advisory Framework (CSAF) 
technical committee. His work led the creation of the CSAF ISO standard.
 
Omar's collaborative efforts extend to numerous organizations, including the Forum of Incident 
Response and Security Teams (FIRST) and the Industry Consortium for Advancement of Security 
on the Internet (ICASI). Omar is the co-chair of the FIRST PSIRT Special Interest Group (SIG) and 
was the lead of the DEF CON Red Team Village for several years.
 
Omar is the author of over 25 books, 21 video courses, and over 50 academic research papers. 
Omar is a renowned expert in ethical hacking, vulnerability research, incident response, and AI 
security. Omar's work in cybersecurity is also recognized through multiple granted patents. Prior to 
Cisco, Omar served in the United States Marines focusing on the deployment, testing, and 
maintenance of Command, Control, Communications, Computer, and Intelligence (C4I) systems.

/santosomar @santosomar hackerrepo.org 
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Agenda 01 Guidance from the Coalition for Secure AI

02 MITRE ATT&CK and MITRE ATLAS

03 OWASP Top 10 for LLM Applications

04 OWASP Top 10 for Agentic AI Applications

05 Model Context Protocol (MCP) Security

06 MAESTRO and Multi-Agent Security

07 Introducing Project CodeGuard

08 Open Discussion / Q&A
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What is CoSAI?
https://www.coalitionforsecureai.org 

Introducing

https://www.coalitionforsecureai.org/
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CoSAI’s Workstreams

Since its launch, CoSAI has made significant strides in 
strengthening AI security through several critical 
workstreams in collaboration with industry and academia:

• Software Supply Chain Security for AI Systems

• Preparing Defenders for a Changing Security 
Landscape

• AI Security Risk Governance

• Secure Design Patterns for Agentic Systems

https://www.coalitionforsecureai.org 
AI-2001
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CoSAI’s GitHub Repositories
https://github.com/orgs/cosai-oasis/repositories 

https://github.com/orgs/cosai-oasis/repositories


Imagine if…

…you’re a medieval blacksmith, and someone tells you that in five 
hundred years, a single factory will produce more horseshoes in a 
day than your entire guild produces in a decade. You’d probably 
think about what that means for horseshoe quality, or maybe 
worry about your job security. 

The implications of that kind of fabrication technology probably 
wouldn’t have you immediately jump to “and therefore the entire 
concept of transportation will be fundamentally reimagined and 
horses will become recreational curiosities.”

This is roughly where we are with AI and security right now.

https://cs.co/9001h6KYS 

https://cs.co/9001h6KYS
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Yesterday’s approaches don’t 
support today’s reality
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Software Engineering and AI

• 80%+ of all code at frontier AI labs are 
written entirely by AI

• Engineers’ workflow has shifted to “write 
spec → step away → return to review AI-
generated code”

• Traditional junior engineer roles are 
becoming obsolete in these organizations

AI-Driven Code Dominance:

• This trend will create global economic 
shockwaves over the next 18–36 months

• Key Insight: It’s not just about code… 
coding is simply the first domino in a 
larger automation revolution. For instance, 
Claude CoWork, Antigravity and 
NotebookLM integration, etc.

Broader Implications:

AI-2001
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“Prompt Kiddies” are the new “Script Kiddies”

AI-2001

Even teenager with $100 in API credits will be 
capable of executing sophisticated cyber attacks

DARPA AI Cyber Challenge already showed 
autonomous systems finding and patching dozens 
of vulnerabilities with minimal human input

Google’s Big Sleep and Code Mender is actively 
finding vulnerabilities in production systems; these 
are real, deployed capabilities

https://www.anthropic.com/news/disrupting-AI-espionage 

https://www.anthropic.com/news/disrupting-AI-espionage
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Everyone is creating digital twins…
Assume that you hire a new security analyst…

AI-2001
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Never sleeps, can work on ten projects simultaneously, and is more productive. 

They’re not a tool or a script in the current primitive sense.

They’re a virtual collaborator, as close to a human team member as makes no 
difference for most practical purposes.

These virtual collaborators will have persistent memory, learning from every 
interaction, and increasingly have work of greater complexity delegated to them. 

They’ll develop expertise in your specific environment and even need to be 
performance managed. 

Except this analyst …

AI-2001
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Identity and Access Management for AI Agents

Current security models only recognize human accounts and 

service accounts

AI agents don’t fit either category. They’re autonomous, 

adaptive, and can spawn sub-agents

AI Agent Characteristics:

Works autonomously for hours or days

Maintains its own notes and memory

Can spawn sub-agents for parallel work

May run on infrastructure outside direct control

AI-2001
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Why Existing Models Fail?

• Not a service account: service accounts don’t learn, adapt, or self-replicate

• Not a user account: agents operate at superhuman speed and scale

• New Identity Class:

• Represents a new category of non-human identities

• Security must evolve to address their ephemeral existence, scalability, and autonomy

• Strategic Impact:

• Companies solving this identity challenge will gain massive competitive advantage

• Poorly handled identity leads to either:

• Excessive restrictions that hinder AI deployment, or 

• Severe vulnerabilities worse than traditional breaches

AI-2001



AI agents are your new insider threat!
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https://sandbox.websploit.org/openclaw 

https://sandbox.websploit.org/openclaw


© 2026 Cisco and/or its affiliates. All rights reserved.

Let’s go back in time…

It’s 2024-2025

Feels like decades ago…
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Traditional Retrieval Augmented Generation (RAG)

AI-2001

Connects an LLM to a single external knowledge base, augmenting queries with additional context to 
improve response accuracy. It is largely reactive, retrieving data only when prompted and relying on static 
rules or prompt engineering



© 2026 Cisco and/or its affiliates. All rights reserved.

We moved from the “Traditional LLM” Application

AI-2001
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To Agentic RAG and Multi-Agent Systems

MCP

AI-2001
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Many Types of Agents

AI-2001

Agent Type Description

Routing Agents Direct queries to the most relevant sources.

Query Planning Agents Break down complex queries and manage sub-queries.

Re-Act Agents Combine reasoning and action, using tools and real-time data.

Dynamic Planning Agents
Separate high-level planning from execution, adapt to changing 
requirements.

* and more architectures being developed



So, what’s the industry 
guidance?
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https://attack.mitre.org 

https://atlas.mitre.org 

https://attack.mitre.org/
https://atlas.mitre.org/
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 https://genai.owasp.org 

https://genai.owasp.org/
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 https://genai.owasp.org 

https://genai.owasp.org/
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Intro to OWASP Top 10 for Agentic AI 
Applications

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026 

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026
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https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026 

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026


The Threats Go 
Beyond Prompt Injection



It’s affects the complete 

Supply Chain
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We experienced Pickle Deserialization Attacks: 
Code Execution via Model Files

AI-2001
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Everyone “Moved” to Safetensors: Safer Model Serialization



© 2026 Cisco and/or its affiliates. All rights reserved.

But there are still a LOT of Model Supply Chain Risks

Dependency Confusion Attacks

AI-2001
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Plugin and Tool Risks

Questions to ask:
• Who maintains this integration?
• What permissions does it require?
• Is the code audited?
• What data does it access?
• Can it execute arbitrary code?

More on MCP later…

AI-2001
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AI Bill of Materials 
(AI-BOM)

Recommendation: Maintaining
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Let’s talk about Model Signing

https://github.com/cosai-oasis/ws1-supply-chain/blob/main/signing-ml-artifacts.md 

Coalition for Secure AI (CoSAI) Workstream 1: Software Supply Chain Security for AI Systems

https://github.com/cosai-oasis/ws1-supply-chain/blob/main/signing-ml-artifacts.md
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OMS: OpenSSF Model 
Signing Standard

https://github.com/ossf/model-signing-spec 

https://github.com/ossf/model-signing-spec
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Model Signing Lifecycle
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Model Signing 
Example



Should I perform
“AI Algorithmic Red Teaming”?
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What is AI Red Teaming?
Systematic adversarial testing of AI systems 
to identify vulnerabilities, biases, and failure 
modes before deployment.

https://genai.owasp.org/resource/genai-red-teaming-guide 

https://genai.owasp.org/resource/genai-red-teaming-guide
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https://tools.aisecurityresearch.org 

https://tools.aisecurityresearch.org/
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Algorithmic Red Teaming vs. Pen Testing, Traditional Security 
Red Teaming and Vulnerability Management

AI-2001



Securing
Model Context Protocol (MCP)
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https://cs.co/9009h6J3z 

https://modelcontextprotocol.io 

https://cs.co/9009h6J3z
https://modelcontextprotocol.io/
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Foundational Identity & 
Access 
(T1-T2)

• Improper Authentication:

• Weak identity verification 
and credential 
management across agent 
chains

• Missing Access Control:

• Insufficient authorization 
checks and privilege 
separation

Input Handling
(T3-T4)

• Input Validation Failures:

• Traditional injection flaws 
amplified by AI mediation

• Data/Control Boundary 
Failures:

• The fundamental 
challenge of prompt 
injection and tool 
poisoning

Data & Code Protection
(T5-T6)

• Inadequate Data Protection:

• Insufficient encryption and 
secrets management

• Missing Integrity Controls:

• Lack of verification for 
MCP servers and tool 
definitions

https://cs.co/9009h6J3z 

The MCP 12 Threat Categories: 
A Quick Overview (T1-T6)

https://cs.co/9009h6J3z
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Network & Transport 
(T7-T8)

• Session/Transport Security:

• Insecure protocols and 
session management

• Network Isolation Failures:

• Improper network binding 
and segmentation

Trust & Design 
(T9-T10)

• Trust Boundary Failures:

• Overreliance on LLM 
judgment for security 
decisions

• Resource Management:

• Absence of rate limiting 
and quota controls

Operational Security 
(T11-T12)

• Supply Chain Failures:

• Insecure MCP server 
lifecycle and distribution

• Insufficient Observability:

• Lack of logging, 
monitoring, and audit trails

https://cs.co/9009h6J3z 

The MCP 12 Threat Categories: 
A Quick Overview (T7-T12)

https://cs.co/9009h6J3z
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Why this is all bad?

AI-2001

Unlike traditional APIs, MCP servers influence agent reasoning, 

not just data. 

A single compromised MCP 

server can:

Alter agent goals

Cascade failures across agents

Bypass human oversight entirely
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https://genai.owasp.org/resource/cheatsheet-a-practical-guide-for-securely-using-third-party-mcp-servers-1-0 

https://genai.owasp.org/resource/cheatsheet-a-practical-guide-for-securely-using-third-party-mcp-servers-1-0
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Cisco MCP Scanner

AI-2001

https://github.com/cisco-ai-defense/mcp-scanner 

https://github.com/cisco-ai-defense/mcp-scanner
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Agent2Agent (A2A) is an open standard for AI agents to talk to each 
other securely and in a vendor-neutral way. Think of it as HTTP+JSON-
RPC+SSE conventions plus a task model and “agent card” schema so 
different agent frameworks can actually interoperate.

https://becomingahacker.org/comparing-mcp-a2a-and-agntcy-in-the-ai-agent-ecosystem-f3234b85c475 

Agent2Agent (A2A) Protocol

AI-2001

https://becomingahacker.org/comparing-mcp-a2a-and-agntcy-in-the-ai-agent-ecosystem-f3234b85c475
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A2A Security 
Risks
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Cisco A2A Scanner

AI-2001

https://github.com/cisco-ai-defense/a2a-scanner 

https://github.com/cisco-ai-defense/a2a-scanner


How can I threat model Multi-
Agent ecosystems?
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MAESTRO
Multi-Agent Security Threat and Risk Observation

A framework for understanding and 
addressing security risks in multi-agent 
AI systems.

Organized in 7 Layers

https://genai.owasp.org 

https://cloudsecurityalliance.org/blog/2025/02/06/agentic-ai-threat-modeling-framework-maestro 

https://genai.owasp.org/
https://cloudsecurityalliance.org/blog/2025/02/06/agentic-ai-threat-modeling-framework-maestro


Securing AI Generated Code 
with Project CodeGuard
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IDEs CLI Background

Agents

Software Engineering Changed

AI-2001
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AI Agents

+ more than 1 model

+ Prompts

+ Skills

+ Rules

+ Memory

+ Workflow Files

+ MCP Servers

The Anatomy of a "Modern IDE" used by Humans
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Wait… it gets better ;-)
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Cursor Agent(s)
Claude Code Agent(s)

Codex Agent(s)
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Securing Vibe Coding

Project CodeGuard is an open-source, model-agnostic security framework 
that embeds secure-by-default practices into AI coding agent workflows. It 
provides comprehensive security rules that guide AI assistants to generate 
more secure code automatically.

https://project-codeguard.org 

https://github.com/project-codeguard/rules
https://project-codeguard.org/
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Can Project CodeGuard Make AI 
Generated Code Safer?

© 2026 Cisco and/or its affiliates. All rights reserved.

Project CodeGuard consistently reduced static analysis 
findings across three very different benchmarks and made 
fully clean snippets more common.

http://cs.co/9001h6Jft 

AI-2001

http://cs.co/9001h6Jft
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Cisco is a founding member of CoSAI and 
just donated Project CodeGuard to CoSAI

AI-2001

https://blogs.cisco.com/ai/cisco-donates-project-codeguard-to-the-coalition-for-secure-ai 

https://www.coalitionforsecureai.org/ciscos-donation-of-project-codeguard-to-cosai 

https://blogs.cisco.com/ai/cisco-donates-project-codeguard-to-the-coalition-for-secure-ai
https://www.coalitionforsecureai.org/ciscos-donation-of-project-codeguard-to-cosai
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Additional References

• Building Trust in AI Agent Ecosystems
https://blogs.cisco.com/news/building-trust-in-ai-agent-ecosystems 

• Announcing a New Framework for Securing AI-Generated Code
https://blogs.cisco.com/ai/announcing-new-framework-securing-ai-generated-code 

• Coalition for Secure AI (CoSAI)
https://www.coalitionforsecureai.org 

• Cisco AI Security Whitepapers and Guidance
https://aisecurity.cisco.com 

https://blogs.cisco.com/news/building-trust-in-ai-agent-ecosystems
https://blogs.cisco.com/ai/announcing-new-framework-securing-ai-generated-code
https://www.coalitionforsecureai.org/
https://aisecurity.cisco.com/
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Complete a minimum of 4 session 
surveys and the overall event survey to 
receive a unique Cisco Live t-shirt. 

(from 11:30 on Thursday, while supplies last)

Complete your surveys in the Cisco 
Events app.

Complete your session surveys

AI-2001
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Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Book your one-on-one 
Meet the Engineer 
meeting

Visit the Technical
Solutions Clinics to 
discuss your technical 
questions

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Continue your education

Visit the Cisco 
Showcase for related 
demos

Contact me at: Insert preferred comms method

AI-2001

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html


Thank you
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