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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Webex App

Questions? 

Use Webex App to chat with the speaker after the session

Find this session in the Cisco Events App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until February 27, 2026.
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Agenda 01 Intro

02 Cloud management with IOS XE

03 Platforms

04 Cloud Configuration

05 IOS XE 17.18

06 Designing Switching Cloud Architectures
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More time underground 
than in data centers

• Ask me about potash

• Saskatoon, Saskatchewan – 
Canada 

• 20+ years building networks

• CCIE R/S #50782



Cloud management 
with IOS XE
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We’ve been busy with cloud enablement

• Cloud CLI
• Support for all C92K,C93K
• Support for 9500H
• Streamlined Onboarding
• Config on device or cloud

IOS XE:
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Introducing a secure Cloud CLI terminal, directly in 
dashboard

Leverage existing and familiar skillsets 
while ensuring your teams maintain 
access to detailed device data with CLI 

Support for common CLI commands to 
uncover network issues effecting 
network devices

Access an embedded cloud-hosted CLI 
terminal within the Meraki dashboard 
without the need for VPN or jump host

GA: IOS XE 17.15.4
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Platforms
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Now supporting 9200L

C9200LC9300C9300L C9300X

IOS XE 17.15 - AVAILABLE NOW

© 2025  Cisco and/or its affiliates. All rights reserved.
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Building on simplified cloud management with IOS XE

Unified Cloud PlatformIndustry Leading Enterprise Switching Portfolio +

C9200/L

Cisco Meraki Dashboard

One unified OS for 
cloud and on-prem

Options for migration or 
Day 0 cloud management

Cloud simplicity with 
advanced IOS XE features

C9300/L/X/LM

C9200CX C9500H C9350 Smart Switches

C9610 Smart Switches

IOS XE 17.18
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Our Portfolio
Cloud Management for Catalyst and 
Cisco C9000 Smart Switches

Cloud Management

Cisco C9350
Out of Box Experience

Catalyst 9500
Migration Only

Catalyst 9300
Migration and Out of Box

Catalyst 9200
Migration and Out of Box

*Cloud management capabilities for C9610 available in subsequent release

BRKENS-1402
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Unlocking the Portfolio 

C9200LC9300C9300L C9300X

IOS XE 17.15 - AVAILABLE NOW

© 2025  Cisco and/or its affiliates. All rights reserved.

IOS XE 17.18

C9500 C9300LMC9200/CX C9350

IE3500

Preview: Extend secure 
connectivity to rugged 

outdoor networks
Targeting Q2 CY2026

Every C9200 and C9300 model, 
with more on the way

C9610

Preview: Modular Platform 
support coming soon

Available now

12
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Streamlined Onboarding
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Available Now

It starts with a streamlined 
onboarding process

Users can quickly onboard new devices to the network, 
choose the configuration source, and begin cloud 
management without any additional applications.

BRKENS-1402
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Streamlined Onboarding 

Cloud Management app-free onboarding

• Automated Registration and Nextunnel creation
(service meraki connect)

• Simply claim the Cloud ID and add to a network

Connection state
(show meraki connect)
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Cloud Monitoring 

Cloud 
Management

Device 
Configuration

(formerly cloud monitoring)

Prior to IOS XE 17.15 IOS XE 17.15+

Cloud Management 
with a choice of configuration source:

Cloud 
Configuration

(formerly cloud 
management)

BRKENS-1402
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Streamlined Onboarding 

Choose Your Configuration Source When Onboarding

Device Configuration

Enter switch local credentials

Dashboard connection and telemetry IOS XE 
configurations provisioned by Dashboard

Cloud Configuration

Existing configuration removed

Reload with full cloud configurations synced to 
IOS XE 

17
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Maintain operational flexibility with cloud management

Configurations are performed in the cloud and 
managed using the dashboard UI

U N L O C K  F U L L  C L O U D  S I M P L I C I T Y

F L E X I B L E  O P T I O N S  F O R  M A N A G I N G  Y O U R  D E V I C E S  F R O M  T H E  C L O U D

Configuration Source: DeviceConfiguration Source: Cloud

Configurations are managed via traditional methods 
and performed local to the device

R E TA I N  A D VA N C E D  C O N T R O L  
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The full cloud experience with 
management and configurations 
performed in the cloud

• Cloud CLI Support for read-only ‘show’ 
commands for advanced 
troubleshooting

• Leverage the intuitive user interface to 
build configurations that are performed 
directly from the Meraki cloud at scale. 

Configuration Source: Cloud

Full List of Supported Models Here

BRKENS-1402

https://documentation.meraki.com/MS/Cloud-Native_IOS_XE
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Cloud scale visibility with 
localized configurations and 
the full IOS XE feature set

• Non-destructive onboarding preserves 
configurations, which are managed and 
performed local to the device via 
traditional methods. 

• Cloud CLI support for show and config 
commands in dashboard

• Configuration back up in the cloud. 

Configuration Source: Device

Full List of Supported Models Here

BRKENS-1402

https://documentation.meraki.com/MS/Cloud-Native_IOS_XE
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Configuration Source

Config Source 
of truth: 
IOS XE

Device Config Cloud Config

Config updater

IOS XE CLI

Config Source 
of truth: 

Dashboard

config 
backup

Existing management 
tools/management operations

Adopt cloud-managed networking as you evolve 
your IT operations to cloud

Full cloud-managed for efficient and scalable 
cloud network operations 

21
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Cloud Configuration
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Cloud management with IOS XE

Architecture Advancements
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Resilient connectivity to the Cloud

Uplink Auto Config (UAC) 
Can I reach dashboard?

Nextunnel 
Connect to dashboard

Config Updater 
Apply and synchronize config, safe config rollback

M
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Resilient connectivity to the Cloud

Uplink Auto Config (UAC)

• Automated discovery for dashboard connectivity 
• Automated failover / path discovery
• Tunable for primary interface
• Creates a ranked/scored interface list 

Nextunnel

• Secure tunnel to dashboard 
for configuration and telemetry

M

IOS XE 17.15
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Uplink Auto Config

• Which VLANs has UAC discovered?

• Which VLAN has the best score?

• Which SVI is being used to reach Meraki 
dashboard?

show uac

26
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• Has the switch fetched tunnel config?

• Is the tunnel up?

• Are packets coming/going?

show meraki connect

M

Nextunnel
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Resilient connectivity to the Cloud

Config Updater

• Fetch and apply config from dashboard
• Safe configuration rollback: recovery 

mechanism for configuration errors 
causing loss of connection to dash

IOS XE 17.15

28
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Config Updater

show meraki config updater
• Can the switch fetch config?

• Can the switch upload the config?

• Does the switch need to upload config?

29
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Optimizations

Command Runner
Management Interface 
Architecture Change

Default Network 
Module

30
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Management Interface Architecture Change

BRKENS-1402

31

• The management interface is now 
an L3 Interface. Switches running 
CS firmware required a dedicated 
management IP address, 
now management is handled by 
any L3 interface

• All configuration for management 
connectivity and L3 interfaces is 
now available on the Routing & 
DHCP page. 

• If a switch is L2 only, DHCP will 
work  but enabling L3 requires 
first setting a static management IP

Mgmt-IP: 
10.0.0.1

Container

Catalyst Switch

L3 Interface: 
10.0.0.1

IOS XE

Catalyst Switch

L2 Catalyst Management Behavior prior to IOS XE (<= CS17)

L2 Catalyst Management Behavior with IOS XE
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Management Interface Architecture Change

BRKENS-1402
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1. Edit IP config

2. Change type to static

3. Redirect to Routing & 
DHCP page

Switch Summary page>
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Management Interface Architecture Change

BRKENS-1402
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Uplink interfaces 
include DNS and 
Default Gateway 
settings

Easily move the uplink 
to a different interface
• Define the new 

gateway
• Confirm DNS 
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Default Network Module

BRKENS-1402
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The CS way:

• Which module is 
installed?

• Is any module installed?
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Default Network Module

BRKENS-1402
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The IOS XE 17.15.2+ way:

8x10G installed

No module installed
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Default Network Module

BRKENS-1402
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Simplification of Network Module Configuration 

• When a module is not installed, configuration is now 
consolidated into 8 default ports which are mapped to the 
appropriate interfaces when a Network Module is installed.

• Prior to this architecture, every potential network module 
required unique config. A 48-port switch required 
configuring 98 ports to cover each possible module. We 
now have only 56 ports (48+8) which covers existing and 
future modules.

1
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1 2

3 5 7

4 6 8
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6 8
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Unassigned
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1

2

Unassigned

?
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Default Ports
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Show CLI / Command runner

BRKENS-1402

37

Quick access to 
over 30 common 
CLI outputs

• Platform monitoring

• Device tracking

• Stacking details

• Dashboard connection 
status

• Etc…
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Firmware Upgrade Status for IOS XE

Drill down into each switch to 
view progression through each 
stage, with guidance on 
expected times, and success 
and failure states.

Supports CS to IOS XE and all 
IOS XE upgrades.

38
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Firmware Upgrade Status for IOS XE

Monitor each stage of firmware upgrades 
for all switches in a single view:

• Download

• Installation

• Verification

Supports CS or IOS XE to IOS XE upgrades

39
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IOS XE 17.18 
Cloud switching
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Combined with advanced features powered by IOS XE

What’s 
New

Cloud CLI Expanded Support High AvailabilityAdvanced Routing

Access an 
embedded cloud 
terminal within the 
Meraki dashboard.

Support for new 
hardware models and 
expanded support for 
cloud features. 

Advanced capabilities 
like BGP and VRF are 
now supported in the 
cloud dashboard

In-Service Software 
Upgrades, Virtual 
Stacking for C9500, 
and more. 

IOS XE 17.18 brings advanced capabilities to the cloud through the introduction of advanced 
routing and high availability features. 

IOS XE 17.18

41
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High-Availability

Rapid PVST+ Enhanced L2 Loop Prevention

Advanced Routing

Routed Ports

BGP

VRF Lite

Loop-free Routed Access

Scalable Macro Segmentation

Flexible, Open Dynamic Routing

Cloud Managed Enterprise Switching on IOS XE 17.18

StackWise Virtual (SVL) 
ISSU

Sub-second downtime 
firmware upgrades

Enterprise Feature Development

RPVST+

VRF Lite BGP

Routed Ports

AS 65510

eBGP

AS 65509
iBGP

/31

/31

/31

P
C

I

C
o
rp
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Introducing VRF 
deployment from the 
cloud

BRKENS-1402

Simplify network management by 
eliminating the need for ACLs on every 
SVI and reducing oversized route 
tables

Strengthen security with scalable 
macro-segmentation, limiting lateral 
movement of threats

Easily create isolated routing domains 
without additional hardware
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Macro-segmentation that scales

Efficient route handling and forwarding

Centralized ACLs

A separate lane for management traffic

Virtual Routing and Forwarding (VRF)

Storefront Warehouse

Vancouver Location

VLAN 110

VLAN 120

VLAN 130

VLAN 220

VLAN 230

Internet

VRF Blue

VRF Red

VRF Green VRF Green

VRF Blue

Your firewall was BORN for this!

44
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VRF Config

Organization > VRFs

• Create VRFs at an organization-level

• Assign a name, and Route Distinguisher (future use)

45
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VRF Config
 
Switching > Routing & DHCP

• Assign interfaces to a VRF

46
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Introducing Routed
Ports from the
cloud

BRKENS-1402

Minimize VLAN ID consumption while 
joining separate networks

Routed peer to peer links including 
east/west and north/south traffic

Reduce convergence time while 
simplifying network management

New port icon
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Routed Ports

Warehouse

VLAN 110
10.1.110.1/24

VLAN 120
10.1.120.1/24

Routed Ports
R

Routed peer to peer links

East/West and North/South

Dashboard

VLAN 210
10.1.210.1/24

VLAN 220
10.1.220.1/24

R

Storefront

R R
10.0.0.1/3110.0.0.0/31

RR

R R
R

R

R

R

R R

Faster Convergence

STP boundaries

/31 Addressing

Reduced VLAN ID consumption

Equal cost load balancing
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Routed Port Config

Switching > Routing & DHCPSwitching > Switches > Switch Summary 

49
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Routed Port Config

Well, that was awesome!  

Adorable new routed port icon 

New tags for routed ports 
and VLAN Interfaces(SVIs)

Switching > Routing & DHCP

50
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Introducing Border 
Gateway Protocol from 
the cloud

BRKENS-1402

Support for full API programmability and 
open compatibility with third-party 
vendors

Flexible configurations including per 
switch and peer-group templates, plus 
support for common policy objects 

Multiple configuration options including full 
stack dynamic routing (SD-WAN + LAN) 
and simplified iBGP/eBGP routing

Supported Hardware: C9500, C9300X, C9300, C9300L, C9300LM, C9200CX, MS390
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Data Center

SD-WAN

Requirements
• Firmware: IOS XE 17.18+
• HW: C9500, C9300X, C9300, C9300L, C9300LM

BGP

Simple eBGP/iBGP
• Full stack meraki (MX + Catalyst)
• Vendor neutral peering

Large Campus Route-Reflector
• iBGP peer route-reflector
• Loopback support
• Route filtering and AS-path control
• Traffic ECMP

Spin your own
• Per-switch configuration
• Peer-group templates
• Common policy objects

52
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BGP Config

Switching > BGP Routing

Create an ASN

Create a BGP Router

Enable BGP per switch

53
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BGP Config
Route Filtering

Prefix-lists

AS-path 
access-lists

Advertise local networks
Create Peer Groups

Attach Peers

Peering Config

54
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Introducing support
for StackWise Virtual 
from the cloud

BRKENS-1402

Maintain HA with support for stateful 
switch failover (SSO) by ensuring 
minimal downtime during failures or 
maintenance

Lower the risk associated with a looped 
topology while reducing operational 
failure points

Simplify configuration management by 
presenting two physical switches as 
one logical entity
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StackWise Virtual Setup

56
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StackWise Virtual Config

57
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Introducing In-Service
Software Upgrades
from the cloud

BRKENS-1402

Deploy new services and features 
faster with remote execution

Minimize network disruptions and 
downtimes with simplified scheduling 

ISSU allows users to upgrade switch 
stacks while the network continues to 
forward packets
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Introducing Rapid 
Per-VLAN STP+ from 
the cloud

BRKENS-1402

Critical for maintaining stable L2 
topologies in dense campus deployments

Allows efficient load balancing across 
multiple different VLANs

RPVST+ provides faster convergence to 
minimize downtime and ensure 
resilience in dynamic environments 
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Mixed Spanning-tree Versions

+

REF: Understanding Multiple Spanning Tree Protocol (802.1s)

RPVST+ domain

MST domain

Rules of MST PVST+ interaction

• If the MST bridge is the root, this bridge must be the root for all VLANs
• If the PVST+ bridge is the root, this bridge must be the root for all VLANs (this includes the CST, which always runs on 

VLAN 1, regardless of the native VLAN, when the CST runs PVST+)
• The simulation fails and produces an error message if the MST bridge is the root for the CST, while the PVST+ bridge is 

the root for one or more other VLANs. A failed simulation puts the boundary port in root inconsistent mode.

60
BRKENS-1402

https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/24248-147.html#toc-hId--30170789


© 2026 Cisco and/or its affiliates. All rights reserved.

VLANs and PVST+ Instances
Time to use VLAN Database

Cloud-managed switches start with max 
supported active VLANs
• Catalyst 9300 = 1000
• Catalyst 9200 = 512

Catalyst switches can’t run that many 
PVST+ instances
• Catalyst 9300 max 300 PVST instances
• Catalyst 9200 max 128 PVST instances
• Max 13000 STP Virtual ports*

*STP virtual ports = trunks * active VLANs on trunk + number of non-trunk ports.

The secret to a happy life is pruning unneeded VLANs

61
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RPVST+ Config

Switching > Switch Settings

Set the STP mode for the entire network

Set bridge priorities per switch & VLAN

RPVST+

62
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VRRP

1 Create/Edit a Layer3 SVI on 
each switch

2 Enable "VRRP" for IPv4 or IPv6

3 Configure both switches with 
matching Group-ID and VIP

IP: 10.0.0.100

Gateway: 10.0.0.1

Virtual IP: 10.0.0.1

10.0.0.2

10.0.0.3

4 Assign Priority to control 
Active

• IPv4 and IPv6 Support

• Per-Interface Control

• Compatible with 

OSPF/BGP/VRF

• Standards-based compatibility

Flexible, interoperable HA available starting with 17.18.2

63
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Additional cloud 
features now available 
on Catalyst 9000

BRKENS-1402

Standardize and simplify configuration management 
by predefining port profiles with SmartPorts

Reduce time spent on PCAP analysis by remotely 
scheduling captures with Intelligent Capture

View statistics and receive alerts for critical 
system resources with Device Health support

View statistics relative to Device Uptime including 
time online, last boot, and last boot reason.

Support for Digital Optical Monitoring to enable real-
time monitoring of fiber optic transceivers 
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• Over 400 ports on a 
single page

• Redesigned UI to 
visualize supervisor 
and line card details

• Read-write Cloud CLI 
for config from the 
cloud

Cloud Managed Modular 

BRKENS-1402
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IE3500 support on Meraki Dashboard  

Use 
Case

Rugged Enterprise 
Networks: 

Cisco 9K or MS customers 
extending connectivity outdoors to 

parking lots, kiosks, outdoor 
spaces etc. 

Target

Timelines

Beta: Q1CY26
GA: Q2CY26

BRKENS-1402
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Sneak peek: Coming Soon to Cloud CLI
Access to XE capabilities that are not exposed via Meraki Dashboard

• Full IOS XE CLIs in dashboard
• Jinja2 variables supported in Profile
• Assigned to switches at scale via device tags
• Single profile per device
• Full serial console access available when using CLI Profiles

BRKENS-1402



Designing Switching Cloud 
Architectures
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Enterprise Campus

BGP

StackWise Virtual

VRF Blue VRF BlueVRF Red VRF Red

Routed Access R

R
R

RR
R R

R

Campus Core

• Low-latency, high-availability

Core-Access Interconnect

• L3 routed access, limited STP

• RPVST+ is still common

Campus Access 

• VRF segmented access layer

• RPVST+ is common

69
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+

Choose Mixed Device and Cloud Config

Device Configuration Full XE feature set + Cloud CLI

Cloud Configuration

App visibility + 
traffic analytics

Real time switch 
and port health

Health and Assurance

Cloud Scale + Cloud CLI

Cloud CLI

70
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Or Choose Full cloud config

Cloud Configuration

App visibility + 
traffic analytics

Real time switch 
and port health

Health and Assurance

Cloud Scale + Cloud CLI

Cloud CLI

71
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Choose Cloud Supported Core and Access Platforms

SVL

ISSU

Access

Core C9500

C9200

C9300

C9610

IE3500
Coming soon

72
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High-Availability

StackWise Virtual (SVL) 
ISSU

Rapid PVST+ Enhanced L2 loop prevention

Sub-second downtime 
firmware upgrades

BGP

StackWise Virtual

VRF Blue VRF BlueVRF Red VRF Red

Routed Access R

Advanced Routing

Routed Ports

BGP

VRF Lite

Loop-free routed access

Scalable macro segmentation

Flexible, open dynamic routing

Designing for the Multi-tier Enterprise

R
R

RR R R

R
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Designing with Advanced L3

Use Routed Ports to
Leverage Layer 3:
• Limit spanning-tree issues
• Smaller broadcast domains
• Faster Convergence
• Fewer VLANs

Use VRF for
• Simple Macro Segmentation
• Separate IT and OT

Use BGP for 
• Highly Flexible Reachability
• Peering with edge firewall
• Large Campus Route Reflector

VRF Lite

BGP

Routed Interfaces

AS 65510

eBGP

AS 65509
iBGP

/31

/31

/31

R
e
d

G
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74
BRKENS-1402



© 2026 Cisco and/or its affiliates. All rights reserved.

Designing for High Availability

SVL

ISSU

Access

Core

Use Stackwise Virtual and ISSU
• To have sub-second downtime at the 

core when performing firmware 
upgrades

Use Staged Upgrades
• To roll incremental upgrades across a 

campus network:
• Building by building
• Floor by floor
• Custom groupings

Use RPVST+ for
• Interoperability with all Catalyst based 

platforms
• Per-VLAN high availability

75
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Is cloud ready for you?

Cloud manage your Catalyst

Check out the Cloud CLI

Look to the core in 17.18

M
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Q&A
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Complete your session surveys

Complete your surveys in the Cisco Events 
App.

Complete a minimum of 4 session surveys and 
the overall event survey to receive a unique 
Cisco Live t-shirt. 
(from 11:30 on Thursday, while supplies last)  

BRKENS-1402
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Book your one-on-one 
Meet the Engineer 
meeting

Visit the Technical
Solutions Clinics to 
discuss your technical 
questions

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKENS-1402

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
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